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Outline of the Course: Part I

Michèle Wigger (3C58) and Mehrasa Ahmadipour (3C61)

Use Cases of Cryptography;

Historical Cyphers, Stream Ciphers and Block Ciphers;

Perfect and Semantic Security against Chosen Plaintext Attacks; Active
Attacks: Tempering and Chosen Ciphertext Attacks;

Message Authentication Codes (MAC) and Hash Functions;

Authenticated Encryption;

Pseudo Random Number Generators, Pseudo Random Functions, Pseudo
Random Permutations, The Random Oracle Model;

Basics in Number Theory and Algebra;

Wigger — Cryptography, Master MICAS, Part I 2/103



Outline of the Course: Part II

Hieu Phan

Public Key Encryption Systems

Digital Signatures

Zero-Knowledge Proofs

Decentralized Cryptosystems
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Use Cases of Cryptography
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Establishing a Common Secret Key

USER 1 USER 2

k k

...<latexit sha1_base64="hx9vrypjtBJpcEsh1w05CZs9G34=">AAAB7XicbVBNS8NAEJ3Ur1q/qh69BIvgqSRV0GPRi8cKthbaUDabTbt2sxt2J4VS+h+8eFDEq//Hm//GbZuDtj4YeLw3w8y8MBXcoOd9O4W19Y3NreJ2aWd3b/+gfHjUMirTlDWpEkq3Q2KY4JI1kaNg7VQzkoSCPYbD25n/OGLacCUfcJyyICF9yWNOCVqp1R1FCk2vXPGq3hzuKvFzUoEcjV75qxspmiVMIhXEmI7vpRhMiEZOBZuWuplhKaFD0mcdSyVJmAkm82un7plVIjdW2pZEd67+npiQxJhxEtrOhODALHsz8T+vk2F8HUy4TDNkki4WxZlwUbmz192Ia0ZRjC0hVHN7q0sHRBOKNqCSDcFffnmVtGpV/6Jau7+s1G/yOIpwAqdwDj5cQR3uoAFNoPAEz/AKb45yXpx352PRWnDymWP4A+fzB8y9j0Y=</latexit>

k: secret key

The two parties wish to create a common key k that looks completely
random to other users.
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Encryption

ENCODER DECODER
m

k k

c = E(k, m) m = D(k, c)

m: plaintext (message)

k: secret key

c: cipher text

(E,D) is called a cipher

Ciphertext c should leak “no” information about plaintext m even after
observing c or different (mi , ci ) pairs.
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Authentication

k
<latexit sha1_base64="S3l8nnBLDerjgmOsR9KRP3N3+lk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOl5rhfrrhVdw6ySrycVCBHo1/+6g1ilkYoDRNU667nJsbPqDKcCZyWeqnGhLIxHWLXUkkj1H42P3RKzqwyIGGsbElD5urviYxGWk+iwHZG1Iz0sjcT//O6qQmv/YzLJDUo2WJRmApiYjL7mgy4QmbExBLKFLe3EjaiijJjsynZELzll1dJu1b1Lqq15mWlfpPHUYQTOIVz8OAK6nAHDWgBA4RneIU359F5cd6dj0VrwclnjuEPnM8f09OM8w==</latexit>

m1
tag1

<latexit sha1_base64="l1UUDVarMJCY4G1Fqoge+fS2nI0=">AAAB63icbVBNSwMxEJ3Ur1q/qh69BIvgqezWgx6LXjxWsB/QLiWbZtvQJLskWaEs/QtePCji1T/kzX9jut2Dtj4YeLw3w8y8MBHcWM/7RqWNza3tnfJuZW//4PCoenzSMXGqKWvTWMS6FxLDBFesbbkVrJdoRmQoWDec3i387hPThsfq0c4SFkgyVjzilNhcImN/WK15dS8HXid+QWpQoDWsfg1GMU0lU5YKYkzf9xIbZERbTgWbVwapYQmhUzJmfUcVkcwEWX7rHF84ZYSjWLtSFufq74mMSGNmMnSdktiJWfUW4n9eP7XRTZBxlaSWKbpcFKUC2xgvHscjrhm1YuYIoZq7WzGdEE2odfFUXAj+6svrpNOo+1f1xkOj1rwt4ijDGZzDJfhwDU24hxa0gcIEnuEV3pBEL+gdfSxbS6iYOYU/QJ8/y5COEQ==</latexit>

m1

tag1
<latexit sha1_base64="l1UUDVarMJCY4G1Fqoge+fS2nI0=">AAAB63icbVBNSwMxEJ3Ur1q/qh69BIvgqezWgx6LXjxWsB/QLiWbZtvQJLskWaEs/QtePCji1T/kzX9jut2Dtj4YeLw3w8y8MBHcWM/7RqWNza3tnfJuZW//4PCoenzSMXGqKWvTWMS6FxLDBFesbbkVrJdoRmQoWDec3i387hPThsfq0c4SFkgyVjzilNhcImN/WK15dS8HXid+QWpQoDWsfg1GMU0lU5YKYkzf9xIbZERbTgWbVwapYQmhUzJmfUcVkcwEWX7rHF84ZYSjWLtSFufq74mMSGNmMnSdktiJWfUW4n9eP7XRTZBxlaSWKbpcFKUC2xgvHscjrhm1YuYIoZq7WzGdEE2odfFUXAj+6svrpNOo+1f1xkOj1rwt4ijDGZzDJfhwDU24hxa0gcIEnuEV3pBEL+gdfSxbS6iYOYU/QJ8/y5COEQ==</latexit>

tag2
<latexit sha1_base64="f1dptxxTg1Lr88D1rDlgWbeAgO0=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0niQY9FLx4rmLbQhrLZbtqlu5uwuxFK6F/w4kERr/4hb/4bt2kO2vpg4PHeDDPzopQzbVz326lsbG5t71R3a3v7B4dH9eOTjk4yRWhAEp6oXoQ15UzSwDDDaS9VFIuI0240vVv43SeqNEvko5mlNBR4LFnMCDaFhMf+sN5wm24BtE68kjSgRHtY/xqMEpIJKg3hWOu+56YmzLEyjHA6rw0yTVNMpnhM+5ZKLKgO8+LWObqwygjFibIlDSrU3xM5FlrPRGQ7BTYTveotxP+8fmbimzBnMs0MlWS5KM44MglaPI5GTFFi+MwSTBSztyIywQoTY+Op2RC81ZfXScdveldN/8FvtG7LOKpwBudwCR5cQwvuoQ0BEJjAM7zCmyOcF+fd+Vi2Vpxy5hT+wPn8Ac0UjhI=</latexit>

tag2
<latexit sha1_base64="f1dptxxTg1Lr88D1rDlgWbeAgO0=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0niQY9FLx4rmLbQhrLZbtqlu5uwuxFK6F/w4kERr/4hb/4bt2kO2vpg4PHeDDPzopQzbVz326lsbG5t71R3a3v7B4dH9eOTjk4yRWhAEp6oXoQ15UzSwDDDaS9VFIuI0240vVv43SeqNEvko5mlNBR4LFnMCDaFhMf+sN5wm24BtE68kjSgRHtY/xqMEpIJKg3hWOu+56YmzLEyjHA6rw0yTVNMpnhM+5ZKLKgO8+LWObqwygjFibIlDSrU3xM5FlrPRGQ7BTYTveotxP+8fmbimzBnMs0MlWS5KM44MglaPI5GTFFi+MwSTBSztyIywQoTY+Op2RC81ZfXScdveldN/8FvtG7LOKpwBudwCR5cQwvuoQ0BEJjAM7zCmyOcF+fd+Vi2Vpxy5hT+wPn8Ac0UjhI=</latexit>

‘NO’
<latexit sha1_base64="MEFvy5Rq2Kfa5vfxW7f7AMx935Q=">AAAB63icbVA9T8MwEL2Ur1K+CowsFhWCqUrKAGMFCxMUiX5IbVQc12mt2k5kO0hV1L/AwgBCrPwhNv4NTpsBWp500tN7d7q7F8ScaeO6305hZXVtfaO4Wdra3tndK+8ftHSUKEKbJOKR6gRYU84kbRpmOO3EimIRcNoOxteZ336iSrNIPphJTH2Bh5KFjGCTSY+3d6f9csWtujOgZeLlpAI5Gv3yV28QkURQaQjHWnc9NzZ+ipVhhNNpqZdoGmMyxkPatVRiQbWfzm6dohOrDFAYKVvSoJn6eyLFQuuJCGynwGakF71M/M/rJia89FMm48RQSeaLwoQjE6HscTRgihLDJ5Zgopi9FZERVpgYG0/JhuAtvrxMWrWqd16t3dcq9as8jiIcwTGcgQcXUIcbaEATCIzgGV7hzRHOi/PufMxbC04+cwh/4Hz+AFxyjcg=</latexit>‘YES’

<latexit sha1_base64="MlkHNUB/vU/gpvwY26KzB4akp3Y=">AAAB7HicbVBNTwIxEJ36ifiFevTSSIyeyC4e9Eg0Jh4xuoCBDXZLFxq63U3bNSEbfoMXDxrj1R/kzX9jgT0o+JJJXt6bycy8IBFcG8f5RkvLK6tr64WN4ubW9s5uaW+/oeNUUebRWMSqFRDNBJfMM9wI1koUI1EgWDMYXk385hNTmsfy3owS5kekL3nIKTFW8h4fru9OuqWyU3GmwIvEzUkZctS7pa9OL6ZpxKShgmjddp3E+BlRhlPBxsVOqllC6JD0WdtSSSKm/Wx67BgfW6WHw1jZkgZP1d8TGYm0HkWB7YyIGeh5byL+57VTE174GZdJapiks0VhKrCJ8eRz3OOKUSNGlhCquL0V0wFRhBqbT9GG4M6/vEga1Yp7VqneVsu1yzyOAhzCEZyCC+dQgxuogwcUODzDK7whiV7QO/qYtS6hfOYA/gB9/gACGI4m</latexit>

m̃2
<latexit sha1_base64="ucQ5zdL9SBT1z8vjqeaywfG93EM=">AAAB8nicbVDLSgNBEJz1GeMr6tHLYBA8hd0o6DHoxWME84BkCbOzs8mQeSwzvUJY8hlePCji1a/x5t84SfagiQUNRVU33V1RKrgF3//21tY3Nre2Szvl3b39g8PK0XHb6sxQ1qJaaNONiGWCK9YCDoJ1U8OIjATrROO7md95YsZyrR5hkrJQkqHiCacEnNTrAxcxy+V0UB9Uqn7NnwOvkqAgVVSgOah89WNNM8kUUEGs7QV+CmFODHAq2LTczyxLCR2TIes5qohkNsznJ0/xuVNinGjjSgGeq78nciKtncjIdUoCI7vszcT/vF4GyU2Yc5VmwBRdLEoygUHj2f845oZREBNHCDXc3YrpiBhCwaVUdiEEyy+vkna9FlzW6g9X1cZtEUcJnaIzdIECdI0a6B41UQtRpNEzekVvHngv3rv3sWhd84qZE/QH3ucPYbaRUA==</latexit>

S(m, k)
<latexit sha1_base64="cd70hN3/KGvV/h3bAa6LsbwOPYc=">AAAB7XicbVDLSgNBEOyNrxhfUY9eFoMQQcJuFPQY9OIxonlAsoTZyWwyZh7LzKwQlvyDFw+KePV/vPk3TpI9aGJBQ1HVTXdXGDOqjed9O7mV1bX1jfxmYWt7Z3evuH/Q1DJRmDSwZFK1Q6QJo4I0DDWMtGNFEA8ZaYWjm6nfeiJKUykezDgmAUcDQSOKkbFS877Mz0anvWLJq3gzuMvEz0gJMtR7xa9uX+KEE2EwQ1p3fC82QYqUoZiRSaGbaBIjPEID0rFUIE50kM6unbgnVum7kVS2hHFn6u+JFHGtxzy0nRyZoV70puJ/Xicx0VWQUhEnhgg8XxQlzDXSnb7u9qki2LCxJQgram918RAphI0NqGBD8BdfXibNasU/r1TvLkq16yyOPBzBMZTBh0uowS3UoQEYHuEZXuHNkc6L8+58zFtzTjZzCH/gfP4AcUWOYg==</latexit>

k
<latexit sha1_base64="S3l8nnBLDerjgmOsR9KRP3N3+lk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOl5rhfrrhVdw6ySrycVCBHo1/+6g1ilkYoDRNU667nJsbPqDKcCZyWeqnGhLIxHWLXUkkj1H42P3RKzqwyIGGsbElD5urviYxGWk+iwHZG1Iz0sjcT//O6qQmv/YzLJDUo2WJRmApiYjL7mgy4QmbExBLKFLe3EjaiijJjsynZELzll1dJu1b1Lqq15mWlfpPHUYQTOIVz8OAK6nAHDWgBA4RneIU359F5cd6dj0VrwclnjuEPnM8f09OM8w==</latexit>

V (m, k, tag)
<latexit sha1_base64="uKPS07/gKf6J9BxMY2yucINYgEs=">AAACAHicbVBNS8NAEN3Ur1q/oh48eAkWoUIpSRX0WPTisYL9gDaUzXbbLt3dhN2JWEIu/hUvHhTx6s/w5r9x2+agrQ8GHu/NMDMviDjT4LrfVm5ldW19I79Z2Nre2d2z9w+aOowVoQ0S8lC1A6wpZ5I2gAGn7UhRLAJOW8H4Zuq3HqjSLJT3MImoL/BQsgEjGIzUs4+aJVEel7tAH0GGSmCeAB6mZz276FbcGZxl4mWkiDLUe/ZXtx+SWFAJhGOtO54bgZ9gBYxwmha6saYRJmM8pB1DJRZU+8nsgdQ5NUrfGYTKlARnpv6eSLDQeiIC0ykwjPSiNxX/8zoxDK78hMkoBirJfNEg5g6EzjQNp88UJcAnhmCimLnVISOsMAGTWcGE4C2+vEya1Yp3XqneXRRr11kceXSMTlAJeegS1dAtqqMGIihFz+gVvVlP1ov1bn3MW3NWNnOI/sD6/AFl25ZK</latexit>

m̃2
<latexit sha1_base64="ucQ5zdL9SBT1z8vjqeaywfG93EM=">AAAB8nicbVDLSgNBEJz1GeMr6tHLYBA8hd0o6DHoxWME84BkCbOzs8mQeSwzvUJY8hlePCji1a/x5t84SfagiQUNRVU33V1RKrgF3//21tY3Nre2Szvl3b39g8PK0XHb6sxQ1qJaaNONiGWCK9YCDoJ1U8OIjATrROO7md95YsZyrR5hkrJQkqHiCacEnNTrAxcxy+V0UB9Uqn7NnwOvkqAgVVSgOah89WNNM8kUUEGs7QV+CmFODHAq2LTczyxLCR2TIes5qohkNsznJ0/xuVNinGjjSgGeq78nciKtncjIdUoCI7vszcT/vF4GyU2Yc5VmwBRdLEoygUHj2f845oZREBNHCDXc3YrpiBhCwaVUdiEEyy+vkna9FlzW6g9X1cZtEUcJnaIzdIECdI0a6B41UQtRpNEzekVvHngv3rv3sWhd84qZE/QH3ucPYbaRUA==</latexit>

t: tag

(S,V) is called an authentication code

For an adversary it should be hard to forge a message-tag pair (m, tag)
without knowing the secret key k.
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Digital Signatures

sk: secret key

pk: public key

σ(sk,m): signature on a message m

v(pk,m, σ) ∈ {valid, false}: verification of an algorithm

(σ,v) is called a digital signature algorithm

For an adversary it should be hard to forge a valid signature σ(m, sk)
on a document m without knowing the secret key sk.
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Multi-Party Protocols

For example blockchains

Perform distributed agreements/computations based on distributed data
and in the presence of malicious users
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Historical Ciphers
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Symmetric Ciphers

k k

E(k, m)
<latexit sha1_base64="VvXEVmcuOliDowWouxigBe9ri/I=">AAAB+HicbVDLSsNAFL3xWeujUZdugkWoICWpgi6LIrisYB/QhjKZTtqhM5MwMxFq6Je4caGIWz/FnX/jpM1CWw8MHM65l3vmBDGjSrvut7Wyura+sVnYKm7v7O6V7P2DlooSiUkTRyySnQApwqggTU01I51YEsQDRtrB+Cbz249EKhqJBz2Jic/RUNCQYqSN1LdLPY70KAjT22llfMZP+3bZrbozOMvEy0kZcjT69ldvEOGEE6ExQ0p1PTfWfoqkppiRabGXKBIjPEZD0jVUIE6Un86CT50TowycMJLmCe3M1N8bKeJKTXhgJrOYatHLxP+8bqLDKz+lIk40EXh+KEyYoyMna8EZUEmwZhNDEJbUZHXwCEmEtemqaErwFr+8TFq1qnderd1flOvXeR0FOIJjqIAHl1CHO2hAEzAk8Ayv8GY9WS/Wu/UxH12x8p1D+APr8wf9fZKl</latexit>

D(k, c)
<latexit sha1_base64="XaLqhqsheJ1s0qPbad1f/sIiH+Q=">AAAB+HicbVDLSsNAFL3xWeujUZduBotQQUpSBV0WdeGygn1AG8pkOmmHTiZhZiLU0C9x40IRt36KO//GSZuFth4YOJxzL/fM8WPOlHacb2tldW19Y7OwVdze2d0r2fsHLRUlktAmiXgkOz5WlDNBm5ppTjuxpDj0OW3745vMbz9SqVgkHvQkpl6Ih4IFjGBtpL5d6oVYj/wgvZ1WxmfktG+XnaozA1ombk7KkKPRt796g4gkIRWacKxU13Vi7aVYakY4nRZ7iaIxJmM8pF1DBQ6p8tJZ8Ck6McoABZE0T2g0U39vpDhUahL6ZjKLqRa9TPzP6yY6uPJSJuJEU0Hmh4KEIx2hrAU0YJISzSeGYCKZyYrICEtMtOmqaEpwF7+8TFq1qnterd1flOvXeR0FOIJjqIALl1CHO2hAEwgk8Ayv8GY9WS/Wu/UxH12x8p1D+APr8wfswZKa</latexit>

m
<latexit sha1_base64="hgrbGyfUs1b/Mr5+M32Ck4D9zmA=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3a3STsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgkfYMtwI7CQKqQwEPgTj25n/8IRK8zi6N5MEfUmHEQ85o8ZKTdkvV9yqOwdZJV5OKpCj0S9/9QYxSyVGhgmqdddzE+NnVBnOBE5LvVRjQtmYDrFraUQlaj+bHzolZ1YZkDBWtiJD5urviYxKrScysJ2SmpFe9mbif143NeG1n/EoSQ1GbLEoTAUxMZl9TQZcITNiYgllittbCRtRRZmx2ZRsCN7yy6ukXat6F9Va87JSv8njKMIJnMI5eHAFdbiDBrSAAcIzvMKb8+i8OO/Ox6K14OQzx/AHzucP1tuM9Q==</latexit>

c
<latexit sha1_base64="0jIMiY3Xg6FeHydWT6UzrJgEy0o=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOlJuuXK27VnYOsEi8nFcjR6Je/eoOYpRFKwwTVuuu5ifEzqgxnAqelXqoxoWxMh9i1VNIItZ/ND52SM6sMSBgrW9KQufp7IqOR1pMosJ0RNSO97M3E/7xuasJrP+MySQ1KtlgUpoKYmMy+JgOukBkxsYQyxe2thI2ooszYbEo2BG/55VXSrlW9i2qteVmp3+RxFOEETuEcPLiCOtxBA1rAAOEZXuHNeXRenHfnY9FacPKZY/gD5/MHx7OM6w==</latexit>

m
<latexit sha1_base64="hgrbGyfUs1b/Mr5+M32Ck4D9zmA=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3a3STsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgkfYMtwI7CQKqQwEPgTj25n/8IRK8zi6N5MEfUmHEQ85o8ZKTdkvV9yqOwdZJV5OKpCj0S9/9QYxSyVGhgmqdddzE+NnVBnOBE5LvVRjQtmYDrFraUQlaj+bHzolZ1YZkDBWtiJD5urviYxKrScysJ2SmpFe9mbif143NeG1n/EoSQ1GbLEoTAUxMZl9TQZcITNiYgllittbCRtRRZmx2ZRsCN7yy6ukXat6F9Va87JSv8njKMIJnMI5eHAFdbiDBrSAAcIzvMKb8+i8OO/Ox6K14OQzx/AHzucP1tuM9Q==</latexit>

m: plaintext (message)

k: secret key known at the encoder and the decoder

c: cipher text

(E,D) is called a cipher
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Substitution Cipher

Key k is a substitution table

Plaintext · · · d e · · · h · · · l m n o · · · r w · · ·
Ciphertext · · · u t · · · q · · · j k m l · · · a b · · ·

Encryption: Apply the substitution character by character

m = hello world =⇒ c = qtkkl blaju

Decryption: Reverse the substitution character by character
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Caesar Cipher

Key k determines the shift of the substitution:

E.g., k = 3:

Plaintext · · · d e · · · h · · · l m n o · · · r w · · ·
Ciphertext · · · g h · · · k · · · o p q r · · · u z · · ·

Encryption for K = 3:

m = hello world =⇒ c = khoor zruog

Decryption: Reverse the shift character by character
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How to Break the Substitution or Caesar Cipher

Frequency of letters in a given language. E.g., e is the most frequent
letter, than t and a

Use frequency of pairs

We call this a cypher-text (CT) only attack.
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Vigenère Cipher (16th–19th century)

Key: k =“bonbon”

Encryption: Repeat the key, and then sum (a = 0) this repeated key with
the plaintext modulo 26

Keytext b o n b o n b o n b o n b o n
Plaintext h e l l o w o r l d c h u c k

Ciphertext i s y m c j p f y e q u v q x
↑ ↑ ↑

Assuming one knows the key length, one can do the same attack as above,
simply by considering periodic sequences of letters
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Rotor Machines: The Hebern Machine

Rotor Machines from 1870–1943

The key determines the initial substitution table, afterwards the machine
shifts the substitution table by one symbol after each letter.

Easy to break
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Rotor Machines: The Enigma Machine

First part of the last century

Multiple rotors changing with
different frequencies

Handy and portable → used in
wars

Books used to determine the initial
keys and the wirings

Encrypted ciphertext/decrypted
plaintext shown with lamps
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Stream Ciphers, Pseudo Random Number Generators,
Semantic Security
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Symmetric Ciphers

k k

E(k, m)
<latexit sha1_base64="VvXEVmcuOliDowWouxigBe9ri/I=">AAAB+HicbVDLSsNAFL3xWeujUZdugkWoICWpgi6LIrisYB/QhjKZTtqhM5MwMxFq6Je4caGIWz/FnX/jpM1CWw8MHM65l3vmBDGjSrvut7Wyura+sVnYKm7v7O6V7P2DlooSiUkTRyySnQApwqggTU01I51YEsQDRtrB+Cbz249EKhqJBz2Jic/RUNCQYqSN1LdLPY70KAjT22llfMZP+3bZrbozOMvEy0kZcjT69ldvEOGEE6ExQ0p1PTfWfoqkppiRabGXKBIjPEZD0jVUIE6Un86CT50TowycMJLmCe3M1N8bKeJKTXhgJrOYatHLxP+8bqLDKz+lIk40EXh+KEyYoyMna8EZUEmwZhNDEJbUZHXwCEmEtemqaErwFr+8TFq1qnderd1flOvXeR0FOIJjqIAHl1CHO2hAEzAk8Ayv8GY9WS/Wu/UxH12x8p1D+APr8wf9fZKl</latexit>

D(k, c)
<latexit sha1_base64="XaLqhqsheJ1s0qPbad1f/sIiH+Q=">AAAB+HicbVDLSsNAFL3xWeujUZduBotQQUpSBV0WdeGygn1AG8pkOmmHTiZhZiLU0C9x40IRt36KO//GSZuFth4YOJxzL/fM8WPOlHacb2tldW19Y7OwVdze2d0r2fsHLRUlktAmiXgkOz5WlDNBm5ppTjuxpDj0OW3745vMbz9SqVgkHvQkpl6Ih4IFjGBtpL5d6oVYj/wgvZ1WxmfktG+XnaozA1ombk7KkKPRt796g4gkIRWacKxU13Vi7aVYakY4nRZ7iaIxJmM8pF1DBQ6p8tJZ8Ck6McoABZE0T2g0U39vpDhUahL6ZjKLqRa9TPzP6yY6uPJSJuJEU0Hmh4KEIx2hrAU0YJISzSeGYCKZyYrICEtMtOmqaEpwF7+8TFq1qnterd1flOvXeR0FOIJjqIALl1CHO2hAEwgk8Ayv8GY9WS/Wu/UxH12x8p1D+APr8wfswZKa</latexit>

m
<latexit sha1_base64="hgrbGyfUs1b/Mr5+M32Ck4D9zmA=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3a3STsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgkfYMtwI7CQKqQwEPgTj25n/8IRK8zi6N5MEfUmHEQ85o8ZKTdkvV9yqOwdZJV5OKpCj0S9/9QYxSyVGhgmqdddzE+NnVBnOBE5LvVRjQtmYDrFraUQlaj+bHzolZ1YZkDBWtiJD5urviYxKrScysJ2SmpFe9mbif143NeG1n/EoSQ1GbLEoTAUxMZl9TQZcITNiYgllittbCRtRRZmx2ZRsCN7yy6ukXat6F9Va87JSv8njKMIJnMI5eHAFdbiDBrSAAcIzvMKb8+i8OO/Ox6K14OQzx/AHzucP1tuM9Q==</latexit>

c
<latexit sha1_base64="0jIMiY3Xg6FeHydWT6UzrJgEy0o=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOlJuuXK27VnYOsEi8nFcjR6Je/eoOYpRFKwwTVuuu5ifEzqgxnAqelXqoxoWxMh9i1VNIItZ/ND52SM6sMSBgrW9KQufp7IqOR1pMosJ0RNSO97M3E/7xuasJrP+MySQ1KtlgUpoKYmMy+JgOukBkxsYQyxe2thI2ooszYbEo2BG/55VXSrlW9i2qteVmp3+RxFOEETuEcPLiCOtxBA1rAAOEZXuHNeXRenHfnY9FacPKZY/gD5/MHx7OM6w==</latexit>

m
<latexit sha1_base64="hgrbGyfUs1b/Mr5+M32Ck4D9zmA=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3a3STsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgkfYMtwI7CQKqQwEPgTj25n/8IRK8zi6N5MEfUmHEQ85o8ZKTdkvV9yqOwdZJV5OKpCj0S9/9QYxSyVGhgmqdddzE+NnVBnOBE5LvVRjQtmYDrFraUQlaj+bHzolZ1YZkDBWtiJD5urviYxKrScysJ2SmpFe9mbif143NeG1n/EoSQ1GbLEoTAUxMZl9TQZcITNiYgllittbCRtRRZmx2ZRsCN7yy6ukXat6F9Va87JSv8njKMIJnMI5eHAFdbiDBrSAAcIzvMKb8+i8OO/Ox6K14OQzx/AHzucP1tuM9Q==</latexit>

Definition

A symmtric cipher of a key alphabet K, a message space M, and a cipher
space C is a pair of “efficient” algorithms

E : K ×M→ C
D : K × C →M

such that for all k ∈ K,m ∈M:

D(k,E(k,m)) = m

Many modern ciphers have key size |K| = 2128 ≈ 1038,4
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OneTime Pad (OTP)

Key k is as long as the plaintext (used only once!)

Ciphertext obtained by XORing the plaintext and the key

Plaintext 1 0 1 1 0 1 1 0 0 0 1 1 0 1 0
Keytext 1 1 0 0 0 1 0 1 0 0 1 0 0 0 1

Ciphertext 0 1 1 1 0 0 1 1 0 0 0 1 0 1 1

Decryption performs the XOR in the reverse direction

Very fast encryption/decryption

Requires a very long key
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Information-Theoretic Security

Definition (Shannon 1949)

A cipher (E,D) is perfectly secure if for K
U∼ K independent of M ∼M:

I (M ; E(K ,M))) = 0 ⇔ C = E(K ,M) independent of M.

Here, I (·; ·) denotes mutual information.

Even the most powerful adversary learns nothing from a cyphertext (CT)
only attack!

The OTP is the only information-theoretic secure cipher!

→ Problem: key length too large!
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Information-Theoretic Security

Definition (Shannon 1949)

A cipher (E,D) is perfectly secure if for K
U∼ K independent of M ∼M:

I (M ; E(K ,M))) = 0 ⇔ C = E(K ,M) independent of M.

Here, I (·; ·) denotes mutual information.

Even the most powerful adversary learns nothing from a cyphertext (CT)
only attack!

The OTP is the only information-theoretic secure cipher!
→ Problem: key length too large!
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Stream Ciphers

Idea: Replace the secret key by a Pseudo Random Sequence

PR Seq. 1 1 0 0 1 1 0 1 0 0 1 0 0 0 1
Plaintext 1 0 1 1 0 1 1 0 0 0 1 1 0 1 0

Ciphertext 0 1 1 1 0 0 0 1 0 0 0 1 0 1 1
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Stream Ciphers and Pseudo Random Number Generators (PRG)

Idea: Replace the secret key by a Pseudo Random Sequence

PR Seq. 1 1 0 0 1 1 0 1 0 0 1 0 0 0 1
Plaintext 1 0 1 1 0 1 1 0 0 0 1 1 0 1 0

Ciphertext 0 1 1 1 0 0 0 1 0 0 0 1 0 1 1

Definition

A Pseudo Random Number Generator (PRG) is a function

Gλ : Kλ → {0, 1}n(λ)

where λ is a security parameter; n(λ) is an increasing function in λ; and Kλ
denotes the key space, which also grows with λ but typically |Kλ| � 2n(λ).

Stream ciphers are not perfectly secure!
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Unpredictable PRGs

Definition (Unpredictable PRGs)

A PRG Gλ : K → {0, 1}n is unpredictable if, given a uniform key K
U∼ K, for

any index i ∈ {1, . . . , n} and any “efficient” adversary Ai : {0, 1}i−1 → {0, 1},
the adversary’s advantage AdvPred(Ai ,Gλ) of predicting the i-th bit from the
previous i − 1 bits,

AdvPred(Ai ,Gλ) := Pr
[
Ai (Gλ(K)[1 : i − 1]) = Gλ(K)[i ]

]
satisfies

AdvPred(Ai ,Gλ) ≤ 1

2
+ ε(λ), for a negligible function ε(λ).

If Gλ produced an independent and identically distributed (i.i.d.) Bernoulli-1/2
sequence BR , the advantage of any adversary is exactly 1/2.
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Negligible Terms and Efficient Algorithms

Negligible ε(λ) > 0:

In theory: The function ε(λ) vanishes faster in the security parameter λ
than any polynomial function:

∀d > 0 : ε(λ) ≤ λ−d , whenever λ > λ0,d .

In practice: ε ≤ 1
280 → is not more likely than correctly guessing the key if

|K| ≈ 280

Efficient algorithms A(·):

In theory: except for negligible probability it runs in polynomial time t(λ):

∃c, d , λ0 > 0: t(λ) ≤ cλ + d , ∀λ > λ0

In practice: an honest user can run an algorithm in a few minutes on a
computer; an attacker can run an algorithm in less than a few years on
10000 parallel computers
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Security Definition of PRGs

Definition (Secure PRGs)

A PRG G is secure if for any “efficient” adversary A : {0, 1}n → {0, 1}, the
adversary’s advantage compared to observing a truly random Bernoulli-1/2
sequence BR ,

AdvPRG(A,G) :=
∣∣Pr
[
A(G(K)) = 1]− Pr

[
A(BR) = 1

]∣∣ ,
is negligible:

AdvPRG(A,G) ≤ ε, for a negligible ε.

A secure PRG is computationally indistinguishable from a purely random
number sequence.

No provably secure PRGs are known. However, some PRGs are believed to
be ”secure”, i.e., no better attack than exhaustive search is known.
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An Unpredictable PRG is Secure and Vice Versa

For a predictable PRG we can construct an adversary that has
non-negligible advantage. Simply use the predictor Ai of the predictable
bit i as the output of the adversary:

AdvPRG(Ai ,G) =

∣∣∣∣Pr
[
A(G(K)) = 1]︸ ︷︷ ︸
≥1/2+ε

−Pr
[
A(BR) = 1

]︸ ︷︷ ︸
=1/2

∣∣∣∣ ≥ |1/2+ε−1/2| = ε.

It can also be shown that an unpredictable PRG is secure.
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Some Real-World Stream Ciphers

RC4: Used to secure web-traffic. Fast when implemented in software. But
can be broken by exploiting some biases → second byte is more likely to
be 0 and the probability of having (0, 0) is also larger

CSS: is also broken

Salsa 20/12

Sosemanuk
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Linear Feedback Shift Registers (LFSR)

The initial values are called seed (key) and can be padded with zeros

0 00 0 0 000 01 11 111 1 1 1 0 0

Easy to implement in hardware
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Linear Feedback Shift Registers (LFSR)

The initial values are called seed (key) and can be padded with zeros

0 00 0 0
0

0 0 01 11 111 1 11 0 00

Easy to implement in hardware
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Content Scramble System (CSS)

17-bit LFSR
<latexit sha1_base64="Aw3YatQUbJfzM8PwVnUocM1vlnM=">AAAB8nicbVDLSgNBEJyNrxhfUY9eBoPgxbAbD/EYFMSDh/jIAzZLmJ1MkiGzM8tMrxCWfIYXD4p49Wu8+TdOkj1oYkFDUdVNd1cYC27Adb+d3Mrq2vpGfrOwtb2zu1fcP2galWjKGlQJpdshMUxwyRrAQbB2rBmJQsFa4ehq6reemDZcyUcYxyyIyEDyPqcErOR71bOQA769frjvFktu2Z0BLxMvIyWUod4tfnV6iiYRk0AFMcb33BiClGjgVLBJoZMYFhM6IgPmWypJxEyQzk6e4BOr9HBfaVsS8Ez9PZGSyJhxFNrOiMDQLHpT8T/PT6B/EaRcxgkwSeeL+onAoPD0f9zjmlEQY0sI1dzeiumQaELBplSwIXiLLy+TZqXsnZcrd5VS7TKLI4+O0DE6RR6qohq6QXXUQBQp9Ixe0ZsDzovz7nzMW3NONnOI/sD5/AF+u5AV</latexit>

25-bit LFSR
<latexit sha1_base64="9pyfiJlRvNBXBS3tpkQYxy72jl0=">AAAB8nicbVDLSsNAFJ3UV62vqks3g0VwY0kiosuiIC5c1EcfkIYymU7aoZNMmLkRSuhnuHGhiFu/xp1/47TNQlsPXDiccy/33hMkgmuw7W+rsLS8srpWXC9tbG5t75R395papoqyBpVCqnZANBM8Zg3gIFg7UYxEgWCtYHg18VtPTGku40cYJcyPSD/mIacEjOS5ZycBB3x7/XDfLVfsqj0FXiROTiooR71b/ur0JE0jFgMVRGvPsRPwM6KAU8HGpU6qWULokPSZZ2hMIqb9bHryGB8ZpYdDqUzFgKfq74mMRFqPosB0RgQGet6biP95XgrhhZ/xOEmBxXS2KEwFBokn/+MeV4yCGBlCqOLmVkwHRBEKJqWSCcGZf3mRNN2qc1p179xK7TKPo4gO0CE6Rg46RzV0g+qogSiS6Bm9ojcLrBfr3fqYtRasfGYf/YH1+QN9L5AU</latexit>

mod 256
with carryover

seed 1

seed 2

PRG Sequence

Encryption/Decryption: XOR the PRG sequence with the movie.

Key size 5 bytes=40 bits: seed 1 has 16 bits and seed 2 has 24 bits

But actual security is no more than 16 bits. Here is the attack:

The first 20 bytes of the movie are a known prefix.

XORing this prefix with the encrypted file, yields the first 20 bytes of the
PRG sequence.

Run through all possibilities for seed 1, and XOR the LFSR-1 outputs with
the first 20 bytes of the PRG sequence.

If the result is consistent with seed 2 → found seed 1 and seed2; Otherwise
try with the next seed 1.
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eStream: Salsa 20 (no better attack known than exhaustive search)

Encryption: (k, r) 7→ s where k is denotes a 128 or 256 bits long seed, r a
64 bits once, and s a maximally 273 bits long PRG output sequence

Each (k, r) pair is used only once→ the nonce allows to use a key for a
longer time

s = H(k, r , 0)||H(k, r , 1)||H(k, r , 2)|| · · · where H is defined as in the
following figure:

0
BBBBBBBBBB@

⌧0
k
⌧1
r
i
⌧2
k
⌧3

1
CCCCCCCCCCA

<latexit sha1_base64="lHFinkIt/cAuW7onM3wPBvL3Xcw=">AAACPnicbVA9T8MwEHXKVylfBUYWiwqJqUpaJBgrWBiLRD+kpooc99padZzIdhBV1F/Gwm9gY2RhACFWRpy0qmjLST49v3tn3z0/4kxp2361cmvrG5tb+e3Czu7e/kHx8KipwlhSaNCQh7LtEwWcCWhopjm0Iwkk8Dm0/NFNWm89gFQsFPd6HEE3IAPB+owSbSiv2HB9GDCRRAHRkj1OsKtJ7NnYdfEoTdnVSZFME5tzlUVJ1QXRm7/iFUt22c4CrwJnBkpoFnWv+OL2QhoHIDTlRKmOY0e6mxCpGeUwKbixgojQERlAx0BBAlDdJFt/gs8M08P9UJojNM7Yvx0JCZQaB75RmvmGarmWkv/VOrHuX3UTJqJYg6DTj/oxxzrEqZe4xyRQzccGECqZmRXTIZGEauN4wZjgLK+8CpqVslMtV+4uSrXrmR15dIJO0Tly0CWqoVtURw1E0RN6Qx/o03q23q0v63sqzVmznmO0ENbPL0NurWI=</latexit>

0
@

k
r
i

1
A

<latexit sha1_base64="is/7Wyv7ImVgi+XaO1JkX7+FQ9o=">AAACDnicbVBNS8NAEN3Ur1q/oh69LJaCp5JUQY9FLx4r2A9oStlsJu3SzSbsbsQS+gu8+Fe8eFDEq2dv/hu3bRBtfTDweG+GmXl+wpnSjvNlFVZW19Y3ipulre2d3T17/6Cl4lRSaNKYx7LjEwWcCWhqpjl0Egkk8jm0/dHV1G/fgVQsFrd6nEAvIgPBQkaJNlLfrng+DJjIkohoye4neOR5Ense80AEP2rfLjtVZwa8TNyclFGORt/+9IKYphEITTlRqus6ie5lRGpGOUxKXqogIXREBtA1VJAIVC+bvTPBFaMEOIylKaHxTP09kZFIqXHkm05z31AtelPxP6+b6vCilzGRpBoEnS8KU451jKfZ4IBJoJqPDSFUMnMrpkMiCdUmwZIJwV18eZm0alX3tFq7OSvXL/M4iugIHaMT5KJzVEfXqIGaiKIH9IRe0Kv1aD1bb9b7vLVg5TOH6A+sj299JJ0F</latexit>

h � h � · · · � h| {z }
10times

<latexit sha1_base64="vYBhE/mD/FKsn7sxcNI5M7HiVjQ=">AAACK3icbVDLTsMwEHR4U14FjlwsKiROVQJIcERw4QgSbZGaqnKcLbFw7MjeIKoo/8OFX+EABx7iyn/gtjnwGsnyeGZX650ok8Ki7795U9Mzs3PzC4u1peWV1bX6+kbb6txwaHEttbmKmAUpFLRQoISrzABLIwmd6OZ05HduwVih1SUOM+il7FqJgeAMndSvn4S5isFEhnEokpALw2lCJ3fIY422eiRlvwh8GiLcodImZbJAkYIty3694Tf9MehfElSkQSqc9+tPYax5noJCLpm13cDPsFcwg4JLKGthbiFj/IZdQ9dRxdyYXjHetaQ7TonpQBt3FNKx+r2jYKm1wzRylSnDxP72RuJ/XjfHwVGvECrLERSfDBrkkqKmo+BoLAxwlENHGDfC/ZXyhLnc0MVbcyEEv1f+S9p7zWC/uXdx0Dg+qeJYIFtkm+ySgBySY3JGzkmLcHJPHskLefUevGfv3fuYlE55Vc8m+QHv8wusGaiW</latexit>

H(k, r, i)
<latexit sha1_base64="sgzY6G2bRrv/u6uYuq2BFh1GcWE=">AAAB73icbVBNSwMxEJ2tX7V+VT16CRahQim7VdBj0UuPFWwttEvJptk2NJusSVYoS/+EFw+KePXvePPfmLZ70NYHA4/3ZpiZF8ScaeO6305ubX1jcyu/XdjZ3ds/KB4etbVMFKEtIrlUnQBrypmgLcMMp51YURwFnD4E49uZ//BElWZS3JtJTP0IDwULGcHGSp1GeVxRFXbeL5bcqjsHWiVeRkqQodkvfvUGkiQRFYZwrHXXc2Pjp1gZRjidFnqJpjEmYzykXUsFjqj20/m9U3RmlQEKpbIlDJqrvydSHGk9iQLbGWEz0sveTPzP6yYmvPZTJuLEUEEWi8KEIyPR7Hk0YIoSwyeWYKKYvRWREVaYGBtRwYbgLb+8Stq1qndRrd1dluo3WRx5OIFTKIMHV1CHBjShBQQ4PMMrvDmPzovz7nwsWnNONnMMf+B8/gCXa48F</latexit>

for h an invertible function and τ0, τ1, τ2, τ3 given numbers
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Semantic Security for Ciphertext (CT) Only Attack

Ciphertext (CT) only Attack: An adversary sees a ciphertext and wishes to
determine the message, the key, or any other related information
→ only one ciphertext is observed and key only used once

Definition (Semantic Security against CT Attacks)

A cipher (E,D) is semantically secure against CT attacks if for all “efficient”
algorithms A and all m0,m1 ∈M of same length, the advantage

AdvSS−CT (A) :=
∣∣∣Pr
[
A(m0,m1,E(k,m1)) = 1

]
− Pr

[
A(m0,m1,E(k,m0)) = 1

]∣∣∣
is negligible:

AdvSS−CT (A) ≤ ε.

Encryption Adversary
(m0, m1)

<latexit sha1_base64="rLgWsl/8v9Oq5VQIjY/zt0O8eeI=">AAAB8HicbVBNSwMxEJ31s9avqkcvwSJUkLJbBT0WvXisYD+kXZZsmm1Dk+ySZIWy9Fd48aCIV3+ON/+NabsHbX0w8Hhvhpl5YcKZNq777aysrq1vbBa2its7u3v7pYPDlo5TRWiTxDxWnRBrypmkTcMMp51EUSxCTtvh6Hbqt5+o0iyWD2acUF/ggWQRI9hY6bEiAvdcBN5ZUCq7VXcGtEy8nJQhRyMoffX6MUkFlYZwrHXXcxPjZ1gZRjidFHuppgkmIzygXUslFlT72ezgCTq1Sh9FsbIlDZqpvycyLLQei9B2CmyGetGbiv953dRE137GZJIaKsl8UZRyZGI0/R71maLE8LElmChmb0VkiBUmxmZUtCF4iy8vk1at6l1Ua/eX5fpNHkcBjuEEKuDBFdThDhrQBAICnuEV3hzlvDjvzse8dcXJZ47gD5zPHx5tj04=</latexit>

E(k, mb)
<latexit sha1_base64="nK/xS8TxlhUIrBr0iNEZkfirDz8=">AAAB+3icbVDLSgMxFM34rPU11qWbYBEqSJmpgi6LIrisYB/QDkMmzbShSWZIMmIZ5lfcuFDErT/izr8x085CWw8EDufcyz05Qcyo0o7zba2srq1vbJa2yts7u3v79kGlo6JEYtLGEYtkL0CKMCpIW1PNSC+WBPGAkW4wucn97iORikbiQU9j4nE0EjSkGGkj+XZlwJEeB2F6m9UmZ9wPTqFvV526MwNcJm5BqqBAy7e/BsMIJ5wIjRlSqu86sfZSJDXFjGTlQaJIjPAEjUjfUIE4UV46y57BE6MMYRhJ84SGM/X3Roq4UlMemMk8qVr0cvE/r5/o8MpLqYgTTQSeHwoTBnUE8yLgkEqCNZsagrCkJivEYyQR1qausinBXfzyMuk06u55vXF/UW1eF3WUwBE4BjXggkvQBHegBdoAgyfwDF7Bm5VZL9a79TEfXbGKnUPwB9bnD9Oxk6Q=</latexit>

b 2 {0, 1}
<latexit sha1_base64="swXKdCHsQo01jDuTywUxpZfVuSw=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69LBbBg5SkCnosevFYwX5AEspmu2mXbnbD7kYooT/DiwdFvPprvPlv3LY5aOuDgcd7M8zMi1LOtHHdb6e0tr6xuVXeruzs7u0fVA+POlpmitA2kVyqXoQ15UzQtmGG016qKE4iTrvR+G7md5+o0kyKRzNJaZjgoWAxI9hYyY8CJoLcvfCCab9ac+vuHGiVeAWpQYFWv/oVDCTJEioM4Vhr33NTE+ZYGUY4nVaCTNMUkzEeUt9SgROqw3x+8hSdWWWAYqlsCYPm6u+JHCdaT5LIdibYjPSyNxP/8/zMxDdhzkSaGSrIYlGccWQkmv2PBkxRYvjEEkwUs7ciMsIKE2NTqtgQvOWXV0mnUfcu642Hq1rztoijDCdwCufgwTU04R5a0AYCEp7hFd4c47w4787HorXkFDPH8AfO5w+BhZC+</latexit>

k
<latexit sha1_base64="S3l8nnBLDerjgmOsR9KRP3N3+lk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOl5rhfrrhVdw6ySrycVCBHo1/+6g1ilkYoDRNU667nJsbPqDKcCZyWeqnGhLIxHWLXUkkj1H42P3RKzqwyIGGsbElD5urviYxGWk+iwHZG1Iz0sjcT//O6qQmv/YzLJDUo2WJRmApiYjL7mgy4QmbExBLKFLe3EjaiijJjsynZELzll1dJu1b1Lqq15mWlfpPHUYQTOIVz8OAK6nAHDWgBA4RneIU359F5cd6dj0VrwclnjuEPnM8f09OM8w==</latexit>

A(m0, m1,E(k, mb))
<latexit sha1_base64="5+CS7/kYQ+ulro3+fi7vChG1PzQ=">AAACDnicbZDLSsNAFIYn9VbrLerSzWAptFBKUgVdVkVwWcFeoA1hMp20Q2eSMDMRSugTuPFV3LhQxK1rd76NkzaCtv4w8POdc5hzfi9iVCrL+jJyK6tr6xv5zcLW9s7unrl/0JZhLDBp4ZCFoushSRgNSEtRxUg3EgRxj5GON75K6517IiQNgzs1iYjD0TCgPsVIaeSapT5HauT5ycW0zF2ryl27+oOup+WxBl6l4ppFq2bNBJeNnZkiyNR0zc/+IMQxJ4HCDEnZs61IOQkSimJGpoV+LEmE8BgNSU/bAHEinWR2zhSWNBlAPxT6BQrO6O+JBHEpJ9zTnemmcrGWwv9qvVj5505CgyhWJMDzj/yYQRXCNBs4oIJgxSbaICyo3hXiERIIK51gQYdgL568bNr1mn1Sq9+eFhuXWRx5cASOQRnY4Aw0wA1oghbA4AE8gRfwajwaz8ab8T5vzRnZzCH4I+PjGzTCmus=</latexit>
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Question:

1 Is the One Time Pad semantically secure under a ciphertext attack?

2 Consider a Cipher (E,D) for which there exists an efficient algorithm A
that based on a ciphertext always finds the XOR of all bits of the
plaintext. Is this cipher semantically secure under a ciphertext attack?
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A Stream Cipher with a Secure PRG is Semantically Secure

Theorem

A stream cipher with a secure PRG G is semantically secure under a CT attack.

Proof: For any SS-CT attacker A there exists PRG attackers F0 and F1 s.t.:

AdvSS−CT (A) ≤ AdvPRG (F0,G) + AdvPRG (F1,G).

The inequality is proved using the triangle Inequality.∣∣Pr1[A = 1]− Pr0[A = 1]
∣∣ ≤ ∣∣Pr1[A = 1]− PrS1[A = 1]

∣∣︸ ︷︷ ︸
≤AdvPRG (F1,G)

+
∣∣Pr0[A = 1]− PrS0[A = 1]

∣∣︸ ︷︷ ︸
≤AdvPRG (F0,G)

Encryption Adversary
(m0, m1)

<latexit sha1_base64="rLgWsl/8v9Oq5VQIjY/zt0O8eeI=">AAAB8HicbVBNSwMxEJ31s9avqkcvwSJUkLJbBT0WvXisYD+kXZZsmm1Dk+ySZIWy9Fd48aCIV3+ON/+NabsHbX0w8Hhvhpl5YcKZNq777aysrq1vbBa2its7u3v7pYPDlo5TRWiTxDxWnRBrypmkTcMMp51EUSxCTtvh6Hbqt5+o0iyWD2acUF/ggWQRI9hY6bEiAvdcBN5ZUCq7VXcGtEy8nJQhRyMoffX6MUkFlYZwrHXXcxPjZ1gZRjidFHuppgkmIzygXUslFlT72ezgCTq1Sh9FsbIlDZqpvycyLLQei9B2CmyGetGbiv953dRE137GZJIaKsl8UZRyZGI0/R71maLE8LElmChmb0VkiBUmxmZUtCF4iy8vk1at6l1Ua/eX5fpNHkcBjuEEKuDBFdThDhrQBAICnuEV3hzlvDjvzse8dcXJZ47gD5zPHx5tj04=</latexit>

E(k, m0)
<latexit sha1_base64="mYawGyz/qdlnt1X6LgkEGnEuIi0=">AAACCHicbVBJS8NAGJ3UrdYt6tGDg0WoICWpgh6LInisYBdoQphMJu3QycLMRCghRy/+FS8eFPHqT/Dmv3GS5qCtDwYe733bPDdmVEjD+NYqS8srq2vV9drG5tb2jr671xNRwjHp4ohFfOAiQRgNSVdSycgg5gQFLiN9d3Kd+/0HwgWNwns5jYkdoFFIfYqRVJKjH1oBkmPXT2+yxuQ0cFKrmJly4mVGdgIdvW40jQJwkZglqYMSHUf/srwIJwEJJWZIiKFpxNJOEZcUM5LVrESQGOEJGpGhoiEKiLDTYmkGj5XiQT/i6oUSFurvjhQFQkwDV1XmZ4t5Lxf/84aJ9C/tlIZxIkmIZ4v8hEEZwTwV6FFOsGRTRRDmVN0K8RhxhKXKrqZCMOe/vEh6raZ51mzdndfbV2UcVXAAjkADmOACtMEt6IAuwOARPINX8KY9aS/au/YxK61oZc8++APt8wd1t5ma</latexit>

k
<latexit sha1_base64="S3l8nnBLDerjgmOsR9KRP3N3+lk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOl5rhfrrhVdw6ySrycVCBHo1/+6g1ilkYoDRNU667nJsbPqDKcCZyWeqnGhLIxHWLXUkkj1H42P3RKzqwyIGGsbElD5urviYxGWk+iwHZG1Iz0sjcT//O6qQmv/YzLJDUo2WJRmApiYjL7mgy4QmbExBLKFLe3EjaiijJjsynZELzll1dJu1b1Lqq15mWlfpPHUYQTOIVz8OAK6nAHDWgBA4RneIU359F5cd6dj0VrwclnjuEPnM8f09OM8w==</latexit>

Encryption Adversary
(m0, m1)

<latexit sha1_base64="rLgWsl/8v9Oq5VQIjY/zt0O8eeI=">AAAB8HicbVBNSwMxEJ31s9avqkcvwSJUkLJbBT0WvXisYD+kXZZsmm1Dk+ySZIWy9Fd48aCIV3+ON/+NabsHbX0w8Hhvhpl5YcKZNq777aysrq1vbBa2its7u3v7pYPDlo5TRWiTxDxWnRBrypmkTcMMp51EUSxCTtvh6Hbqt5+o0iyWD2acUF/ggWQRI9hY6bEiAvdcBN5ZUCq7VXcGtEy8nJQhRyMoffX6MUkFlYZwrHXXcxPjZ1gZRjidFHuppgkmIzygXUslFlT72ezgCTq1Sh9FsbIlDZqpvycyLLQei9B2CmyGetGbiv953dRE137GZJIaKsl8UZRyZGI0/R71maLE8LElmChmb0VkiBUmxmZUtCF4iy8vk1at6l1Ua/eX5fpNHkcBjuEEKuDBFdThDhrQBAICnuEV3hzlvDjvzse8dcXJZ47gD5zPHx5tj04=</latexit>

k
<latexit sha1_base64="S3l8nnBLDerjgmOsR9KRP3N3+lk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOl5rhfrrhVdw6ySrycVCBHo1/+6g1ilkYoDRNU667nJsbPqDKcCZyWeqnGhLIxHWLXUkkj1H42P3RKzqwyIGGsbElD5urviYxGWk+iwHZG1Iz0sjcT//O6qQmv/YzLJDUo2WJRmApiYjL7mgy4QmbExBLKFLe3EjaiijJjsynZELzll1dJu1b1Lqq15mWlfpPHUYQTOIVz8OAK6nAHDWgBA4RneIU359F5cd6dj0VrwclnjuEPnM8f09OM8w==</latexit>

Encryption Adversary
(m0, m1)

<latexit sha1_base64="rLgWsl/8v9Oq5VQIjY/zt0O8eeI=">AAAB8HicbVBNSwMxEJ31s9avqkcvwSJUkLJbBT0WvXisYD+kXZZsmm1Dk+ySZIWy9Fd48aCIV3+ON/+NabsHbX0w8Hhvhpl5YcKZNq777aysrq1vbBa2its7u3v7pYPDlo5TRWiTxDxWnRBrypmkTcMMp51EUSxCTtvh6Hbqt5+o0iyWD2acUF/ggWQRI9hY6bEiAvdcBN5ZUCq7VXcGtEy8nJQhRyMoffX6MUkFlYZwrHXXcxPjZ1gZRjidFHuppgkmIzygXUslFlT72ezgCTq1Sh9FsbIlDZqpvycyLLQei9B2CmyGetGbiv953dRE137GZJIaKsl8UZRyZGI0/R71maLE8LElmChmb0VkiBUmxmZUtCF4iy8vk1at6l1Ua/eX5fpNHkcBjuEEKuDBFdThDhrQBAICnuEV3hzlvDjvzse8dcXJZ47gD5zPHx5tj04=</latexit>

E(k, m0)
<latexit sha1_base64="mYawGyz/qdlnt1X6LgkEGnEuIi0=">AAACCHicbVBJS8NAGJ3UrdYt6tGDg0WoICWpgh6LInisYBdoQphMJu3QycLMRCghRy/+FS8eFPHqT/Dmv3GS5qCtDwYe733bPDdmVEjD+NYqS8srq2vV9drG5tb2jr671xNRwjHp4ohFfOAiQRgNSVdSycgg5gQFLiN9d3Kd+/0HwgWNwns5jYkdoFFIfYqRVJKjH1oBkmPXT2+yxuQ0cFKrmJly4mVGdgIdvW40jQJwkZglqYMSHUf/srwIJwEJJWZIiKFpxNJOEZcUM5LVrESQGOEJGpGhoiEKiLDTYmkGj5XiQT/i6oUSFurvjhQFQkwDV1XmZ4t5Lxf/84aJ9C/tlIZxIkmIZ4v8hEEZwTwV6FFOsGRTRRDmVN0K8RhxhKXKrqZCMOe/vEh6raZ51mzdndfbV2UcVXAAjkADmOACtMEt6IAuwOARPINX8KY9aS/au/YxK61oZc8++APt8wd1t5ma</latexit>

k
<latexit sha1_base64="S3l8nnBLDerjgmOsR9KRP3N3+lk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOl5rhfrrhVdw6ySrycVCBHo1/+6g1ilkYoDRNU667nJsbPqDKcCZyWeqnGhLIxHWLXUkkj1H42P3RKzqwyIGGsbElD5urviYxGWk+iwHZG1Iz0sjcT//O6qQmv/YzLJDUo2WJRmApiYjL7mgy4QmbExBLKFLe3EjaiijJjsynZELzll1dJu1b1Lqq15mWlfpPHUYQTOIVz8OAK6nAHDWgBA4RneIU359F5cd6dj0VrwclnjuEPnM8f09OM8w==</latexit>

Encryption Adversary
(m0, m1)

<latexit sha1_base64="rLgWsl/8v9Oq5VQIjY/zt0O8eeI=">AAAB8HicbVBNSwMxEJ31s9avqkcvwSJUkLJbBT0WvXisYD+kXZZsmm1Dk+ySZIWy9Fd48aCIV3+ON/+NabsHbX0w8Hhvhpl5YcKZNq777aysrq1vbBa2its7u3v7pYPDlo5TRWiTxDxWnRBrypmkTcMMp51EUSxCTtvh6Hbqt5+o0iyWD2acUF/ggWQRI9hY6bEiAvdcBN5ZUCq7VXcGtEy8nJQhRyMoffX6MUkFlYZwrHXXcxPjZ1gZRjidFHuppgkmIzygXUslFlT72ezgCTq1Sh9FsbIlDZqpvycyLLQei9B2CmyGetGbiv953dRE137GZJIaKsl8UZRyZGI0/R71maLE8LElmChmb0VkiBUmxmZUtCF4iy8vk1at6l1Ua/eX5fpNHkcBjuEEKuDBFdThDhrQBAICnuEV3hzlvDjvzse8dcXJZ47gD5zPHx5tj04=</latexit>

E(k, m0)
<latexit sha1_base64="mYawGyz/qdlnt1X6LgkEGnEuIi0=">AAACCHicbVBJS8NAGJ3UrdYt6tGDg0WoICWpgh6LInisYBdoQphMJu3QycLMRCghRy/+FS8eFPHqT/Dmv3GS5qCtDwYe733bPDdmVEjD+NYqS8srq2vV9drG5tb2jr671xNRwjHp4ohFfOAiQRgNSVdSycgg5gQFLiN9d3Kd+/0HwgWNwns5jYkdoFFIfYqRVJKjH1oBkmPXT2+yxuQ0cFKrmJly4mVGdgIdvW40jQJwkZglqYMSHUf/srwIJwEJJWZIiKFpxNJOEZcUM5LVrESQGOEJGpGhoiEKiLDTYmkGj5XiQT/i6oUSFurvjhQFQkwDV1XmZ4t5Lxf/84aJ9C/tlIZxIkmIZ4v8hEEZwTwV6FFOsGRTRRDmVN0K8RhxhKXKrqZCMOe/vEh6raZ51mzdndfbV2UcVXAAjkADmOACtMEt6IAuwOARPINX8KY9aS/au/YxK61oZc8++APt8wd1t5ma</latexit>

k
<latexit sha1_base64="S3l8nnBLDerjgmOsR9KRP3N3+lk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOl5rhfrrhVdw6ySrycVCBHo1/+6g1ilkYoDRNU667nJsbPqDKcCZyWeqnGhLIxHWLXUkkj1H42P3RKzqwyIGGsbElD5urviYxGWk+iwHZG1Iz0sjcT//O6qQmv/YzLJDUo2WJRmApiYjL7mgy4QmbExBLKFLe3EjaiijJjsynZELzll1dJu1b1Lqq15mWlfpPHUYQTOIVz8OAK6nAHDWgBA4RneIU359F5cd6dj0VrwclnjuEPnM8f09OM8w==</latexit>

E(k, m1)
<latexit sha1_base64="PLs7j6D3SqrPGOOWwguoG2Im+Co=">AAACCHicbVBJS8NAGJ3UrdYt6tGDg0WoICWpgh6LInisYBdoQphMJu3QycLMRCghRy/+FS8eFPHqT/Dmv3GS5qCtDwYe733bPDdmVEjD+NYqS8srq2vV9drG5tb2jr671xNRwjHp4ohFfOAiQRgNSVdSycgg5gQFLiN9d3Kd+/0HwgWNwns5jYkdoFFIfYqRVJKjH1oBkmPXT2+yxuQ0cFKrmJly4mVmdgIdvW40jQJwkZglqYMSHUf/srwIJwEJJWZIiKFpxNJOEZcUM5LVrESQGOEJGpGhoiEKiLDTYmkGj5XiQT/i6oUSFurvjhQFQkwDV1XmZ4t5Lxf/84aJ9C/tlIZxIkmIZ4v8hEEZwTwV6FFOsGRTRRDmVN0K8RhxhKXKrqZCMOe/vEh6raZ51mzdndfbV2UcVXAAjkADmOACtMEt6IAuwOARPINX8KY9aS/au/YxK61oZc8++APt8wd3Ppmb</latexit>

Pr0
⇥
A = 1

⇤
<latexit sha1_base64="dt6+hUS+VdBLz31q6opd7oMMQMg=">AAACG3icbVDLSgMxFM3UV62vqks3wSK4KjNV0I1QdeOygn1AO5RMmrahmWRI7ohl6H+48VfcuFDEleDCvzGdzkJbD4R7OOdecu8JIsENuO63k1taXlldy68XNja3tneKu3sNo2JNWZ0qoXQrIIYJLlkdOAjWijQjYSBYMxhdT/3mPdOGK3kH44j5IRlI3ueUgJW6xUoH2ANIpUMikpqedF3cCfigjW1RomfGoS3J5eTCwzh1fNwtltyymwIvEi8jJZSh1i1+dnqKxiGTQAUxpu25EfgJ0cCpYJNCJzYsInREBqxtqSQhM36S3jbBR1bp4b7S9knAqfp7IiGhmW5pO0MCQzPvTcX/vHYM/XM/4TKKgUk6+6gfCwwKT4PCPa4ZBTG2hFDN7a6YDokmFGycBRuCN3/yImlUyt5JuXJ7WqpeZXHk0QE6RMfIQ2eoim5QDdURRY/oGb2iN+fJeXHenY9Za87JZvbRHzhfP7PPoIQ=</latexit>

Pr1
⇥
A = 1

⇤
<latexit sha1_base64="WxWLix+2sfHnz368XCBZGfLc9wM=">AAACGnicbVDLSgMxFM3UV62vqks3wSK4KjNV0I1QdeOygn1AO5RMmrahmWRI7ohl6He48VfcuFDEnbjxb0yns9DWA+EezrmX3HuCSHADrvvt5JaWV1bX8uuFjc2t7Z3i7l7DqFhTVqdKKN0KiGGCS1YHDoK1Is1IGAjWDEbXU795z7ThSt7BOGJ+SAaS9zklYKVu0esAewCpdEhEUtOTroc7AR+0sS1K9Mw4tCW5nFx4ODV83C2W3LKbAi8SLyMllKHWLX52eorGIZNABTGm7bkR+AnRwKlgk0InNiwidEQGrG2pJCEzfpKeNsFHVunhvtL2ScCp+nsiIaGZLmk7QwJDM+9Nxf+8dgz9cz/hMoqBSTr7qB8LDApPc8I9rhkFMbaEUM3trpgOiSYUbJoFG4I3f/IiaVTK3km5cntaql5lceTRATpEx8hDZ6iKblAN1RFFj+gZvaI358l5cd6dj1lrzslm9tEfOF8/TxqgWw==</latexit>
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A Stream Cipher with a Secure PRG is Semantically Secure

Theorem

A stream cipher with a secure PRG G is semantically secure under a CT attack.

Proof: For any SS-CT attacker A there exists PRG attackers F0 and F1 s.t.:

AdvSS−CT (A) ≤ AdvPRG (F0,G) + AdvPRG (F1,G).

The inequality is proved using the triangle Inequality.∣∣Pr1[A = 1]− Pr0[A = 1]
∣∣ ≤ ∣∣Pr1[A = 1]− PrS1[A = 1]

∣∣︸ ︷︷ ︸
≤AdvPRG (F1,G)

+
∣∣Pr0[A = 1]− PrS0[A = 1]

∣∣︸ ︷︷ ︸
≤AdvPRG (F0,G)

Encryption Adversary
(m0, m1)

<latexit sha1_base64="rLgWsl/8v9Oq5VQIjY/zt0O8eeI=">AAAB8HicbVBNSwMxEJ31s9avqkcvwSJUkLJbBT0WvXisYD+kXZZsmm1Dk+ySZIWy9Fd48aCIV3+ON/+NabsHbX0w8Hhvhpl5YcKZNq777aysrq1vbBa2its7u3v7pYPDlo5TRWiTxDxWnRBrypmkTcMMp51EUSxCTtvh6Hbqt5+o0iyWD2acUF/ggWQRI9hY6bEiAvdcBN5ZUCq7VXcGtEy8nJQhRyMoffX6MUkFlYZwrHXXcxPjZ1gZRjidFHuppgkmIzygXUslFlT72ezgCTq1Sh9FsbIlDZqpvycyLLQei9B2CmyGetGbiv953dRE137GZJIaKsl8UZRyZGI0/R71maLE8LElmChmb0VkiBUmxmZUtCF4iy8vk1at6l1Ua/eX5fpNHkcBjuEEKuDBFdThDhrQBAICnuEV3hzlvDjvzse8dcXJZ47gD5zPHx5tj04=</latexit>

k
<latexit sha1_base64="S3l8nnBLDerjgmOsR9KRP3N3+lk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOl5rhfrrhVdw6ySrycVCBHo1/+6g1ilkYoDRNU667nJsbPqDKcCZyWeqnGhLIxHWLXUkkj1H42P3RKzqwyIGGsbElD5urviYxGWk+iwHZG1Iz0sjcT//O6qQmv/YzLJDUo2WJRmApiYjL7mgy4QmbExBLKFLe3EjaiijJjsynZELzll1dJu1b1Lqq15mWlfpPHUYQTOIVz8OAK6nAHDWgBA4RneIU359F5cd6dj0VrwclnjuEPnM8f09OM8w==</latexit>

Encryption Adversary
(m0, m1)

<latexit sha1_base64="rLgWsl/8v9Oq5VQIjY/zt0O8eeI=">AAAB8HicbVBNSwMxEJ31s9avqkcvwSJUkLJbBT0WvXisYD+kXZZsmm1Dk+ySZIWy9Fd48aCIV3+ON/+NabsHbX0w8Hhvhpl5YcKZNq777aysrq1vbBa2its7u3v7pYPDlo5TRWiTxDxWnRBrypmkTcMMp51EUSxCTtvh6Hbqt5+o0iyWD2acUF/ggWQRI9hY6bEiAvdcBN5ZUCq7VXcGtEy8nJQhRyMoffX6MUkFlYZwrHXXcxPjZ1gZRjidFHuppgkmIzygXUslFlT72ezgCTq1Sh9FsbIlDZqpvycyLLQei9B2CmyGetGbiv953dRE137GZJIaKsl8UZRyZGI0/R71maLE8LElmChmb0VkiBUmxmZUtCF4iy8vk1at6l1Ua/eX5fpNHkcBjuEEKuDBFdThDhrQBAICnuEV3hzlvDjvzse8dcXJZ47gD5zPHx5tj04=</latexit>

k
<latexit sha1_base64="S3l8nnBLDerjgmOsR9KRP3N3+lk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOl5rhfrrhVdw6ySrycVCBHo1/+6g1ilkYoDRNU667nJsbPqDKcCZyWeqnGhLIxHWLXUkkj1H42P3RKzqwyIGGsbElD5urviYxGWk+iwHZG1Iz0sjcT//O6qQmv/YzLJDUo2WJRmApiYjL7mgy4QmbExBLKFLe3EjaiijJjsynZELzll1dJu1b1Lqq15mWlfpPHUYQTOIVz8OAK6nAHDWgBA4RneIU359F5cd6dj0VrwclnjuEPnM8f09OM8w==</latexit>

Encryption Adversary
(m0, m1)

<latexit sha1_base64="rLgWsl/8v9Oq5VQIjY/zt0O8eeI=">AAAB8HicbVBNSwMxEJ31s9avqkcvwSJUkLJbBT0WvXisYD+kXZZsmm1Dk+ySZIWy9Fd48aCIV3+ON/+NabsHbX0w8Hhvhpl5YcKZNq777aysrq1vbBa2its7u3v7pYPDlo5TRWiTxDxWnRBrypmkTcMMp51EUSxCTtvh6Hbqt5+o0iyWD2acUF/ggWQRI9hY6bEiAvdcBN5ZUCq7VXcGtEy8nJQhRyMoffX6MUkFlYZwrHXXcxPjZ1gZRjidFHuppgkmIzygXUslFlT72ezgCTq1Sh9FsbIlDZqpvycyLLQei9B2CmyGetGbiv953dRE137GZJIaKsl8UZRyZGI0/R71maLE8LElmChmb0VkiBUmxmZUtCF4iy8vk1at6l1Ua/eX5fpNHkcBjuEEKuDBFdThDhrQBAICnuEV3hzlvDjvzse8dcXJZ47gD5zPHx5tj04=</latexit>

E(k, m0)
<latexit sha1_base64="mYawGyz/qdlnt1X6LgkEGnEuIi0=">AAACCHicbVBJS8NAGJ3UrdYt6tGDg0WoICWpgh6LInisYBdoQphMJu3QycLMRCghRy/+FS8eFPHqT/Dmv3GS5qCtDwYe733bPDdmVEjD+NYqS8srq2vV9drG5tb2jr671xNRwjHp4ohFfOAiQRgNSVdSycgg5gQFLiN9d3Kd+/0HwgWNwns5jYkdoFFIfYqRVJKjH1oBkmPXT2+yxuQ0cFKrmJly4mVGdgIdvW40jQJwkZglqYMSHUf/srwIJwEJJWZIiKFpxNJOEZcUM5LVrESQGOEJGpGhoiEKiLDTYmkGj5XiQT/i6oUSFurvjhQFQkwDV1XmZ4t5Lxf/84aJ9C/tlIZxIkmIZ4v8hEEZwTwV6FFOsGRTRRDmVN0K8RhxhKXKrqZCMOe/vEh6raZ51mzdndfbV2UcVXAAjkADmOACtMEt6IAuwOARPINX8KY9aS/au/YxK61oZc8++APt8wd1t5ma</latexit>

k
<latexit sha1_base64="S3l8nnBLDerjgmOsR9KRP3N3+lk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOl5rhfrrhVdw6ySrycVCBHo1/+6g1ilkYoDRNU667nJsbPqDKcCZyWeqnGhLIxHWLXUkkj1H42P3RKzqwyIGGsbElD5urviYxGWk+iwHZG1Iz0sjcT//O6qQmv/YzLJDUo2WJRmApiYjL7mgy4QmbExBLKFLe3EjaiijJjsynZELzll1dJu1b1Lqq15mWlfpPHUYQTOIVz8OAK6nAHDWgBA4RneIU359F5cd6dj0VrwclnjuEPnM8f09OM8w==</latexit>

Encryption Adversary
(m0, m1)

<latexit sha1_base64="rLgWsl/8v9Oq5VQIjY/zt0O8eeI=">AAAB8HicbVBNSwMxEJ31s9avqkcvwSJUkLJbBT0WvXisYD+kXZZsmm1Dk+ySZIWy9Fd48aCIV3+ON/+NabsHbX0w8Hhvhpl5YcKZNq777aysrq1vbBa2its7u3v7pYPDlo5TRWiTxDxWnRBrypmkTcMMp51EUSxCTtvh6Hbqt5+o0iyWD2acUF/ggWQRI9hY6bEiAvdcBN5ZUCq7VXcGtEy8nJQhRyMoffX6MUkFlYZwrHXXcxPjZ1gZRjidFHuppgkmIzygXUslFlT72ezgCTq1Sh9FsbIlDZqpvycyLLQei9B2CmyGetGbiv953dRE137GZJIaKsl8UZRyZGI0/R71maLE8LElmChmb0VkiBUmxmZUtCF4iy8vk1at6l1Ua/eX5fpNHkcBjuEEKuDBFdThDhrQBAICnuEV3hzlvDjvzse8dcXJZ47gD5zPHx5tj04=</latexit>

E(k, m0)
<latexit sha1_base64="mYawGyz/qdlnt1X6LgkEGnEuIi0=">AAACCHicbVBJS8NAGJ3UrdYt6tGDg0WoICWpgh6LInisYBdoQphMJu3QycLMRCghRy/+FS8eFPHqT/Dmv3GS5qCtDwYe733bPDdmVEjD+NYqS8srq2vV9drG5tb2jr671xNRwjHp4ohFfOAiQRgNSVdSycgg5gQFLiN9d3Kd+/0HwgWNwns5jYkdoFFIfYqRVJKjH1oBkmPXT2+yxuQ0cFKrmJly4mVGdgIdvW40jQJwkZglqYMSHUf/srwIJwEJJWZIiKFpxNJOEZcUM5LVrESQGOEJGpGhoiEKiLDTYmkGj5XiQT/i6oUSFurvjhQFQkwDV1XmZ4t5Lxf/84aJ9C/tlIZxIkmIZ4v8hEEZwTwV6FFOsGRTRRDmVN0K8RhxhKXKrqZCMOe/vEh6raZ51mzdndfbV2UcVXAAjkADmOACtMEt6IAuwOARPINX8KY9aS/au/YxK61oZc8++APt8wd1t5ma</latexit>

k
<latexit sha1_base64="S3l8nnBLDerjgmOsR9KRP3N3+lk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOl5rhfrrhVdw6ySrycVCBHo1/+6g1ilkYoDRNU667nJsbPqDKcCZyWeqnGhLIxHWLXUkkj1H42P3RKzqwyIGGsbElD5urviYxGWk+iwHZG1Iz0sjcT//O6qQmv/YzLJDUo2WJRmApiYjL7mgy4QmbExBLKFLe3EjaiijJjsynZELzll1dJu1b1Lqq15mWlfpPHUYQTOIVz8OAK6nAHDWgBA4RneIU359F5cd6dj0VrwclnjuEPnM8f09OM8w==</latexit>

G(k) � m1
<latexit sha1_base64="NBcgn/J1CPPLvBEl9EurofvmA+g=">AAACE3icbVDLSgMxFM3UV62vqks3wSJUF2WmCrosutBlBfuAdhgy6W0bmskMSUYow/yDG3/FjQtF3Lpx59+YTito64ELh3Puzc09fsSZ0rb9ZeWWlldW1/LrhY3Nre2d4u5eU4WxpNCgIQ9l2ycKOBPQ0ExzaEcSSOBzaPmjq4nfugepWCju9DgCNyADwfqMEm0kr3iSdLNHEp/HkF6XR8e4G0Y8VjjwfiwJvdRJU69Ysit2BrxInBkpoRnqXvGz2wtpHIDQlBOlOo4daTchUjPKIS10YwURoSMygI6hggSg3CTbmeIjo/RwP5SmhMaZ+nsiIYFS48A3nQHRQzXvTcT/vE6s+xduwkQUaxB0uqgfc6xDPAkI95gEqvnYEEIlM3/FdEgkodrEWDAhOPMnL5JmteKcVqq3Z6Xa5SyOPDpAh6iMHHSOaugG1VEDUfSAntALerUerWfrzXqftuas2cw++gPr4xv7lJ7b</latexit>

G(k) � m0
<latexit sha1_base64="+HharX+JGFu0Kj6hs7UhO3xU7p0=">AAACE3icbVDLSgMxFM3UV62vqks3wSJUF2WmCrosutBlBfuAdhgy6W0bmskMSUYow/yDG3/FjQtF3Lpx59+YTito64ELh3Puzc09fsSZ0rb9ZeWWlldW1/LrhY3Nre2d4u5eU4WxpNCgIQ9l2ycKOBPQ0ExzaEcSSOBzaPmjq4nfugepWCju9DgCNyADwfqMEm0kr3iSdLNHEp/HkF6XR8e4G0Y8VjjwfiwJvdROU69Ysit2BrxInBkpoRnqXvGz2wtpHIDQlBOlOo4daTchUjPKIS10YwURoSMygI6hggSg3CTbmeIjo/RwP5SmhMaZ+nsiIYFS48A3nQHRQzXvTcT/vE6s+xduwkQUaxB0uqgfc6xDPAkI95gEqvnYEEIlM3/FdEgkodrEWDAhOPMnL5JmteKcVqq3Z6Xa5SyOPDpAh6iMHHSOaugG1VEDUfSAntALerUerWfrzXqftuas2cw++gPr4xv6Dp7a</latexit>

Pr1
⇥
A = 1

⇤
<latexit sha1_base64="1j9CpKHy5arwGk2Slk8jZVtVo3g=">AAACGHicbVDLSgMxFM34rPU16tJNsAiu6kwVdCNU3bisYB/QDiWTpm1oJhmSO2IZ+hlu/BU3LhRx251/Y6btQlsPhHs4515y7wljwQ143reztLyyurae28hvbm3v7Lp7+zWjEk1ZlSqhdCMkhgkuWRU4CNaINSNRKFg9HNxmfv2RacOVfIBhzIKI9CTvckrASm33tAXsCaTSERFpRY/aPm6FvNfEtijRMcPIlvR6dOVncoDbbsErehPgReLPSAHNUGm741ZH0SRiEqggxjR9L4YgJRo4FWyUbyWGxYQOSI81LZUkYiZIJ4eN8LFVOrirtH0S8ET9PZGSyGQr2s6IQN/Me5n4n9dMoHsZpFzGCTBJpx91E4FB4Swl3OGaURBDSwjV3O6KaZ9oQsFmmbch+PMnL5JaqeifFUv354XyzSyOHDpER+gE+egCldEdqqAqougZvaJ39OG8OG/Op/M1bV1yZjMH6A+c8Q+CvaAH</latexit>

Pr0
⇥
A = 1

⇤
<latexit sha1_base64="nv37w31f2Jza5CF6PXel3pt+Pdk=">AAACGnicbVDLSgMxFM3UV62vqks3wSK4KjNV0I1QdeOygn1AO5RMmrahmWRI7ohl6He48VfcuFDEnbjxb0yns9DWA+EezrmX3HuCSHADrvvt5JaWV1bX8uuFjc2t7Z3i7l7DqFhTVqdKKN0KiGGCS1YHDoK1Is1IGAjWDEbXU795z7ThSt7BOGJ+SAaS9zklYKVu0esAewCpdEhEUtOTros7AR+0sS1K9Mw4tCW5nFx4ODV83C2W3LKbAi8SLyMllKHWLX52eorGIZNABTGm7bkR+AnRwKlgk0InNiwidEQGrG2pJCEzfpKeNsFHVunhvtL2ScCp+nsiIaGZLmk7QwJDM+9Nxf+8dgz9cz/hMoqBSTr7qB8LDApPc8I9rhkFMbaEUM3trpgOiSYUbJoFG4I3f/IiaVTK3km5cntaql5lceTRATpEx8hDZ6iKblAN1RFFj+gZvaI358l5cd6dj1lrzslm9tEfOF8/TXagWg==</latexit>
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A Stream Cipher with a Secure PRG is Semantically Secure

Theorem

A stream cipher with a secure PRG G is semantically secure under a CT attack.

Proof: For any SS-CT attacker A there exists PRG attackers F0 and F1 s.t.:

AdvSS−CT (A) ≤ AdvPRG (F0,G) + AdvPRG (F1,G).

The inequality is proved using the triangle Inequality.∣∣Pr1[A = 1]− Pr0[A = 1]
∣∣ ≤ ∣∣Pr1[A = 1]− PrS1[A = 1]

∣∣︸ ︷︷ ︸
≤AdvPRG (F1,G)

+
∣∣Pr0[A = 1]− PrS0[A = 1]

∣∣︸ ︷︷ ︸
≤AdvPRG (F0,G)

Encryption A
(m0, m1)

<latexit sha1_base64="rLgWsl/8v9Oq5VQIjY/zt0O8eeI=">AAAB8HicbVBNSwMxEJ31s9avqkcvwSJUkLJbBT0WvXisYD+kXZZsmm1Dk+ySZIWy9Fd48aCIV3+ON/+NabsHbX0w8Hhvhpl5YcKZNq777aysrq1vbBa2its7u3v7pYPDlo5TRWiTxDxWnRBrypmkTcMMp51EUSxCTtvh6Hbqt5+o0iyWD2acUF/ggWQRI9hY6bEiAvdcBN5ZUCq7VXcGtEy8nJQhRyMoffX6MUkFlYZwrHXXcxPjZ1gZRjidFHuppgkmIzygXUslFlT72ezgCTq1Sh9FsbIlDZqpvycyLLQei9B2CmyGetGbiv953dRE137GZJIaKsl8UZRyZGI0/R71maLE8LElmChmb0VkiBUmxmZUtCF4iy8vk1at6l1Ua/eX5fpNHkcBjuEEKuDBFdThDhrQBAICnuEV3hzlvDjvzse8dcXJZ47gD5zPHx5tj04=</latexit>

k
<latexit sha1_base64="S3l8nnBLDerjgmOsR9KRP3N3+lk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOl5rhfrrhVdw6ySrycVCBHo1/+6g1ilkYoDRNU667nJsbPqDKcCZyWeqnGhLIxHWLXUkkj1H42P3RKzqwyIGGsbElD5urviYxGWk+iwHZG1Iz0sjcT//O6qQmv/YzLJDUo2WJRmApiYjL7mgy4QmbExBLKFLe3EjaiijJjsynZELzll1dJu1b1Lqq15mWlfpPHUYQTOIVz8OAK6nAHDWgBA4RneIU359F5cd6dj0VrwclnjuEPnM8f09OM8w==</latexit>

Encryption A
(m0, m1)

<latexit sha1_base64="rLgWsl/8v9Oq5VQIjY/zt0O8eeI=">AAAB8HicbVBNSwMxEJ31s9avqkcvwSJUkLJbBT0WvXisYD+kXZZsmm1Dk+ySZIWy9Fd48aCIV3+ON/+NabsHbX0w8Hhvhpl5YcKZNq777aysrq1vbBa2its7u3v7pYPDlo5TRWiTxDxWnRBrypmkTcMMp51EUSxCTtvh6Hbqt5+o0iyWD2acUF/ggWQRI9hY6bEiAvdcBN5ZUCq7VXcGtEy8nJQhRyMoffX6MUkFlYZwrHXXcxPjZ1gZRjidFHuppgkmIzygXUslFlT72ezgCTq1Sh9FsbIlDZqpvycyLLQei9B2CmyGetGbiv953dRE137GZJIaKsl8UZRyZGI0/R71maLE8LElmChmb0VkiBUmxmZUtCF4iy8vk1at6l1Ua/eX5fpNHkcBjuEEKuDBFdThDhrQBAICnuEV3hzlvDjvzse8dcXJZ47gD5zPHx5tj04=</latexit>

k
<latexit sha1_base64="S3l8nnBLDerjgmOsR9KRP3N3+lk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOl5rhfrrhVdw6ySrycVCBHo1/+6g1ilkYoDRNU667nJsbPqDKcCZyWeqnGhLIxHWLXUkkj1H42P3RKzqwyIGGsbElD5urviYxGWk+iwHZG1Iz0sjcT//O6qQmv/YzLJDUo2WJRmApiYjL7mgy4QmbExBLKFLe3EjaiijJjsynZELzll1dJu1b1Lqq15mWlfpPHUYQTOIVz8OAK6nAHDWgBA4RneIU359F5cd6dj0VrwclnjuEPnM8f09OM8w==</latexit>

BR � m1
<latexit sha1_base64="+iMGD03/HUMykuABR3pk9vYcd4k=">AAACH3icbVDLSgMxFM34rPVVdekmWARXZaaKuix147KKfUCnDJnMbRuamQxJRijD/Ikbf8WNC0XEXf/GdFpBWw+EHM65N/fm+DFnStv2xFpZXVvf2CxsFbd3dvf2SweHLSUSSaFJBRey4xMFnEXQ1Exz6MQSSOhzaPujm6nffgSpmIge9DiGXkgGEeszSrSRvNJl6uaPpD5PIHN9wQM1Ds2V1jPvHrsi5onCofdTJiHInCzzSmW7YufAy8SZkzKao+GVvtxA0CSESFNOlOo6dqx7KZGaUQ5Z0U0UxISOyAC6hkYkBNVL85kZPjVKgPtCmhNpnKu/O1ISqunWpjIkeqgWvan4n9dNdP+6l7IoTjREdDaon3CsBZ6GhQMmgWo+NoRQycyumA6JJFSbSIsmBGfxy8ukVa0455Xq3UW5Vp/HUUDH6ASdIQddoRq6RQ3URBQ9oRf0ht6tZ+vV+rA+Z6Ur1rznCP2BNfkGBwSkzg==</latexit>

=<latexit sha1_base64="MWbL6R2hZsQThSAdMNvF0orSXwY=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKexGQS9C0IvHBMwDkiXMTnqTMbOzy8ysEEK+wIsHRbz6Sd78GyfJHjSxoKGo6qa7K0gE18Z1v53c2vrG5lZ+u7Czu7d/UDw8auo4VQwbLBaxagdUo+ASG4Ybge1EIY0Cga1gdDfzW0+oNI/lgxkn6Ed0IHnIGTVWqt/0iiW37M5BVomXkRJkqPWKX91+zNIIpWGCat3x3MT4E6oMZwKnhW6qMaFsRAfYsVTSCLU/mR86JWdW6ZMwVrakIXP198SERlqPo8B2RtQM9bI3E//zOqkJr/0Jl0lqULLFojAVxMRk9jXpc4XMiLEllClubyVsSBVlxmZTsCF4yy+vkmal7F2UK/XLUvU2iyMPJ3AK5+DBFVThHmrQAAYIz/AKb86j8+K8Ox+L1pyTzRzDHzifP44bjMU=</latexit>

System S1

Encryption Adversary
(m0, m1)

<latexit sha1_base64="rLgWsl/8v9Oq5VQIjY/zt0O8eeI=">AAAB8HicbVBNSwMxEJ31s9avqkcvwSJUkLJbBT0WvXisYD+kXZZsmm1Dk+ySZIWy9Fd48aCIV3+ON/+NabsHbX0w8Hhvhpl5YcKZNq777aysrq1vbBa2its7u3v7pYPDlo5TRWiTxDxWnRBrypmkTcMMp51EUSxCTtvh6Hbqt5+o0iyWD2acUF/ggWQRI9hY6bEiAvdcBN5ZUCq7VXcGtEy8nJQhRyMoffX6MUkFlYZwrHXXcxPjZ1gZRjidFHuppgkmIzygXUslFlT72ezgCTq1Sh9FsbIlDZqpvycyLLQei9B2CmyGetGbiv953dRE137GZJIaKsl8UZRyZGI0/R71maLE8LElmChmb0VkiBUmxmZUtCF4iy8vk1at6l1Ua/eX5fpNHkcBjuEEKuDBFdThDhrQBAICnuEV3hzlvDjvzse8dcXJZ47gD5zPHx5tj04=</latexit>

k
<latexit sha1_base64="S3l8nnBLDerjgmOsR9KRP3N3+lk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOl5rhfrrhVdw6ySrycVCBHo1/+6g1ilkYoDRNU667nJsbPqDKcCZyWeqnGhLIxHWLXUkkj1H42P3RKzqwyIGGsbElD5urviYxGWk+iwHZG1Iz0sjcT//O6qQmv/YzLJDUo2WJRmApiYjL7mgy4QmbExBLKFLe3EjaiijJjsynZELzll1dJu1b1Lqq15mWlfpPHUYQTOIVz8OAK6nAHDWgBA4RneIU359F5cd6dj0VrwclnjuEPnM8f09OM8w==</latexit>

Encryption Adversary
(m0, m1)

<latexit sha1_base64="rLgWsl/8v9Oq5VQIjY/zt0O8eeI=">AAAB8HicbVBNSwMxEJ31s9avqkcvwSJUkLJbBT0WvXisYD+kXZZsmm1Dk+ySZIWy9Fd48aCIV3+ON/+NabsHbX0w8Hhvhpl5YcKZNq777aysrq1vbBa2its7u3v7pYPDlo5TRWiTxDxWnRBrypmkTcMMp51EUSxCTtvh6Hbqt5+o0iyWD2acUF/ggWQRI9hY6bEiAvdcBN5ZUCq7VXcGtEy8nJQhRyMoffX6MUkFlYZwrHXXcxPjZ1gZRjidFHuppgkmIzygXUslFlT72ezgCTq1Sh9FsbIlDZqpvycyLLQei9B2CmyGetGbiv953dRE137GZJIaKsl8UZRyZGI0/R71maLE8LElmChmb0VkiBUmxmZUtCF4iy8vk1at6l1Ua/eX5fpNHkcBjuEEKuDBFdThDhrQBAICnuEV3hzlvDjvzse8dcXJZ47gD5zPHx5tj04=</latexit>

k
<latexit sha1_base64="S3l8nnBLDerjgmOsR9KRP3N3+lk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOl5rhfrrhVdw6ySrycVCBHo1/+6g1ilkYoDRNU667nJsbPqDKcCZyWeqnGhLIxHWLXUkkj1H42P3RKzqwyIGGsbElD5urviYxGWk+iwHZG1Iz0sjcT//O6qQmv/YzLJDUo2WJRmApiYjL7mgy4QmbExBLKFLe3EjaiijJjsynZELzll1dJu1b1Lqq15mWlfpPHUYQTOIVz8OAK6nAHDWgBA4RneIU359F5cd6dj0VrwclnjuEPnM8f09OM8w==</latexit>

G(k) � m1
<latexit sha1_base64="NBcgn/J1CPPLvBEl9EurofvmA+g=">AAACE3icbVDLSgMxFM3UV62vqks3wSJUF2WmCrosutBlBfuAdhgy6W0bmskMSUYow/yDG3/FjQtF3Lpx59+YTito64ELh3Puzc09fsSZ0rb9ZeWWlldW1/LrhY3Nre2d4u5eU4WxpNCgIQ9l2ycKOBPQ0ExzaEcSSOBzaPmjq4nfugepWCju9DgCNyADwfqMEm0kr3iSdLNHEp/HkF6XR8e4G0Y8VjjwfiwJvdRJU69Ysit2BrxInBkpoRnqXvGz2wtpHIDQlBOlOo4daTchUjPKIS10YwURoSMygI6hggSg3CTbmeIjo/RwP5SmhMaZ+nsiIYFS48A3nQHRQzXvTcT/vE6s+xduwkQUaxB0uqgfc6xDPAkI95gEqvnYEEIlM3/FdEgkodrEWDAhOPMnL5JmteKcVqq3Z6Xa5SyOPDpAh6iMHHSOaugG1VEDUfSAntALerUerWfrzXqftuas2cw++gPr4xv7lJ7b</latexit>

G(k) � m0
<latexit sha1_base64="+HharX+JGFu0Kj6hs7UhO3xU7p0=">AAACE3icbVDLSgMxFM3UV62vqks3wSJUF2WmCrosutBlBfuAdhgy6W0bmskMSUYow/yDG3/FjQtF3Lpx59+YTito64ELh3Puzc09fsSZ0rb9ZeWWlldW1/LrhY3Nre2d4u5eU4WxpNCgIQ9l2ycKOBPQ0ExzaEcSSOBzaPmjq4nfugepWCju9DgCNyADwfqMEm0kr3iSdLNHEp/HkF6XR8e4G0Y8VjjwfiwJvdROU69Ysit2BrxInBkpoRnqXvGz2wtpHIDQlBOlOo4daTchUjPKIS10YwURoSMygI6hggSg3CTbmeIjo/RwP5SmhMaZ+nsiIYFS48A3nQHRQzXvTcT/vE6s+xduwkQUaxB0uqgfc6xDPAkI95gEqvnYEEIlM3/FdEgkodrEWDAhOPMnL5JmteKcVqq3Z6Xa5SyOPDpAh6iMHHSOaugG1VEDUfSAntALerUerWfrzXqftuas2cw++gPr4xv6Dp7a</latexit>

Pr1
⇥
A = 1

⇤
<latexit sha1_base64="A1okM4gBqdokXy7pbT1YVoYD1l8=">AAACG3icbVDLSgMxFM3UV62vqks3wSK4KjNV0I1QdeOygn1AO5RMmrahmWRI7ohl6H+48VfcuFDEleDCvzGdzkJbD4R7OOdecu8JIsENuO63k1taXlldy68XNja3tneKu3sNo2JNWZ0qoXQrIIYJLlkdOAjWijQjYSBYMxhdT/3mPdOGK3kH44j5IRlI3ueUgJW6xUoH2ANIpUMikpqedD3cCfigjW1RomfGoS3J5eTCwzh1fNwtltyymwIvEi8jJZSh1i1+dnqKxiGTQAUxpu25EfgJ0cCpYJNCJzYsInREBqxtqSQhM36S3jbBR1bp4b7S9knAqfp7IiGhmW5pO0MCQzPvTcX/vHYM/XM/4TKKgUk6+6gfCwwKT4PCPa4ZBTG2hFDN7a6YDokmFGycBRuCN3/yImlUyt5JuXJ7WqpeZXHk0QE6RMfIQ2eoim5QDdURRY/oGb2iN+fJeXHenY9Za87JZvbRHzhfP7V0oIU=</latexit>

Pr0
⇥
A = 1

⇤
<latexit sha1_base64="nv37w31f2Jza5CF6PXel3pt+Pdk=">AAACGnicbVDLSgMxFM3UV62vqks3wSK4KjNV0I1QdeOygn1AO5RMmrahmWRI7ohl6He48VfcuFDEnbjxb0yns9DWA+EezrmX3HuCSHADrvvt5JaWV1bX8uuFjc2t7Z3i7l7DqFhTVqdKKN0KiGGCS1YHDoK1Is1IGAjWDEbXU795z7ThSt7BOGJ+SAaS9zklYKVu0esAewCpdEhEUtOTros7AR+0sS1K9Mw4tCW5nFx4ODV83C2W3LKbAi8SLyMllKHWLX52eorGIZNABTGm7bkR+AnRwKlgk0InNiwidEQGrG2pJCEzfpKeNsFHVunhvtL2ScCp+nsiIaGZLmk7QwJDM+9Nxf+8dgz9cz/hMoqBSTr7qB8LDApPc8I9rhkFMbaEUM3trpgOiSYUbJoFG4I3f/IiaVTK3km5cntaql5lceTRATpEx8hDZ6iKblAN1RFFj+gZvaI358l5cd6dj1lrzslm9tEfOF8/TXagWg==</latexit>

System S0

PrS0

⇥
A = 1

⇤
<latexit sha1_base64="YooYPqXyS6fip7l1WS2y3XKbAJ4=">AAACHnicbVDLSgMxFM3UV62vqks3wSK4KjNV0Y1QdeOyon1AO5RMmrahmWRI7ohlmC9x46+4caGI4Er/xvSx0NYD4R7OuZfce4JIcAOu++1kFhaXlleyq7m19Y3Nrfz2Ts2oWFNWpUoo3QiIYYJLVgUOgjUizUgYCFYPBlcjv37PtOFK3sEwYn5IepJ3OSVgpXb+pAXsAaTSIRFJRaft5NZNcSvgvSa2RYmOGYa2JBfpuYfx2PFxO19wi+4YeJ54U1JAU1Ta+c9WR9E4ZBKoIMY0PTcCPyEaOBUszbViwyJCB6THmpZKEjLjJ+PzUnxglQ7uKm2fBDxWf08kJDSjLW1nSKBvZr2R+J/XjKF75idcRjEwSScfdWOBQeFRVrjDNaMghpYQqrndFdM+0YSCTTRnQ/BmT54ntVLROyqWbo4L5ctpHFm0h/bRIfLQKSqja1RBVUTRI3pGr+jNeXJenHfnY9KacaYzu+gPnK8fWxih7Q==</latexit>

PrS1

⇥
A = 1

⇤
<latexit sha1_base64="mPf4Bqdo1BDWH8FAzNQb+EHypS4=">AAACHXicbVDLSgMxFM3UV62vqks3wSK4KjO1oBuh6sZlRfuAdiiZNG1DM8mQ3BHLMD/ixl9x40IRF27EvzF9LLT1QLiHc+4l954gEtyA6347maXlldW17HpuY3Nreye/u1c3KtaU1agSSjcDYpjgktWAg2DNSDMSBoI1guHV2G/cM224kncwipgfkr7kPU4JWKmTL7eBPYBUOiQiqeq0k9x6KW4HvN/CtijRNaPQluQiPffwxPBxJ19wi+4EeJF4M1JAM1Q7+c92V9E4ZBKoIMa0PDcCPyEaOBUszbVjwyJCh6TPWpZKEjLjJ5PrUnxklS7uKW2fBDxRf08kJDTjJW1nSGBg5r2x+J/XiqF35idcRjEwSacf9WKBQeFxVLjLNaMgRpYQqrndFdMB0YSCDTRnQ/DmT14k9VLROymWbsqFyuUsjiw6QIfoGHnoFFXQNaqiGqLoET2jV/TmPDkvzrvzMW3NOLOZffQHztcP9QShxA==</latexit>

BR � m0
<latexit sha1_base64="GMR7MTrx6f6hHaLyw6PkcP25RfA=">AAACH3icbVDLSgMxFM34rPVVdekmWARXZaaKuix147KKfUCnDJnMbRuamQxJRijD/Ikbf8WNC0XEXf/GdFpBWw+EHM65N/fm+DFnStv2xFpZXVvf2CxsFbd3dvf2SweHLSUSSaFJBRey4xMFnEXQ1Exz6MQSSOhzaPujm6nffgSpmIge9DiGXkgGEeszSrSRvNJl6uaPpD5PIHN9wQM1Ds2V1jPvHrsi5onCofdTJiHI7CzzSmW7YufAy8SZkzKao+GVvtxA0CSESFNOlOo6dqx7KZGaUQ5Z0U0UxISOyAC6hkYkBNVL85kZPjVKgPtCmhNpnKu/O1ISqunWpjIkeqgWvan4n9dNdP+6l7IoTjREdDaon3CsBZ6GhQMmgWo+NoRQycyumA6JJFSbSIsmBGfxy8ukVa0455Xq3UW5Vp/HUUDH6ASdIQddoRq6RQ3URBQ9oRf0ht6tZ+vV+rA+Z6Ur1rznCP2BNfkGBX6kzQ==</latexit>
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The PRG Attackers F0 and F1

PRG

k
<latexit sha1_base64="S3l8nnBLDerjgmOsR9KRP3N3+lk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOl5rhfrrhVdw6ySrycVCBHo1/+6g1ilkYoDRNU667nJsbPqDKcCZyWeqnGhLIxHWLXUkkj1H42P3RKzqwyIGGsbElD5urviYxGWk+iwHZG1Iz0sjcT//O6qQmv/YzLJDUo2WJRmApiYjL7mgy4QmbExBLKFLe3EjaiijJjsynZELzll1dJu1b1Lqq15mWlfpPHUYQTOIVz8OAK6nAHDWgBA4RneIU359F5cd6dj0VrwclnjuEPnM8f09OM8w==</latexit>

G(k)
<latexit sha1_base64="wRL8ewNcZoLr4jcQcJBNIRg7YP0=">AAAB9HicbVDLSsNAFL2pr1pfUZduBotQNyWpgi6LLnRZwT6gDWUynbRDJ5M4MymU0O9w40IRt36MO//GSZuFth4YOJxzL/fM8WPOlHacb6uwtr6xuVXcLu3s7u0f2IdHLRUlktAmiXgkOz5WlDNBm5ppTjuxpDj0OW3749vMb0+oVCwSj3oaUy/EQ8ECRrA2ktcLsR75QXo3q4zP+3bZqTpzoFXi5qQMORp9+6s3iEgSUqEJx0p1XSfWXoqlZoTTWamXKBpjMsZD2jVU4JAqL52HnqEzowxQEEnzhEZz9fdGikOlpqFvJrOQatnLxP+8bqKDay9lIk40FWRxKEg40hHKGkADJinRfGoIJpKZrIiMsMREm55KpgR3+curpFWruhfV2sNluX6T11GEEziFCrhwBXW4hwY0gcATPMMrvFkT68V6tz4WowUr3zmGP7A+fwBM6pHJ</latexit>

G(k) � mb
<latexit sha1_base64="LRQ5/FFYJqv/s9KmnUh+aHuAIR0=">AAACAXicbVDLSsNAFJ34rPUVdSO4GSxC3ZSkCrosutBlBfuAJoTJdNIOnZmEmYlQQt34K25cKOLWv3Dn3zhps9DWAxcO59zLvfeECaNKO863tbS8srq2Xtoob25t7+zae/ttFacSkxaOWSy7IVKEUUFammpGuokkiIeMdMLRde53HohUNBb3epwQn6OBoBHFSBspsA89jvQwjLKbSXV0Cr04YamCPAgDu+LUnCngInELUgEFmoH95fVjnHIiNGZIqZ7rJNrPkNQUMzIpe6kiCcIjNCA9QwXiRPnZ9IMJPDFKH0axNCU0nKq/JzLElRrz0HTm96p5Lxf/83qpji79jIok1UTg2aIoZVDHMI8D9qkkWLOxIQhLam6FeIgkwtqEVjYhuPMvL5J2veae1ep355XGVRFHCRyBY1AFLrgADXALmqAFMHgEz+AVvFlP1ov1bn3MWpesYuYA/IH1+QOwwZZl</latexit>

A

Fb
<latexit sha1_base64="IApSqbptnGSYjzIJDvDQ6BFlqdc=">AAAB83icbVDLSgMxFL1TX7W+qi7dBIvgqsxUQZdFQVxWsA/oDCVJM21oJjMkGaEM/Q03LhRx68+482/MtLPQ1gOBwzn3ck8OSQTXxnW/ndLa+sbmVnm7srO7t39QPTzq6DhVlLVpLGLVI1gzwSVrG24E6yWK4YgI1iWT29zvPjGleSwfzTRhQYRHkoecYmMl34+wGZMwu5sNyKBac+vuHGiVeAWpQYHWoPrlD2OaRkwaKrDWfc9NTJBhZTgVbFbxU80STCd4xPqWShwxHWTzzDN0ZpUhCmNlnzRorv7eyHCk9TQidjLPqJe9XPzP66cmvA4yLpPUMEkXh8JUIBOjvAA05IpRI6aWYKq4zYroGCtMja2pYkvwlr+8SjqNundRbzxc1po3RR1lOIFTOAcPrqAJ99CCNlBI4Ble4c1JnRfn3flYjJacYucY/sD5/AEplJHD</latexit>

Notice that for each b ∈ {0, 1}:

Prb[A = 1] = Pr[Fb(G(K)) = 1]

and
PrSb[A = 1] = Pr[Fb(BR) = 1]
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Block Ciphers
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Block Ciphers

k k

E(k, m)
<latexit sha1_base64="VvXEVmcuOliDowWouxigBe9ri/I=">AAAB+HicbVDLSsNAFL3xWeujUZdugkWoICWpgi6LIrisYB/QhjKZTtqhM5MwMxFq6Je4caGIWz/FnX/jpM1CWw8MHM65l3vmBDGjSrvut7Wyura+sVnYKm7v7O6V7P2DlooSiUkTRyySnQApwqggTU01I51YEsQDRtrB+Cbz249EKhqJBz2Jic/RUNCQYqSN1LdLPY70KAjT22llfMZP+3bZrbozOMvEy0kZcjT69ldvEOGEE6ExQ0p1PTfWfoqkppiRabGXKBIjPEZD0jVUIE6Un86CT50TowycMJLmCe3M1N8bKeJKTXhgJrOYatHLxP+8bqLDKz+lIk40EXh+KEyYoyMna8EZUEmwZhNDEJbUZHXwCEmEtemqaErwFr+8TFq1qnderd1flOvXeR0FOIJjqIAHl1CHO2hAEzAk8Ayv8GY9WS/Wu/UxH12x8p1D+APr8wf9fZKl</latexit>

D(k, c)
<latexit sha1_base64="XaLqhqsheJ1s0qPbad1f/sIiH+Q=">AAAB+HicbVDLSsNAFL3xWeujUZduBotQQUpSBV0WdeGygn1AG8pkOmmHTiZhZiLU0C9x40IRt36KO//GSZuFth4YOJxzL/fM8WPOlHacb2tldW19Y7OwVdze2d0r2fsHLRUlktAmiXgkOz5WlDNBm5ppTjuxpDj0OW3745vMbz9SqVgkHvQkpl6Ih4IFjGBtpL5d6oVYj/wgvZ1WxmfktG+XnaozA1ombk7KkKPRt796g4gkIRWacKxU13Vi7aVYakY4nRZ7iaIxJmM8pF1DBQ6p8tJZ8Ck6McoABZE0T2g0U39vpDhUahL6ZjKLqRa9TPzP6yY6uPJSJuJEU0Hmh4KEIx2hrAU0YJISzSeGYCKZyYrICEtMtOmqaEpwF7+8TFq1qnterd1flOvXeR0FOIJjqIALl1CHO2hAEwgk8Ayv8GY9WS/Wu/UxH12x8p1D+APr8wfswZKa</latexit>

m : n bits
<latexit sha1_base64="UD7rSO0UTuyR2REkbLhKOz/Piws=">AAACAHicbVA9SwNBEN3zM8avUwsLm8UgWIW7KChWQRvLCOYDkiPsbTbJkt29Y3dODMc1/hUbC0Vs/Rl2/hs3yRWa+GDg8d4MM/PCWHADnvftLC2vrK6tFzaKm1vbO7vu3n7DRImmrE4jEelWSAwTXLE6cBCsFWtGZChYMxzdTPzmA9OGR+oexjELJBko3ueUgJW67qG8wgp3gD2CirQkIsUhB5N13ZJX9qbAi8TPSQnlqHXdr04voolkCqggxrR9L4YgJRo4FSwrdhLDYkJHZMDalioimQnS6QMZPrFKD/cjbUsBnqq/J1IijRnL0HZKAkMz703E/7x2Av3LIOUqToApOlvUTwSGCE/SwD2uGQUxtoRQze2tmA6JJhRsZkUbgj//8iJpVMr+Wblyd16qXudxFNAROkanyEcXqIpuUQ3VEUUZekav6M15cl6cd+dj1rrk5DMH6A+czx+D9JZe</latexit>

m
<latexit sha1_base64="hgrbGyfUs1b/Mr5+M32Ck4D9zmA=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3a3STsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgkfYMtwI7CQKqQwEPgTj25n/8IRK8zi6N5MEfUmHEQ85o8ZKTdkvV9yqOwdZJV5OKpCj0S9/9QYxSyVGhgmqdddzE+NnVBnOBE5LvVRjQtmYDrFraUQlaj+bHzolZ1YZkDBWtiJD5urviYxKrScysJ2SmpFe9mbif143NeG1n/EoSQ1GbLEoTAUxMZl9TQZcITNiYgllittbCRtRRZmx2ZRsCN7yy6ukXat6F9Va87JSv8njKMIJnMI5eHAFdbiDBrSAAcIzvMKb8+i8OO/Ox6K14OQzx/AHzucP1tuM9Q==</latexit>

c : n bits
<latexit sha1_base64="2q9UfK8HbkeYOOlPwVEL5XL6+vo=">AAACAHicbVA9SwNBEN3zM8avUwsLm8UgWIW7KChWQRvLCOYDkiPsbTbJkt29Y3dODMc1/hUbC0Vs/Rl2/hs3yRWa+GDg8d4MM/PCWHADnvftLC2vrK6tFzaKm1vbO7vu3n7DRImmrE4jEelWSAwTXLE6cBCsFWtGZChYMxzdTPzmA9OGR+oexjELJBko3ueUgJW67iG9wgp3gD2CirQkIsUhB5N13ZJX9qbAi8TPSQnlqHXdr04voolkCqggxrR9L4YgJRo4FSwrdhLDYkJHZMDalioimQnS6QMZPrFKD/cjbUsBnqq/J1IijRnL0HZKAkMz703E/7x2Av3LIOUqToApOlvUTwSGCE/SwD2uGQUxtoRQze2tmA6JJhRsZkUbgj//8iJpVMr+Wblyd16qXudxFNAROkanyEcXqIpuUQ3VEUUZekav6M15cl6cd+dj1rrk5DMH6A+czx9z8JZU</latexit>

Encryption/Decryption in blocks not in streams

Examples: DES, 3DES, AES

Slowlier than stream ciphers but more secure

Abstraction: A block cipher is a Pseudorandom Function/Permutation
(PRF/PRP)

Wigger — Cryptography, Master MICAS, Part I 37/103



Pseudo Random Function/Pseudorandom Permutations (PRF/PRP)

Definition

A Pseudo Random Function (PRF) over a key space K and a domain X is a
function

F : K × X → Y

that can “efficiently” be evaluated by a practical algorithm.

Definition

A Pseudo Random Permuation (PRP) over a key space K and a domain X is a
function

P : K × X → X

that can “efficiently” be evaluated and for each k ∈ K the function P(k, ·) is
one-to-one and can efficiently be inverted.
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Security Definitions of PRFs and PRPs

Definition

A PRF F : K × X → Y or a PRP F : K × X → X is called secure if it is
computationally indistinguishable from a random function/permutation that is
picked uniformly at random from the set of all possible functions/permutations
on the given alphabets.

A

b
<latexit sha1_base64="YJjhR7RY5hyNtVLBH/MerrmOQ7I=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOlZtAvV9yqOwdZJV5OKpCj0S9/9QYxSyOUhgmqdddzE+NnVBnOBE5LvVRjQtmYDrFrqaQRaj+bHzolZ1YZkDBWtqQhc/X3REYjrSdRYDsjakZ62ZuJ/3nd1ITXfsZlkhqUbLEoTAUxMZl9TQZcITNiYgllittbCRtRRZmx2ZRsCN7yy6ukXat6F9Va87JSv8njKMIJnMI5eHAFdbiDBrSAAcIzvMKb8+i8OO/Ox6K14OQzx/AHzucPxi+M6g==</latexit>

K
U⇠ K

<latexit sha1_base64="ebNguDW8i1LZFq56jKyPETepOKE=">AAACE3icbVBNS8NAEN3Ur1q/oh69LBZBPJSkCnosehF6qWBqoQlls920S3c3YXcjlJD/4MW/4sWDIl69ePPfuGmLaOuDgcd7M8zMCxNGlXacL6u0tLyyulZer2xsbm3v2Lt7bRWnEhMPxyyWnRApwqggnqaakU4iCeIhI3fh6Krw7+6JVDQWt3qckICjgaARxUgbqWefNKGvNMIjSVjmc6SHGLHMy/PMV5Tn8Edq5j276tScCeAicWekCmZo9exPvx/jlBOhMUNKdV0n0UGGpKaYkbzip4okZjUakK6hAnGigmzyUw6PjNKHUSxNCQ0n6u+JDHGlxjw0ncWJat4rxP+8bqqjiyCjIkk1EXi6KEoZ1DEsAoJ9KgnWbGwIwpKaWyEeIomwNjFWTAju/MuLpF2vuae1+s1ZtXE5i6MMDsAhOAYuOAcNcA1awAMYPIAn8AJerUfr2Xqz3qetJWs2sw/+wPr4Bm0anyQ=</latexit>

if b = 0 :
f(x) = F(K, x)

<latexit sha1_base64="sIqlCqvBg4y4Bnqq+jhDc3L6F3k="></latexit>

if b = 1 :
f(x) = FR(x)

<latexit sha1_base64="RyCXxlRsB3NQAqZsormhFznhuOk=">AAACD3icbZDNSgMxFIUz/tb6V3XpJihKRSgzdaEIhaIgLlVsLXSGkkkzbWgmMyR3pMPQN3Aj+CRuXCji1q0738a0daHVA4GPc+/l5h4/FlyDbX9aU9Mzs3PzuYX84tLyymphbb2uo0RRVqORiFTDJ5oJLlkNOAjWiBUjoS/Yjd87HdZvbpnSPJLXkMbMC0lH8oBTAsZqFXZdYH2QkQqJyHiAB9ivOMfYdfNBsb9XOWtlVwMDrcK2XbJHwn/B+Ybt6pa7//BZTS9ahQ+3HdEkZBKoIFo3HTsGLyMKOBVskHcTzWJCe6TDmgYlCZn2stE9A7xjnDYOImWeBDxyf05kJNQ6DX3TGRLo6sna0Pyv1kwgOPIyLuMEmKTjRUEiMER4GA5uc8UoiNQAoYqbv2LaJYpQMBHmTQjO5Ml/oV4uOQel8qVJ4wSNlUObaAsVkYMOURWdowtUQxTdoUf0jF6se+vJerXexq1T1vfMBvol6/0Ldcad9w==</latexit>

x1
<latexit sha1_base64="MWSDWkw1NdOauHNwPQkLknLX4o4=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4KkkV9Fj04rGi/YA2lM120y7dbMLuRCyhP8GLB0W8+ou8+W/ctjlo64OBx3szzMwLEikMuu63s7K6tr6xWdgqbu/s7u2XDg6bJk414w0Wy1i3A2q4FIo3UKDk7URzGgWSt4LRzdRvPXJtRKwecJxwP6IDJULBKFrp/qnn9Uplt+LOQJaJl5My5Kj3Sl/dfszSiCtkkhrT8dwE/YxqFEzySbGbGp5QNqID3rFU0YgbP5udOiGnVumTMNa2FJKZ+nsio5Ex4yiwnRHFoVn0puJ/XifF8MrPhEpS5IrNF4WpJBiT6d+kLzRnKMeWUKaFvZWwIdWUoU2naEPwFl9eJs1qxTuvVO8uyrXrPI4CHMMJnIEHl1CDW6hDAxgM4Ble4c2Rzovz7nzMW1ecfOYI/sD5/AEM/o2k</latexit>

f(x1)
<latexit sha1_base64="8YNxc5e/VbGc8Y6b+4nNY2Adg2U=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRahXspuK+ix6MVjBfsB7VKyabaNzSZLkhXL0v/gxYMiXv0/3vw3pu0etPXBwOO9GWbmBTFn2rjut5NbW9/Y3MpvF3Z29/YPiodHLS0TRWiTSC5VJ8CaciZo0zDDaSdWFEcBp+1gfDPz249UaSbFvZnE1I/wULCQEWys1ArLT33vvF8suRV3DrRKvIyUIEOjX/zqDSRJIioM4VjrrufGxk+xMoxwOi30Ek1jTMZ4SLuWChxR7afza6fozCoDFEplSxg0V39PpDjSehIFtjPCZqSXvZn4n9dNTHjlp0zEiaGCLBaFCUdGotnraMAUJYZPLMFEMXsrIiOsMDE2oIINwVt+eZW0qhWvVqneXZTq11kceTiBUyiDB5dQh1toQBMIPMAzvMKbI50X5935WLTmnGzmGP7A+fwBlM2OeQ==</latexit>

f(xq)
<latexit sha1_base64="HutIqJLCE6Q0dzAb1AbIJAi79zY=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRahXspuFfRY9OKxgv2AdinZNNvGZpM1yYpl6X/w4kERr/4fb/4b03YP2vpg4PHeDDPzgpgzbVz328mtrK6tb+Q3C1vbO7t7xf2DppaJIrRBJJeqHWBNORO0YZjhtB0riqOA01Ywup76rUeqNJPizoxj6kd4IFjICDZWaoblp97Daa9YcivuDGiZeBkpQYZ6r/jV7UuSRFQYwrHWHc+NjZ9iZRjhdFLoJprGmIzwgHYsFTii2k9n107QiVX6KJTKljBopv6eSHGk9TgKbGeEzVAvelPxP6+TmPDST5mIE0MFmS8KE46MRNPXUZ8pSgwfW4KJYvZWRIZYYWJsQAUbgrf48jJpViveWaV6e16qXWVx5OEIjqEMHlxADW6gDg0gcA/P8ApvjnRenHfnY96ac7KZQ/gD5/MH9g2OuQ==</latexit>

xq
<latexit sha1_base64="YhdMYWX9N9QMuTfUGu3wqvqcmdk=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxRHbRRI9ELx4xyiMBQmaHXpgwO7vOzBrJhk/w4kFjvPpF3vwbB9iDgpV0UqnqTneXHwuujet+O7mV1bX1jfxmYWt7Z3evuH/Q0FGiGNZZJCLV8qlGwSXWDTcCW7FCGvoCm/7oeuo3H1FpHsl7M46xG9KB5AFn1Fjp7qn30CuW3LI7A1kmXkZKkKHWK351+hFLQpSGCap123Nj002pMpwJnBQ6icaYshEdYNtSSUPU3XR26oScWKVPgkjZkobM1N8TKQ21Hoe+7QypGepFbyr+57UTE1x2Uy7jxKBk80VBIoiJyPRv0ucKmRFjSyhT3N5K2JAqyoxNp2BD8BZfXiaNStk7K1duz0vVqyyOPBzBMZyCBxdQhRuoQR0YDOAZXuHNEc6L8+58zFtzTjZzCH/gfP4Abf6N5A==</latexit>

...<latexit sha1_base64="hx9vrypjtBJpcEsh1w05CZs9G34=">AAAB7XicbVBNS8NAEJ3Ur1q/qh69BIvgqSRV0GPRi8cKthbaUDabTbt2sxt2J4VS+h+8eFDEq//Hm//GbZuDtj4YeLw3w8y8MBXcoOd9O4W19Y3NreJ2aWd3b/+gfHjUMirTlDWpEkq3Q2KY4JI1kaNg7VQzkoSCPYbD25n/OGLacCUfcJyyICF9yWNOCVqp1R1FCk2vXPGq3hzuKvFzUoEcjV75qxspmiVMIhXEmI7vpRhMiEZOBZuWuplhKaFD0mcdSyVJmAkm82un7plVIjdW2pZEd67+npiQxJhxEtrOhODALHsz8T+vk2F8HUy4TDNkki4WxZlwUbmz192Ia0ZRjC0hVHN7q0sHRBOKNqCSDcFffnmVtGpV/6Jau7+s1G/yOIpwAqdwDj5cQR3uoAFNoPAEz/AKb45yXpx352PRWnDymWP4A+fzB8y9j0Y=</latexit>

Challenger Attacker

0/1
<latexit sha1_base64="TLXKA4mwwbXo2dx+G5FnabsZdt0=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4qkkV9Fj04rGi/YA2lM120y7dbMLuRCihP8GLB0W8+ou8+W/ctjlo64OBx3szzMwLEikMuu63s7K6tr6xWdgqbu/s7u2XDg6bJk414w0Wy1i3A2q4FIo3UKDk7URzGgWSt4LR7dRvPXFtRKwecZxwP6IDJULBKFrpwT33eqWyW3FnIMvEy0kZctR7pa9uP2ZpxBUySY3peG6CfkY1Cib5pNhNDU8oG9EB71iqaMSNn81OnZBTq/RJGGtbCslM/T2R0ciYcRTYzoji0Cx6U/E/r5NieO1nQiUpcsXmi8JUEozJ9G/SF5ozlGNLKNPC3krYkGrK0KZTtCF4iy8vk2a14l1UqveX5dpNHkcBjuEEzsCDK6jBHdShAQwG8Ayv8OZI58V5dz7mrStOPnMEf+B8/gBWT40s</latexit>

Secure PRF F:

AdvPRF (A,F) :=
∣∣Pr
[
A
(
x1,F(K , x1), . . . , xq,F(K , xq)

)
= 1
]

−Pr
[
A
(
x1,FR(x1), . . . , xq,FR(xq)

)
= 1
]∣∣ ≤ ε, negligible
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Generating a Secure PRG from a Secure PRF

Let F : K × {0, 1}n → {0, 1}n be a secure PRF.

From F one can construct the secure PRG G : K → {0, 1}tn

G(k) = F(k, 0) || F(k, 1) || F(k, 2) || F(k, 3) · · · || F(k, t − 1)
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Generating a Secure PRF from a Secure PRG

Let G : K → K2 be a secure PRG

A secure PRF G : K × {0, 1}2 → K is obtained by:

Dan$Boneh$

Extending$a$PRG$
Let$$$G:$K$⟶$K2$.$$$$$

$define$$$G1:$K$⟶$K4$$$$as$$$G1(k)$=$G(G(k)[0])$ll$$G(G(k)[1])$

G(k)[0]$

k$

G(k)[1]$
G$

G1(k)$

G$ G$

We$get$a$2\bit$PRF:$

$F(k,$x�{0,1}2$)$=$G1(k)[x]$
$ 00$ 01$ 10$ 11$

Applying G m times → arbitrary secure PRFs K × {0, 1}m → K

Too slow for practice

A secure PRF can be transformed into a secure PRP (block cipher) by the
Luby-Rackoff Theorem (which states that each secure PRF can be
transformed into a secure PRP and is discussed shortly)
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Security Proof of PRG-to-PRF construction

Dan$Boneh$

G1$is$a$secure$PRG$

G(k)[0]$

k$

G(k)[1]$
G$

G1(k)$

G$ G$
00$ 01$ 10$ 11$

random$in$K4$

r0$ r1$

G$ G$
≈p$

r1$

r01$r00$

G$

≈p$

≈p$
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PRF Switching Lemma: Secure PRPs that are also Secure PRFs

Recall that a PRP is also a PRF.

Lemma

Consider the PRP P : K × X → X . For any adversary A asking q queries:∣∣AdvPRP(A,P)− AdvPRF (A,P)
∣∣ < q2

2|X |

So any secure PRP with sufficiently large domain |X |, is also a secure PRF.
The intuitive reason is that for large domains, very likely the set of function
values that an efficient adversary can evaluate will all be different. For purely
random functions, the probability that q different function values are all

different can be bounded by q2

2|X| .
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Proof of the PRF Switching Lemma

∣∣AdvPRP(A,P)− AdvPRF (A,P)
∣∣

=
∣∣∣∣∣Pr

[
A
(
{xi ,P(K , xi )}qi=1

)
= 1
]︸ ︷︷ ︸

p0

−Pr
[
A
(
{xi ,PR(xi )}qi=1

)
= 1
]︸ ︷︷ ︸

p1

∣∣
−
∣∣Pr
[
A
(
{xi ,P(K , xi )}qi=1

)
= 1
]︸ ︷︷ ︸

p0

−Pr
[
A
(
{xi ,FR(xi )}qi=1

)
= 1
]︸ ︷︷ ︸

p2

∣∣∣∣∣
≤ |p1 − p2|

(a)

≤ Pr
[
{FR(xi )}qi=1 are not all distinct

]
≤

∑
1≤i<j≤q

Pr
[
FR(xi ) = FR(xj)

]
≤ q(q − 1)

2
· 1

|X |

Here (a) follows from the difference lemma on the next slide where we set:

ε1 : {A
(
{xi ,PR(K , xi )}qi=1

)
= 1}

ε2 : {A
(
{xi ,FR(K , xi )}qi=1

)
= 1}

εZ : {{FR(xi )}qi=1 are not all distinct}
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The Difference Lemma

Lemma

Let ε1, ε2, εZ be events on the same probability space satisfying

ε1 ∩ εcz = ε2 ∩ εcz ,

where εcz denotes the complement of event εz .
Then, ∣∣P[ε1]− P[ε2]

∣∣ ≤ P[εz ]

Proof:∣∣P[ε1]− P[ε2]
∣∣

=
∣∣P[ε1 ∩ εcz ]− P[ε2 ∩ εcz ] + P[ε1 ∩ εz ]− P[ε2 ∩ εz ]

∣∣
= P[ε1 ∩ εz ]− P[ε2 ∩ εz ]

∣∣
=

∣∣P[ε1 ∩ εcz ∩ ε2]− P[ε2 ∩ εcz ∩ ε1] + P[ε1 ∩ εz ∩ εc2]− P[ε2 ∩ εz ∩ εc1]
∣∣

=
∣∣P[ε1 ∩ εz ∩ εc2]− P[ε2 ∩ εz ∩ εc1]

∣∣
≤ P[ε1 ∩ εz ∩ εc2] + P[ε2 ∩ εz ∩ εc1]

≤ P[εz ]
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Block Ciphers are Built by Iterations

Dan$Boneh$

Block$Ciphers$Built$by$Itera<on$

R(k,m)$is$called$a$round$func<on$

$ $for$$3DES$(n=48),$$$$$$for$AES1128$$(n=10)$

key$$k$

key$expansion$

k1$ k2$ k3$ kn$

R(
k 1
,$⋅
)$

R(
k 2
,$⋅
)$

R(
k 3
,$⋅
)$

R(
k n
,$⋅
)$

m$ c$

Round function R(·, ·).
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Data Encryption Standard (DES)

1970: Invented at IBM with 128 keylength and blocklength (n = k = 128)

1976: Adopted as a federal standard with 56 bits keylength and 64 bits
blocklength (n = 64 and k = 56)

1997: DES broken by exhaustive search

2000 Replaced as a standard by AES
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Feistel Network

Arbitrary functions f1, . . . , fd : {0, 1}n → {0, 1}n

Dan$Boneh$

Claim:$$$for$all$$$$f1,$…,$fd:$$${0,1}n$$⟶$${0,1}n$$
$Feistel$network$$$$F:${0,1}2n$$⟶$${0,1}2n$$$$is$inver<ble$

Proof:$$$construct$inverse$

Ri\1$

Li\1$

Ri$

Li$

�$

fi$
inverse$ Ri\1$=$Li$

Li\1$=$fi(Li)$⨁$$Ri$

input$ output$

Rd\1$

Ld\1$

Rd$

Ld$

R0$

L0$

n\bits$
n\bits$

R1$

L1$

�$

f1$
R2$

L2$

�$

f2$ �$ �$

fd$

Easy to invert:

Dan$Boneh$

Decryp<on$circuit$

•  Inversion$is$basically$the$same$circuit,$$
$with$$f1,$…,$fd$$applied$in$reverse$order$

•  General$method$for$building$inver<ble$func<ons$(block$ciphers)$
from$arbitrary$func<ons.$$$$$$$

•  Used$in$many$block$ciphers$…$but$not$AES$

R1$

L1$

R0$

L0$

Rd$

Ld$

n\bits$
n\bits$

Rd\1$

Ld\1$

�$

fd$
Rd\2$

Ld\2$

�$

fd\1$ �$
�$

f1$

Method used in many block ciphers
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Theorem of Luby-Rackoff’85

Theorem

Consider a Feistel network with 3 rounds and
f1 = f2 = f3 : K × {0, 1}n → {0, 1} a secure PRF.
If a different random key is used for each function f1, f2, f3, the Feistel Network
implements a secure PRP.

→ So from a secure PRF we can construct a secure PRP!
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Back to DES

DES is a 16-round Feistel network with functions fi : {0, 1}32 → {0, 1}32

fi (x) = F(ki , x) F described on next slide

Dan$Boneh$

DES:$$$$16$round$Feistel$network$
f1,$…,$f16:$$${0,1}32$$⟶$${0,1}32$$$$$,$$$$$$fi(x)$=$F($ki,$x$)$$

input$

64
$$b
its
$

output$

64
$$b
its
$

16$round$$
Feistel$network$IP$ IP\1$

k$
key$expansion$

k1$ k2$ k16$�$

To$invert,$use$keys$in$reverse$order$
To invert, use keys in reverse order
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The F function of DES

32-bit x 48-bit k

E

48 bits

L

S1 S2 S3 S4 S5 S6 S7 S8

32 bits

P

output

6

4

6

4

6

4

6

4

6

4

6

4

6

4

6

4

Figure 4.8: The DES round function F (k, x)

109

Permutations E and P and S-boxes are carefully designed using lookup
tables and were revealed only in 1994.
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Design Criteria

Choosing P and S-boxes at random would result in an insecure cipher.

If S-boxes are linear, the whole cipher is linear.

S-boxes should be 4-to-1.
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Exhaustive Search Attack on DES

Exhaustive search attacks with only 3 plaintext-ciphertext pairs is possible
in few days (2007) because 56 bits keys are too short!

Hint: If DES was a purely random permutation, then the probability of
two keys leading to the same three plaintext-ciphertext pairs is:

Pr
[
∃k ′ 6= k : DES(mi , k) = DES(mi , k

′), ∀i = 1, 2, 3
]

=
∑
k′ 6=k

3∏
i=1

Pr
[
DES(k,mi ) = DES(k ′,mi )

]
= 256

(
1

264

)3

= 2−136.

→ So most likely, 3 plaintext-ciphertext pairs allow for an exhaustif search
attack on the key.
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Linear and Differential Attacks on DES

Theorem

Assume that the probability (over random message m and key k)

Pr
[
m(i1)⊕ · · · ⊕m(ir )

⊕
c(j1)⊕ · · · ⊕ c(jv ) = k(l1)⊕ · · · ⊕ k(lu)

]
=

1

2
+ ε,

then with ε−2 plaintext-ciphertext pairs {(mξ, cξ = DES(k,mξ))}ε
−2

ξ=1:

Pr
[
k(l1)⊕ · · · k(lu) = MAJξ=1,...,ε−2

(
mξ(i1)⊕ · · ·mξ(ir )

⊕
cξ(j1)⊕ · · · cξ(jv )

)]
≥ 0.977

→ can find k(l1)⊕ · · · k(lu) with high probability in ε−2 time

For DES:

ε = 2−21

this way we can find 14 key bits in time 242

find the rest by brute force in time 242
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Triple DES (3DES)

Split initial key into 3: k = (k (1), k (2), k (3)) (all purely random keys)

Use original DES cipher (E,D) to create the Triple-DES cipher (3E, 3D)

3E(k,m) = E(k (1),D(k (2),E(k (3),m)))

3D(k,m) =

Keylength is 3 · 56 bits = 168bits

→ Effective security seems to be 118 bits of key, i.e., ∃ an attack in 2118 time
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Meet-in-the-Middle Attack on Double DES

Split initial key into 2: k = (k (1), k (2) (all purely random keys)

Use original DES cipher (E,D) to create the Double-DES cipher (2E, 2D)

2E(k,m) = E(k (1),E(k (2),m))

2D(k,m) =

Chosen plain-text attack in 256 time with 256 space:

Precalculate a table with 256 entries E(k(1),m), for each possible key k(1)

After receiving c, calculate D(k(2), c) for all keys k(2) and search it in the

table → gives k(1) and k(2)

→ same effective keylength as single DES!
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American Encryption Standard (AES)

Dan$Boneh$

AES\128$schema<c$

input$

4$

4$

10$rounds$

(1)  ByteSub$
(2)  ShinRow$
(3) MixColumn$

⨁
$

k2$

�$

k9$

⨁
$(1)  ByteSub$

(2)  ShinRow$
(3) MixColumn$

⨁
$

k1$

⨁
$

k0$

(1)  ByteSub$
(2)  ShinRow$
$

output$

4$

4$

⨁
$

k10$
key$

16$bytes$
key$expansion:$

inver<ble$

16$bytes$⟶176$bytes$

Byte Sub are simple lookup tables like the S-boxes:
each byte is permuted according to this S-box

Effective security ≈ 99 bits of keylength

MixColumn omitted from the last round
(to make decryption algorithm more similar to encryption)

Wigger — Cryptography, Master MICAS, Part I 57/103



Using Block Ciphers: Electronic Code Book (ECB) Mode

Use same key k and same block cipher to encode multiple messages

Dan$Boneh$

Incorrect$use$of$a$PRP$

Electronic$Code$Book$(ECB):$

Problem:$$$$

–  if$$$$m
1
=m

2
$$$$$then$$$c

1
=c

2$

PT: 

CT: 

m
1
$ m

2
$

c
1
$ c

2
$

If m1 = m2 then c1 = c2 → cannot be semantically secure!
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ECB Mode is not Semantically Secure

Dan$Boneh$

ECB$is$not$SemanAcally$Secure$
ECB$is$not$semanAcally$secure$for$messages$that$contain$$
more$than$one$block.$

Two$blocks$

Chal.$

b∈{0,1}$

Adv.$$A$
k←K1

(c1,c2)$←$E(k,$mb)$

m0 = “Hello  World” 
m1 = “Hello  Hello” 

If11c1=c21output10,11else1output111Then$$AdvSS$[A,$ECB]$=$1$$

If (E,D) was a truly random permutation, the attacker’s advantage
AdvSS−CT (A) = 1
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Deterministic Counter Mode

Build a stream cipher from a secure PRF

F : K × {0, 1}n → {0, 1}n

Dan$Boneh$

Secure$ConstrucAon$I$

DeterminisAc$counter$mode$from$a$PRF$$F$:$

•  E
DETCTR

$(k,$m)$$=$$

$

�$$$Stream$cipher$built$from$a$PRF$$$(e.g.$$AES,$3DES)$

m[0]$ m[1]$ …$

F(k,0)1 F(k,1)1 …$

m[L]$

F(k,L)1
⊕$

c[0]$ c[1]$ …$ c[L]$

Theorem

For any L > 0 Determinstic Counter Mode produces a semantically secure
cipher.
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Deterministic Counter Mode is Secure

Dan$Boneh$

Proof$

chal.$ adv.$A$

k←K1

m0$,$m1$

c$←1

b’�1$

chal.$ adv.$A$

k←K1

m0$,$m1$

c$←1

b’�1$

≈p$

≈p$

≈p$

⊕$m01
F(k,0)$…$F(k,L)$

⊕$m11
F(k,0)$…$F(k,L)$

chal.$ adv.$A$

f←Funs1

m0$,$m1$

c$←1

b’�1$

⊕$m01
f(0)$…$f(L)$

chal.$ adv.$A$

r←{0,1}n1

m0$,$m1$

c$←1

b’�1$

⊕$m11
f(0)$…$f(L)$

≈p$ =p
<latexit sha1_base64="MoKI8Ve56VcIZL5x9EzPKC8YNbM=">AAACA3icbVDLSsNAFJ34rPUVdaebwSK4KkkVdCMU3bisYB/QhDCZ3rRDJw9mJkIJATf+ihsXirj1J9z5N07TLLT1wMDhnPua4yecSWVZ38bS8srq2nplo7q5tb2za+7td2ScCgptGvNY9HwigbMI2oopDr1EAAl9Dl1/fDP1uw8gJIujezVJwA3JMGIBo0RpyTMPM6cYkvk8hdwJiRr5QXaV517imTWrbhXAi8QuSQ2VaHnmlzOIaRpCpCgnUvZtK1FuRoRilENedVIJCaFjMoS+phEJQbpZsT7HJ1oZ4CAW+kUKF+rvjoyEUk5CX1dOj5Tz3lT8z+unKrh0MxYlqYKIzhYFKccqxtNA8IAJoIpPNCFUMH0rpiMiCFU6tqoOwZ7/8iLpNOr2Wb1xd15rXpdxVNAROkanyEYXqIluUQu1EUWP6Bm9ojfjyXgx3o2PWemSUfYcoD8wPn8AVKiYmA==</latexit>

⇥
<latexit sha1_base64="/pPKVEkbVlTY+gT1Ns6gxKWzJGI=">AAAB/HicbVDLSsNAFJ34rPUV7dLNYBFclaQKuiy6cVnBPqAJZTKZtEMnD2ZuhBDir7hxoYhbP8Sdf+M0zUJbDwwczrl3zszxEsEVWNa3sba+sbm1Xdup7+7tHxyaR8d9FaeSsh6NRSyHHlFM8Ij1gINgw0QyEnqCDbzZ7dwfPDKpeBw9QJYwNySTiAecEtDS2GzkTnlJLplfOMBDpoqx2bRaVgm8SuyKNFGF7tj8cvyYpiGLgAqi1Mi2EnBzIoFTwYq6kyqWEDojEzbSNCI6xc3L3AKfacXHQSz1iQCX6u+NnIRKZaGnJ0MCU7XszcX/vFEKwbWb8yhJgUV0ERSkAkOM501gn0tGQWSaECq5fiumUyIJBd1XXZdgL395lfTbLfui1b6/bHZuqjpq6ASdonNkoyvUQXeoi3qIogw9o1f0ZjwZL8a78bEYXTOqnQb6A+PzB+NClZE=</latexit>

⇥
<latexit sha1_base64="/pPKVEkbVlTY+gT1Ns6gxKWzJGI=">AAAB/HicbVDLSsNAFJ34rPUV7dLNYBFclaQKuiy6cVnBPqAJZTKZtEMnD2ZuhBDir7hxoYhbP8Sdf+M0zUJbDwwczrl3zszxEsEVWNa3sba+sbm1Xdup7+7tHxyaR8d9FaeSsh6NRSyHHlFM8Ij1gINgw0QyEnqCDbzZ7dwfPDKpeBw9QJYwNySTiAecEtDS2GzkTnlJLplfOMBDpoqx2bRaVgm8SuyKNFGF7tj8cvyYpiGLgAqi1Mi2EnBzIoFTwYq6kyqWEDojEzbSNCI6xc3L3AKfacXHQSz1iQCX6u+NnIRKZaGnJ0MCU7XszcX/vFEKwbWb8yhJgUV0ERSkAkOM501gn0tGQWSaECq5fiumUyIJBd1XXZdgL395lfTbLfui1b6/bHZuqjpq6ASdonNkoyvUQXeoi3qIogw9o1f0ZjwZL8a78bEYXTOqnQb6A+PzB+NClZE=</latexit>

f is a purely random function

∀A there ∃ PRF adversary B such that

AdvSS(A,F) = 2AdvSS(B,F)

B(x ,F(x)) = A(x ,F(x)⊕ x)
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Semantic Security against Chosen Ciphertext Attacks (CPA)

Chosen Ciphertext Attack (CPA): An adversary obtains ciphertexts for q
different plaintexts under the same encryption key

Definition (Semantic Security against CT Attacks)

A cipher (E,D) is semantically secure against CPA if ∀ “efficient” algorithms A
and {mi,0,mi,1}qi=1 of same length, the advantage

AdvSS−CPA(A) :=
∣∣∣Pr
[
A = 1|b = 1

]
− Pr

[
A = 1|b = 0

]∣∣∣
is negligible.

Challenger

k
<latexit sha1_base64="S3l8nnBLDerjgmOsR9KRP3N3+lk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOl5rhfrrhVdw6ySrycVCBHo1/+6g1ilkYoDRNU667nJsbPqDKcCZyWeqnGhLIxHWLXUkkj1H42P3RKzqwyIGGsbElD5urviYxGWk+iwHZG1Iz0sjcT//O6qQmv/YzLJDUo2WJRmApiYjL7mgy4QmbExBLKFLe3EjaiijJjsynZELzll1dJu1b1Lqq15mWlfpPHUYQTOIVz8OAK6nAHDWgBA4RneIU359F5cd6dj0VrwclnjuEPnM8f09OM8w==</latexit>

b
<latexit sha1_base64="YJjhR7RY5hyNtVLBH/MerrmOQ7I=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOlZtAvV9yqOwdZJV5OKpCj0S9/9QYxSyOUhgmqdddzE+NnVBnOBE5LvVRjQtmYDrFrqaQRaj+bHzolZ1YZkDBWtqQhc/X3REYjrSdRYDsjakZ62ZuJ/3nd1ITXfsZlkhqUbLEoTAUxMZl9TQZcITNiYgllittbCRtRRZmx2ZRsCN7yy6ukXat6F9Va87JSv8njKMIJnMI5eHAFdbiDBrSAAcIzvMKb8+i8OO/Ox6K14OQzx/AHzucPxi+M6g==</latexit> Adversary

{(mi,0, mi,0)}q
i=1

<latexit sha1_base64="cP5jEpGDyCQfCCwhqbtnlMDPVNc=">AAACBnicbZBNS8MwGMdTX+d8q3oUITiECWO0U9CLMPTicYJ7gbWWNEu3sDStSSqM0pMXv4oXD4p49TN489uYbT3o5gMhP/7/5yF5/n7MqFSW9W0sLC4tr6wW1orrG5tb2+bObktGicCkiSMWiY6PJGGUk6aiipFOLAgKfUba/vBq7LcfiJA04rdqFBM3RH1OA4qR0pJnHjhpOfRSWrGySn4fO5mGCzu7u/fMklW1JgXnwc6hBPJqeOaX04twEhKuMENSdm0rVm6KhKKYkazoJJLECA9Rn3Q1chQS6aaTNTJ4pJUeDCKhD1dwov6eSFEo5Sj0dWeI1EDOemPxP6+bqODcTSmPE0U4nj4UJAyqCI4zgT0qCFZspAFhQfVfIR4ggbDSyRV1CPbsyvPQqlXtk2rt5rRUv8zjKIB9cAjKwAZnoA6uQQM0AQaP4Bm8gjfjyXgx3o2PaeuCkc/sgT9lfP4AyKKYDQ==</latexit>

0/1
<latexit sha1_base64="Dqg198qp2UZkS1IylLhPGx3yhjw=">AAAB6nicbVA9SwNBEJ2LXzF+RS1tFoNgFe9ioWXQxjKi+YDkCHubvWTJ3t6xOyeEIz/BxkIRW3+Rnf/GTXKFJj4YeLw3w8y8IJHCoOt+O4W19Y3NreJ2aWd3b/+gfHjUMnGqGW+yWMa6E1DDpVC8iQIl7ySa0yiQvB2Mb2d++4lrI2L1iJOE+xEdKhEKRtFKD+6F1y9X3Ko7B1klXk4qkKPRL3/1BjFLI66QSWpM13MT9DOqUTDJp6VeanhC2ZgOeddSRSNu/Gx+6pScWWVAwljbUkjm6u+JjEbGTKLAdkYUR2bZm4n/ed0Uw2s/EypJkSu2WBSmkmBMZn+TgdCcoZxYQpkW9lbCRlRThjadkg3BW355lbRqVe+yWruvVeo3eRxFOIFTOAcPrqAOd9CAJjAYwjO8wpsjnRfn3flYtBacfOYY/sD5/AFVr40q</latexit>

{E(k, mi,b)}q
i=1

<latexit sha1_base64="53em5L5Tb+FEXSctlV5nHrBc29U=">AAACC3icbZDLSsNAFIYn9VbrLerSzdAiVCglqYJuhKIILivYCzQxTKaTdujk4sxEKCF7N76KGxeKuPUF3Pk2TtostPWHgY//nMOc87sRo0IaxrdWWFpeWV0rrpc2Nre2d/TdvY4IY45JG4cs5D0XCcJoQNqSSkZ6ESfIdxnpuuPLrN59IFzQMLiVk4jYPhoG1KMYSWU5etlKLB/JkeslV2l1XPOdhNbc9AhaqaJzM727d/SKUTemgotg5lABuVqO/mUNQhz7JJCYISH6phFJO0FcUsxIWrJiQSKEx2hI+goD5BNhJ9NbUnionAH0Qq5eIOHU/T2RIF+Iie+qzmxvMV/LzP9q/Vh6Z3ZCgyiWJMCzj7yYQRnCLBg4oJxgySYKEOZU7QrxCHGEpYqvpEIw509ehE6jbh7XGzcnleZFHkcRHIAyqAITnIImuAYt0AYYPIJn8AretCftRXvXPmatBS2f2Qd/pH3+AC/Cmn4=</latexit>

A<latexit sha1_base64="GM5jIrAN/xM1GSHawYcRyGK2Wj8=">AAAB8XicbVDLSgMxFL3js9ZX1aWbYBFclZkq6LLqxmUF+8C2lEx6pw3NZIYkI5Shf+HGhSJu/Rt3/o2ZdhbaeiBwOOdecu7xY8G1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZQohg0WiUi1fapRcIkNw43AdqyQhr7Alj++zfzWEyrNI/lgJjH2QjqUPOCMGis9dkNqRn6QXk/7pbJbcWcgy8TLSRly1Pulr+4gYkmI0jBBte54bmx6KVWGM4HTYjfRGFM2pkPsWCppiLqXzhJPyalVBiSIlH3SkJn6eyOlodaT0LeTWUK96GXif14nMcFVL+UyTgxKNv8oSAQxEcnOJwOukBkxsYQyxW1WwkZUUWZsSUVbgrd48jJpViveeaV6f1Gu3eR1FOAYTuAMPLiEGtxBHRrAQMIzvMKbo50X5935mI+uOPnOEfyB8/kDqvSQ6Q==</latexit>
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Semantic Security of Deterministic Ciphers

Theorem

Any deterministic cipher (E,D) that is a secure PRP is not semantically secure
under a multiple CPA.

Proof:

Randomize encryption, or add a nonce to the message
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Randomized Encryption

Consider a deterministic standard block cipher (E,D) and let r be an
independent randomness

Add randomness to the plaintext: c = Er (k,m) = (r ||E(k, (m||r)))

Decryption of ciphertext c = (r ||c̃): m = Dr (k, c) = D(k, c̃)

Drawback: for given blockcipher we reduce the message space M by the
randomness space R

Question: Let F : K ×R be a secure PRF. Is the randomized encryption

Er (k,m) = [r ||F(k, r)⊕m]

semantically secure against a CPA if each randomness is used only once?
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Nonce-Based Encryption

Similar to randomized encryption, but now we add a nonce, for example
an increasing counter or a random nonce that is public

c = E(k,m, n)

CPA game for nonce-based encryption:

Challenger

k
<latexit sha1_base64="S3l8nnBLDerjgmOsR9KRP3N3+lk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOl5rhfrrhVdw6ySrycVCBHo1/+6g1ilkYoDRNU667nJsbPqDKcCZyWeqnGhLIxHWLXUkkj1H42P3RKzqwyIGGsbElD5urviYxGWk+iwHZG1Iz0sjcT//O6qQmv/YzLJDUo2WJRmApiYjL7mgy4QmbExBLKFLe3EjaiijJjsynZELzll1dJu1b1Lqq15mWlfpPHUYQTOIVz8OAK6nAHDWgBA4RneIU359F5cd6dj0VrwclnjuEPnM8f09OM8w==</latexit>

b
<latexit sha1_base64="YJjhR7RY5hyNtVLBH/MerrmOQ7I=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOlZtAvV9yqOwdZJV5OKpCj0S9/9QYxSyOUhgmqdddzE+NnVBnOBE5LvVRjQtmYDrFrqaQRaj+bHzolZ1YZkDBWtqQhc/X3REYjrSdRYDsjakZ62ZuJ/3nd1ITXfsZlkhqUbLEoTAUxMZl9TQZcITNiYgllittbCRtRRZmx2ZRsCN7yy6ukXat6F9Va87JSv8njKMIJnMI5eHAFdbiDBrSAAcIzvMKb8+i8OO/Ox6K14OQzx/AHzucPxi+M6g==</latexit> Adversary

0/1
<latexit sha1_base64="Dqg198qp2UZkS1IylLhPGx3yhjw=">AAAB6nicbVA9SwNBEJ2LXzF+RS1tFoNgFe9ioWXQxjKi+YDkCHubvWTJ3t6xOyeEIz/BxkIRW3+Rnf/GTXKFJj4YeLw3w8y8IJHCoOt+O4W19Y3NreJ2aWd3b/+gfHjUMnGqGW+yWMa6E1DDpVC8iQIl7ySa0yiQvB2Mb2d++4lrI2L1iJOE+xEdKhEKRtFKD+6F1y9X3Ko7B1klXk4qkKPRL3/1BjFLI66QSWpM13MT9DOqUTDJp6VeanhC2ZgOeddSRSNu/Gx+6pScWWVAwljbUkjm6u+JjEbGTKLAdkYUR2bZm4n/ed0Uw2s/EypJkSu2WBSmkmBMZn+TgdCcoZxYQpkW9lbCRlRThjadkg3BW355lbRqVe+yWruvVeo3eRxFOIFTOAcPrqAOd9CAJjAYwjO8wpsjnRfn3flYtBacfOYY/sD5/AFVr40q</latexit>

A<latexit sha1_base64="GM5jIrAN/xM1GSHawYcRyGK2Wj8=">AAAB8XicbVDLSgMxFL3js9ZX1aWbYBFclZkq6LLqxmUF+8C2lEx6pw3NZIYkI5Shf+HGhSJu/Rt3/o2ZdhbaeiBwOOdecu7xY8G1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZQohg0WiUi1fapRcIkNw43AdqyQhr7Alj++zfzWEyrNI/lgJjH2QjqUPOCMGis9dkNqRn6QXk/7pbJbcWcgy8TLSRly1Pulr+4gYkmI0jBBte54bmx6KVWGM4HTYjfRGFM2pkPsWCppiLqXzhJPyalVBiSIlH3SkJn6eyOlodaT0LeTWUK96GXif14nMcFVL+UyTgxKNv8oSAQxEcnOJwOukBkxsYQyxW1WwkZUUWZsSUVbgrd48jJpViveeaV6f1Gu3eR1FOAYTuAMPLiEGtxBHRrAQMIzvMKbo50X5935mI+uOPnOEfyB8/kDqvSQ6Q==</latexit>

{(mi,0, mi,0, ni)}q
i=1

<latexit sha1_base64="7e57IdpK4uPPE5uHl++FXc5y+fo=">AAACGHicbVDLSsNAFJ3UV62vqEs3wSJUKDWpgm6EohuXFewDmhgm00k7dDKJMxOhhHyGG3/FjQtF3Hbn3zhNI2jrgWEO59x7587xIkqENM0vrbC0vLK6VlwvbWxube/ou3ttEcYc4RYKaci7HhSYEoZbkkiKuxHHMPAo7nij66nfecRckJDdyXGEnQAOGPEJglJJrn5iJ5XATUjVTKs/d2JncxOPxjhlLkmP7VRZl1Z6/+DqZbNmZjAWiZWTMsjRdPWJ3Q9RHGAmEYVC9Cwzkk4CuSSI4rRkxwJHEI3gAPcUZTDAwkmyBVLjSCl9ww+5Okwamfq7I4GBEOPAU5UBlEMx703F/7xeLP0LJyEsiiVmaPaQH1NDhsY0JaNPOEaSjhWBiBO1q4GGkEMkVZYlFYI1/+VF0q7XrNNa/fas3LjK4yiCA3AIKsAC56ABbkATtAACT+AFvIF37Vl71T60z1lpQct79sEfaJNvtUmgNg==</latexit>

{E(k, mi,b, ni)}q
i=1

<latexit sha1_base64="ygNBVHK1U8Ztf5bL9EyDs963b8o="></latexit>

All nonces must be different.
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CBC Mode: Chaining Block Ciphers

Block cipher (E,D) (PRP) and random initialization value (IV)

Use same key k in all L blocks!

Dan$Boneh$

ConstrucAon$1:$$$CBC$with$random$IV$

Let$(E,D)$be$a$PRP.$$$$$$$$$$E
CBC

(k,m):$$$$choose$random$IV�X$and$do:$

$$

E(k,⋅)$ E(k,⋅)$ E(k,⋅)$

m[0]$ m[1]$ m[2]$ m[3]$IV$

⊕$ ⊕$⊕$

E(k,⋅)$

⊕$

c[0]$ c[1]$ c[2]$ c[3]$IV$

ciphertext$

Decryption: m(i) = D(k, c(i))⊕ c(i − 1).
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CBC Mode: CPA Analysis

Theorem

For any L > 0, if E(·, ·) is a secure PRP over X , then CBC is semantically

secure against a q-query CPA if q2L2

|X| is negligible

Proof Idea: If A is an attacker on the CBC, there exists an attacker B on the
PRP such that:

AdvSS−CPA(A) ≤ 2AdvPRP(B) + 2
q2L2

|X | .
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An Attack on CBC

Theorem

When the attacker can predict the next IV, then CBC is not secure even if PRP
is secure.

Proof:

Bug in SSL/TLS 1.0: previous ciphertexts used for next IVs
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Nonce-Based CBC Mode

Dan$Boneh$

ConstrucAon$1’:$$$nonceSbased$CBC$

•  Cipher$block$chaining$with$unique$nonce:$$$key$=$(k,k
1
)$

E(k,⋅) E(k,⋅) E(k,⋅) 

m[0] m[1] m[2] m[3] 

⊕ ⊕ ⊕ 

E(k,⋅) 

⊕ 

c[0] c[1] c[2] c[3] nonce 

ciphertext 

nonce 

E(k1,⋅) 

IV1

unique$nonce$means:$$$(key,$n)$$pair$is$used$for$only$one$message$

included$only$if$unknown$to$decryptor$

Nonce needs to be encrypted!!

Each nonce/key pair only used once!
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Random Counter Mode for Block Ciphers or Stream Ciphers

Let F : K× {0, 1}n → {0, 1}n be a secure PRF and IV random over {0, 1}n

Dan$Boneh$

ConstrucAon$2:$$rand$ctrSmode$

m[0]$ m[1]$ …$

F(k,IV)1 F(k,IV+1)1 …$

m[L]$

F(k,IV+L)1
⊕$

c[0]$ c[1]$ …$ c[L]$

IV$

IV$

note:$$parallelizable$(unlike$CBC)$

msg$

ciphertext$

Let$F:$K$×${0,1}n$⟶${0,1}n$$be$a$secure$PRF.$

E(k,m):$$$choose$a$random$$IV$∈${0,1}n$$$$and$do:$$

Can also be used with a nonce: IV = (nonce || counter);
nonce typically does not have to be transmitted
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Random Counter Mode: CPA Analysis

Theorem

For any L > 0, if F(·, ·) is a secure PRF over X , then Random Counter Mode is

semantically secure against q-queries CPA whenever q2L
|X| is negligible

Proof Idea: If A is an attacker on the Random Counter Mode, then there exists
an attacker B on the PRF F such that

AdvSS−CPA(A) ≤ 2AdvPRF (B) + 2
q2L

|X | .
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Comparison of CBC and Random Counter Mode

CBC Random CTR

Based on PRP PRF or PRP
Parallel Processing no yes

Secure if q2L2 � |X| q2L� |X|

Key reuse in AES/DES when advantage should be < 232:

AES has |X | = 2128 (16 bytes):

In CBC mode, the key needs to be changed all 248 AES blocks. If we chain
216 blocks we have to change the key all 232 chains.

In Random CTR Mode, the key needs to be changed after 240 chains, if
each chain includes 216 AES blocks

For DES has |X | = 264 (8 bytes):

In CBC mode we have to change the key all 216 AES blocks. If we chain 28

blocks we have to change all 28 chains.

In Random CTR Mode, the key needs to be changed after 212 chains, if
each chain includes 28 AES blocks
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Message Authentication Codes (MAC)

k
<latexit sha1_base64="S3l8nnBLDerjgmOsR9KRP3N3+lk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOl5rhfrrhVdw6ySrycVCBHo1/+6g1ilkYoDRNU667nJsbPqDKcCZyWeqnGhLIxHWLXUkkj1H42P3RKzqwyIGGsbElD5urviYxGWk+iwHZG1Iz0sjcT//O6qQmv/YzLJDUo2WJRmApiYjL7mgy4QmbExBLKFLe3EjaiijJjsynZELzll1dJu1b1Lqq15mWlfpPHUYQTOIVz8OAK6nAHDWgBA4RneIU359F5cd6dj0VrwclnjuEPnM8f09OM8w==</latexit>

m1
tag1

<latexit sha1_base64="l1UUDVarMJCY4G1Fqoge+fS2nI0=">AAAB63icbVBNSwMxEJ3Ur1q/qh69BIvgqezWgx6LXjxWsB/QLiWbZtvQJLskWaEs/QtePCji1T/kzX9jut2Dtj4YeLw3w8y8MBHcWM/7RqWNza3tnfJuZW//4PCoenzSMXGqKWvTWMS6FxLDBFesbbkVrJdoRmQoWDec3i387hPThsfq0c4SFkgyVjzilNhcImN/WK15dS8HXid+QWpQoDWsfg1GMU0lU5YKYkzf9xIbZERbTgWbVwapYQmhUzJmfUcVkcwEWX7rHF84ZYSjWLtSFufq74mMSGNmMnSdktiJWfUW4n9eP7XRTZBxlaSWKbpcFKUC2xgvHscjrhm1YuYIoZq7WzGdEE2odfFUXAj+6svrpNOo+1f1xkOj1rwt4ijDGZzDJfhwDU24hxa0gcIEnuEV3pBEL+gdfSxbS6iYOYU/QJ8/y5COEQ==</latexit>

m1

tag1
<latexit sha1_base64="l1UUDVarMJCY4G1Fqoge+fS2nI0=">AAAB63icbVBNSwMxEJ3Ur1q/qh69BIvgqezWgx6LXjxWsB/QLiWbZtvQJLskWaEs/QtePCji1T/kzX9jut2Dtj4YeLw3w8y8MBHcWM/7RqWNza3tnfJuZW//4PCoenzSMXGqKWvTWMS6FxLDBFesbbkVrJdoRmQoWDec3i387hPThsfq0c4SFkgyVjzilNhcImN/WK15dS8HXid+QWpQoDWsfg1GMU0lU5YKYkzf9xIbZERbTgWbVwapYQmhUzJmfUcVkcwEWX7rHF84ZYSjWLtSFufq74mMSGNmMnSdktiJWfUW4n9eP7XRTZBxlaSWKbpcFKUC2xgvHscjrhm1YuYIoZq7WzGdEE2odfFUXAj+6svrpNOo+1f1xkOj1rwt4ijDGZzDJfhwDU24hxa0gcIEnuEV3pBEL+gdfSxbS6iYOYU/QJ8/y5COEQ==</latexit>

tag2
<latexit sha1_base64="f1dptxxTg1Lr88D1rDlgWbeAgO0=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0niQY9FLx4rmLbQhrLZbtqlu5uwuxFK6F/w4kERr/4hb/4bt2kO2vpg4PHeDDPzopQzbVz326lsbG5t71R3a3v7B4dH9eOTjk4yRWhAEp6oXoQ15UzSwDDDaS9VFIuI0240vVv43SeqNEvko5mlNBR4LFnMCDaFhMf+sN5wm24BtE68kjSgRHtY/xqMEpIJKg3hWOu+56YmzLEyjHA6rw0yTVNMpnhM+5ZKLKgO8+LWObqwygjFibIlDSrU3xM5FlrPRGQ7BTYTveotxP+8fmbimzBnMs0MlWS5KM44MglaPI5GTFFi+MwSTBSztyIywQoTY+Op2RC81ZfXScdveldN/8FvtG7LOKpwBudwCR5cQwvuoQ0BEJjAM7zCmyOcF+fd+Vi2Vpxy5hT+wPn8Ac0UjhI=</latexit>

tag2
<latexit sha1_base64="f1dptxxTg1Lr88D1rDlgWbeAgO0=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0niQY9FLx4rmLbQhrLZbtqlu5uwuxFK6F/w4kERr/4hb/4bt2kO2vpg4PHeDDPzopQzbVz326lsbG5t71R3a3v7B4dH9eOTjk4yRWhAEp6oXoQ15UzSwDDDaS9VFIuI0240vVv43SeqNEvko5mlNBR4LFnMCDaFhMf+sN5wm24BtE68kjSgRHtY/xqMEpIJKg3hWOu+56YmzLEyjHA6rw0yTVNMpnhM+5ZKLKgO8+LWObqwygjFibIlDSrU3xM5FlrPRGQ7BTYTveotxP+8fmbimzBnMs0MlWS5KM44MglaPI5GTFFi+MwSTBSztyIywQoTY+Op2RC81ZfXScdveldN/8FvtG7LOKpwBudwCR5cQwvuoQ0BEJjAM7zCmyOcF+fd+Vi2Vpxy5hT+wPn8Ac0UjhI=</latexit>

‘NO’
<latexit sha1_base64="MEFvy5Rq2Kfa5vfxW7f7AMx935Q=">AAAB63icbVA9T8MwEL2Ur1K+CowsFhWCqUrKAGMFCxMUiX5IbVQc12mt2k5kO0hV1L/AwgBCrPwhNv4NTpsBWp500tN7d7q7F8ScaeO6305hZXVtfaO4Wdra3tndK+8ftHSUKEKbJOKR6gRYU84kbRpmOO3EimIRcNoOxteZ336iSrNIPphJTH2Bh5KFjGCTSY+3d6f9csWtujOgZeLlpAI5Gv3yV28QkURQaQjHWnc9NzZ+ipVhhNNpqZdoGmMyxkPatVRiQbWfzm6dohOrDFAYKVvSoJn6eyLFQuuJCGynwGakF71M/M/rJia89FMm48RQSeaLwoQjE6HscTRgihLDJ5Zgopi9FZERVpgYG0/JhuAtvrxMWrWqd16t3dcq9as8jiIcwTGcgQcXUIcbaEATCIzgGV7hzRHOi/PufMxbC04+cwh/4Hz+AFxyjcg=</latexit>‘YES’

<latexit sha1_base64="MlkHNUB/vU/gpvwY26KzB4akp3Y=">AAAB7HicbVBNTwIxEJ36ifiFevTSSIyeyC4e9Eg0Jh4xuoCBDXZLFxq63U3bNSEbfoMXDxrj1R/kzX9jgT0o+JJJXt6bycy8IBFcG8f5RkvLK6tr64WN4ubW9s5uaW+/oeNUUebRWMSqFRDNBJfMM9wI1koUI1EgWDMYXk385hNTmsfy3owS5kekL3nIKTFW8h4fru9OuqWyU3GmwIvEzUkZctS7pa9OL6ZpxKShgmjddp3E+BlRhlPBxsVOqllC6JD0WdtSSSKm/Wx67BgfW6WHw1jZkgZP1d8TGYm0HkWB7YyIGeh5byL+57VTE174GZdJapiks0VhKrCJ8eRz3OOKUSNGlhCquL0V0wFRhBqbT9GG4M6/vEga1Yp7VqneVsu1yzyOAhzCEZyCC+dQgxuogwcUODzDK7whiV7QO/qYtS6hfOYA/gB9/gACGI4m</latexit>

m̃2
<latexit sha1_base64="ucQ5zdL9SBT1z8vjqeaywfG93EM=">AAAB8nicbVDLSgNBEJz1GeMr6tHLYBA8hd0o6DHoxWME84BkCbOzs8mQeSwzvUJY8hlePCji1a/x5t84SfagiQUNRVU33V1RKrgF3//21tY3Nre2Szvl3b39g8PK0XHb6sxQ1qJaaNONiGWCK9YCDoJ1U8OIjATrROO7md95YsZyrR5hkrJQkqHiCacEnNTrAxcxy+V0UB9Uqn7NnwOvkqAgVVSgOah89WNNM8kUUEGs7QV+CmFODHAq2LTczyxLCR2TIes5qohkNsznJ0/xuVNinGjjSgGeq78nciKtncjIdUoCI7vszcT/vF4GyU2Yc5VmwBRdLEoygUHj2f845oZREBNHCDXc3YrpiBhCwaVUdiEEyy+vkna9FlzW6g9X1cZtEUcJnaIzdIECdI0a6B41UQtRpNEzekVvHngv3rv3sWhd84qZE/QH3ucPYbaRUA==</latexit>

S(m, k)
<latexit sha1_base64="cd70hN3/KGvV/h3bAa6LsbwOPYc=">AAAB7XicbVDLSgNBEOyNrxhfUY9eFoMQQcJuFPQY9OIxonlAsoTZyWwyZh7LzKwQlvyDFw+KePV/vPk3TpI9aGJBQ1HVTXdXGDOqjed9O7mV1bX1jfxmYWt7Z3evuH/Q1DJRmDSwZFK1Q6QJo4I0DDWMtGNFEA8ZaYWjm6nfeiJKUykezDgmAUcDQSOKkbFS877Mz0anvWLJq3gzuMvEz0gJMtR7xa9uX+KEE2EwQ1p3fC82QYqUoZiRSaGbaBIjPEID0rFUIE50kM6unbgnVum7kVS2hHFn6u+JFHGtxzy0nRyZoV70puJ/Xicx0VWQUhEnhgg8XxQlzDXSnb7u9qki2LCxJQgram918RAphI0NqGBD8BdfXibNasU/r1TvLkq16yyOPBzBMZTBh0uowS3UoQEYHuEZXuHNkc6L8+58zFtzTjZzCH/gfP4AcUWOYg==</latexit>

k
<latexit sha1_base64="S3l8nnBLDerjgmOsR9KRP3N3+lk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOl5rhfrrhVdw6ySrycVCBHo1/+6g1ilkYoDRNU667nJsbPqDKcCZyWeqnGhLIxHWLXUkkj1H42P3RKzqwyIGGsbElD5urviYxGWk+iwHZG1Iz0sjcT//O6qQmv/YzLJDUo2WJRmApiYjL7mgy4QmbExBLKFLe3EjaiijJjsynZELzll1dJu1b1Lqq15mWlfpPHUYQTOIVz8OAK6nAHDWgBA4RneIU359F5cd6dj0VrwclnjuEPnM8f09OM8w==</latexit>

V (m, k, tag)
<latexit sha1_base64="uKPS07/gKf6J9BxMY2yucINYgEs=">AAACAHicbVBNS8NAEN3Ur1q/oh48eAkWoUIpSRX0WPTisYL9gDaUzXbbLt3dhN2JWEIu/hUvHhTx6s/w5r9x2+agrQ8GHu/NMDMviDjT4LrfVm5ldW19I79Z2Nre2d2z9w+aOowVoQ0S8lC1A6wpZ5I2gAGn7UhRLAJOW8H4Zuq3HqjSLJT3MImoL/BQsgEjGIzUs4+aJVEel7tAH0GGSmCeAB6mZz276FbcGZxl4mWkiDLUe/ZXtx+SWFAJhGOtO54bgZ9gBYxwmha6saYRJmM8pB1DJRZU+8nsgdQ5NUrfGYTKlARnpv6eSLDQeiIC0ykwjPSiNxX/8zoxDK78hMkoBirJfNEg5g6EzjQNp88UJcAnhmCimLnVISOsMAGTWcGE4C2+vEya1Yp3XqneXRRr11kceXSMTlAJeegS1dAtqqMGIihFz+gVvVlP1ov1bn3MW3NWNnOI/sD6/AFl25ZK</latexit>

m̃2
<latexit sha1_base64="ucQ5zdL9SBT1z8vjqeaywfG93EM=">AAAB8nicbVDLSgNBEJz1GeMr6tHLYBA8hd0o6DHoxWME84BkCbOzs8mQeSwzvUJY8hlePCji1a/x5t84SfagiQUNRVU33V1RKrgF3//21tY3Nre2Szvl3b39g8PK0XHb6sxQ1qJaaNONiGWCK9YCDoJ1U8OIjATrROO7md95YsZyrR5hkrJQkqHiCacEnNTrAxcxy+V0UB9Uqn7NnwOvkqAgVVSgOah89WNNM8kUUEGs7QV+CmFODHAq2LTczyxLCR2TIes5qohkNsznJ0/xuVNinGjjSgGeq78nciKtncjIdUoCI7vszcT/vF4GyU2Yc5VmwBRdLEoygUHj2f845oZREBNHCDXc3YrpiBhCwaVUdiEEyy+vkna9FlzW6g9X1cZtEUcJnaIzdIECdI0a6B41UQtRpNEzekVvHngv3rv3sWhd84qZE/QH3ucPYbaRUA==</latexit>
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Message Authentication Codes

k k

S(k, m)
<latexit sha1_base64="YF9Kfr7UkDb3eWVRunJVcqntow8=">AAAB+HicbVDLSsNAFL3xWeujUZduBotQQUpSBV0W3bisaB/QhjKZTtqhM0mYmQg19EvcuFDErZ/izr9x0mahrQcGDufcyz1z/JgzpR3n21pZXVvf2CxsFbd3dvdK9v5BS0WJJLRJIh7Jjo8V5SykTc00p51YUix8Ttv++Cbz249UKhaFD3oSU0/gYcgCRrA2Ut8u9QTWIz9I76eV8Zk47dtlp+rMgJaJm5My5Gj07a/eICKJoKEmHCvVdZ1YeymWmhFOp8VeomiMyRgPadfQEAuqvHQWfIpOjDJAQSTNCzWaqb83UiyUmgjfTGYx1aKXif953UQHV17KwjjRNCTzQ0HCkY5Q1gIaMEmJ5hNDMJHMZEVkhCUm2nRVNCW4i19eJq1a1T2v1u4uyvXrvI4CHMExVMCFS6jDLTSgCQQSeIZXeLOerBfr3fqYj65Y+c4h/IH1+QMTGJKz</latexit>

m
<latexit sha1_base64="hgrbGyfUs1b/Mr5+M32Ck4D9zmA=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3a3STsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgkfYMtwI7CQKqQwEPgTj25n/8IRK8zi6N5MEfUmHEQ85o8ZKTdkvV9yqOwdZJV5OKpCj0S9/9QYxSyVGhgmqdddzE+NnVBnOBE5LvVRjQtmYDrFraUQlaj+bHzolZ1YZkDBWtiJD5urviYxKrScysJ2SmpFe9mbif143NeG1n/EoSQ1GbLEoTAUxMZl9TQZcITNiYgllittbCRtRRZmx2ZRsCN7yy6ukXat6F9Va87JSv8njKMIJnMI5eHAFdbiDBrSAAcIzvMKb8+i8OO/Ox6K14OQzx/AHzucP1tuM9Q==</latexit>

yes/no
<latexit sha1_base64="iS27vk7MXqih3XgI/OwmSjIME8c=">AAAB7XicbVA9SwNBEJ2LXzF+RS1tDoNgFe9ioWXQxjKC+YDkCHubuWTN3u6xuyeEI//BxkIRW/+Pnf/GTXKFJj4YeLw3w8y8MOFMG8/7dgpr6xubW8Xt0s7u3v5B+fCopWWqKDap5FJ1QqKRM4FNwwzHTqKQxCHHdji+nfntJ1SaSfFgJgkGMRkKFjFKjJVaE9QXQvbLFa/qzeGuEj8nFcjR6Je/egNJ0xiFoZxo3fW9xAQZUYZRjtNSL9WYEDomQ+xaKkiMOsjm107dM6sM3EgqW8K4c/X3REZirSdxaDtjYkZ62ZuJ/3nd1ETXQcZEkhoUdLEoSrlrpDt73R0whdTwiSWEKmZvdemIKEKNDahkQ/CXX14lrVrVv6zW7muV+k0eRxFO4BTOwYcrqMMdNKAJFB7hGV7hzZHOi/PufCxaC04+cwx/4Hz+AITVjxU=</latexit>V(k, m, t)

<latexit sha1_base64="gHUt53YeXoPGGzLJIvJYTM+ziME=">AAAB+nicbVDLSgMxFM3UV62vqS7dBItQoZSZKuiy6MZlBfuAtpRMmmlDM5khuaOUsZ/ixoUibv0Sd/6NmXYW2nogcDjnXu7J8SLBNTjOt5VbW9/Y3MpvF3Z29/YP7OJhS4exoqxJQxGqjkc0E1yyJnAQrBMpRgJPsLY3uUn99gNTmofyHqYR6wdkJLnPKQEjDexiLyAw9vykNStPKkEFzgZ2yak6c+BV4makhDI0BvZXbxjSOGASqCBad10ngn5CFHAq2KzQizWLCJ2QEesaKknAdD+ZR5/hU6MMsR8q8yTgufp7IyGB1tPAM5NpUL3speJ/XjcG/6qfcBnFwCRdHPJjgSHEaQ94yBWjIKaGEKq4yYrpmChCwbRVMCW4y19eJa1a1T2v1u4uSvXrrI48OkYnqIxcdInq6BY1UBNR9Iie0St6s56sF+vd+liM5qxs5wj9gfX5A1/hk2o=</latexit>

(m||t)
<latexit sha1_base64="Ct7ywj3AgMRJhhQweQK/2voxbCY=">AAAB73icbVBNSwMxEM3Wr1q/qh69BItQL2W3CnosevFYwX5Au5Rsmm1Dk+yazApl2z/hxYMiXv073vw3pu0etPXBwOO9GWbmBbHgBlz328mtrW9sbuW3Czu7e/sHxcOjpokSTVmDRiLS7YAYJrhiDeAgWDvWjMhAsFYwup35rSemDY/UA4xj5ksyUDzklICV2mWJJxMM571iya24c+BV4mWkhDLUe8Wvbj+iiWQKqCDGdDw3Bj8lGjgVbFroJobFhI7IgHUsVUQy46fze6f4zCp9HEbalgI8V39PpEQaM5aB7ZQEhmbZm4n/eZ0Ewms/5SpOgCm6WBQmAkOEZ8/jPteMghhbQqjm9lZMh0QTCjaigg3BW355lTSrFe+iUr2/LNVusjjy6ASdojLy0BWqoTtURw1EkUDP6BW9OY/Oi/PufCxac042c4z+wPn8AeVPjzg=</latexit>

Message Authentication Code (MAC) is a pair (S,V):

S : K×M→ T produces tag t

V : K×M× T → {‘yes′, ‘no′} verifies the validity of a message-tag pair

Existential forgery (active attack): produce an unseen (m, t) pair such
that V(k,m, t) =’yes’.
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Security Definition of a MAC

Challenger

k
<latexit sha1_base64="S3l8nnBLDerjgmOsR9KRP3N3+lk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOl5rhfrrhVdw6ySrycVCBHo1/+6g1ilkYoDRNU667nJsbPqDKcCZyWeqnGhLIxHWLXUkkj1H42P3RKzqwyIGGsbElD5urviYxGWk+iwHZG1Iz0sjcT//O6qQmv/YzLJDUo2WJRmApiYjL7mgy4QmbExBLKFLe3EjaiijJjsynZELzll1dJu1b1Lqq15mWlfpPHUYQTOIVz8OAK6nAHDWgBA4RneIU359F5cd6dj0VrwclnjuEPnM8f09OM8w==</latexit>

Adversary

A<latexit sha1_base64="GM5jIrAN/xM1GSHawYcRyGK2Wj8=">AAAB8XicbVDLSgMxFL3js9ZX1aWbYBFclZkq6LLqxmUF+8C2lEx6pw3NZIYkI5Shf+HGhSJu/Rt3/o2ZdhbaeiBwOOdecu7xY8G1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZQohg0WiUi1fapRcIkNw43AdqyQhr7Alj++zfzWEyrNI/lgJjH2QjqUPOCMGis9dkNqRn6QXk/7pbJbcWcgy8TLSRly1Pulr+4gYkmI0jBBte54bmx6KVWGM4HTYjfRGFM2pkPsWCppiLqXzhJPyalVBiSIlH3SkJn6eyOlodaT0LeTWUK96GXif14nMcFVL+UyTgxKNv8oSAQxEcnOJwOukBkxsYQyxW1WwkZUUWZsSUVbgrd48jJpViveeaV6f1Gu3eR1FOAYTuAMPLiEGtxBHRrAQMIzvMKbo50X5935mI+uOPnOEfyB8/kDqvSQ6Q==</latexit>

(m, t)
<latexit sha1_base64="gfe3jNIdTbtU22Li0zkJxViZzms=">AAAB7HicbVBNSwMxEM3Wr1q/qh69BItQQcpuFfRY9OKxgtsW2qVk02wbmmSXZFYoS3+DFw+KePUHefPfmLZ70NYHA4/3ZpiZFyaCG3Ddb6ewtr6xuVXcLu3s7u0flA+PWiZONWU+jUWsOyExTHDFfOAgWCfRjMhQsHY4vpv57SemDY/VI0wSFkgyVDzilICV/Kq8gPN+ueLW3DnwKvFyUkE5mv3yV28Q01QyBVQQY7qem0CQEQ2cCjYt9VLDEkLHZMi6lioimQmy+bFTfGaVAY5ibUsBnqu/JzIijZnI0HZKAiOz7M3E/7xuCtFNkHGVpMAUXSyKUoEhxrPP8YBrRkFMLCFUc3srpiOiCQWbT8mG4C2/vEpa9Zp3Was/XFUat3kcRXSCTlEVeegaNdA9aiIfUcTRM3pFb45yXpx352PRWnDymWP0B87nD9qMjg4=</latexit>

b = V(k, m, t)
<latexit sha1_base64="Uz8P2J1z56bg3ajHDdj8yT1S9GA=">AAAB/HicbVDLSgMxFM3UV62v0S7dBItQoZSZKuhGKLpxWcE+oB1KJs20oUlmSDLCMNRfceNCEbd+iDv/xkw7C209EDiccy/35PgRo0o7zrdVWFvf2Nwqbpd2dvf2D+zDo44KY4lJG4cslD0fKcKoIG1NNSO9SBLEfUa6/vQ287uPRCoaigedRMTjaCxoQDHSRhraZf96wJGe+EHamVWnNV7TZ0O74tSdOeAqcXNSATlaQ/trMApxzInQmCGl+q4TaS9FUlPMyKw0iBWJEJ6iMekbKhAnykvn4Wfw1CgjGITSPKHhXP29kSKuVMJ9M5kFVcteJv7n9WMdXHkpFVGsicCLQ0HMoA5h1gQcUUmwZokhCEtqskI8QRJhbfoqmRLc5S+vkk6j7p7XG/cXleZNXkcRHIMTUAUuuARNcAdaoA0wSMAzeAVv1pP1Yr1bH4vRgpXvlMEfWJ8/piWUHQ==</latexit>

{ti = S(k, mi)}q
i=1

<latexit sha1_base64="U5dAQBuc1N7V8YEt9UxHi0NALLs=">AAACDXicbVDLSsNAFJ3UV62vqEs3g1WoICWpgm4KRTcuK9oHNDFMppN26OThzEQoIT/gxl9x40IRt+7d+TdO2iy09cAwh3Pu5d573IhRIQ3jWyssLC4trxRXS2vrG5tb+vZOW4Qxx6SFQxbyrosEYTQgLUklI92IE+S7jHTc0WXmdx4IFzQMbuU4IraPBgH1KEZSSY5+YCXSoXXLR3LoeslNWhkd+05C0yNopeqvm+ndvaOXjaoxAZwnZk7KIEfT0b+sfohjnwQSMyREzzQiaSeIS4oZSUtWLEiE8AgNSE/RAPlE2MnkmhQeKqUPvZCrF0g4UX93JMgXYuy7qjLbWsx6mfif14uld24nNIhiSQI8HeTFDMoQZtHAPuUESzZWBGFO1a4QDxFHWKoASyoEc/bkedKuVc2Tau36tNy4yOMogj2wDyrABGegAa5AE7QABo/gGbyCN+1Je9HetY9paUHLe3bBH2ifPxD/m4s=</latexit>

{mi}q
i=1

<latexit sha1_base64="nKvRYphb4rfxZCKfuI7E4mUXAmc=">AAAB+nicbVC7TsMwFHV4lvJKYWSxqJCYqqQgwYJUwcJYJPqQmhA5rtNatZ1gO6Aq5FNYGECIlS9h429w2wzQcqR7dXTOvfL1CRNGlXacb2tpeWV1bb20Ud7c2t7ZtSt7bRWnEpMWjlksuyFShFFBWppqRrqJJIiHjHTC0dXE7zwQqWgsbvU4IT5HA0EjipE2UmBXvIwHGc293PQLN7+7D+yqU3OmgIvELUgVFGgG9pfXj3HKidCYIaV6rpNoP0NSU8xIXvZSRRKER2hAeoYKxInys+npOTwySh9GsTQlNJyqvzcyxJUa89BMcqSHat6biP95vVRH535GRZJqIvDsoShlUMdwkgPsU0mwZmNDEJbU3ArxEEmEtUmrbEJw57+8SNr1mntSq9+cVhuXRRwlcAAOwTFwwRlogGvQBC2AwSN4Bq/gzXqyXqx362M2umQVO/vgD6zPH5RnlDM=</latexit>

Definition (Security for Message Authentication Codes)

A MAC (S,V) is secure against a chosen message attack (CMA) if ∀
“efficient” algorithms A and {mi}qi=1, the advantage

AdvMAC (A) := Pr
[
V(K ,m, t) = ‘yes ′

]
is negligible. (Here, m1, . . . ,mq and m can be of arbitrary lengths and
(m, t) /∈ {(mi , ti )}qi=1)

What if tag is always 3 bits, T = {0, 1}3? Can such a MAC be secure?
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Example: Authentication of a File System

Dan$Boneh$

Example:$$protec>ng$system$files$

Later$a$virus$infects$system$and$modifies$system$files$

User$reboots$into$clean$OS$and$supplies$his$password$
–  Then:$$$secure$MAC$$$�$$$all$modified$files$will$be$detected$

Suppose$at$install$>me$the$system$computes:$

F1$

t1$=$S(k,F1)$

F2$

t2$=$S(k,F2)$

Fn$

tn$=$S(k,Fn)$


- k$derived$from$
user’s$password$

filename$ filename$ filename$

Key obtained from user password

Often used to detect hardware failures or viruses at startup

Important to also authenticate the file number, otherwise the system is
not secure!
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Building a (Short) MAC from a PRF

Let F : K × X → Y be a secure PRF

Consider the MAC:

S(k,m) = F(k,m) and V(k,m, t) =

{
‘yes′ if t = F(k,m)

‘no′ else

Theorem

If |Y|−1 is negligible, above MAC is secure.

Proof idea: If A is an attacker on the MAC, there exists an attacker B on the
PRF F such that

AdvMAC (A) ≤ AdvPRF (B) +
1

|Y| .

Next: How to construct long MACs
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Encrypted CBC MAC

Dan$Boneh$

raw$CBC$
Construc>on$1:$$$encrypted$CBCSMAC$

F(k,⋅)$ F(k,⋅)$ F(k,⋅)$

m[0]$ m[1]$ m[3]$ m[4]$

⊕$⊕$

F(k,⋅)$

⊕$

F(k1,⋅)$
tag$Let$$$F:-K-×-X-⟶-X---be$a$PRP$$

Define$new$PRF$$$FECBC-:$K2-×-X≤L-⟶-X--

Key (k, k1)

PRP F : K × X → X used as often as needed (upper bound L)

Not secure without final encryption step with key k1!

We constructed new (longer) PRF FECBC : K × X≤L → X
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Padding for CBC MACs

Padding only with 0s allows for a simple single-message attack

Instead pad as follows

Dan$Boneh$

CBC$MAC$padding$
For$security,$padding$must$be$inver>ble$!$$$$$

$ $m0$≠$m1$$$$$�$$$$$pad(m0)$≠$pad(m1)$

ISO:$$$pad$with$$$�1000…00�.$$$$Add$new$dummy$block$if$needed.$

–  The$�1�$indicates$beginning$of$pad.$

m[0]$ m[1]$ m[0]$ 100$m[1]$

m’[0]$ m’[1]$ m’[0]$ m’[1]$ 1000…000$

Alternatively, the CMA pads as follows (keys k1 and k2 are derived from k)

Dan$Boneh$

CMAC$$$(NIST$standard)$
Variant$of$CBCSMAC$where$$$$$$key$=$(k,$k1,$k2)$
•  No$final$encryp>on$step$$$(extension$aRack$thwarted$by$last$keyed$xor)$
•  No$dummy$block$$$(ambiguity$resolved$by$use$of$k1$or$k2)$

F(k,⋅)$ F(k,⋅)$

m[0]$

⊕$
m[1]$ m[w]$

F(k,⋅)$

⊕$

-

tag$

100$

k1$

F(k,⋅)$ F(k,⋅)$

m[0]$

⊕$
m[1]$ m[w]$

F(k,⋅)$

⊕$

-

tag$

k2$
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Encrypted NMAC

Dan$Boneh$

cascade$

Construc>on$2:$$$NMAC$$$(nested$MAC)$

F$ F$ F$

m[0]$ m[1]$ m[3]$ m[4]$

F$

F$

tag$
Let$$$F:-K-×-X-⟶-K---be$a$PRF$$

Define$new$PRF$$$FNMAC-:-K2-×-X≤L-⟶-K-

>- >- >- >-k- t$ll$fpad$

>-
k1-

t-

Key (k, k1)

PRF F : K × X → K used as often as needed (upper bound L)

Not secure without final encryption step with key k1!

We constructed new (longer) PRF FNMAC : K × X≤L → K
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Security Analysis of CBC MAC and NMAC

Given PRP F : K × X → X and PRF F′ : K × X → K

Theorem

For any q-queries attacker A on the PRF FECBC , there exists an attacker B on
the PRP F such that

AdvPRF (A,FECBC) ≤ AdvPRP(B,F) +
2q2

|X |

For any q-queries attacker A′ on the PRF FNMAC , there exists an attacker B′

on the PRF F′ such that

AdvPRF (A′,FNMAC) ≤ qL · AdvPRF (B′,F′) +
q2

2|K|

CBC MAC secure if q � |X|1/2

NMAC secure if q � |K|1/2
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Security Bounds are Tight: The Attack

Consider a MAC (S,V) with the extension property:

S(k,mu) = S(k,mv ) =⇒ S(k,mu||w) = S(k,mv ||w), ∀w

Any MAC S : K × X → Y with this extension property can be forged with
q = |Y|1/2 + 1 queries:

Query q = |Y|1/2 messages uniformly at random over X ;

With very high probability at least two messages mu 6= mv have same tags:
S(k,mu) = S(k,mv );

Query mu||w for arbitrary w and obtain tag t;

Forge the message-tag pair (mv ||w , t)
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Birthday Paradox

Lemma

Let X1, . . . ,Xn be i.i.d. ∼ PX over a space X and n ≥ 1.2|X |1/2. Then

Pr[∃i 6= j : Xi = Xj ] ≥ 0.5.

Proof for PX the uniform distribution over X :

Hint: Use (1− x) ≤ e−x
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A (Long) Parallel MAC

P(k, i) easy to compute and PRF F : K × X → X

key (k, k1)

Dan$Boneh$

Construc>on$3:$$PMAC$–$parallel$MAC$
P(k,$i):$$$$an$easy$to$compute$func>on$

m[0]$ m[1]$ m[2]$ m[3]$

⊕$ ⊕$⊕$ ⊕$

F(k1,⋅)$ F(k1,⋅)$ F(k1,⋅)$

F(k1,⋅)$ tag$

⊕$

P(k,0)$ P(k,1)$ P(k,2)$ P(k,3)$

Let$$$F:-K-×-X-⟶-X---be$a$PRF$$

Define$new$PRF$$$FPMAC-:$K2-×-X≤L-⟶-X--

Padding$similar$$
to$CMAC$

key$=$(k,$k1)$

Construct longer PRF FPMAC : K2×X≤L → X tagging at most L messages

PMAC is incremental → can easily change m[1] to m′[1]

PMAC secure if constructed from a secure PRF F if qL� |X|1/2
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A Secure One-Time MAC

Consider a large prime number q and the random key (a, b) ∈ {1, . . . , q}2

S(k = (a, b),m = [m(1), . . . ,m(L)]) = aL+1+m[L]aL+· · ·+m[1]a+b mod q.

Theorem

This secure one-time MAC is information-theoretically secure because

P[S(k,m1) = t1|S(k,m2) = t2] ≤ P[S(k,m1) = t1] · L =
L

q
, ∀m1,m2, t1, t2.

Proof:

This MAC is not many-times secure
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Secure Many-Times MACs from Secure One-Time MACs

A secure one-time MAC is secure against a single CMA (q = 1)
→ easier and faster to implement than MACs based on PRFs

Let (S,V) be a secure one-time MAC with tag size {0, 1}n and F a secure
PRF onto {0, 1}n. Then, the following is a secure many-time MAC:

CW((k1, k2),m) = (r ,F(k1, r)⊕ S(k2,m)),

where r is a randomness over {0, 1}n
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Collision Resistant Hash Functions

A hash function h : M→ T maps a large domain M into a small tag
space T , i.e.,

|M| � |T |.

A pair (m0,m1) with m0 6= m1 and mapping to the same value under h,
i.e., satisfying h(m0) = h(m1), is called a collision for h.

Definition (Collision Resistance)

A hash function h is called collision resistant (C.R.), if the probability for any
“efficient” algorithm A to produce a collision

AdvCR(A, h) := P[A = (m0,m1) and (m0,m1) is a collision on h]

is negligible

Example: SHA-256 (256 output bits)
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Obtaining a Large MAC from a C.R. Hash Function

Let h : M→ T ′ be a collision resistant hash function

Let (S,V) be a MAC for short messages, S : K × T ′ → T

Theorem

The large MAC (Sbig,Vbig) given by

Sbig(k,m) = S(k, h(m))

Vbig(k,m, t) = V(k, h(m), t)

also is a secure MAC.

Example: Combine AES in 2-block CBC mode with SHA-256.

Certainly if h is not collision resistant the construction is not secure
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Protecting Files with a C.R. Hash Function

Simply publish a hash of all the files at their generation onto a public
read-only space

A user can detect changes if the hash function is collision resistant

Don’t need a key but a publicly available read-only space that cannot be
tempered
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Generic Attack on C.R. Hash Functions

Consider a hash function h : M→ T

1 Evaluate the function h on q = |T |1/2 messages uniformly at random over
M;

2 If a collision has occurred, produce this collision, otherwise repeat step 1.

Expected number of iterations until success is only 2
→ see the birthday paradox

Wigger — Cryptography, Master MICAS, Part I 90/103



Compression Functions from Block Ciphers: Davies-Meyer Construction

Let E : K × {0, 1}n → {0, 1}n be a block cipher.

Compression function for the Merkle-Damgard construction:

h(H,m) = E(m,H)⊕ H.

Dan$Boneh$

Compr.$func.$from$a$block$cipher$
E:(K×({0,1}n(⟶({0,1}n(((((a$block$cipher.$

The$Davies$Meyer(compression$func3on:((((((h(H,(m)(=(E(m,(H)⨁H(

(

(

Thm:$$$Suppose$E$is$an$ideal$cipher$(collec3on$of$|K|$random$perms.).$
Finding$a$collision$h(H,m)=h(H’,m’)((takes$O(2n/2)(evalua3ons$of$(E,D).$

E 
>$

mi$

Hi$

⨁$

Best$possible$!!$

Theorem

If E(m, ·) is a purely random permutation it takes O(2n/2) evaluations of E to
find a collision for the Davies-Meyer construction.
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Merkle-Damgard Iterated Construction to Obtain a Hash Function

Goal: Construct a long hash function

H : X≤L → T

from a small hash function h : T × X → T

Dan$Boneh$

The$MerkleKDamgard$iterated$construc3on$

Given$$$h:(T(×(X(⟶(T((((((((((compression$func3on)$

we$obtain$$$$H:(X≤L(⟶(T(.$$$$$$$$$$$$Hi$$K$$chaining$variables$

PB:$$$$padding$block$$

h h h 

m[0] m[1] m[2] m[3]  ll   PB 

h 
IV$

(fixed)$
H(m)$

H0$ H1$ H2$ H3$ H4$

1000…0$$ll$$msg$len$

64$bits$

If$no$space$for$PB$$
add$another$block$

Add padding block to the message (10...00||msg len in 64 bits) → add an
extra block if necessary

Theorem

If h is collision resistant, so is the Merkle-Damgard construction H.

However: MAC S(k,m) = H(k‖m) is not a secure MAC
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SHA-256

Merkle-Damgard construction

Davies-Meyer compression function but where XOR is replaced by addition
modulo 232

Used block cipher is SHACAL-2 with 512-bit key and 256-bit input/output
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HMAC

Dan$Boneh$

HMAC$in$pictures$

Similar$to$the$NMAC$PRF.$$$$$$$$$
$main$difference:$$the$two$keys$k1,$k2$are$dependent$

h h 

m[0] m[1] m[2]  ll   PB 

h 

h 
tag$

>$ >$ >$h 

k⨁ipad 

IV$
(fixed)$

>$

>$IV$
(fixed)$

h 
>$

k⨁opad 

SHMAC(k,m) = H(k ⊕ opad||H(k ⊕ ipad||m))

opad and ipad are 512 bits long fixed values; IV is a fixed 256 bit value

Similar to NMAC PRF with dependent keys k1, k2

→ HMAC is a secure PRF under some assumptions on h when q2

|T |1/2 is

negligible
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Authenticated Encryption
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An Active Attack on CBC Encryption

Dan$Boneh$

Sample$tampering$a4acks$

IPsec:$$(highly$abstracted)$

$
WWW$

port$=$80$

Bob$
port$=$25$

k2
k2

dest$=$80$$$$$$data$

packet$

packets$encrypted$
using$key$k$

TCP/IP$
stack$

$$$$dest$=$25$$$$$$stuff$

stuff$

Exchange CBC initial value IV with IV ′ =
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Authenticated Encryption

E : K ×M×N → C
D : K × C ×N → M∪ {⊥}

Definition (Authenticated Encryption (AE))

Cipher (E,D) provides authenticated encryption (AE) if it is

semantically secure under multi-CPA; and

has ciphertext integrity

Definition (Ciphertext Integrity (CI))

Cipher (E,D) provides ciphertext integrity, if for all “efficient” A:

Adv(A,E) = P[b = 1] is negligible

Challenger

k
<latexit sha1_base64="S3l8nnBLDerjgmOsR9KRP3N3+lk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOl5rhfrrhVdw6ySrycVCBHo1/+6g1ilkYoDRNU667nJsbPqDKcCZyWeqnGhLIxHWLXUkkj1H42P3RKzqwyIGGsbElD5urviYxGWk+iwHZG1Iz0sjcT//O6qQmv/YzLJDUo2WJRmApiYjL7mgy4QmbExBLKFLe3EjaiijJjsynZELzll1dJu1b1Lqq15mWlfpPHUYQTOIVz8OAK6nAHDWgBA4RneIU359F5cd6dj0VrwclnjuEPnM8f09OM8w==</latexit>

Adversary

A<latexit sha1_base64="GM5jIrAN/xM1GSHawYcRyGK2Wj8=">AAAB8XicbVDLSgMxFL3js9ZX1aWbYBFclZkq6LLqxmUF+8C2lEx6pw3NZIYkI5Shf+HGhSJu/Rt3/o2ZdhbaeiBwOOdecu7xY8G1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZQohg0WiUi1fapRcIkNw43AdqyQhr7Alj++zfzWEyrNI/lgJjH2QjqUPOCMGis9dkNqRn6QXk/7pbJbcWcgy8TLSRly1Pulr+4gYkmI0jBBte54bmx6KVWGM4HTYjfRGFM2pkPsWCppiLqXzhJPyalVBiSIlH3SkJn6eyOlodaT0LeTWUK96GXif14nMcFVL+UyTgxKNv8oSAQxEcnOJwOukBkxsYQyxW1WwkZUUWZsSUVbgrd48jJpViveeaV6f1Gu3eR1FOAYTuAMPLiEGtxBHRrAQMIzvMKbo50X5935mI+uOPnOEfyB8/kDqvSQ6Q==</latexit>

{mi}q
i=1

<latexit sha1_base64="nKvRYphb4rfxZCKfuI7E4mUXAmc=">AAAB+nicbVC7TsMwFHV4lvJKYWSxqJCYqqQgwYJUwcJYJPqQmhA5rtNatZ1gO6Aq5FNYGECIlS9h429w2wzQcqR7dXTOvfL1CRNGlXacb2tpeWV1bb20Ud7c2t7ZtSt7bRWnEpMWjlksuyFShFFBWppqRrqJJIiHjHTC0dXE7zwQqWgsbvU4IT5HA0EjipE2UmBXvIwHGc293PQLN7+7D+yqU3OmgIvELUgVFGgG9pfXj3HKidCYIaV6rpNoP0NSU8xIXvZSRRKER2hAeoYKxInys+npOTwySh9GsTQlNJyqvzcyxJUa89BMcqSHat6biP95vVRH535GRZJqIvDsoShlUMdwkgPsU0mwZmNDEJbU3ArxEEmEtUmrbEJw57+8SNr1mntSq9+cVhuXRRwlcAAOwTFwwRlogGvQBC2AwSN4Bq/gzXqyXqx362M2umQVO/vgD6zPH5RnlDM=</latexit>

b = {D(k, c) 6=?}
<latexit sha1_base64="jglkSGTT9opuLSLe33glNtvgYUU="></latexit>

{ci = E(k, mi)}q
i=1

<latexit sha1_base64="KJwvzNoa7S7QonIvef4nqgAsN0Y=">AAACDXicbVDLSsNAFJ3UV62vqEs3g1WoICWpgm4KRRFcVrAPaGKYTCft0MnDmYlQQn7Ajb/ixoUibt2782+ctFlo64FhDufcy733uBGjQhrGt1ZYWFxaXimultbWNza39O2dtghjjkkLhyzkXRcJwmhAWpJKRroRJ8h3Gem4o8vM7zwQLmgY3MpxRGwfDQLqUYykkhz9wEqwQ+uWj+TQ9ZKrtDI69p2EpkfQStVfN9O7e0cvG1VjAjhPzJyUQY6mo39Z/RDHPgkkZkiInmlE0k4QlxQzkpasWJAI4REakJ6iAfKJsJPJNSk8VEofeiFXL5Bwov7uSJAvxNh3VWW2tZj1MvE/rxdL79xOaBDFkgR4OsiLGZQhzKKBfcoJlmysCMKcql0hHiKOsFQBllQI5uzJ86Rdq5on1drNablxkcdRBHtgH1SACc5AA1yDJmgBDB7BM3gFb9qT9qK9ax/T0oKW9+yCP9A+fwDenZts</latexit>

c /2 {c1, . . . , cq}
<latexit sha1_base64="I6bpFmFvkh2gossxsnuO1xXn1qE=">AAACBXicbVC7SgNBFJ31GeNr1VKLwSBYhLAbBS2DNpYRzAOyYZmdTJIhszPrzF0hLGls/BUbC0Vs/Qc7/8bJo9DEAxcO59zLvfdEieAGPO/bWVpeWV1bz23kN7e2d3bdvf26UammrEaVULoZEcMEl6wGHARrJpqROBKsEQ2ux37jgWnDlbyDYcLaMelJ3uWUgJVC94gGUgGXOMho6BdxIDoKTBHT8D4YhW7BK3kT4EXiz0gBzVAN3a+go2gaMwlUEGNavpdAOyMaOBVslA9SwxJCB6THWpZKEjPTziZfjPCJVTq4q7QtCXii/p7ISGzMMI5sZ0ygb+a9sfif10qhe9nOuExSYJJOF3VTgUHhcSS4wzWjIIaWEKq5vRXTPtGEgg0ub0Pw519eJPVyyT8rlW/PC5WrWRw5dIiO0Sny0QWqoBtURTVE0SN6Rq/ozXlyXpx352PauuTMZg7QHzifPzUjl74=</latexit>
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Authenticated Encryption Implies Authenticity

Dan$Boneh$

Implica,on$1:$$$authen,city$
A4acker$cannot$fool$Bob$into$thinking$a$$
message$was$sent$from$Alice$

Alice$ Bob$

k2 k2

m1$,$…,$$mq$

ci$=$E(k,$mi)$

c$

Cannot$create$$
valid$$$c$�${$c1,$…,$cq$}$

�$$if$$D(k,c)$≠�$Bob$knows$message$is$from$someone$who$knows$k$
$ $ $(but$message$could$be$a$replay)$$
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Chosen Ciphertext Security (CCA)

Challenger

k
<latexit sha1_base64="S3l8nnBLDerjgmOsR9KRP3N3+lk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOl5rhfrrhVdw6ySrycVCBHo1/+6g1ilkYoDRNU667nJsbPqDKcCZyWeqnGhLIxHWLXUkkj1H42P3RKzqwyIGGsbElD5urviYxGWk+iwHZG1Iz0sjcT//O6qQmv/YzLJDUo2WJRmApiYjL7mgy4QmbExBLKFLe3EjaiijJjsynZELzll1dJu1b1Lqq15mWlfpPHUYQTOIVz8OAK6nAHDWgBA4RneIU359F5cd6dj0VrwclnjuEPnM8f09OM8w==</latexit>

Adversary

A<latexit sha1_base64="GM5jIrAN/xM1GSHawYcRyGK2Wj8=">AAAB8XicbVDLSgMxFL3js9ZX1aWbYBFclZkq6LLqxmUF+8C2lEx6pw3NZIYkI5Shf+HGhSJu/Rt3/o2ZdhbaeiBwOOdecu7xY8G1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZQohg0WiUi1fapRcIkNw43AdqyQhr7Alj++zfzWEyrNI/lgJjH2QjqUPOCMGis9dkNqRn6QXk/7pbJbcWcgy8TLSRly1Pulr+4gYkmI0jBBte54bmx6KVWGM4HTYjfRGFM2pkPsWCppiLqXzhJPyalVBiSIlH3SkJn6eyOlodaT0LeTWUK96GXif14nMcFVL+UyTgxKNv8oSAQxEcnOJwOukBkxsYQyxW1WwkZUUWZsSUVbgrd48jJpViveeaV6f1Gu3eR1FOAYTuAMPLiEGtxBHRrAQMIzvMKbo50X5935mI+uOPnOEfyB8/kDqvSQ6Q==</latexit>

{c̃i = E(k, mi,b)}q
i=1

<latexit sha1_base64="GpAYpbyjLkslU0hj0qkYDNpC68Y=">AAACF3icbZDLSsNAFIYn9VbrLerSzWARKpSSVEE3haIILivYCzQ1TKaTduhkEmcmQgl5Cze+ihsXirjVnW/jpO1CW38Y+PjPOcw5vxcxKpVlfRu5peWV1bX8emFjc2t7x9zda8kwFpg0cchC0fGQJIxy0lRUMdKJBEGBx0jbG11m9fYDEZKG/FaNI9IL0IBTn2KktOWaFSdxFGV9kuDUpTUnQGro+clVWhqVAzehZS89hk6qqWand/euWbQq1kRwEewZFMFMDdf8cvohjgPCFWZIyq5tRaqXIKEoZiQtOLEkEcIjNCBdjRwFRPaSyV0pPNJOH/qh0I8rOHF/TyQokHIceLoz21vO1zLzv1o3Vv55L6E8ihXhePqRHzOoQpiFBPtUEKzYWAPCgupdIR4igbDSURZ0CPb8yYvQqlbsk0r15rRYv5jFkQcH4BCUgA3OQB1cgwZoAgwewTN4BW/Gk/FivBsf09acMZvZB39kfP4A902fxA==</latexit>

{mi = D(k, ci)}q0

i=1
<latexit sha1_base64="jbsJ4KwjiNx61p/ifgaHoRBddwI=">AAACEHicbVDLSsNAFJ3UV62vqEs3g0VaQUpSBd0UirpwWcE+oIlhMp20QycPZyZCCfkEN/6KGxeKuHXpzr9x0mah1QPDHM65l3vvcSNGhTSML62wsLi0vFJcLa2tb2xu6ds7HRHGHJM2DlnIey4ShNGAtCWVjPQiTpDvMtJ1xxeZ370nXNAwuJGTiNg+GgbUoxhJJTl6xUp8hzYsH8mR6yWXaXV8hJ2EpofQStXfMNPb5K6SOnrZqBlTwL/EzEkZ5Gg5+qc1CHHsk0BihoTom0Yk7QRxSTEjacmKBYkQHqMh6SsaIJ8IO5kelMIDpQygF3L1Agmn6s+OBPlCTHxXVWaLi3kvE//z+rH0zuyEBlEsSYBng7yYQRnCLB04oJxgySaKIMyp2hXiEeIIS5VhSYVgzp/8l3TqNfO4Vr8+KTfP8ziKYA/sgyowwSlogivQAm2AwQN4Ai/gVXvUnrU37X1WWtDynl3wC9rHNynbnKg=</latexit>

{mi,0, mi,1}q
i=1

<latexit sha1_base64="suzH9QlG1D3x9n/cn9nAByH0z/c=">AAACBHicbVDLSsNAFJ34rPUVddlNsAguSkmqoBuh6MZlBfuAJobJdNIOnZnEmYlQQhZu/BU3LhRx60e482+cpllo64HhHs65lzv3BDElUtn2t7G0vLK6tl7aKG9ube/smnv7HRklAuE2imgkegGUmBKO24ooinuxwJAFFHeD8dXU7z5gIUnEb9Ukxh6DQ05CgqDSkm9W3JT5KanZWS2vTuZmul442d29b1btup3DWiROQaqgQMs3v9xBhBKGuUIUStl37Fh5KRSKIIqzsptIHEM0hkPc15RDhqWX5kdk1pFWBlYYCf24snL190QKmZQTFuhOBtVIzntT8T+vn6jw3EsJjxOFOZotChNqqciaJmINiMBI0YkmEAmi/2qhERQQKZ1bWYfgzJ+8SDqNunNSb9ycVpuXRRwlUAGH4Bg44Aw0wTVogTZA4BE8g1fwZjwZL8a78TFrXTKKmQPwB8bnD/hYl6k=</latexit>

{ci}q0

i=1 /2 {c̃1, . . . , c̃q}
<latexit sha1_base64="PyGZnmLIMVrjOPBV/sq/oDQId20=">AAACKXicbVDLSgMxFM34tr6qLt0Ei+iilJkq6EYounGpYKvQqSWTSWswk0yTO0IJ8ztu/BU3Coq69UdMH+DzQMLhnHtI7olSwQ34/ps3MTk1PTM7N19YWFxaXimurjWMyjRldaqE0pcRMUxwyerAQbDLVDOSRIJdRDfHA//ilmnDlTyHfspaCelK3uGUgJPaxVpoadvyPMzdfRjkV7a3nYdSAZc4tCFwETNL83ZQDkWswJTxl2Z7g1ix5Ff8IfBfEoxJCY1x2i4+hbGiWcIkUEGMaQZ+Ci1LNHAqWF4IM8NSQm9IlzUdlSRhpmWHm+Z4yykx7ijtjgQ8VL8nLEmM6SeRm0wIXJvf3kD8z2tm0DloWS7TDJiko4c6mcCg8KA2HHPNKIi+I4Rq7v6K6TXRhIIrt+BKCH6v/Jc0qpVgt1I92yvVjsZ1zKENtIl2UID2UQ2doFNURxTdoQf0jF68e+/Re/XeR6MT3jizjn7A+/gEC3moVg==</latexit>

b̂
<latexit sha1_base64="jFWqe8pdaXyp6NySgXqOFtEC+TE=">AAACAXicbZDLSgMxGIUz9VbHW9Wlm2ARXJWZutCNWHTjsoK9SDuUJM20oUlmSDJCGWblI7jVlSt34tYH8BHEtS9ielnY1gOBj/Ofn/wcHHOmjed9O7ml5ZXVtfy6u7G5tb1T2N2r6yhRhNZIxCPVxEhTziStGWY4bcaKIoE5beDB1WjeuKdKs0jemmFMA4F6koWMIGOtO9dt95FJcdYpFL2SNxZcBH8KxYtP9zx++XKrncJPuxuRRFBpCEdat3wvNkGKlGGE08xtJ5rGiAxQj7YsSiSoDtLxwRk8sk4XhpGyTxo4dv9upEhoPRTYJgUyfT0zw1hk8+FR6r9wKzHhWZAyGSeGSjL5OUw4NBEc1QG7TFFi+NACIorZ4yHpI4WIsaW5thV/voNFqJdL/kmpfOMVK5dgojw4AIfgGPjgFFTANaiCGiBAgEfwBJ6dB+fVeXPeJ9GcM93ZBzNyPn4BrHWaKg==</latexit>

b
<latexit sha1_base64="YJjhR7RY5hyNtVLBH/MerrmOQ7I=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOlZtAvV9yqOwdZJV5OKpCj0S9/9QYxSyOUhgmqdddzE+NnVBnOBE5LvVRjQtmYDrFrqaQRaj+bHzolZ1YZkDBWtqQhc/X3REYjrSdRYDsjakZ62ZuJ/3nd1ITXfsZlkhqUbLEoTAUxMZl9TQZcITNiYgllittbCRtRRZmx2ZRsCN7yy6ukXat6F9Va87JSv8njKMIJnMI5eHAFdbiDBrSAAcIzvMKb8+i8OO/Ox6K14OQzx/AHzucPxi+M6g==</latexit>

Definition (Security against Chosen Ciphertext Attacks (CCA))

Cipher (E,D) provides security under chosen ciphertext attacks, if for all
“efficient” A:

Adv(A,E) = |P[A = 1|b = 1]− P[A = 1|b = 0]| is negligible

CBC with random IV is not CCA secure
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Authenticated Encryption Implies Chosen Ciphertext Security

Theorem

If a cipher (E,D) provides authenticated encryption, then it also implies
security against chosen ciphertext attacks (CCA).

Proof: Based on CI-Adv and CPA-Adv

Dan$Boneh$

Proof$by$pictures$
Chal.$ Adv.$

k←K2

CPA2query:22mi,0$,$mi,1$2

2
CCA2query:22ci$2

ci=E(k,mi,0)$

D(k,ci)$

Chal.$ Adv.$

k←K2

CPA2query:22mi,0$,$mi,1$2

2
CCA2query:22ci$2

ci=E(k,mi,1)$

D(k,ci)$

CPA2query:22mi,0$,$mi,1$2Chal.$ Adv.$

k←K2
ci=E(k,mi,0)$

Chal.$ Adv.$

k←K2

CPA2query:22mi,0$,$mi,1$2

ci=E(k,mi,1)$

�2

CCA2query:22ci$2

�2

CCA2query:22ci$2

≈p$

≈p$

≈p$≈p$
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Encrypt-Then-MAC provides AE

Let (E,D) be a CPA secure cipher and (S,V) a secure MAC

Independent key pair (kE , kM)

Theorem

S(kM ,E(kE ,m)) provides authenticated encryption.
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Standards for Authenticated Encryption

GCM: Apply first a CTR mode encryption then the CW-MAC

CCM: Apply the CBC-MAC then CTR mode encryption

EAX: CTR mode encryption then CMAC
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OCB from a PRP

Dan$Boneh$

OCB:$$a$direct$construc,on$from$a$PRP$

 More efficient authenticated encryption:  one E() op. per block.  

m[0] m[1] m[2] m[3] 

⊕ ⊕ ⊕ ⊕ 

E(k,⋅) E(k,⋅) E(k,⋅) E(k,⋅) 

P(N,k,0) P(N,k,1) P(N,k,2) P(N,k,3) 

⊕ ⊕ ⊕ ⊕ P(N,k,0) P(N,k,1) P(N,k,2) P(N,k,3) 

c[0] c[1] c[2] c[3] 

checksum 

E(k,⋅) 

⊕ 

⊕ 
c[4] 

P(N,k,0) 

auth 
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