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Network access is

Classical intranet.

restricted to
authorized staff.

e PCs are physically

connected by RJ45
plugs.

» DHCP servers are
unsecured, intranet
services are freely
available (indoors).
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What the market needs : Plug
*Prevention of parking Mail Server
lot attack
*Access Control
*Billing & non
repudiation —
*AAA infrastructure Radius
) DHCP . Server
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e New Services

Wireless access to corporate networks
(intranet) or to the internet.

Access control is mandatory in many
environments (who is using my network ?).

Non repudiation (frame signature) is a
pre-requisite for service billing.

Wireless user privacy is a plus. But it may
be performed at application level.
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802.11 Radio Link Security
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mt 802.11 Radio Security

« 1Stgeneration Wireless Equivalent
Privacy (WEP), defined in 802.11
standard

l:>- 2"d generation, 802.1x architecture (with
WEP).

« 3" generation, 802.1i, TKIP, hardware

compatible with WEP

« 4"d generation, 802.1i + AES, hardware
incompatible with WEP.

Pascal Urien
Paris 02/05/2003




[ WEP

MMRrETRSWwith for four static shared secrets and RC4
keys (64/128 bits), not scalable
» 1G Many security threats,
—Authentication, Data Integrity, Data Privacy.
» 2G - Periodic Authentication,

—Uses re-keying mechanisms (10,000 frames
recommended, security limit at about one million

frames....)
802,11 Frame
[ MacHEADER |[ 1v || KeyiD || cipheredblock
2 bits
|}
24rits 70/104 bits
v | sharedd RC4 XOR
2 e |
A WEP frame RC4 key, 64/128 bits
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'JWEP 1G, Key Management,

WLANSmartCard.org
not scalable
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IEEE 802.1x
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mt 802.1x Stack

SSL authentication scenario/Othér

(el {oe{ow [ oo ]
Shared
_'_|802 Frames| | UDP/IP I—.—

RADIUS Server

Access Point

Station

Wireless Cell
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mﬁ 802.1x Typical Use.

» Port Based Network Access Protocol

» Deals with EAP (RFC 2284) protocol and RADIUS (RFC 2058). It is a key
distribution architecture.

. (SAEgt)ion (STA) sends an 802.11 association request to the access point

» Station sends a 802.1x EAP-EOL start message to AP.

* (1) Access Point AP sends an identity request to the station

« (2) Station produces an identity response. AP forwards this message to the

RADIUS Server (RS), of which address is deduced from the identity
parameter.

* (3) Asetof request and response messages are exchanged between RS
and STA and forwarded by AP.

» Atthe end of the authentication scenario, RS delivers a success natification
to STA. RS and STA share a session key SK.

* (4) RS sends SK to AP. AP chooses a master key MK, other WEP keyor
TKIP master key.

* (5) AP sends MK to STA, encrypted by the session key SK.
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MLML;(;JW 802.1x architecture.

: EAP/LAN EAP/RADIUS

. Associate

Access Point Authentication
—EARPSat A ythenticator Server - RADIUS
@ ; EAP Identity Request *» @ comics.com
. EAP | dentity Response ’ EAP | dentity Response
Kent@comics.com —
EAP Authentication Request EAP Authentication Request @

EAP Authentication Response EAP Authentication Response

K T EAP-Success C%
K(MK) %@ Sk 3»\\ @

Pascal Urit i& MK MK
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IEEE 802.1i - TKIP
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m'c];rg 802.1i TKIP

* New version of WEP, called TKIP,
Temporal Key Integrity Protocol.

» Hardware compatible with WEP
— Per Packet Key (RC4 128 hits).

— Strong Packet Signature (Message Integrity
Code).

— Master Key Distributed via 802.1x

— Ephemeris key (Transient Key), can be
updated via a re-keying process.

Pascal Urien
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s KIP frame (not yet standardized)

Rekeying
Transient Key 256 bits
Temporal TXMICKey| RX MICKey
Key 128 bits 64 bits 64 bits
MAC Address 80 hits 80 bitsarray
Tompora Koy | ey Tampord Key
TS o et | e
i Hash Hash
V32 MSB (32 bits) 16 bits LSB (24 bits)
Hig(1v16) Per Packet - 128 Key bits
V48 (Hig(IV16) | 0x20) & OX7F -
V32 | V16 | Los(vie) Exiended 1V16( 24 bits) RC4 Kg/
= RC4 Key 24 bits 104 bits
Encrypted Data
Extended IV16 | KeylD| 1V32 DATA MIC CRC
24 bits 8hits| 32 bits 64 bits 32 bits
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Extensible Authentication
Protocol - EAP
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‘ What is EAP ?

WLANSmartCard.org

» An umbrella of authentication schemes shuttled by
EAP packets.

» Defines user Identity concept, a Network Access
ldentifier.

» One authentication scheme (Type field) per

authentication server,

—MD5 Challenge, a digest is computed from a random value and a
shared secret.

—PPP EAP TLS a protocol based on SSL mechanisms.

—IAKERB, adaptation of Kerberos V5 procedures.

—EAP SIM, reuse of SIM smartcards (GSM 11.11).

—EAP AKA , support of USIM smartcards (UMTS security modules).
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»

e WVNO is supporting EAP ?

* Normalization Committees.
—IETF - RFC 2284.
—IEEE - 802.1x.
— Javacard forum

* Network Manufacturers
—CISCO.
—NOKIA.

» Operating System Manufacturers
—Microsoft XP....

Pascal Urien
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1 Request Packet
2 Response Packet Length
3 Success Identifier

4 Failure

Code

EAP umbrella.

Superman@comics.com

Authentication

Authentication

comics.com
P~

Server

| ldentifier | Length Type
T i e o e e e e e e e e e k i S T e e S e o
| Type | Type-Data ...
B e e h ok ok Tk S o SR S T S S S
WLAN Card
1 Identity
2 Notification Auhentcation I TLS ]IChap/MDs][ Kerberos”SIM/US!M]
3 NAK | !
4 MD5 challenge 1 ] ] I [ g
18 SIM-EAP EAP [ Extensible Authentification Protocol &l
1 1
1 1
EAP Messages [ EAP over RADIUS ] [EAPOver LAN- EAPOL]
Transport T
Layer

Nework TCPIP
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|EEE 802.11

s GSM versus Wi-Fi

Attribute GSM WiFi
ifier | Implicit SSID
User Identifier  |IMSI. NAI
Operator dependant One per WifFi.
Authentication |A3,A8 plus Ki Key MD5, TLS, Kerberos,
Methods Other.

superman@comics.com

N

login
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Network Access Identifier - NAI - rfc 2486

Authentication

Scheme
Authentication

(radius) server

- Microsoft
- PKI

- GSM operators
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OS Glue
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w

wesiOperating Software Glue.

OS software glue EAP Messages

Smaricard

Master Key

Pascal Urien
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XP EAP Operations.
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Software glue

WLANSmartCard.org
\‘ EAP Irfo =Getinfo(EAP_Typg  Getidentity )
DIALOG BOX
R
EAP provider (DLL) -
Wireless! /
‘Intafaoe Bapdrio  |N\] [ Authentication | [7 Jgr
Initialize() Protocol
\ Beqing 3 Key(®
| Wessoe) é,
Endt o \
Protocol : Standard :
X Confiquration
InvokeConfigUserI nterf | Smartcard | WLAN
° 0 & I Interface | SARP L
DIALOG BOX |, 1 I -

—

WLANSmartCard.org
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Use cases
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. | EAP-SIM Charging
wansmarcas@perator Wireless LAN OWLA@i

oo Alroni RADILE Authantication
Cliant Ancaa Point Sarver Cartnr |AuC)

ST

Sat >

Apcags Fount Blocks All Aagussis

Uit Aarthrication Complatas
A Fecust ldontity J

s | IS rip i — VIS rppim  — Gethuthinie
A S-Sl —————— d——— SIM-Stan Triplats
Rardam 3 Fandom »

MAL RAND Pass?
Beryer i 51161 Chpllsnge

rl SIf1-Challsnge

Hurtherdicated
= (Challenge Responss ==@s == Challange Responss =i . MAC_SREE Pma?
Darive: - Cerivn Cligng
Ky #—— EAPSumes e Acoep — Key  Authenticoiod

. Ky Acorss Point Sonds Chent Brosdoast

Pascal | Ky, Encrypiod with Sossion Koy

. = Kay Langth
Paris 02/vurcuvo v 0

e xamplel, EAP-SIM, Mobile.

] Identity
SM : Operator 1IMS| @domain
module y Doman | K_int
1 NAI [—— —
IMSI : | K-randsres
Kioaly _K
3 |1 SRES SHA- |
. Al P 1
RANDI @ _:_ Kei K_Master Application
I NONCE SHAL | specific keys
]
Authenticator Client
Set-Identity(1IM S| @domain)
[ EAP_TYPE = EAP-SIM
EAP-Packet() WLAN
- Card

Pascal Urien
Paris 02/05/2003
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. LEAP - NT like authentication.
aNsmaicatospedicated to MS platforms.

RALHLIS

Client i Sanvar
AP st

Start >

AP tocks all requests until
authantication completes

+— Hequest identity

ety — e | ity i

RADIUE Server Authenficates Client
Clieml Authenticales RADIUS Server Derive
Derlye = >

i Broaduast key——— np sands client broadeast key,
-1—}([:5! Icnu!h— encrypted with sessaon key,

Pascal Urien
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Example 2, LEAP, MS.

=

W o 1 2 3 0 1 2 3
01234567890123456789012345678901 01234567890123456789012345678901
b b e b b e e b b e b b e b b b U
I Code 0x01 | Identifier | Length | | Code 0x02 | Identifier | Length
P U S
I Type Ox1 | Version 0x0L | Unused 0x00 | Count Ox08 | | Type Ox11 | Version 0x01 | Unused 0x00 | Count Ox18
PR S S FA S S S S
I Peer Chall enge | | MB_CHAP Peer Response
N A S
I Peer Chal l enge | | ME_CHAP Peer Response
U P P A A P
| User Name | ME_CHAP Peer Response
b b b e e S

| NB_CHAP Peer Response
b b bbb b b b b b bbb b b
Password Hash-MD4 = 16 bytes I NB_CHAP Peer Response
N
+ 5 nul bytes | MS_CHAP Peer Response
A S
- | User name ...
3 DESKaeys (7 octets) A

Response = 24 bytes =(Des,,Des,,Des ;)(challenge

8 ocletg

e — b — b — e — b= i — e — 4

Set-ldentity(MyUserName)

EAP_TYPE = LEAP
EAP-Packet() WLAN

Pascal Urien
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= EAP-TLS, PKI Architecture
ansmancados  Sypported by MS platforms.

(s Adroed RADILS Carlilcala
Clinnl Accaie Poim S Saitkaiity
Start - )
Ancaia Foi Blaga All Hﬁquiili
Lientil Siibsamiicatan Complaing
#*— Rpquas! dentity
Elannry - Elanny -

e Sordar Cortifoato
. Clinnt Corliiicaln ——j s Ciiant Carlifican ——

af—— Sorvar Cortifcato

Ercrypted Random Sossion Keys Goneratod
Excharge - 3=
Diiriree - " Duriva
- -l
Koy % Koy
Past * Broadcast Key Acriss Point Sands Cliand Broadcast
Paric - Koy Liwwth Ky, Encrygiad with Sassion Ky

'Example 3, EAP TLS, PKI.

WLANSmartCard.org <- EAP-Request/ldentity

EAP- Response/ I dentity (MyID)------ >
<- EAP- Request/ EAP- Type=EAP- TLS/
TLS Start
EAP- Response/ EAP- Type=EAP- TLS
(TLS client_hell0)---------------- >

<- EAP- Request/ EAP- Type=EAP- TLS
TLS server_hell o,
TLS certificate,
[ TLS server_key_exchange, ]
[TLS certificate_request,]
TLS server_hel | o_done)

PrivateExponent]

EAP- Response/ EAP- Type=EAP- TLS

TLS certificate,

TLS client_key_exchange,
(Modulus) TLS certificate_verify,]

TLS change_ci pher _spec,
TLS finished)----------------------- >

<- EAP-Request/
] EAP- Type=EAP- TLS
RSA Slgnature (TLS change_ci pher _spec,
TLS fi ni shed)
EAP- Response/ EAP- Type=EAP- TLS ------ >
<- EAP-Success

Set-ldentity(MyUserName)

EAP_TYPE = EARTLS
EAP-Packet()

Pascal Urien
Paris 02/05/2003
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e Protected EAP - PEAP

Cimce Airanal RADILE  Clisrd A8A  Carlifecala
Cliril Meraam Parml Gt Barvai Asthorily

tart ®  Accaas Paint Blocks All Rt
Requast ldsntity Linl Ausantication Coem plates

idanney - klansty i
AE‘”"L?::" % Sarvar Cariificaia % Earvar Corilicain ——
Encrypbad Tunnél Extablished
-+ -
Climrl-Sitdn EAP in EAP Authentication
Ay e > -
P * @ Ky Accass Foint Sands Client Broodoast
P, - Kay Langth Ky, Ersery plac] with Sassion Kay
=
WLANSmartCard.org

Normalization initiative.

Pascal Urien
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e 55th IETF
Atlanta, GA, November 17-21,
2002

“EAP support in smartcards”

Draft-urien-EAP -smartcard-00.txt

Pascal Urien
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t Draft Objectives.

WLANSmartCard.org
e EAP support in smartcards.

— EAP is computed in smartcard.

— Profiles definition, for some EAP
types (EAP-SIM, EAP-TLS, ...)

» Interoperability between ISO 7816
EAP smartcards.

» Agreement between major smartcard
manufacturers.

» Four service primitives.
— Get-Next-identity()
— Set-Identity() EAP
— EAP-Packet() SITEUEETE
pastal fm@t-RSN-Master-Key()

Paris 02/05/2003
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Engine Management  Library —Management Management

. EAP |
javacard API el |
WLANSmartCard. org _;J,,';'ﬂi. '! &u:'
WISP "‘"‘;:,_,u"_l
Applet -
Service Provider Interface WLAN
ﬁ EAP_API Smartcand
JavaCard Run EAP @ Framework
time Environment API Classes APIs
Java Virtual
Machine
Smartcard EAP Files Cryptographic  Security 10
oS
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ISO 7816-4 APDUs ~ User
IETF Draft Interface
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