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A .NET EAP smartcard that fully controls
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What is OpenEapSmartcard.NET ?

A new concept of smartcards " 1§
that enhances the WEB security 18 iﬁ)N
rivacy and mobility for PPP (e Ve :
P \/};PP Y Connection | & ' EAPSEE | connection
Openg4p
v Ethernet o m smarteard.NET o
v Wi-Fi < i i
v VPN Ethernet X Wi-Ei
v' And soon WiMax Connection Connection
eapcard.dll
MNom Type Données
= G F.ashan (par défaut) REG 57 (waleur non définie)

1 Erum

[ Parameters
=3 PPP
1 ControlProthdols
=1 EAP
3 13

ConﬁgUiPaﬂw
FriendIyName
[ab)1dentityPath
InteracheUiPam
InvokePasswordDialog
InvokeUsemameDialog
MPPEEncrvpﬁonSupported
Pam

StandaloneSupported

REG_EXFAND_SZ
REG_SZ

REG_EXFAND_SZ
REG_EXFAND_SZ

REG_DWORD 000000000 (0}
REG_DWORD 000000000 (0}
REG_DWORD 0x00000001 (1)
REG_EXFAND_SZ SeSystemRooteeSystem 3
REG_DWORD 0x00000001 (1)

SeSystemRootit\System 32\eapcard.dl
OpenEapSmartcard MET

SeSystemRootit\System 32\eapcard.dl
SpSystemRootSystem 32\eapcard.dl
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Classical (VISTA) Architecture

+» Classical solution works with
multiple components, e.g.
Certificate Store, RAS, Smartcard
CSP, Card Module, EAP provider

élfhnovatlon

Certificate
Store

f Key Storage \
s Certificates need previous set up. —
< Sometimes user is prompted, in Smartcard '
order to reject or accept a
certificate. EAP \ CSP
Provider

OpenEapSmartcard.NET

v' Embedded and standalone EAP
provider (e.g. EAP-TLS application),

v" Dual factors authentication, PINcode +
Smartcard,

v More security, embedded certificates
checking, no user prompt,

v' Enhanced privacy, no personal
information is stored on the comp

v" Enhanced mobility, no previous setip
IS required,

v Remote (standalone) administration is
possible via TLS messages.
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OpenEapSmartcard.NET Services

@9 netCard Serverd - Microsoft Yisual Studio

Eichier  Edition  Affichage  Projet Générer  Déboqgu
?

> Two classes of services
=2 @ [F]l S

DLL v"Legacy services. A g e
' “EAPCARD.DLL is a system library that was G

previously written for classical ISO 7816 P Dmcatseer
smartcards. In order to modify only the \ ety
— smartcard side, OpenEapSmartcard.NET b @ rtormes
Opencap implements a classical (legacy) interface, - P

smartcard NET ] Credential.cs

thanks to APDU attributes, compatible with ) antenti s

_1‘; DurnmyKeyPair, snk

these constraints. This is showed in demo 2. pce

] GenericMethod.cs

v .NET services. 8 e

] Myserver.cs

“*OpenEapSmartcard.NET offers highly secure

Microsoft i8] netCardServer ico

n_e-t and mobile .NET services for EAP client and e
= server entities. But obviously there are not 'y e s
customers for these innovative facilities, that / | iy
L B could be used both on terminal and server % e

2] ClassDiagram3.cd
srrizeaNeT | (such as RADIUS) side. This is illustrated in j
demo 1. B

] MyService.cs
nank. build
] netCardserver.ico
=] ReadMe.txt

+ _Z’ﬂ netCard Server?
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Integration in Windows Computers

5 0 .
| &e =1
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Openg4p NET 2 @) RasEaplnvokeConfigUl Lal
Smartcard.- -
RasEapEnd Get-Current-ldentity [ ooe |
Process-EAP Get-Next-ldentity ATR
- Get-Session-Key Set-ldentity 361696417374726964
[ T Current-ldentity:  marc
RqueSt_ EAP-Identit-List
Notification ~ ~ 3
RasEapMakeMessage 4—@—» RAS 4—@—» RasEapGetldentity EAP-Packet
EB 01 ARODOR 01
v
Get Smartcard Identity [V] AskForPiN
Via EAP-ldentity-Request
Message
RasEapGetinfo RasEapBegin
l EAPCARD X
_ RasEaplnvokelnteractiveUl | Verify-PIN | zm: | v P
EAP Provider |ADDDDDDDBDDDDZFFFFFFFFBQBIBZEBDD | ‘oooo|

TEE

Initialization ~a ATR:

Protocol: T=0
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| MyService &
. 1 II lementation Overview
-+ MarshalByRefObhject
I/. — P ™y
= i | - [ A%
= Champs glgspsenglne [ T = Ell;t:;:lentlaltls =&
= . lass
& Eapengine < o,
ﬁ, ahs r r Method (&
= Methodes T = Champs = Champs Class
¥ MyService R b # hash ¥ Cert _
¢ TR @ key @ Cert_Length # Champs
//%" |
2 Rengemory - = Méthodes v Key_Length @ Cert_Offset = Méthodes
b WHTaMemory Bl ont @ enable_resume @ clent
W Getldentity e idertity ® BrcKey ? PMK_Key @ fet
: 7 v PMK_Key_Length PMK Kev Length W getke
@ Gethextldentity | w4 VerifyPin @ PMK_Key_Offset o S S i
v Setldentity ///vv ModifyPin o+ macs ® BN Koy Offet Al
s // i . rea_PrivateCrikey ~ragmelre
W WerifyPin // % Process_EAF < % rsa_PublickeyCA @ proctess_eap
W ModifyPin 9 @ rese
¥ / Y Fesel it W server
% ProcessEAP 1 =% status by R
W reset ///Vv Get_Masterkey
W Getkey /
R ﬁ v o -
_ eaptls ] |
/ EapEngine.cs / O (i
Method.cs
- Credential.cs r
Identity - B CrEE
Management =) F
& = = Méthodes
Personalization 4 v auth =
Credential) | Interface @ CheckCertificate
Security Network —| Authentication % fet
Management Interface Interface B Méthodes ¥ getkey
— ] e o 5t @ Init
.NET Standard NET Smartcard Cryptographic v getsy ¥ IsFragmented
Libraries Libraries Libraries & It ¥ process_eap
e UTEUEE—— e @ IeFragmentsd =l
.NET Virtual Machine 8 Lrocess e W status
| d\}\( tcard | W rasat ) —_
raft-eap-smartcar :
] v siSius TELECOM
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done = service.VerifyPin(s2b('0000")); //

done = service._WriteMemory(-2, a2b(*'80")); // Test EAP-SHAl1
Console_WriteLine("WRITE (Offset=-2, value=x80)"); //
eapreq = a2b(*'01 A5 0005 01'™);

bin = service.ReadMemory(-3, 3); Console._WriteLine("REQ : " + b2s(eapreq));
Console_WriteLine(""READ(Offset=-3, Length=3): " + b2s(bin)); eapresp = service.ProcesseEAP(false, eapreq);
for (i = 0; 1 < 7; i++) _ Console_WriteLine(""'RESP: " + b2s(eapresp));
{ id = service.GetNextldentity(); Microsoft

Console WriteLine(""GETNEXT: " + b2a(id)):} .n_e_t eapreq = service.ProcesseAP(false, eapresp);

Console._WriteLine("REQ : " + b2s(eapreq));

id = service.Setldentity(s2b(*marc™)); C0n30|93 .exe

Console _WriteLine("SET: " + b2a(id)) ; eapresp = service.ProcessEAP(false, eapreq);
Console._WriteLine(""RESP: " + b2s(eapresp));
mkey = service.GetKey();

Console._WriteLine(""MSK_Client " + b2s(mkey));

id = service.Getldentity(Q) ; R
Console WriteLine(""GET: " + b2a(id)); &8 .

Serverb5.exe

- file:///D:/Documents and Settings/urien/Mes documeiol. Y- Py eapreq = service.ProcesseEAP(false, eapresp);
WRITE (Offset=-2, value=x80) smartcard .NET Console._WriteLine("REQ: " + b2s(eapreq));
READ(Offset=-3, Length=3): ff8O54 mkey = service.GetKey(); )

GETNEXT: a . = Console_WriteLine("'MSK_Server " + b2s(mkey));
GETNEXT: test %2z .NET Card e)(pl...g@gl

GETNEXT: c Standalone e [H /1177777777777 7777777777777//77//777/77/777777
GETNEXT: marc . ! // Test eap-tls

GETNEXT: abc dialog between e {g/f/ggic{ég/gg{{gggi{gg%{’ggg’g’”’”’”
GETNEXT: aaa . SampleAccessManager - - »

GETNEXT: a EAP Client and Console _WriteLine("SET: " + b2a(id));

SET: marc Server entities

GET: marc eapreq = a2b(pktl);

REQ : 0125000501 Console_WriteLine("REQ : " + b2s(eapreq));
RESP: 02a50009016d617263 axalto reflex ush® guest 50424 eapresp = §ervice-ProcessEAP(false, eapreq);
REQ : ©1a6001a071483d972d101F40973dec8e32068b1de581641ea76 Console.WriteLine("RESP: ™ + b2s(eapresp)) ;
RESP: 02a6001a0714f23eedcfcf2ecardS390435769d625a35624612e

MSK_Client f98d3ad3bBde88f21679523837Fbaz30825¢19220de75d5e01b3c116931593206214¢ Demo 1
187e73fel159¢cff5c821de@bfiTbifrf3fHabTc9dde06b35Saecdd2cbyd8d

REQ: 03ac0004 .
MSK_Server f38d3ad3bede88f21679523837fba230825¢c19220de75d5e01b3c116931593206214c . N ET SerVI C eS

187e73fel159cff5c821dedbf4ThY4fTF3f4a0T7c9dde06b35aecdd2cibi48d

gg::agﬁuaaasadza Cllent & —

RESP: 021400500d4800000004616030100410100003d03013faa2b6ad8bdd285b43d1f3be9715Fcd Server TELECOM
F85fct53feS58f3a9e07FF397cdE5392200001600040005000a000900640062000300060013001200 PARIS

630100 hl école nationale
4 | | » supérieure des
télécommunications




@ (Untitled) - Ethereal

Eile Edit  Wiew go ;apture gnal\;ze Statistics Help
I . . __l D] T il ; T T
= PH xS RevsF e HE QAN GEEX B
Eilter: Ieapol ~ Expression... Clear apply
Mo, Time Source Destination Protocol  Info . 23
7 8.113334 D-Link_Ze:0d:40 Cisco-Li1_Bb:00:a4 EAPODL Start
8 8.115009 Cisco-Li_8b:00:a4 D-Link_2e:0d:40 EAP Reguest, Identity [RFC3748]
10 16.636952  D-Link_Ze:0d:40 Cisco-Li_8b:00:24 EAP Response, Identity [RFC3748]
11 16.710191 Cisco-Li_8b:00:a4 D-Link_2e:0d:40 EAP Request, EAP-TLS [RFC2716] [Abobal
17 18.002113 D-Link_Ze:0d:40 Cisco-Li_Bb:00:a4 TLS Client Hello
13 19.438502 Cisco-Li_8b:00:a4 D-Link_2e:0d:40 TLS Server Hello, Certificate[Malformed Packet]
17 23.926132 D-Link_Ze:0d:40 Cisco-Li_8b:00:a4 EAP Response, EAP-TLS [RFCZ2716] [Abobal
18 23.985581 Cisco-Li_8b:00:a4 D-Link_2e:0d:40 TLS Server Hello, Certificate[Malformed Packet]
19 33.837465 D-Link_Ze:0d:40 Cisco-Li_8b:00:a4 TLS Certificate, Client kKey Exchange, Certificate Verify, Change
21 37.713078 Cisco-Li_8b:00:a4 D-Link_2e:0d:40 TLS Server Hello, Certificate[Malformed Packet]
D-Link_Z2e:0d:40 Cisco-Li_8Bb:00:24 EAP Response, EAP-TLS [RFCZ2716] [Abobal
Cisco-L1_sb:00:ad4 D-Link_Ze:0d:40 SUCCess
Cisco-Li_8b:00:a4 D-Link_Z2e:0d:40 EAPOL Key
Cisco-Li_8b:00:a4 D-Link_2e:0d:40 EAPOL Key &
]File: "DADOCUME~LhurieniLOCALS ~ 1\ Temphether }OCOIYQOGT " 9055 Bytes 00:00:46 |F': 330 14 M: 0Crops: O

Standalone EAP-TLS

Opencap
Smartcard-

NET

v'High security

v'High privacy

v'High mobility
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AID: |

Demo? RADIUS

|AUUUUDUEIBUUUUZE‘FFFE‘E‘FF89313ZBEUU ‘
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ATR:

Protocol: T=0

‘33169 6417374726964

Wi-Fi, EAP-TLS
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