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MONEY TODAY

The development of monetary
technology continues today.

A bank card permits the account
holder to make payments by
direct transfer and withdraw
money from cash machines. Coing
and notes now compete with a
new generation of ‘smart cards’.
These contain microchips which
store electronic cash to provide a
fast, convenient way of paying:
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Smartcard Genesis
1980, First BO’ French bank card, from CP8
1988, SIM card specification
1990, First ISO7816 standards
1991, First SIM devices
1995, First EMV standards
1997, First Javacard
— The javacard is a subset of the java language R
— Patent US 6,308,317 Y ﬁlmwwlm =
1998, JCOP (IBM JC/OP) / :
1999, Global Platform (GP)
2002, First USIM cards

1988, the 21 (BO’) chip

»"3?-“@ FEPROIV]

Siemens (SIM) chip, 1997
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What is a Smartcard ?

A smartcard is a SPOM « CPU
—  Self P_rogrammable One Chip Microcomputer, — Classical 8 bits processors, 1 - 3 MIPS (Clock 3.3 MHz)
born in 1980 — 32 bits RISC processors
— 7 billions smartcards produced in 2012 . Communication port
~ 0.6 billion of contactless devices (%) — 1507816 serial link 9600 to 230,400 bauds
Tamper resistant device —  USB (1SO7816-12), 10 Mbit/s
— A Secure Microcontroller . Binary Encoding Rules
— Security is enforced by physical and logical

— Afive bytes Header
* CLAINSP1P2P3

— An optional payload of P3 (LC) bytes

countermeasures
Typical chip area 5mm x 5mm

Memories size — An optional response of P3 (LE) bytes,
— ROM 28 - 256 KB Area Factor 1 * which ends with a two bytes status word SW
— E?PROM 64 - 128 KB Area Factor 4

— RAM 4 - 8 KB Area Factor 16

ISO 7816-4 commands are called APDU, their maximum
size is about 256 bytes.




What a smartcard does (*),
* The five operations of a smartcard are :
— 1-input data, 2- output data, 3- read data from

non volatile memory (NVM), 4- write or erase data
in NVM, 5- compute a cryptographic function.”

VCC L. D D - CLA INSP1P2Le
RESET—— _ e QWP [Le Bytes] SW1 SW2
CLK—— 1 | =—10  CLAINSP1P2 Lc[Lc Bytes]
l SW1 SW2

ISO 7816-2 Serial Link
12/214



Tamper Resistant Computing
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Secure Embedded Systems, S.Ravi, 2004

Non-Invasive

Software

attacks Crypto

and
protocol
weakness

iming

Power Analysis
*SPA
-DPA

Electromagnetic

Analysis

-SEMA

-DEMA

Fault inductio

Micro-probing
Reverse Engineering

Examples of attack threats faced by embedded systems.
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e C=Me=M*M* ... *M (e operations)
* e=e;2°+e 2 +e2'+..+e , 27", ei=0o0r1,di=¢g 2
e C= MdO * Mdl * Mdi * ok Mdp-l

— G =My=M%®= 1orM Ci=Ci*X C_C|1C_C|1C_C|1*Xi
e Algorithm W
. . /\/ <—>
— Begini=0 < < >
— Cy=X,%=1o0rM, this calculation needs a time T,
— Loopi<p
— X =X2, =X, * X4, this calculation needs a time Ts S PA

— Ife=0Then C,=C_,, needs a “short” time t,

— If ei=1”Then C,=C._ * X, this this calculation needs a SI n g Ie Power AttaCk

“long” time t,

o T=TgtTstt, +Ts+ty+..+Ts+t,,,  Pascal Urien 171214



Differential Power Analysis

* Paul C. Kocher, Joshua Jaffe, Benjamin Jun: Differential Power Analysis. CRYPTO 1999:
388-397

— Covariance, cov(X)Y) = 0 yy = E(XY) - E(X)E(Y)

— Correlation coefficient, pyy =0 4y / Vv(xv(y), pxy €[-1, 1]
— E(XY) = E(X)E(Y) + p .y VVIX)V(Y)
— E(XY) = E(X)E(Y)+ pxy 0(X) o(Y)

* Let’sassume:

A key domain of 2P values, i € [0, 2P-1]
A physical effect, such as power consumption, with an input value k, X(k,t)

A function Y correlated to the secret key i, and working for all input value k, Y;(k), and for each key i,
<Y,(k)>=0
For each wrong key
* Pxy =0, <Xi(kt).Y;(k)> = <X(k,t)> <Y;(k)> =0
For the right key (j), pyy #0
o <X(kt).Y,(k)> = pyxy(X) o(Y)

18/214



Bellcore Attack, D.Boneth 1997

E1= x5 mod p, E2=x° mod g
y =a.El + b.E2 mod pq
a=1 mod p, a=0 mod ¢
b=1 mod g, b=0 mod p

y =a.E1l + b.E2 mod pq

y'=a.E1" + b.E2, computation fault on E1’
y-y' = a.(E1-E1’)

If E1-E1" can not be divided by p
GCD(y-y’, n)=q (n=p.q)
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DES fault injection - 1/2

L15 R15 * Attacker knowns
g) K16 the right value
S Table R16
e  He creates a
~ A
o . fault AR15,

which implies a
Contrainte (C)

. . N
Rlﬁ"'Rll‘:’a — SIZL-]_E. f I‘flg:} I LQ{L-lg 1 Iflﬁ.::' R16 Value
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DES fault injection DES - 2/2

Clé DES 56 bits

R15 [ [ * About 218 values
g Compre 55:1”6 of K16, verify
= the (C) relation
6 hits \*IJ
Tir  About 224 DES
(5 ) =D (3 )
ﬁ?####### (eys verify the
4 bits

(C) relation
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Secure Microcontroller

MC68HCTO5PA microcontroller with clearly distinguishable Top metal sensor mesh on ST16 smartcard Hardware bus encryption module in Infineon
blocks SLE66 family smartcard chip [27] preserves EEPROM
data from being microprobed. 100x magnification

SX 28 microcontroller with ‘glue logic’ design Second metal layer and polysilicon layer can Nothing can be seen under the top metal
be seen through top metal layer on Microchip layer on Microchip PIC16F877A microcontroller [37] as
PIC16F877 microcontroller [36]. 500x magnification the layers inside the chip were planarised during 22
fabrication. 500x magnification / 2 14



Some figures for the ST22

microcontroller

Algorithm Function Time
Signature with CRT 79.0ms
ASA Signature without CRT 242.0m
1024 bits d ° - ms
Verification (e=0x10001) 3.6 ms
Signature with CRT 485.0 ms
RSA . -
2048 bits Signature without CRT 1.7 s
Verification (e=0x10001) 11.0 ms
Triple 18 ps
DES P v
Single 8 ps
SHA-1 512-bit Block 194 us
AES-128 Encryption including subkey computation 85 us
Kev aeneration 1024 bits key 2.7 s
ye 2048 bits key 23.1s

ND
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The Smartcard MASK Age
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The BO’ banking card

Was used in France during the period 1985-2000
A memory area with

— public,

— (PIN) restricted,

— and private zones.

The Public zone content is sighed with an RSA private key (static authentication)
Transaction parameters (date, amount) are written in the card

A function (The TELEPASS function), whose access is protected by a PIN code, generates
cryptograms based on the 3xDES algorithm

parameter Internal Address
>>BC 80 00 00 08 01 23 45 67 89 AB; 07 EO
<< 9000 .— Cryptogram

>> BC C0 00 00 08

______________________________

250214



Reading BO’ poi
e b oo en on eading pomters
<< 08 4D 00 25 90 00 Adresses
bsol VCCA
>> BC BO 09 DC 04 2 soue;(}o mémoire d’état transitoire

<< 08 D9 3F E5 90 00 208 [0] clé de fabrication
>> BC BO 09 D8 04 AD1— 210 gg clé 1B
<< 09 F1 08 D9 90 00 00 clé 1A
00
>> BC BO 09 D4 04 ADS— [0
<< 0A 57 09 F1 90 00 83 jeu secret
>> BC BO 09 DO 04 AD2— clé 2A
<< 0A C3 0A 57 90 00 2 mots réservés pour clé 2B
PR A e d"acces
>> BC BO 09 CC 04 ADM—" 4 B e NG 128
- , zone confidentielle
<< OF BO OA C3 90 00 Apc 1 n mots avec 0 < n < quelques mots
>> BC BO 09 C8 04 ADT—
<< 1F F4 OF BO 90 00 transacti
zone transaction
AD1=210 ADS=230 AD2=278 ADM=290
ADC=2b0 ADT=3e8 ADL=7f8
ADL— zone de lecture
Key 1B + Key 1A ADl-Length= 16 bytes 1 n mots avec 1 < n < quelques mots
_ - 9co (00 AD1 CCR RUF
Secret Keys ADS-Length= 36 bytes ocg [0 0] ADL CCR ADT CCR
Key 2A + Key 2B AD2-Length= 12 bytes 900 [0 0] ADC CCR ADM CCR
: _ 9D8 [0 0 AD2 CCR ADS CCR
Access Area ADM-Length= 16 bytes 9E0 [0 0] type d’application[o 0 1 0 0 0 O[EPILP| _ |CCR
Secret Area ADT-Length= 520 bytes 9E8 [0 0] AD1 [ccr n° encarteur CCR
00 numéro de série CCR
10

i 9F0
Reading Area (VS) ADL-Length= 228 bytes SES e e et
Pascal Urien LULCLF IV



BO’: Transaction Area

02=year

08= mounthday: C8/8 = 25 25/08/02 25051

06/09/02 59692

: cV’Amount =61DB=25051 10/09/02 23339
______________________ 10/09/02 19849

__________________________ 5B 2B 33 50 4D 89 33 68 6B 9E 33 68 14 80 13/09/02 27550
33 98 1D 92 33 E1 2E BO 30 00 02 10 33 50 8C F4 33 BO 7A 7B 33 E8 35 CF 33 FO 64 DA 30 00 02 11 13/09/02 5248
90 00 19/09/02 7570
>> BC BO 04 68 40 28/09/02 11952
<< 33 08 09 39 33 08 04 9D 33 10 OD 74 33 28 17 10 33 28 73 55 33 30 17 10 33 40 35 CF 33 89 AC 1D 10/10/02 36084
33 CO 3F 9F 33 €8 11 FO 30 00 02 12 33 08 EB DO 33 88 A7 94 33 B8 75 DE FF FF FF FF FF FF FF FF 22/10/02 31355
90 00 29/10/02 13775
>> BC BO 04 E8 40 30/10/02 25818
<< FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 01/11/02 2361
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 01/11/02 1181
90 00 02/11/02 3444
>> BC BO 06 E8 40 05/11/02 5904
<< FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 05/11/02 29525
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 06/11/02 5904
90 00 08/11/02 13775
>> BC BO 07 68 40 17/11/02 44061
<< FF FF FF FC FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 66 04 10 E3 73 7F 42 40 24/11/02 16287
75 7F 42 40 77 73 0D 40 79 7F 42 40 6E 11 04 E3 73 32 01 09 6E 00 0C F3 FF FF FF FF FF FF FF FF 25/11/02 4592
90 00 01/12/02 60368
>> BC BO 07 E8 08 17/12/02 42900

<< 70 FF 8F FF FF FF FF FF 90 00 Pascal Urien 23/122]7i§]i2-

Enter your pin code



BigInteger kpriv = new BigInteger

("1423991357280606721596681803333085864700730227882257313609\
900555054188454201824800920161049221243") ;
BigInteger kpub = new BigInteger ("03")

BigInteger kmod = new BigInteger

("213598703592091008239502270499962879705109534182\
6417406442524165008583957746445088405009430865999") ;

String test= "5D 08 69 7D 8E 99 3B C9 F7 DF 46 9D 36 B3 2F 2A EO 10 18 01

00 F9 04 3C 1D EF 6A 72 69 39 5E B5 2C C7 38";

X =
X
X =

X =

BCB
2E

30
38
39
37
33
3A
30
32
3F
3D
36
35
920

38 D1 52 34 03

new BigInteger ("1234")
x .modPow (kpriv, kmod)
x .modPow (kpub, kmod)

test.modPow (kpub, kmod)

0 07F8 34
03 30 33

00 05 DO
69 7D 8E
93 BC 9F
DF 46 9D
6B 32 F2
EO 10 18
13 8D 15
34 03 00
90 43 C1
EF 6A 72
93 95 EB
2C C7 38
00

o O NMOP W VWO

’

’

00
69
93
DF
6B
EO
13
34
90
EF
93
2C

05
7D
BC
46
32
10
8D
03
43
6A
95
c7

DO
8E
OF
9D
F2
18
15
00
Cl
72
EB
38

00
69
3B
46
2F
18
52
F9
EF
39
c7

BO’ Signature Value
Humpich Attack (2000)

00010a000004978461030099869£f££1099120211\ (20 bytes)
00010a000004978461030099869£f££1099120211\ (20 bytes)

10 a0 00 00

4978461030099869 // card number
£f££10

9912 // issuance date

0211 // expiration date

00 5D 08 5D 08 69 7D
7D 8E 99 8E 99 3B C9
C9 F7 DF F7 DF 46 9D
9D 36 B3 36 B3 2F 2A
2A EO 10 EO 10 18 01
01 38 D1 38 D1 52 34
34 03 00 03 00 F9 04
04 3C 1D 3C 1D EF 6A
6A 72 69 72 69 39 5E
5E B5 2C B5 2C C7 38
38

1214



SIM for GSM radio networks

* Information is organized according Master file
to repertories and files e | B
. 3F00 RAND__I__»
* Some Information dcatod ]~
|| DF Dedicated
— IMS R0 | | ]
— Two phone books e ' Tas | [ne
— One SMS file o e ; |
PRI
* Some Procedures ] Ke |
— RUN_GSM_ALGORITHM, computes IS  RERGCRREEEREE ’
the A3/A8 algorithm Eilleementary
// Run_Gsm_Algorithm(RAND) RAND

<<9F 0C
>>A0 C000000C KC

____________________________________________

SRES 291214



The Smartcard Application Age
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The Applications Age

Invention of Java Card, in 1996

A java virtual machine (JVM) runs applications written in javacard, a
subset of the java language.

Embedded applications are identified by a number, the Application
Identifier (AID), whose maximum size is 16 bytes.

This milestone marks the birth of Secure Elements (SE)

— ASE is a secure microcontrollers equipped with general purpose operating
systems, supporting a virtual machine and able to download, delete, and
execute applications.

It also enables the splitting up between hardware and software.

These components may also be included in electronic chips with
classical pinout, performing additional tasks such as NFC controller

31/214



The Application Age Milestones
1997, First Javacard

— The javacard is a subset of the java Ianguage
— Patent US 6,308,317 M

1998, JCOP (IBM JC/OP)
1999, Global Platform (GP)
2002, First USIM cards

Siemens (SIM) chip, 1997

32/214



Example of a javacard OS

Iation
s @ pﬁ.mmb
N;m KMaching | f)
;\

.'"
Sysiom I.-”ﬂd__\.l f karpretar
on. | I
e mlnl.m.ral;ur I
o | ' Irera
polcancm
J rafarence resolution ll\-»__ﬂ-r"f

[ T te [card|apeefcana

| . ]
| B | Autherscaton ]
Sorvios APDL f=rcia | prof. | mgr. [Remc E ETLANS e |
b managoe Lot WrchrA G —=t Irnug;h:r
: Cryptographic condiicn
AAM Fiold marager | | - | | handiers
T —
i 1D probocot |l kit e Startup
Lo S — Mty hardicrs
| | EEFROM alccaionfansaction support . B
HKamal Characser AR | EEFROM Crymiocgrapinic
larpee [Tl driver | | drivanr i s Rosal
..................................................... = —
g | Eclian ]
Harchwars - N HRrchtrs semony protaclion . ove-ee--- E o —_
I P5R
I AAM | [ EEFROM

Tual, J.-P. "MASSC: a generic architecture for multiapplication smart
cards", Micro, IEEE Volume: 19, Issue: 5, 1999
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Example of Javacard Code

package Demo;

import javacard.framework.*;

public class DemoApp extends Applet

{

final static byte BINARY_WRITE = (byte) 0xDO0

final static byte BINARY_READ = (byte) 0xBO

final static byte SELECT = (byte) OxA4

final static short NVRSIZE = (short) 4096

final static short ERROR_WRITE = (short) 0x6D02 ;

final static short ERROR_READ = (short) 0x6DO01 ;

byte[] NVR = null ;

public void process(APDU apdu) throws ISOException
{ short adr,len;

byte[] buffer = apdu.getBuffer() ;

byte cla = buffer[1ISO7816.OFFSET_CLA];
byte ins = buffer[ISO7816.OFFSET _INS];
byte P1 = buffer[ISO7816.0FFSET P1] ;
byte P2 = buffer[ISO7816.0FFSET_P2] ;
byte P3 = buffer[ISO7816.0FFSET_LC] ;
adr = Util.makeShort(P1,P2) ;

len = Util.makeShort((byte)0,P3) ;

switch (ins){
case SELECT: return;
case BINARY_READ:
if (adr <(short)0) adr =(short) (NVR.length+adr);
Util.arrayCopy(NVR,adr,buffer,(short)0,len);
apdu.setOutgoingAndSend((short)0,len);
break;
case BINARY _WRITE:
short readCount = apdu.setincomingAndReceive();
if (readCount <= 0) ISOException.throwlt(ERROR_WRITE) ;
if (adr <(short)0) adr =(short) (NVR.length+adr);
Util.arrayCopy(buffer,(short)5,NVR,adr,len);
break;
default:
ISOException.throwlt(1ISO7816.SW_INS_NOT_SUPPORTED);
1}
protected DemoApp(byte[] bArray,short bOffset,byte bLength)
{ NVR = new byte[NVRSIZE] ;
register(); }
public static void install( byte[] bArray, short bOffset, byte bLength )
{ new DemoApp(bArray,bOffset,bLength); }
public boolean select() { return true; }
public void deselect() { }}
34214



The Applications Age

 The development of the javacard technology creates a
need for trusted management of embedded software.
— The Global Platform specifications enforce the applications

lifecycle i.e. downloading, activation and deletion in secure
elements.

— All these operations are handled by a card manager entity, hosting
an Issuer Security Domain (ISD) identified bv an AID

* Applications ey | DR SEIRY
— EMV cards %Zc;gfx | otner
— ICAOQ passports card "I~ Application
— USIM cards Manager <7 -
— PKCS Cards Global o) e Application
Platform Runtime

API

Environment35/214



USIM for 3G/4G radio networks

UICC modules host USIM applications
—  Thelist of USIM applications is stored in the EF-DIR file
At least two concurrent applications may run at the same time

—  The application index is identified by the last two bits of the CLA byte H L R
3G/4G authentication is performed thanks to the AUTHENTICATE (INS=88) command
Exam pIe K (Ex): 465b5ce8 b199b49f aa5f0a2e e238a6bc
S>> OO 88 OO OO 20 I | RAND | | AUTN OP: cdc202d5 123e20f6 2b6d676ac72ch318
RAND= 23553cbe 9537289d 218ae64d ae47bf35 ]
<< DB 28 || SRES || CK || IK || 9000 RAND
— AUTN:=SQON @ AK || AMF || XMAC SQN: Sequence SQN: ff9bb4d0bG07 AMF= b9b9 OP¢ oP I. OPc
Number SQN||AMF||SQN|AMF E
RAND AUTN K
A
- Y
SQN @ AK AMF MAC OP(*L OPc» OP>o OP»® OPc»
b9b9 rotate rotate rotate rotate rotate
byrl by 12 by 13 by 14 by 15
Check ‘Y 1 by
SON san Ex
OP,.
U S I M A A 4 v h 4 h 4 h 4 h 4 h 4 A

4 XMAC= N, fl* 5 2 f3 K= f4 5%
| f1 || f2 | | f3 | | fa | 4A9FFAC354DFAFB3, SRES= F769BCD751044604 AK2=
A54211D5E3BAS0BF 127672711C6D3441 451E8BECA43B

TR A -
01CFAF9EC4E871E9 — =
XMAC=MAC AK=AABBICB48370  p4npA9A3CEBB2A0
RES cK IK 5BBFODYS7B21BFCB 3 6

I & LT



About EMV cards
* EMV means Europay MasterCard and Visa

— These three companies initiated in 1994 the
development of this specification.

— More than 1 billion EMV cards deployed every year
in the world.

0L/07% 12708
BRIAN BARTOLO
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About EMV standards

 The EMV specifications are published in four documents:

— Book 1, Application Independent ICC to Terminal Interface
Requirement. This document details transmission protocols, files
commands and application selection.

— Book 2, Security and Key Management. This document defines all
security procedures available in EMV chips.

— Book 3, Application Specification. This specification presents EMV
data elements and commands; it describes debit and credit
applications.

— Book 4, Cardholder, Attendant and Acquirer Interface Requirements.
This document contains a set of recommendations for the support
of EMV devices in payment systems.
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Understanding the EMV model

53555
Financial
.— | Institution
EMV BT (e (Bank)
card o e
Cryptovm Card
Generation Issuer

_ HSM

Financial
Transaction
Authorization

Cryptograms
Verification
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EMV-Device structure

An EMV smart card contains one or several EMV applications.

An EMV application manages a set of information that can be freely
read.

— These data are encoding according to the ASN.1 syntax.

An EMV application produces cryptograms that authenticate
payment transactions.

A Data Object List (DOL), is a list of tuples
— TAG (one or two bytes)
— and object length (one byte)

1214



EMV smart card

Stores multiple EMV applications
Each application manages a set of data and procedures

Information is organized according to files and records
— Records store a set of ASN.1 encoded object (Data Object, DO)

Some Data Objects
— Application Primary Account Number (PAN)
* The card number
— The Signed Static Application Data (SSAD)
* Asignature (with the ISSUER private key) for a set of information stored in the card.
Some procedures

— DDA, Dynamic Data Authentication, encoding of a random 32 bits value with an optional smart card
private key

— Cryptogram generation, based on 3xDES algorithm, working with input parameters such as
transaction amount and date
* ARQC, The Authorization Request Cryptogram (ARQC) starts an EMV transaction.
* AAC, The Application Authentication Cryptogram ends an EMV transaction.
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EMV details

e Application Primary Account Number (PAN)
— The card number
— Tag 5A, Length 08, Value: 49730197 619002 78
e Application PAN Sequence Number (PSN)
— An additional identifier for the card
— Tag 34, Length 01, Value: 00
* Signed Static Application Data (SSAD)
— A signature for a set of information stored in the card.
— Tag 93

— The list of signed objects is found in the AFL (Application File
Locator) or in the optionnal tag 9F4A

1214



Static Authentication

Issuer Certification Authority Acquirer
Distributed to Acquirer
Private Key [ | Public Key Private Key | | Public Key (Resides in Terminal)
Static (Issuer) (Issuer) (CA) (CA)
application I P Sca Pea
data
Signed Static y
] Application | e—
g Issuer PK
Data (SSAD) Certificate |
| '
IC Card e IC Terminal

L I

Commumcation between IC Card and Terminal




Example of decrypted SSAD with

the Issuer Public Key ... ...

6A03010000BBRBBRBBBBRBBRBBBBBRBBR
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB
BBBBBBBBBBBBBBBBBBEBBBBBBBBBBBBBB
BBBBBBBBBBBBBBBBBBEBBBBBBBBBBBBBB
BRBBBBRBBRBBRBBBBBRBBBBO3B996EDCC
8D893EDF039915C1B22344ACD2C588BC

Decrypted SSAD

~SHA1 |

Pascal

03010000BBBBBBBEBBEBBBEBRBBRBBBBBBBB
BBBBBBBBBBBBBBBBBBBBBBBBBBBBEBBEBB
BBBBBBBBBBBBBBBBBBBBBBBBBBBBEBBEBB
BBBBBBBBBBBBBBBBBBBBBBBBBBBBEBBEBB
BBBBBBBBBBBBBBBBBBBBBBBBBBBBEBBEBB
BBBBBBBBBBBBBBBBBBBBBBBBBBBBEBBEBB
BBBBBBBBBBBBBBBBBBBBBBBBBBBBEBBEBB
BRBBBRBBBRBBBBRBBBRBB571345330182
69340345D11122018653485750016F5F
25030811015F24031112315A08453301
82693403455F3401009F0702FF008E14
00000000000000004201440301030203
1E031FO039F0DOSF848FCAOOQO09FOEQN500
100000009FO0FO05F868FCEF8005F280202
509F4A01827C00

Urien
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Dynamic Authentication

DDA (Dynamic Data Authentication) is an
encryption procedure dealing with the ICC private

key.
 DDOL or Dynamic Data Authentication Data
contains a list of data to be included in the DDA

e The DDOL is included in the tag 9F49

— A typical value of 9F3704 means the use of a 32 bits
(04 bytes) random value

Pascal Urien 45/214



DDA

e Command Internal Authenticate :
— 00 88 00 00 04 5FAD5SDF7

8081809ABRE30A14921B400C8361E532A
OD81EFB5DBEF206DE17725C11FCABL9BF
5EBB4FATCFA90B68130E7B2ES5FB6BE29
E9D57B42BB61480ECFF69CE6E2826C32
0C437A2B183A35E94B7599229AC758B2
D53B7CBEEE4D35C6794C6BE2DB4AE3TE
32BBA2FA62BESOA349D4D366A91EA264
1258045E035CF5BCF52F4EATB65C54B9
85DF5D

response

Decrypted Response

ICC Dynamic Number

6A05010908C8ED932E93721CB1BBBBBB
BBEBBBEBBEBBBEBBEBBBEBBEBBBEBBEBB
BBEBBBEBBEBBBEBBEBBBEBBEBBBEBBBEBB
BBEBEBBEBBBEBBBEBBEBBBEBBEBBBEBBEBB
BBEBBBEBBBEBBBBEBBEBBBEBBEBBBEBBBEBB
BBEBBBEBBBEBBBBEBBEBBBEBBEBBBEBBEBB
BBBBBBBBBBBBBBBBBBBBBB0653343900
96405CDE78DB8B120584EBCB2926FFBC

05010908C8ED932E93721CB1RRBBBBBB
BEBBEBBEBBEBBBBBBEBBEBBBEBBEBBBEBB
BEBBEBBEBBEBBBBBBEBBEBBBEBBEBBBEBB
BEBBEBBEBBEBBBBBBEBBEBBBEBBEBBBEBB
BEBBEBBEBBEBBBBBBEBBEBBBEBBEBBBEBB
BEBBEBBEBBEBBBBBBEBBEBBBEBBEBBBEBB

BBBBBBBBBBBBBBBBBBBB5FADSDE7 _

Pascal Urien

| =sHA1

— Data to hash
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EMV Details
* Card Risk Management Data 1 (CDOL1)

— CDOL1 is the list of objects required for the generation of a
transaction cryptogram

* Tag 8C, Length 1B, Value: 9F 02 06 9F 03 06 9F 1A 02 95 05 5F 2A 02
9A039C019F 3704 9F 45029F4C08

e Card Risk Management Data 2 (CDOL2)

— CDOL2 is the list of objects required for the completion of a
transaction.

— It is the concatenation of the Authorization Response Code
(TAG 8A, length 02) and the CDOL1 value.

* Tag 8D, Length 1A, Value: 8A 02 9F 02 06 9F 03 06 9F 1A 02 95 05 5F
2A029A039C019F37049F4C08

1214



e ARQC & AAC

— The Authorization Request Cryptogram (ARQC) starts an EMV transaction.

— A set of values, whose elements are listed by the CDOL1 object, and
without TAG or length information, are pushed towards the card.

— The content of CDOL1 is noted xCDOL1 and the response to ARQC is noted
yCDOL1.

e XCDOL1 comprises an Unpredictable Number (TAG 9F37, length 04), i.e. a random
value of 32 bits.

* The response yCDOL1, includes an 8 bytes cryptogram and additional information.
* AAC

— The Application Authentication Cryptogram ends an EMV transaction.

— A set of values, whose elements are listed by the CDOL2 object, and
without TAG or length information, are pushed towards the card.

— The content of CDOL2 is noted xCDOL2 and the response to AAC is noted

XxCDOL2.
1214



* ARQC

ARQC & AAC example 1/2

* 000000000000, the transaction amount

e (000000000000, the cash back

* 0000, the national code of the payment terminal
* 8000 00 00 00, the terminal verification result

* 0000, the transaction currency code

* (010101, the transaction date

* 00, the type of transaction

* 123456 78, a four bytes random value: r32

— yCDOL1

e 771E
— 9F 27 01 80, Cryptogram Information Data
— 9F 36 02 00 18, Apllication Transaction Counter (ATC)
— 9F 26 08 80 29 D3 A0 BB 2A 5E 60, Application Cryptogram
— 9F 1007 06 7B 0A 03 A4 A0 00, Issuer Application data
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AAC

ARQC & AAC example 2/2

— xCDOL2

5A 33, Authorization Response Code

00 00 00 00 00 00, the transaction amount

00 00 00 00 00 00, the cash back

00 00, the national code of the payment terminal
80 00 00 00 00, the terminal verification result
00 00, the transaction currency code

01 01 01, the transaction date

00, the type of transaction

12 34 56 78, a four bytes random value: r32

— yCDOL2

77 21

9F 27 01 00, Cryptogram Information Data

9F 36 02 01, Apllication Transaction Counter (ATC)

2E 9F 26 08 82 8E OA 3E 70 D4 4A D4, Application Cryptogram
9F 10 0A 06 16 0A 03 25 80 00 02 00 00, Issuer Application data

1214



Global Platform

The Global Platform standards lssuer Other

(GP) specify the mechanisms for _ Security  Other
the management of the Security Domain T
applications embedded in secure Domain Application
elements, i.e. software Card
downloading, activation or Manager
deletion. i

Mutual authentication procedures
based on shared secrets enable the
creation of secure channels used
to store and install JAVACARD
programs.

Global Platform messages are /
shuttled by ISO7816 requests and Global \

responses. Platform Runtime

API Environment
51/214
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Main Administration (GP) Commands

AUTHENTICATE

Commands Topic
Activate an embedded application. The Issuer Security Domain (ISD) is the
SELECT LT .
application in charge of GP operations
INITIALIZE UPDATE Initialize mutual authentication with ISD
EXTERNAL

Ends mutual authentication with ISD

DELETE Delete a package or an application
INSTALL Allocate memory before package loading or instantiate an application
LOAD Load a package

Javacard binaries are stored in CAP (Converted Applet) file, i.e. a set of .class files

Packages and applications are identified by AID

52/214



SCPO1 Mutual

Authentication

Select ISD: A0 00 00 00 03 00 00 00 00

>> 00 A4 04 00 08 A0 00 00 00 03 00 00 00 00
<< 6F 19

Card challenge (8 bytes)

Host

challenge (8 bytes)

T

/

Card challenge
{4 byte nght half)

Host challenge
(4 byte left half)

Card challenge
(4 byte left half)

Host challenge
(4 byte right half)

Derivation data (16 bytes)

Figure D-3: Session Key - Step 1 - Generate Derivation data

>>84 08 A0 00 00 00 03 00 00 00 A5 OD 9F 6E 06 40 51 23 05 21 14 9F 65 01

FF90 00

initialize-update

CLA=80 INS=50 P1=00 (key version), P2=00 P3=08, host challenge = 9D B1 90

58 6D 84 B6 96
e >>80500000089D B19058 6D 84 B6 96

‘ Static S-ENC key (16 bytes)

Derivation data (16 bytes)

ECB encryption

e <<0000232500473090 1809 FF 015799 34 CB BCAE 75 9B 90 4C 79 38

1B 9A E2 7990 00

Key diversification data 10 bytes 00 00 23 25 00 47 30 90 18 09
Key information 2 bytes FF 01 FF=Key Version Number 01=Channel Protocol

Identifier,
Card challenge 8 bytes 57 99 34 CB BC AE 75 9B
Card cryptogram 8 bytes 90 4C 79 38 1B9A E2 79

EXTERNAL AUTHENTICATE

P1 = Security level = 00 = No secure messaging expected, P2 =0

Host cryptogram =29 E5 5B 81 89 02 99 EO
Host MAC =E84A 14 89 66 54 7A 6C

e >>848200001029E55B81890299 EOE84A 14 89 66 54 7A 6C

o << 9000

Authentication Done

Y

‘ Session S-ENC key (16 bytes)

Figure D-4: Session Key - Step 2 - Create S-ENC Session Key

‘ Static S-MAC key (16

bytes)

!

Derivation data (16 bytes)

ECB encryption

Y
‘ Session S-MAC key (16 bytes)

Figure D-5: Session Key — Step 3 - Create S-MAC Session"lrzey



The VISA GP Model (SCP02)

KMC-ID (6B) CSN (Chip Serial Number, 4Bytes)
KMC (DES Master Key for Personalization Session Keys, 6 Bytes)

Constant Sequence Counter ‘00" Padding
(2 bytes) (2 bytes) (12 bytes)

KEYDATA = KMC,; || CSN = Key diversification data (10 Bytes)

Secure Channel base key (16 hytes)

KENC := DES3;,,c [ Six least significant bytes of the KEYDATA|| FO||01] || ¢
DES3y\c [ Six least significant bytes of the KEYDATA || OF || 01].
—h{ CBC encryplion ————

Derivation data (16 bytes)
KMAC := DES3y,c [ Six least significant bytes of the KEYDATA || 'FO’ || 02] ||
DES3yc [ Six least significant bytes of the KEYDATA || ‘OF’ || 02]. Y

Session Key (16 bytes)

KDEK := DES3y,c [ Six least significant bytes of the KEYDATA|| 'FO’ || 03] ||
DES3yc [ Six least significant bytes of the KEYDATA || ‘OF’ || 03]

Figure E-2: Create Secure Channel Session Key from the Base Key

Session Key IC Card Key Derivation Data
SKUgNC Kenc ‘01827 | | sequence counter | | *EMV Card
‘0000000000000 00000000000° Personalization
SKUwmac Knac ‘0101° | | sequence counter | | Specification Version
*000000000000000000000000° 1.1 July 2007
SEUpEx Kpex ‘0181 | | seguence counter | |
‘00000000000 DO0OOO0000000°
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The Smartcard Virtual Age
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NFC Genesis

1994, Mifare 1K

— In 2011 Mifare chips represent 70% of the transport market.

2001, 1SO 14443 Standards (13,56 MHz)

— Type A (Mifare)

— Type B

— Type F (Felica)

2004, NFC Forum

— Mifare (NXP), 1SO14443A,15014443B, Felica (Sony)

— Three functional modes :
e Reader/Writer, Card Emulation, Peer to Peer

NFC controllers realize NFC modes

Pascal Urien
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From ISO 7816 to ISO 14443

* The basic idea of Wi-Fi design was Wireless Ethernet.

* The basic idea of ISO 14443 design was Wireless (ISO 7816)

Smartcard.
— Contrary to IEEE 802.11 there is no security features at the
radio frame level.

_ ISO 14443
O v=2m fc > U-o H Contactless Mode
@ % READER
H=5A/m
(([ NFE

fc= 13,56 10° Hz
SO 7816 = 1356

Contact Mode V=2,2v
S——r 57,214
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About Inductive Coquling
S OO0, 00— [ @)
< (Ofw  MRIOD @]-me |z

Primary Circuit . + Secondary Circuit \ )

Neumann formula

- —
= = 1 dl.
q)jk = My Ik I'l?mk jE J%L’rdlk

Cj Ck

d1) |L1 M| il

®2| |L2 M| |i2

k=M /NL,L, No energy propagation,

The Energy is conservative, i.e. implies vicinity proof.
The Energy delivered by the primary circuit Ppp, =il. (M wi2),

is equal to the energy consumed by the secBidat{ftircuit P, =i2. (M wil). 58/214
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The Near Field Communication Age

The early Near Field Communication technology
was normalized by the ISO 14443 standards at the
beginning of the 21st century

It was targeting contactless applications, mainly
for ticketing services.

— Itis possible to draw a parallel with the Wi-Fi
technology that delivers seamless IP services;
however and contrary to Wi-Fi framework, ISO
14443 doesn’t natively support security facilities
(i.e. data privacy and integrity) for radio packets,.

ISO 14443 works at the 13,56 MHz frequency, the
secure microcontroller is fed by an inductive
process.

— For a magnetic field of 5A/m and a loop area of 8x5
cm? the resulting voltage is about 2,2V (per loop).

— Several data coding schemes are defined (referred
as A, B, and F), which support a throughput ranging
from 104 to 848 Kbits/s.

NFC standards build an extended framework
over I1SO 14443. They defined three working
modes:

reader/writer, it is a CAD device, compatible
with I1SO 14443 standards, feeding a
contactless device, and supporting typeA,
typeB and typeF radio coding schemes.

card emulation, it is a set of protocols working
with reader/writer appliances, which are
realized by secure elements or by pure
software means.

Peer to Peer (P2P), two devices, the "Initiator"
and the "Target" establish a NFC session using
protocols (incompatible with ISO 14443)
defined by the NFCIP-1 standard

1
1
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NFC Standards Overview

French B’ NDEF
Activity Technology / Device Platform
Lizen, RF e
Avoidance. 14443
Technology - SN E P
Detection. ISO 14443-2A JB ISO 14443-2A
Collision -
Resotution SO 14443-3A 14443 | 150 14443-3A LLcp
FELICA
-3B
Device Type 1 Type 2 Type 4A | Type 4B Type 3 Tag
Activation Tag Tag Tag Tag Platform NFC-SEC
Platform Platform Platform | Platform
DEP
Data NEFC-DEP Type 1. 2. ]P\'Ill;f(;gjlfP
Exchange Protocol Type 1. 2. and 3 Tag ISO-DEP Protocol and 3 Tag i
Half-duplex Protocol Half-duplex PaSSI\le MOde
} Protocols 1
Device ) Active Mode
Deactivation NFCIP_]. ISO 14443_4 NFCIP 1 NFCIP—l

*ISO/IEC_18092 standard and NFCIP-1 standards are similar

DEP: Data Exchange Protocol Pascal Urien 61/214



NFC Radio

ISO 14443

ASK 100%
Modified Miller

ASK 10%,
NRZ-L

Subcarrier fc/16
OOK Manchester

Subcarrier fc/16
BPSK, NRZ-L

Bit Rate nitiator________[Target ____

ASK 100% Subcarrier fc/16
Modified Miller OOK Manchester
ASK 8-30% ASK 8-30%

OOK Manchester OOK Manchester

BitRate ______|initiator _______ |Target

106 kbps 150 14443-2
NFC-A
212 kbps ISO 14443-2B
424 kbps  \rcs
848 kbps
NFCIP-1 106 kbps
Passive
Mode 212-424 kbps
NFCIP-1 106 kbps
Active
Mode 212-424 kbps

ASK 100% ASK 100%,
Modified Miller Modified Miller
ASK 8-30 % ASK 8-30%,

OOK Manchester OOK Manchester

62/214



1ISO 14443-3A
State Machine

REQA: Request Command
for Type A

ATQA: Answer To Request
of Type A

SAK: Select AcKnowledge
UID: Unique IDentifier

About Anti-collision

Several devices may be detected at
the same time.

For example the PN532 NFC
controller can work simultaneously
with two 1SO14443 devices.

1
specific anticollision :

w H w
1 1
Specific 1 ! Specific
framss 1 Proceed with commands and protocols 1 commands
amed : defined in ISOVIEC 1444234 : and
protocols 1 H protocols
| ISO 14443-4 !
. e (€€t
2

ISONEC 144433

o START | :

7 i

Send REQA | i

]

H Receive ATOA |
1

bit fraeme anticollisaon 1

v

cascas.s:ﬂuel' | i UID:
=+ 47,10
: cascade lewsl | antcollison loop i O Ct etS

| UID complets,
D not completes i FIEIE)'E]-:E"g-lm liznt 1o
:
D complete !
1
1

PICC compliant io
ISCVIEC 144434

H ISOVIEC 144434
1




SO 14443-3B

State Machine

AFl: Application Family
|dentifier (4 bytes). A
card pre-selection
criteria by application
type.

REQB: Request of Type
B

ATQB: Answer To
Request of Type B

ATA: Answer To ATTRIB

POVWER

Povever O
‘// (IFF v

Wait for REQB ]4—

or WAKE-LIP

=4

REQE or (WAKE-LIP

IDLE
* w
\'@ .
1 PO |
[ Select R ]R"' Ready ANTI-
OPFTTON X fequested | oy 1 ps1on
=1 - REQB or
Wait for Matched 'AKE-LIR
Slot-MARKER L
¥  Matched
* Slot-MARKER READY
[ Send ATOBE ]
1 h 4
W't Tor Matched
Else ATTRIB or HALT REQB or Ready
“hlaiched ATTRIE + WAKE-LUF Declared

Send ATA

Pdatched l
- HALT

ACTIVE
Else
L
Draselact |

T
ACTIVE

1ISO 14443-4 4

Send Answer
o HALT

6—7:.--_- HLALT HALT
-._\_,_,-o-""'L l
- WARE-LUP 64



ISO 14443-4 Frames (T=CL)

e |SO 14443-4 frames transport ISO 7816-4 APDUs

Prologue field Information field Epilogue field

PCB | [CID] |[NAD] [INF] EDC

1 byte|1 byte|1 byte 1ISO 7816-4 APDU 2 bytes

- »>
Error Detection Code

» FSD / FSC .

Figure 14 — Block format
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P R
L Field On L

ISO 14443-4 ==  TYPEA ONLYZ

* RATS: Reque5t for |F=ec8i:em0| [ senawuPA | HALT

Answer To Select TN e

e ATS: Answer To Select P

iNon ISO/IEC!
Lo 144434 |
Protocol

ATS
available?

TL Length byte | . .
| - . . : RATS/ATS is a | |
orma e - DESELECT Resp.
TIO ..... cofes Y(1)and FSCl  Z]| | L | | Mmean to switch —
TA(1) Interface bytes @ L F'__ec_ewe AIS_ from MIFARE to | DESELECT Reaq. |
— | codesDSand bR 5 ISO-14443A (Dual f
= yes |
'I'Blﬁ) _____ codes FWI and SFGI 2 Interfaces Devices)
no
TCI(” _____ codes protocol options yes
T1 Historical bytes
— PPS Req. |
| Il
CRC1 | PPSResp_ |
|
I
CRC2 Exchange
i Transpa rentx\\'
Figure 4 — Structure of the ATS —— D;:{t::{ --"

Figure 1 — Activation of a PICC Type A by a PCD

ISCVIEC 14443-3

De-Activation Sequence

ISOVIEC 144434




1=Record

Start

1=Record
[ End
7 T 5 4 3

1=First
Chunk

MEBE

I /

ME CF

A
SE IL THNFE —

TYPE LENGTH

PAYLOAD LENGSTH 3

PAYLOAD LENGTH =2

PAYLOAD LENGTH 1

PAYLOAD LENGTH 0O

TD LENGTH

/

1= Payload
Length Included
1=ID Length
Included

— Structure

of TYPE Field
1= Well Known

|dentifier
describing
the TYPE of
the payload

E TYPE /E

3 /'/' URI
reference

i ; (RFC 3986)

| | | |
Figure 3. NDEF Record Layout

NDEF: NFC Data
Exchange Format

NDEF Record Example:
(NFC Text Record Type
Definition)

D1:11010001

01: Type Length

OA: Payload Length

54: Type= T, Text

02: ID=UTF8

65 6E: “EN”

5361 6D 70 6C 65 20: "Sample "
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NFC TAGs

NDEF Format for passive TAG

Type 1

—  Based onISO 14443-A

— Innovision Topaz, Broadcom BCM20203
Type 2

—  Similar to Typel

— Based onISO 144413-A

—  Compatible with NXP MIFARE Ultralight.
Type 3

—  Similar to Typel

— Based on the Japanese Industrial Standard (JIS) X
6319-4.

—  Compatible with Sony Felica
Type 4

—  Similar to Typel

—  Based on ISO 14443-A

—  Compatible with standard ISO 14433-4 Smartcards
NXP-specific type tag

—  Mifare Classic

LLCP NDEF services

SNEP: Simple NDEF
Exchange Protocol

SNEP Requests and SNEP
Responses

LLC service access point
address 4

Service Name

“urn:nfc:sn:snep”
68/214



Example of Type2 Tag with Mifare

NDEF AID ] )
Mifare Classic

Mifare Ultralight

Block Hex ASCIT
a 04AD3 EOBF .Oas MAD Sector
1 0277 1ES80 = (Sector 0)
. EB428 0000 aH. .
3 E110 0600 A. ..
4 TGSGE D101 . .TT.
5 0BS54 0265 .T.e= _Non-
proprietary
] 6ES53 6laD nSam NFC Forum
- Sector
7 TOEC &520 ole (Sector 1)
B8 FEOQOO 0000 ...
o Q000 0000 ..
10 0000 0000 .. Non-
11 0000 0000 . proprietary
NFC Forum
12 Qoo QOO0 - m o om Sector
13 0000 0000 - (Sector 2)
14 0000 0000 ...
15 0000 0000 ...
I }

Type2 Tag Sijze 48 bytes

\ Manufacturer Block Block O
CRC 't;’:fe O3E1h | O3E1h | O000h | O000K | O000K | OO00K | O000h | Block 1
0000h | O000h | OO00h | OO0O0OK | O0O00Kh | O0O00Kh | O0O00OKh | O0O00h | Block 2
Key A = ADATA2A3A4ASH | 710023S Bits = 2% Key B = [SECRET] Sector
0300h |FEh . Block O
LT}srminator TLw
Empty NDEF Block 1
ZiEiliRiai EfigiE iR i Efiimigiaisie BIOCkz
FFO788h Trailer
: Block O
Block 1
Block 2
Sector
Trailer

Mifare Application Directory, MAD
Mifare tags are read by Android Mobiles 69/214



//
>>
<<
//
>>
<<
>>
<<
<<
<<
<<
<<
<<
<<
<<
<<
<<

>>
<<
<<
<<

//
//

Type 4 - Tag

select NDEF File

00 A4 00 OC 02 E104

9000

Read Binary (file length is encoded in the two first bytes of the
00 BO 00 00 02

0130 9000

00BO 0000 FF

0130
940FE462636172642E6E65743RA62636172643339393233331E313238361F
1F50415343414C1F555249454E1F1F1FA94AA86F9817B8B4372042A7DOF37BB7
DC871E694AF83523401004FB19177A136A025AC082DFODA833A9BI9DOD4AR0O30F
E60BE6EB36BO0ODADD89604B4BEOB1I9F9B2498E849846D2678981F06E3FAAGCEFL6
0OF414F2B1AE3C8EB35280F280D00E4241EA132A6D18BCC886898536E2B8E8D24
AAB838E58400D7C897C8216D0CD85F94ABFF7C4E3E8AAO0036870FA88885FB9089
D58DB6A373BFB87B2A525A38DC13677BC5393F5956C461DCEE3409ED8C43C37F
C9B9A2BA472CE98EATOD326EA7AE3BIDDEF3D499A6EA4EE751013655006874
9000

00BO OOFF 31
7T4703A2F2F6D6F62696C652E62636172642E6E65742F617070732F3F453D3132
383626553D383033343438433237313742

9000

Write Binary (NULL NDEF)
00 D6 00 00 05 00 03 DO 00 00

file)

http://www.ndefparser.net/

Record .1:

HEADER: 0x94 ( MB:1, ME:0, CF:0, SR:1,
IL:0, TNF:4)

TYPE LENGTH: Oxf

PAYLOAD LENGTH: Oxe4

ID LENGTH: No ID LENGTH field

TYPE: 0x62636172642e6e65743a62636172
64 ("bcard.net:bcard")

ID: No ID field

Payload as Ascii: "399233 1286 PASCAL
URIENJo7B{iJ5#@zjZ36IFgn?o0
AO+5(($2hSn+$X@ || J 6s{*RZ8 g{
9?2YVa4CG,2n;N"
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What is a Secure Element ?

A Secure Element (SE) is a Secure Microcontroller, equipped with host interfaces
such as ISO7816, SPI or 12C .

OS JAVACARD JCOP EXAMPLE: NXP PN532
GP (Global Platform)

ROM 160 KB | o _ I — 1

EEPROM 72 KB e A e ——

RAM 4KB sieeuTL— i PRmeraN MEMORY — FameXE
Crypto-processor N I i il rorcacon s
3XDES, AES, RSA, ECC . ,;5‘_2 | oo <_ KMzmary Management Uit (MU}

Certification CC (Common Criteria) EAL5+

L |

Security Certificates EMVCo - .

MFC secure modules SECURE_MXS51 CPU ‘l
Product features PM&SL cuer| Gtesk | ctock Jr>
Embedded MFC IC PMS32 B -
Available host interfaces serial, SPI, 12C jﬁ ﬁ ﬁ \/L TRISLEDES
Embedded Secure IC PSCMOT2 TERS ceFRocEsseR
Cobedded Secure I¢ JCOP or 3rd party | mrdy| ssermmes Tl | e ||
Stacked passive component IC yes T ET e
Package thickness 1.2 mm | VOLTASE REGULATOR | T
Package size 7 mm?2 o v 7 1
Package type HLZFMNA8 Pascal Urien /2 14



Secure Elements Market

Eurosmart Estimated WW MP TAM — (Mu) Contactles

Financial
share of total
Government — Healthcare
share of total
Transport

Total

2021
2450
75,4%
350
68,6%
220
3020

2022 fo
2530 -
79,0%
385
70,0%
220-245
3135 - 3235

Pascal Urien

Telecom™
Financial services
Government — Healthcare
Device manufacturers **

Transport

Others™*

Total

™ Eurosmart Estimated WW MP TAM — (Mu)

2021
4700
3250
510
490
220
155
9325

2022 forecasts
4600
3200 - 3300
550
520
220-245
150

9240 - 9360
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NFC and Secure Elements

* Some NFC Controllers embed a Secure Element
* In that case the card emulation mode may be managed by the embedded secure element
* Thisis the Google Secure Element Android Model

HOST INTERFACE

Sim [uart] | spi || rc |
INTERFACE

]
sAM
INTERFACE | 1| MEM
[ rmenon ]
CLESS UART

| | INTERRUPT
] CLESS lIJI’\I:FI_IE_FlFAGE || RX CODEX SIGNAL | 1| conTROLLER cPu |Nher:h|;gEg|:
| | PROCESSING HTB0CS1 MX
TX CODEX | GPlo |
FPOWER

1 MANAGEMENT RNG
UMIT

CLOCK | DEBUG-IF |
MAMNAGEMENT r
UNIT
debugtest

oo

Reader/writer 1SO 14443 —A-B, MIFARE, FeliCa®, NFC Forum tags, 1SO 15693
Card Emulation ISO 14443 —-A-B-B’, MIFARE, FeliCa RF , SWP
RAM 5Ko, ROM 128 Ko, EEPROM 52 Ko 731214



Android, Nexus S, 2011

=
ROIM _
S =l | R
I
| CA ACCE
1
! APPLICATIONS I TB'“fh WiFi GPS NFC ME Lero || com
oo CTL
V[ NFe TELEPHONY | | RA | [METER|| PASS
I
1 — — —
" FRAMEWORK : FLASH| | RAM MIC
| /java/android/ 1+15 || 512 | [scREEN|| p E(;;: USB
" JINI | Go Mo
! I
1
I
I | LIBRAIRIES " Application
: NEC RIL DALVIK : PFOCESSOF(].GHZ] 'THLE::TLT-]J’](i::rE’iI’d"
| ! + GPU g
1
1
: LINUX KERNEL ! A
. ron n
: /dev/nfc /dev/baseband | Baseband Radio Layer Module
Lo—J-—————= I_____! Processor Interface (RIL) (FEM)

CTL BAND EB SIM "4




The SIM card becomes an NFC device:
the Contactless Front-end (CLF)

The ETSI TS 102 613 Standard

CLF to UICC
T TN e 7-\\

SWIO ‘ - —  swio
OUTPUT L__| > L__ | INPUT EB
CLF UiCccC
(Master) s (Slave)

Gnd | | ] Gnd
' AN

N S
S2
uUliCC to CLF

A simplified HDLC protocol: SHDLC
A physical Link: Single Wire Protocol (SWP)

757214



SIM-Centric Legacy Paradigm

TRANSPORT Over The Air Administration
3 AWP

&
PAYMENT- ( 4
L\ J

ACCESS CONTROL

NFC KIOSK
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HID NFC White Paper: SIM Centric Services

Trusted

Ky ... Service
!\@ \Ma‘nager () R a 32D E

TSM-MNO /Ulmgmt
NFC phone

> ' wallet
[N

L, .
TSM-SP // = MNO Reader infrasctucture
| (W)

SII-IOTAN\\\‘*\ ) Payment
| - Access Control

-~ SENEEd - Transport

L redentials
a—
o 1)
1  Store Office _ TSM-SP | . ~% NFC SIM Phone

Bank

.-—-\_ ? Transit

[

/-
Payment card Transit card Issues Issues access Connects service Secure Element Stores credentials NFC antenna
issuer issuer coupons and cards to providers and management securly
loyalty cards employees MHNOs rifc chip
SIMOTA
Manages cards Memory magmt

NFC ecosystem with the Secure Element in the Smiasca %rfl‘l%] MNO 77



SIM Form Factor

Removable Embedded Integrated

o

Micro SIM Nano SIM Embedded Integrated SIM
SIM

781214



SD Card with NFC Controller

http://www.tyfone.com/

EEPROM 72 Ko

ISO 14443 Antenna Type A
GP / JCOP
Flash Secure Element

Memory MiFare

Flash
Controller

Antenna
Controller

In2Pay™ Firmware

Real-Time Operating System
MicroSD Controller

http://www.devicefidelity.com/

Secure Element

IS0 7816, T=0, T=1 (communication 2231
speed, kbitfs

IS0 14543 T=CL {communication speed, L2248
kbit/s)

Available EEPROM Options kBytes 72
MiFare 1K Wes
ROM (free for applets, up to kBytes) 6L
APDU Buffer (RAM/bytes) 261

Java Card Version 221
Global Platform 211

SCP Secure Channel Protoco SCPo1, SCPo2
DESJTDES (bit) 56112168
R5A (bit) 24832

SHA SHA-1
Random Mumber Generator Yes

RsA Eey Generation Wes
Logical Channels 1

WsSDC z.7.1 b

VMPA 132 L

M Chips

Mobile PayPass o.g9a

<

Discowver Zip

<
||| |m
L2 I B N L B R ]

<
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Google Vault : a SD Card

SD card

Only two files: WFILE and
RDFILE

Cryptographic procedures
GB of storage

MB of throughput

NFC controller

Research Hardware / Development Kit

» Fully Open Source

« FPGA-based development PCB
*« OpenRISC1200 Processor

* microSEL RTOS

« SD protocol

« NAND FTL

» Project Vault IDL

- HW-backed crypto

/mnt/sdcard

W Vi FIL
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over SMS. It enables the remote management

3GPP 15 03.48

* This standard defines a secure transport of APDU

(via the Global Platform framework) of SIM card

é} OTA Configurations Settings

[=S)

- E

8 o7 o Configuration
E@ O3 .45
s
----- U Confidentiality
----- &5 Command Packet
i -;:, Proof of receipt
e e
- B Originsting address

oo “-ﬁ Serwvice certre

Property

walue

Ok |

Irtegriky

Cryptographic checksum

1D algorithin group

DES

Cancel |

1D algorithim

Triple DES in outer-CEBC mode - 2 keyps

EID key index

o1

Active KID keyp

2971016041 GOEASO0E7F1 21 60425 220E0

e VA 2




2011, Open Mobile API

—— NFC AP g Open Mohile AF] Interface ————

SmartcardSardice
MF T SeErglhce
e ce=s Controd [Endloerd
A550 plomy e

S L term ol SIrA f mimeirsnll
Eermyiresl = purn sl

-;r_ ¥ Terminal1.apk
rermiEaror b

A55D ker el
deyice moc]e
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The Open MobileAP]

The API defines a generic framework for the access to Secure Elements in a mobile environment. It is
based on four main objects.

The SEService is the abstract representation of all SEs that are available for applications running in the
mobile phone.

*  SEService seService = new SEService(this,this)

*  public void serviceConnected(SEService service)

* seService.shutdown()
The Reader is the logical interface with a Secure Element. It is an abstraction from electronics devices
which are needed for contact (ISO 7816) and contactless (ISO 14443) smartcards.

* Reader[] readers = seService.getReaders()
The Session is opened and closed with a Reader. It establishes the logical path with the SE managed by
the Reader.

* Session session = readers[0].openSession()

* session.close() or readers[0].closeSessions()
The Channel is associated with an application running in the SE and identified by an ID (the AID=
Application IDentifier)

*  Channel channel = session.openlLogicalChannel(aid)

*  byte[] response channel.transmit(byte[] command)

* channel.close()
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Open Mobile APl & Security Policy

In order to protect the USIM from a non-authorized Android
application, an access control (AC) mechanism based on the PKCS#15
standard is used.

— The PKCS#15 repertory (hosted by the SIM) contains three files defined
for the access rules

— The Access Control Main File (EF-ACMF) gives a reference to the Access
Control Rules File (EF-ACRF)

— The Access Control Rules File (EF-ACRF) stores a list of Access Control
Conditions File (EF-ACCF), each of them being associated to a particular
AID.

— Each Access Control Conditions File (EF-ACCF), contains a SHA1 digest
of the mobile application whose access to embedded software
running in the Secure Element (and identified by its AID) is authorized.
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OpenMobileAPI: The SIM File System

ME (3F00)
| -EF-DIR (2F00) —--> reference to DF-PKCS#15

|
| -DF-PKCS Access Control Main File #15 (7F50)

| -ODEF (5031) -—> reference to DODF

| -DODF (5207) -——> reference to EF-ACMain

| -EF-ACMain (4200) -—> reference to EF-ACRules

| -EF-ACRules (4300) -—> reference to EF-ACConditions

| -EF-ACConditionsl (4310)
| -EF-ACConditions2 (4311)
| -EF-ACConditions3 (4312)
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EF-ACRules

30 10
A0 08 // aid
04 06
A0 00 00 01 51 01 // Application Identifier (AID)
30 04
04 02
43 10 // EF-ACCondition File
30 10 A0 08 04 06 A0 00 00 01 51 02 30 04 04 02 4
30 10 A0 08 04 06 A0 00 00 01 51 03 30 04 04 02 4
30 08
82 00 // other
30 04
04 02
43 12 // file
FF FF FEF 90 00

w
=
[

w
=
[
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No access to any application

Tx: 00 A4 00 04 02 43 10 // Select AC-Conditions1
Rx: 61 20

Tx: 00 CO 0000 12
Rx: 62 1E 82 02 41 21 83 0243 10 A5 06 CO 01 00 DE 01 00 61 OE

Tx: 00 BO 00 00 00 // Read AC-Conditions1 - empty file, no access to any application
Rx: 6C 1E

Tx: 00 BO 00 00 1E

Rx: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF 90 00
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Access to a single application

Tx: 00 A4 00 04 02 43 11 // Select AC-Conditions2
Rx: 61 20
Tx: 00 CO 00 00 20
Rx: 62 1E8202412183024311A506CO00100DEO1008A01058B036F0602
8002 00 1E88 009000
Tx: 00 BO 00 00 00 // Read AC-Conditions2,
Rx: 6C 1E
Tx: 00 BO OO 00 1E
Rx: 30 16
04 14
1111111111111111111111111221121111111111111// CertHash
FF FF FF FF FF FF
90 00
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Access by any application

Tx: 00 A4 0004 024312 //Select AC-Conditions3
Rx: 61 20
Tx: 00 CO 00 00 20
Rx: 62 1E 820241 2183024312A506C00100DEO01008A01058B
03 6F 06 02 80 02 00 1E 88 0090 00
Tx: 00 BO 00 00 00 // Read AC-Conditions3, access by any application
Rx: 6C 1E
Tx: 00 BOO0O 00 1E
Rx: 30 00 // empty condition entry,
FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF

90 OO Pascal Urien 89/214



About Mobile Payments

US payment cards market
2011: 21 trillion S
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Some Figures

According to the French national bank ("Banque de France"), the France gross domestic
product (GDP) was about 1900 billion € in 2013.

The global amount of financial transactions was about 27 000 billion €.

1,7% of these operations were performed with bank cards (leading to about 450 billion
€).

Nine billion of card transactions were performed in 2013, with an average value of 50€.

The number of payment cards in France was about 86 million, more than the
population.

In France in 2015 Srvati
— About 0,025 billion of NFC payment operations 18000000
— 10 €in average 14 000 000
— 0,25 billion €

10 000 000

— 0,05 % of payment card transactions
6 000 000

A '\"‘ A '(" H H H H O 4” P '("
& N &
oé' S bb“ o° \b& & ,04 (‘@ \?\ .\\? o "QQ
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About the EMV Payment Four Corner
Architecture Apayment processor

is a company (often a
third party) appointed
by a merchant to
handle transactions
from various channels
Merchant Bank such as credit cards

Payment Processor and debit cards for
merchant acquiring

banks. They are
usually broken down
into two types: front-
end and back-end.

ACQUIRER Bank
Merchant Account

Credit Card Network

ISSUER Bank

Card Issuer
ey CH|P

- S gf?im

& R Vish
*‘\ —) i

/ /  Payment
,. o~ terminal
EMV Gagdivtien 92/214



Classical Online Payments

e Card Not Present (CNP) transaction
— Work with a Payment Service Provider (PSP)
— Card number, validity date, bearer name
— But it the predominant fraud
* Impliesinsurance costs
* Inorder to limit the fraud, the Visa and MasterCard companies
developed the 3-D Secure protocol

— It uses an Access Control Server (ACS) that performs additional
authentication.

— A transaction code is typically sent via SMS, to a mobile phone number
bound to a credit card

1214



ISSUER !
Front L

[
Office I
Ol =
' %Authorlqatlon

Directory Server

|

I
|I @

To ken

Access | Token q! ;’erif.
Control| |ssyance . equest
Server Pa :

yer R i S

Authentication

Response (CAVV) : @
| Authentication I —
SMS Code | —_—
Card I — - /*

I Provider ServerPlug-In

@\

AttriM: :
o ted Payment WP @
somethin Encrypted aymen MPI
Card In}o Service Merchant

ACQUIRER

Front

Payment
Gateway

Authorization
Reporting

Card Holder t

* Merchant

3D
Secure

A payment gateway is a
merchant service provided by
an e-commerce application
service provider that
authorizes credit card or direct
payments processing for e-
businesses, online retailers,
bricks and clicks, or traditional
brick and mortar.

The payment gateway may be
provided by a bank to its
customers, but can be
provided by a specialized
financial service provider as a
separate service, such as a
payment service provider.
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A typical EMV transaction comprises
five steps

1) Selection of the PPSE (Proximity Payment Systems Environment)
application, which gives the list of embedded payment EMV
applications identified by their AID.

2) Selection of an EMV payment application.

3) Reading of the application capacities, thanks to the GPO (Get
Processing Options) command, which also returned the structure of
embedded information organized according to a records/files scheme.

4) Reading of records and files via the ReadRecord command.
Certificates are checked and a DDA procedure may be used as non
cloning proof.

5) Generation of payment cryptograms, triggered by GenerateAC or
CDA commandes. Pascal Urien 95/214



Legacy EMV

According to iso7816 standards EMV applications are identified by
AID (Application IDentifier) attributes, 16 bytes at the most.

An EMV application embeds an index of a certification authority (such
as VISA or MasterCard), an issuer certificate signed by the CA, and an
ICC (integrated circuit card) certificate delivered (and signed) by the
issuer.

The ICC certificate authenticates most of information stored within
the EMV application (PAN, bearer's name, validity dates...), encoded
according to the ASN.1 syntax.

An ICC private RSA key is available and used for non cloning proof,
thanks to a dedicated command called DDA (Dynamic Data
Authentication), in which a 32 bits random is encrypted by the ICC
private key.
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Legacy EMV

* Financial transactions are associated with cryptogam
generation based on symmetric 3xDES cryptographic
algorithm.

* One or two dedicated commands (GenerateAC) are
required by a payment operation, whose input
parameters include, among others, the amount and the
date.

DDA and GenerateAC may be combined in a single
procedure called CDA (Combined Dynamic
Authentication).
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EMV ISO7816 main commands

EMV Binary (hexadecimal) Encoding
Iso7816 request CLAINS P1 P2 P3
SELECT AID 00 A4 04 00 P3=AID-length AID
GetProcessingOptions 80 A8 00 00 P3=parameters-length
ReadRecord 00 B2 P1P200

Pl=record number
(P2-4)/8 = file number (FSI)

GenerateAC 80 AE P1 00 P3=parameters length
P1=type of cryptogram
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PayPass Mag Stripe (PMS)

PMS is an adaptation of EMV standards to magnetic stripe.
It generates a dynamic Card Validation Code (named CVC3).
A PayPass transaction comprises the five following operations:

1) Selection of the PPSE application.
2) Selection of the PayPass application.
3) Issuance of the GPO command.

4) Reading of the record one, file one, which contains the trackl and track 2
equivalent data

5) Issuance of the Compute Cryptographic Checksum (CCC) iso7816 request,
including an unpredictable number. The PayPass application returns the CVC3
value.

Contrary to EMV the PMS profile does not embed certificates or RSA private
key. Thanks to CVC3 it is compatible with legacy magnetic card networks.
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Customer’s

Network

Google Card Not Present transaction (CNP) lssuer Bank
Acquirer /_(W\

Google Card

Issuer iE

Customer's
Cards

Google
Wallet 2
(2012)
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Google PrePaid Card Transaction

// SELECT 2PAY.SYS.DDFO01
>> (00A404000E325041592E5359532E4444463031

<< 6F2C840E325041592E5359532E4444463031A51ABF0C1761154F10A000000004
1010AA54303200FFO1FFFF8701019000

6F File Control Information (FCI) Template
84 Dedicated File (DF) Name
325041592E5359532E4444463031
A5 File Control Information (FCI) Proprietary Template
BFOC File Control Information (FCl) Issuer Discretionary Data
61 Application Template
4F Application Identifier (AID) — card

A0000000041010AA54303200FFO1FFFF
87 Application Priority Indicator
01

Pascal Urien
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Google PrePaid Card Transaction

// Select MasterCard Google Prepaid Card

>> 00A4040010A0000000041010AA54303200FFO1FFFF
<<

6F208410A0000000041010AA54303200FFO1FFFFAS0C500A4D617374657243617
2649000

6F File Control Information (FCI) Template
84 Dedicated File (DF) Name
A0000000041010AA54303200FFO1FFFF
A5 File Control Information (FCI) Proprietary Template
50 Application Label
MasterCard

Pascal Urien 102/214



// Get Processing Options

>> 80A80000028300 Goo g le PrePaid
<< 770A 8202 0000 9404 08010100 9 000

AIP=0000 AFl= 08010100 Ca rd Tra nsact | on
// Reader Record one File one Track 1 data
>>(00B2010C00

<< 706A9F6C0200019F62060000000000389F63060000000003C64 35343330
3939393930393937393939395E202F5E31373131313031303031303030303030
303030309F6401049F650200389F660203C65430 999909979999 D 17111
01 0010000000000F 9F670104 9000 Track 2 data PAN= 999909979999

Validity Date= 1711
// COMPUTE Cryptographic Checksum (CVC3)

>> 802A8E8004 00000080
<< 770F9F6102 0038 9F6002 0038 9F3602 0012 9000
CVC3 Track 2 CVC3 Track 1 ATC
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VISA MSD

VISA VCPS (Visa Contactless Payment Specification) MSD (Magnetic Stripe Data),
is an adaptation of EMV standards to magnetic stripe for contactless payments.

It generates a dynamic Card Verification Value (dCVV, a three digits code) based
on a 3xDES (112 bits) secret key.

A VISA MSD transaction comprises the four following operations:
— 1) Selection of the PPSE application.
— 2) Selection of the VISA MSD application.
— 3) Sending of the GPO command with payment attributes (amount, date...).

— 4) Reading of the record one, file one, which contains the track 2 equivalent data.
This file includes a dCVV computed after the previous GPO.

Contrary to EMV the VISA MSD profile does not embedded certificate or RSA
private key. Thanks to dCVV it is compatible with legacy magnetic card networks.
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4 digits

ATC PAD (Zero blt)
SELECT 2PAY.SYS.DDFO1 - Jlpan }i/
oy N
pAN|| = () () h2sb
. Il
SELECT Visa App 16 digits PAI\! (16d) KeyA Left f"f',.»f;'"""\ Right
BCD Exp'fv Dgtz (4(21)“‘ 64b //\\ 64b
ervice Code i / \\
GET PROCESSING “ENCRYP X/ A\
OPTIONS fc [ _
/A <§—-ﬁ§%<: A B
64b |
READ first record /oD 2/
N
|| KeyA KeyB KeyA
COMPUTE Cryptographic 7 o - fop
Checksum DI JL EncrRypT <l DECRYPT <. ENCRYPT
G=A23FB35FC89AE3A9 W é%%%]
> -
23358939AFBFCAEA . T V| Elp&=| F oo e

233
12335893905152040

rFdsidl vlicii

1uo =44



Merchant System

i0s

SE

Add to
Cart

520

ApplePay

Present Apple Pay

Cart

~ ) Apple Pay Eligible?

Postal Code

™

Payment
Sheet

Pay with Touch ID

~ ) Valid Touch ID

Create Cryptogram
Encrypt Customer
Information

Pascal Urien Télécom ParisTech

Customer
& Payment
Information

= )

Order
| Confirmed

Decrypt

Payment
Provider
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Apple Pay

Select PPSE
00A404000E 325041592E5359532E4444463031
6F 23 [...] 9000
6F File Control Information (FCI) Template
84 Dedicated File (DF) Name
325041592E5359532E4444463031
A5 File Control Information (FCI) Proprietary Template
BFOC File Control Information (FCI) Issuer Discretionary Data
61 Application Template
4F Application Identifier (AID) — card
A0000000031010
87 Application Priority Indicator
01

Pascal Urien
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Apple Pay

Select VISA MSD
00A4040007 A0000000031010
6F 39 [...] 9000
6F File Control Information (FCI) Template
84 Dedicated File (DF) Name
A0000000031010
A5 File Control Information (FCI) Proprietary Template
9F38 Processing Options Data Object List (PDOL)
9F6604 9F0206 9F0306 9F1A02 9505 5F2A02 9A03 9C01 9F3704 9F4E14
BFOC File Control Information (FCI) Issuer Discretionary Data
9F4D Log Entry
1401
9F5A Unknown tag
1108400840

Pascal Urien
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Apple Pay

GPO
80A8000037 8335]...]

8335
86 00 00 80
00 00 00 00 00 01
00 00 00 00 00 00
04 80
00 00 00 00 00
04 80
1408 18
01
4A 94 57 1A
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

8006 00 80 08 01 01 00 9000
AIP = 0080, MSD mode
AFL =08010100, one record one file
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Apple Pay

//Read Record 1 file 1
00 B2 010C 00

701A 5713 4071231311223344D200320100000509 0002 5F5F 20
02 20 2F 90 00

70 EMV Proprietary Template
57 Track 2 Equivalent Data DAN dCVV

407123131122334 4D 2003 201 0 0000 509 00025 F
5F20 Cardholder Name

/
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/ISelect PPSE E M V
00A404000E325041592E5359532E444446303100

6F23840E325041592E5359532E4444463031A511BFOCOE610C4F07A00000000
410108701019000

6F File Control Information (FCI) Template
84 Dedicated File (DF) Name
325041592E5359532E4444463031
A5 File Control Information (FCI) Proprietary Template
BFOC File Control Information (FCI) Issuer Discretionary Data
61 Application Template
4F Application Identifier (AID) — card
A0000000041010
87 Application Priority Indicator
01
Pascal Urien 111/214



EMV NFC

/| Select Master Card
>> 00A4040007A000000004101000

<< 6F388407A0000000041010A52D500A4D6173746572436172648701015F2D0266
/29F1101019F120A4D617374657263617264BFOC059F4D020BOA9000
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6F File Control Information (FCI) Template
84 Dedicated File (DF) Name E MV N FC
A0000000041010
A5 File Control Information (FCI) Proprietary Template
50 Application Label
MasterCard
87 Application Priority Indicator
01
5F2D Language Preference
fr
OF11 Issuer Code Table Index
01
9F12 Application Preferred Name
Mastercard
BFOC File Control Information (FCI) Issuer Discretionary Data
9F4D Log Entry
OB®#Aal Urien 113/214



GPO

80A8000002830000
7716 8202 1980 9410 08010100100101011801020020010100 9000
77 Response Message Template Format 2
82 Application Interchange Profile E IVIV N FC

94 Application File Locator (AFL)

82 (AIP - Application Interchange Profile)
1000 (Byte 1 Bit5) Cardholder verification is supported
0800 (Byte 1 Bit 4) Terminal risk management is to be performed
0100 (Byte 1 Bit 1) CDA supported
0080 (Byte 2 Bit 8) EMV and Magstripe Modes Supported

94 (AFL - Application File Locator)
List of records that should be read by the terminal.
Each record is identified by the pair (SFI - short file indicator, record number)
SFI 1 record 1, SFI 2 record 1, SRL3.reeerds 1-2, SFl 4 record 1 114914



Pl1=record number, (P2-4)/8 = file number (SFI)

/l read record 1, file 1
0O0B2010C 00

/l read record 1, file 2
00B20114 00

/l read record 1, file 3
0O0B2011C 00

/| Read record 2, file 1
00B202 1C 00

/| Read record 1 file 4
00B20124 00

EMV NFC
Records
and Files
Reading
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file 2
* B record 1

¥ © Application Data File (ADF) 70

O Certificate Authority Public Key Index (PKI) 5F

O Issuer PK Exponent 9F32

0 Issuer PK Remainder 52

0 Issuer PK Certificate 90

v [ record 2
¥ O Application Data File {ADF) 70
© Signed Static Application Data 93
file 4
* B record 1
¥ O Application Data File {ADF) 70

O ICC Public Key Certificate 9F40

O ICC Public Key Exponent 5F47

EMV N

FC Certificate Chain
&

El

1 @)

1 03h

% A0ZE5A9BCO502 AF3538E16AE4DA540BC517560170B84AEASASEFDEF4AE347E2 3
03914237h
430F535DE0E7O8CEE50F615FC440414008760C4CEDO16586ADE3 6ASETF3I53ELF4
1FZBOCAFSCA0036BC2C2F74E15COCCEEDA032B486A0A065ADA440051CDE48774

176 E5544F4E174A29B1904F7ELCTS066944EE370C0OCTOD3C1CIE36067606851FDO0EL
594C3E7513 452 ACFEART2E1422EATFC30759F3 AEE482FES97C952C5E711F2501
(48 bytes follow...Jh

3

1 FFh

154
AECESZAGE77412CDCFFE14DEL1B072000DEACFEL4C2 ASDE1CF3I65741F066138CE
BOGOZDAAZ1377A0ABDEBOOAEOE4F23ERE7EEAE312800B46FCCEL261202D4D52E00

176 ©963685BZAIFETEI0SD04FE165ED72CEORTAAIAN4054ER3 71762 1D53DF7C2C208
30B12414DE6240D5D52D501C1D009835E013244F383C1F80159944E37A46610F
(48 bytes fallow... T

Pascal Urien
1 03h 116



/Il P1= Generate TC (01xx) + CDA signature Request (xxx1)= 50
80AE50002B 0000000006290 000000000000 250 0000000000 0978 150610 00 90B4
EOD2 25 0000 0000000000000000 1F0302 00

000000000690 Amount

000000000000 Cashback E M V

250 Country Code

0000000000 Terminal Verfication Result

0978 Currency code N FC
150610 Transaction Date

00 Transaction Type

90B4E0D2 Unpredictable Number

25 Terminal type

0000 Data Authentication Code
0000000000000000 ICC Dynamic Number

1F0302 Cardholder Verification Method
00 LE

//[CDOL1 tag 8C
9F0206 9F0306 9F1A02 9505 5F2A02 9A03 9CA1 9F3704 9F3501 9F4502 9F4CO08 9F3ﬁ§ 1214

rien



/778191

9F27 01 80 Cryptogram Information Data
9F36 02 001F Application Transaction Counter
9F4B 70 Signed Dynamic Application Data

OE92DE44738A7C5533D5E29A7A6D230A
OE2123F3EE1DCD83C868551D4F01C1D2
4979BBAA978F95589731C1CA73DAY/DD
80E3B49D/BOCEA3B4CFE711D021DA8F9
4BE408C44EF614EBSF150FDDFEGDASCS
920EO041F8401E3DEOD313EB15DC7C6C9
DCDO0279F4EF450D39F8CA12361065124

9F10 12 Issuer Application Data (optionnal)
OF10
A04003223000000000000000000000FF

9000 Pascal Urien

EMV
NFC
CDA
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| ec e9 3c d4 a0 80 34 c8 TC

e e 07

1 09 al 86 bd eb 56 60 ba 15 b2 b2 8d 9f 1c b2 e4 74 a6 8d 8c 1
I Transaction Data Hash Code

1 05 Signed Data Format :
01 Hash Algorithm Indicator l
| 26 ICC Dynamic Data Length (LDD) : E MV
| 08 ICC Dynamic Number Length !
1 al bb 29 ce d6 89 95 7c ICC Dynamic Number : N FC
| 80 Cryptogram Information Data !

|

bbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbb
bbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbb Padding

154fb6d9d774t5e6f7eef512b557eaf754c9¢c8f3bc  Signature

Pascal Urien 119/214



signature= 154fb6d9d774f5e6f7eef512b557eaf754c9c8f3bc =shal E M V
{ 05012608al1bb29ced689957c80

||| 09a186bdeh5660bal5h2b28d9f1ch2e474a68d8c NFC
|| 49 x bb (49 = 0x70 - 0x26 - 25)
|| 90B4EOD2 } // Unpredictable Number C DA

Transaction Data Hash code = hash of

-The values of the data elements specified by, and in the order they appear in

the PDOL, and sent by the terminal in the GET PROCESSING OPTIONS

command

- The values of the data elements specified by, and in the order they appear in

the CDOL1, and sent by the terminal in the first GENERATE AC command.

- The tags, lengths, and values of the data elements returned by the ICC in the
response to the GENERATE AC command in the order they are returned, with

the exception of the Signed DynamiceApplication Data. 120/214



EMV
NFC

Transaction Data Hash code= shal ( C DA
0000000006290000000000000250000000000009781506100090B4E0D2220000000
00000000000001F0302

|| 9F27 01 80

|| 9F36 02 001F
|| 9F10 12 OF10A04003223000000000000000000000FF )
=09 al 86 bd eb 56 60 ba 15 b2 b2 8d 9f 1c b2 e4 74 a6 8d 8c

Pascal Urien 121/214



Host Card Emulation

Pascal Urien 122/214



Host Card Emulation

<« . Mobile API

MIW \\, SIM e
—a ii;"(:‘ =
LEGACY e Google Nexus S
!
Host Card Emulation
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HCE Service

<service
android:name=".MyHostApduService"
android:exported="true"
android:permission="android.permission.BIND NFC SERVICE" >
<intent-filter>
<action android:name="android.nfc.cardemulation.action.HOST APDU SERVICE" />
</intent-filter>
<meta-data
android:name="android.nfc.cardemulation.host apdu service"
android:resource="@xml/apduservice" />
</service>

Pascal Urien 124/214



HCE Service

<host-apdu-service
xmlns:android= "http://schemas.android.com/apk/res/android"
android:description="@string/servicedesc"
android:requireDeviceUnlock="false" >
<aid-group
android:category="other"
android:description="@string/aiddescription”™ >
<aid-filter android:name= "325041592E5359532E4444463031" />
<aid-filter android:name= "a0000000041010aa54303200£f£f01£f£££f" />
</aid-group>
</host-apdu-service>

The HCE service implements two methods for NFC communication:

- public byte[] processCommandApdu (byte[] apdu, Bundle extras).

- public void sendResponseApdu (byte[] responseAPDU).

Pascal Urien
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——e—
Token Requestor

Token Presemtment
[h==Y

P

Lalg

Digital
Wallet

T

Merchant

~

I
I
5
'

i
[}
I
—
v

To

Token Reguest

ken

Service
Provider

Token Assurance (IDEW)

Token
Service
Provider

- o wm - e - .
T PAN or Token
(Depends on Use Case)

Merchant
Tok=n

Network

T l PAN/Token

Issuer

EMV, Payment Tokenisation Specification,
Technical Framework, Version 1.0, March 2014

Optional Cloud-based
Data Exchange

NFC Dewice

NFC Data
* Token **
* Token Exp. Date **
* Tokan Recuesior ID (O) ***
* Token Cryptogram **

Merchant Terminal

- T -
* Token Exp. Date **
* Token Reguestor ID (O) ***

« | POS Entry Mode *
o | Tokan Cryotogram *=

Auth Reguest
* Tokan **
* Tokan Exp. Date **

* Token Regquestor ID (O) ***
POS Entry Mode *
ckan Crvonogs

Payment Network

T

&

® Token ***

* Token Exp. Date (O) ***

* Tcken Requestor ID ***
u * Token Asserance Data (0) ***

=

ssver

=

® PAN Exp.Date *
e * P0G Entry Mode *

y * Token Asscrance Level ¥**
Note: The Token Service Provider may

be located at the Issuer, Payment
Network, or a third party



Android Pay

Token Merchant receives Merchant processes Acquirer processes TSP translates
provisioned token via NFC payment payment token

NFC terminal & POS ‘ Card issuing bank
Terminal notifies of Network receives
transaction success or failure authorization response
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WETN S

dpan
expirationMonth
expirationYear
authMethod
3dsCryptogram

3dsEcilndicator

Android Pay Token

Type

string (digits only)
number

number

string

string

string (optional)

Description

The device-specific personal account number (i.e., token)

The expiration month of the dpan (1 = January, 2 = February, etc.)

The four-digit expiration year of the dpan (e.g., 2815)
The constant “3DS". This may change in the future.
3DSecure cryptogram

ECI indicator per 3DSecure specification

Pascal Urien
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Trusted Execution Environment
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Trusted Execution Environment

Never less CPU and memories (SRAM,
ROM) are common

The SRAM size is about 10KB and the ROM
size is about 128 KB

An fuse OTP memory of about 256 bits,
stores the hash of a public key

Trusted Application (Trustlet) are signed

privileged modes privileged modes

Trusted Zone is an ARM patent Normal world | Secure world
A processor with two modes: : :
— Normal Mode Normal world |1 Secure world
—  Secure Word user mode L user mode
A monitor entity manages the L
environment switch between the : :
Normal and the Secure word I :
|
: I
procedures and a set of registers. Normal world I : Secure world
1
L
¥
X

. I
T—Dr Monitor mode |«

I
|
I
I
|
I
I
|
I
I
|
Each mode has its own interrupt :
|
I
I
|
I
I
|
I
I
|

Pascal Urien 130/214



Android QSEE (Qualcomm’s Secure
Executlon Env:ronment)

E Normal World

: User-Mod
3 Applications

: Requiring |, ! Kernel-Mode
. Oren Secure OS | !

: S

i | Applications upport

E TrustZone APl ':

; TZ Driver

: Embedded OS

! Kernel-Mode

User-Mode

Cortex-A / ARM1176 Processor with ARM TrustZone Technology

x
Secure Element
(SecurCore)




Android Hardware-Backed Keystore

: keymaster kernel

Pascal Urien 132/214




TEE support in Android

[ AuthToken HMmAC key |

[

keymaster

(3)

keystore service

gatekeeperd

(1)
Pin/Pattern/Password
Android 0OS

Pascal Urien

(3)

fingerprintd

(1)
Fingerprint Request
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About Android Security

Unix Sandboxes

— One Dalvik Virtual machine per application
— One UserlID (UID) per application

— Unix Discretionary Access Control (DAC)

Application Signature
— Applications are signed

Permissions
File Encryption

Pascal Urien
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Android Application Storage

. CO d © d Write  execute
rea . l /
— /system/app/app.apk 44241

+ Data /R
— /data/data/app_package/dat S
abases/DataBase.db A
— /data/data/app_package/files 755— “: I
— /data/data/app_package/lib

Pascal Urien Télécom ParisTech 135/2 14



GlueWare

Sonde d’écoute

Progl
Datal

MEM .
CPU @ Bus Systeme
\vl K
MEM PONT
@ de BUS

@ DISQUE
DataZ2
T Bus 1O 7

CARTE
RESEAU

oS FirewalA SANDBOX

Pascal Urien Télécom ParisTech
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About Blockchain

Pascal Urien 137/214



What does a blockchain ?

A 36 MegaWatts crypto farm
under construction in Maroco .

Exchange of signed transactions in P2P networks
— Blockchain addresses are computed from public keys h|
— Signature over elliptic curve (secp256k1...) The long term objective is to

"Consensus" procedure for the building of reach @ 900 MW production
transaction blocs capacity .

— Checking of transaction coherence and authenticity
Competition for remunerated certification of blocks

— Proof of Work, *Proof of Stake Bitcoin difficulty -
* No third party L | —
H : . . ~ lyear=>x5 . o 2
* Publication/duplication of databases N o o RV R
. World Electricity: 2,5 104 TWh
*Proof of Stake (PoS) concept states that a person can mine or ngd Sf: Eﬁ'efgy: 16 10° TWh
validate block transactions according to how many coins he or she  Bitcoin 2018 73.1  Twh

holds.
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Blockchain: a young technology

1974: First TCP/IP paper
1986: First IETF meeting
1991: First WEB paper

1995: TCP/IP over
Windows 95

1999: First Google data
center

2008: iPhone

2008 : Bitcoin paper
2009: Bitcoin.exe
2012: Coinbase

2013: Ethereum white
paper

2015: Ethereum
blockchain

TRANSACTIONS

139/214



Introducing a new era

The Planar Network e

transport ticketing

Blockchain Transport —

An open marketplace for multi-modal journeys across any

number of transport operators. Lower fees, faster
https ://p I an ar. n etWO rk/ settlement and a better retail experience

Read our whitepaper

Operator Retailer Passenger
Creates Runs awns
Operator 7 l i l
Ferry
Creates Ticket

- o

f

Has a
Operator &
Tram

Fl
Pascal Urien - Telecom ParisTech 140 14




@ J U RI S Vision Mission Learn More «

Imagine a better
legal system. ;

At Juris we are working on the next evolution of legal and dispute
resolution services by combining people and computers. | ooking for
help? Check out the tools were building below. Want to help? Sign up,
verify your credentials, and get started working toward our goal:

Make The World More Fair. ‘

Learn More ‘

Legal Professional? Sign Up for the Beta!

sl HARVARD

Advanced Leadership Initiative




Louis Vuitton
Launchlng a Blockchaln to "'Track
Luxury Goods
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Blockchain Services

The transfer of crypto money from a blockchain
address to another;

The execution of programs;

The storage and timestamp of data, charged with
crypto money;

The use of multi-signatures, i.e. in blockchain
such as Bitcoin a transaction may be signed by
several entities.

143214



Home > Blockchain

NEWS ANALYSIS

Sca | d b | | Ity | ssue: MIT, Stanford and others to build blockchain

payments network to rival VisaNet

[ ]
I ra n S a Ct I O n S Seven universities are collaborating to create a blockchain-based online payment system
that will solve issues of scalability, privacy, security and performance, enabling up to

10,000 transactions per second.

10 30

60 70 80 200

B = ®

Bitcoin Dash Bitcoin Cash

$ 2 P

Ethereum Litecoin PayPal Ripple

*https://www.computerworld.com/article/3334542/blockchain/mit-
stanford-and-others-to-build-blockchain-payments-network-to-rival-
visanet.html

X



"Bitcoin: A Peer-to-Peer Electronic
Cash System." Satoshi Nakamoto

In this paper, we propose a solution to the double-spending
problem using a peer-to-peer distributed timestamp server
to generate computational proof of the chronological order

of transactions

The steady addition of a constant of amount of new coins is
analogous to gold miners expending resources to add gold

to circulation.
In our case, it is CPU time and electricity that is expended

145214



Bitcoin.exe

A win32 software, written in 2009 by Satoshi Nakamoto
About 16,000 lines of C++ code, using OPENSSL, and 6 MB binary size.

This software realizes all the functions needed by the bitcoin blockchain. It manages four
major tasks:

— Transaction Generation.

* Transactions are signed according to the ECDSA algorithm, dealing with elliptic curve private keys.
— Communication with other bitcoin nodes running the bitcoin.exe application.

* Bitcoin Protocol Bitcoin.exe

* Incoming transactions checking

* Management of transaction pools
— Block Mining. ] _

* Include the CoinBase in the block to be mined Bitcoin.exe Bitcoin.exe

* A full node always mines a block

* Always work on the greatest blockchain
— Blockchain Management. . 4

* Database management Bitcoin.exe

* Aset of data files managed by a non SQL database, the Berkeley DB. In particular the private keys are stored in the

file named wallet.dat. 146214




About Bitcoin

Optional transaction fee you give to the nodes that process your transactions.

Transaction fee:  0.00

Transaction Fee

| |

Cancel ]

-
& wcoin PRIGIT @S [=less=s] { Options
Help
=3 Generate Coins. I
| hSWNVabSnKPtZ9LSELC Copy to Clipboard | [_Change...
Balance: 0.00
Bitcoin version 0.1.3 Alpha Al Transactions
Copyright © 2009 Satoshi Nakamoto, Status Date Desaription Debit Credit
This is experimental software. Do nat rely on it for actual finandal transactions.
- .
Distributed under the MIT/%11 software license, see the accompanying file M I n I n
license. txt or http: /fwww.opensource. org licenses/mit-icense. php.
This product indudes software developed by the OpenSSL Praject for use in the = -
Opens5L Toolkit (http:/fwww.openssl.orgf) and cryptographic software written by I n n r t I n
Eric Young {eay @cryptsoft.com). I
0 connections 408 blocks 0 transactions
(@ Bitcoin B = Send Coins
File Options Help
B} Send Coins Address Book.

Balance:

Status

Your Bitcoin Address: | 1kyeeDruYoWd LChSwNV3bSnkPtZ9LSEUC

Al Transactions

Copy to Cipboard | [_change.

0.00

Date Desaription

Debit credit

0 connections 408 blocks 0 transactions

-
Your Bitcoin Address

[

Enter the redpient's IP address (e.g. 123.45.6.7) for online transfer with comments and confirmation,
or bitcoin address (e.g. 1N517iag%jIgTHD 1VXjvLCENZuQ3r JEDSL) if redpient is not online.

These are your Bitcoin addresses for receiving payments.
You may want to give a different one to each sender so you can keep track of who is paying you.

Name

Bitcoin Address

13adv 1s7cpgph4NMY 7ZnGpuo ZuQsUpsrz
1kyeeDruYoWd1ChswiNy3bSnkPZaLSELC
P ixE6.2sbQfLhieh 7mgEDg
177FMo77rfTSx 2arAUHTRICKY27Q2PELU

test3
‘Your Address

Pay To: Address Book...
Amount:
Transfer: | Standard

From:

Message:

Bitcoin Address

Transaction

——Generafion

Generation

[ Rename... | [ newaddiess.. | [ copytoCipboard | |

J

Cancel

) Address Book

MName

Address
MyAdr

1KY SFraCyTDMruuBwnass IM4zivyMwitog

L

Edit...

| [ Newaddress... | | Delete

J |

144514




Bitcoin.exe

At boot

— try to connect to Internet Relay Chat (IRC) server
(example orwell.freenode.net)

— JOIN #bitcoin group orwell.freenode.net
— Get a list of Bitcoin.exe nodes

Pascal Urien 148/214



Secure key storage and Secure key use

are critical issues

72 65 73 73 28 00 01 04 6E 61 6D 65 22 31 37 37 ress(...name'177
db 64 4D eF 37 37 72 66 54 33 Yo 32 67 72 41 3% FqMod7riT9xlgrall
dg 37 52 ba b3 4B 59 74 57 51 32 S0 36 4C 75 00 HVRjckYz7QZP6Lu.
P Dl 01 04 ED / o..... .. .

75 1 D5 23 9D 9B H O NP DI S

5 Dl a7 4B 45 G.E~, X% 7K

The wallet.dat, a database file from bitcoin.exe.

The PrivateKey is
171AE394E427A9F1750DD523179D9BBES8S5E8899AB478B457E2CC458D1374B4
and the address is

177FMo77rfTOx2grAUH7RjcKYz7Q2P6Lu

1491214



Three Security Pilars

e Transactions.

— Transactions are signed according to an asymmetric mechanism (ECDSA) relying on elliptic
curves. Blockchain entities are identified by an address, computed from a public key zG, G
being a generator over the secp256k1 curve and z the 32 bytes private key

* Block mining.
— Transactions are gathered in blocks according to hash trees such as Merkle tree, Merkle

Patricia tree, and blocks are linked according to a blockchain structure, whose integrity relies
on a Proof of Work (PoW) computation.

— Given the computation difficulty D, and the hashrate (h(t), in computations per second), the
probability Ap of solving the POW in At second is therefore : Ap = At h(t)/D,

— The mining duration follows an exponential distribution, whose probability density function
p(t)is : p(t) = Ae* with A=h(t)/Dins?
* Distributed Ledger.
— Blocks and transactions are stored in full node databases. A full node checks transaction

validity according to its database content, before including it in the next block to be mined.

According to the Byzantine Generals Problem a fully connected (P2P) network works if 2/3 of
participants are honest.

1214



SECP 256k1

y: = x3+ 7, x,y € Z/pZ p = 22°° + 232 + 29+ 28 + 27 + 20 + 2% + 1

G: GENERATOR

04 79BE667E FO9DCBBAC 55A06295 CE870BO0O7
029BFCDB 2DCEZ28D9 59F2815B 16F81798
483ADAT77 26A3C465 5DA4FBFC OE1108AS8
FD17B448 A6855419 9C47DO8F FB10D4BS8

ECDSA(r,s):N wo

n: Curve Order

FFFEFFEFFE FEFFEFEFEFEE
FFFEFFEFFE FEFFFEFEFE
BAAEDCE6 AF48A03B
BEFD25E8C D0364141

integer VERIFY (r,s): RECOVER (r,s):
X private key € [1,n-1] 51 es u, = e s~ mod n For R(x=r, y=y+) to
P= xG = public key, u,=rs"modn R(>_<:r_,1y:y—)
ke[1,n-1] , KG= (X, YRr) (Xgs Yr) = U;G + U,P Q=r1"(sR - eG)

V = Xg mod n

I = Xg mod n, e = H(M) 32 bytes LSB Check v =r

s=k'(e+xr)modn

Pascal Urien

VERIFY(r,s) with Q as
public Key
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Bitcoin Address

Bitcoin addresses (BA) are computed from ECDSA public key (Y2 = X3 + 7)

A private key, i.e. a 32 byte number x, is generated, according to a true random number
generator (RNG).

Thereafter a public key is computed according to the relation P=xG.

The uncompressed form uF(P) is a set of 65 bytes {4,xP,yP}, a prefix (one byte 0x04)
and a point (xP,yP) of the curve (2x32 bytes, in Z/pZ).

The bitcoin address is computed according to the following procedure:
— 1) al =SHA256(uF(P)), 32 bytes
— 3) hash160= a2 = RIPEMD160(al), 20 bytes
— 3)a3 = Network-ID || a2, 25 bytes
— 4) a4 =SHA256(SHA256(a3)), 32 bytes
— 5)a5=checksum = 4 rightmost bytes of a a4
— 6)ab=a4 || a5, 25 bytes
— 7) bitcoin address = a7 = encoding of a6 in base 58
The base 58 encoding uses the following digits

— {123456789ABCDEFGHJKLMNPQRSTUVWXYZabcdefg,hl,J,kmnopq,rsltslt
ny’} Pascal Urien /214



Transaction

2. Input =
2. output + Fee

Fee= 2 Input
- 2 output

txHash

VERSION

#INPUTS = 1 INPUT L
PREVIOUS OUTPUT HASH (Amountl+Amount2+ Fee)
| SIGNATURE™ ~ ~ ~ - _| - S_c;i _t """ |
' PAYER'S PUBKEY J >¢erp !

SEQUENCE

#OUTPUTS = 2 OUTPUTL
AMOUNT1

(double SHA256)

LOCKTIME

Pascal Urien 15_3/214




01000000 // Version
01 // number of inputs

Bitcoin Transaction

DE2D211EF429909B0AR8D2ET7D25826A0 //TransactionID

EDD6281EC6DEDF2B822CES5014A349E72
01000000 // index

8A // length of the signature Script
47 // ECDSA Signature length

30 44 // Sequence of (r,s) integer values

02 20 // integer r value
0772ABD5D37D0CAAB881DBC8912628F9
3461839CC8D4BCO007A355831A6061ED7

02 20 // integer s value
A4CCCC34B34A9075FC09C9777EABTAGFS
612DA2130C1FF1COE376AD9B2209D51D

01 41 // Public key length

04 // uncompressed format

CFD7A542B8C823992AF51DA828E1B693

CC5AB64FO0CACFOF80C31A1ECA471786E

285BDD3F1FEOAO006BD70567885EF57EB

149C8880CB9D5AF304182AC942E176CC
FFFFFFFF // sequence

01 // number of outputs
D418040000000000 // amount in BTC
19 // Public Key Script
76 // OP_DUP
A9 // OP_HASH160
14 // hashl60 length
CB643DD608FB5C323A4A6342C1A6AC8048B409EB
88 // OP_EQUALVERIFY
AC // OP_CHECKSIG
00000000 // Locktime

The pay-to-pubkey-hash script is defined as:
OP_DUP [76] OP_HASH160 [A9]
<length=14> <hash160>
OP_EQUALVERIFY[88] OP_CHECKSIG[AC]
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Raw Transaction

01000000 // Version

01 // number of inputs . . . .
DE2D211EF429909B0ABSD2E7D25826A0 1) Build a raw transaction, in which, for

EDD6281EC6DEDF2B822CES5014A349E72 every input, the SigSCript IS removed, i.e.
01000000 // index

00 // vi= length of the Signature Script the length value (VI) IS set to zero.
FFFFFFFF // sequence
01 // number of outputs
D418040000000000 // amount in BTC
19 // Public Key Script (Pk script)
76 // OP _DUP
A9 // OP HASH160
14 // hashl60 length
CB643DD608FB5C323A4A6342C1A6AC8048B409ER
88 // OP EQUALVERIFY
AC // OP_CHECKSIG
00000000 // Locktime
01000000 // hash Type
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Signing a raw transcation

2) For every input:

2.1) Copy the pay-to-pubkey-hash Script in the Signature Script location, and modify
the length (initially set to 0) accordingly (length =25 in decimal)

2.2) The hash160 inserted in pay-to-pubkey-hash is computed from the payer's
public key.

2.3) Compute the double SHA256 of the modified transaction

2.4) Generate the ECDSA signature with the payer's private key

2.5) Insert the final Signature Script in the input, and modify the length accordingly

The ECDSA signature is encoded using the following ASN.1 structure
Ecdsa-Sig-Value ::= SEQUENCE { r INTEGER,
s INTEGER

}
Pascal Urien 156/214



Canonical Signature

* blockchain.io error
— " Non-canonical signature: High S Value"

 The signature is composed of two values, the r value
and the s value. In your third input, the s value is
greater than N/2, which is not allowed. Just add in
some code that if s is greater than N/2, thens =N - s.

* bitcoinj 0.12 API
— public static boolean isEncodingCanonical(byte[] signature)

Pascal Urien 157/214



BITCOIN CASHBACK MODEL

TRANSACTION A NEW ADDRESS IS
Ir ————————— : GENERATED FOR
: UTXO : oo EVERY TRANSACTION
I Address I
V[ outputr | UTXO1 CASHBACK
' | Addressl ! Address1
|
| output2 | | UTXO02 TRANSFER
: Address2 | 1 Address2
|
| |

Fee = TXO - UTXO1 - UTXO2
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Mining Bitcoin

144 blocks/day
(Fix Mining Rate)

Rate) =

4 yer$ | '50% <%z

#. 50 BTC/block (144x50)

4 year% 25%

Y v
& b )
(T -

25 BTC/block (144x25)

4 years | 12,5% = 12,5 BTC/block (144x12,5)

Pascal Urien

10,5x10°BTC

Difficulty
(.e. costs)
Increases
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The number of Bitcoin is finite
210, OOO blocks Initial Block Reward (IBR)

=32
Ng N X 2 50x108/2'
(In satoshl) =0

1 BTC = 108 satoshi
The block reward started at 50 BTC in 2009

It halves every 210,000 blocks (about 4 years, = 144x 1461)
It will stop with the block number 6,930,000 (=33x 210,000, 33 =1 + log,(5.109) )

This mechanism limits the total number of Bitcoins in circulation

to 21 millions (210,000 x 50 x 2)
Pascal Urien 160/214



About the 25 S pizza for 10,000 BTC

May 22nd 2010

Hashrate = 0,1 GH/s

Daily Cost = 82,9 x HashRate = 8,29 S
50 x 144 = 7200 BTC/day

Cost for 10,000 BTC=11,52 S

August 17th 2010, 1 BTC=0,077 S
February 11th 2011, 1BTC= 1,05

Pascal Urien




The Difficulty of the PoW

* A nonce value that make a double SHA-256 hash
of the block's header that is less

— (65535 << 208) / difficulty

* So the entropy of this calculation is closed to
32+log2(difficulty), about 75 bits in March 2019

* The difficulty is scaled every 2016 blocks in order
to maintain a block production every 10 minutes,
i.e. about 144 (6x24) per day.
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The PoW Magic

Hash rate= Computation number/s o
In average a block is mined

A= h(t)/ D every 1/\ second (600s)
Difficulty= computation number

Density of probablllty Probability of mining a block in t second
— At - —At
t Ae” — 1 —
p(t) = py=1-e""
\\ﬂ \\ﬂ ﬂ x\,

m’ \\Q Q \\ﬂ
hi ~ number of rigs
cost ~ number of rigs
Success probability = hi/h
Income ~ hi/h 163/214

A= A= Zhi(t)/D — h(t)/D
=1

-

(]
Il
p—



Blockchain Fork
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The HashRate Cost (estima

Energy Rig Cost/day
(per day)

Year C,=W/GH/s |C,=9%/ GH/s /day

2009-2010 4000 68,5

2011 500 2,73

2012 100 2,05

2013 10 0,055

2014 1 2,310

2015-2017 0,1 1,6 104

AL '\ 

T

tio
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The Costs (Estimation)

Year | 2009 | 2011 2012 2013 2014 /’m‘x
2010 2017
C,xE | 144 1,8 36101 | 3,610 M 3,6 10° ( 3,6 104 ’
$/Ghls
C, 685 | 2,73 2,05 55102 | 2,310 W
$/Ghls

E =0,0036 =0,15 103 x 24

0,15%$/KWh =0,15103$%$/Wh

Total Costs/day = C, x E x HashRate + C, x HashRate

Pascal Urien
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About the 25 S pizza for 10,000 BTC

* May 22nd 2010, Hashrate = 0,1 GH/z
* Daily Cost = 82,9*x HashRate = 8,29 S
. 50 x 144 = 7200 BTC/day

e Cost for 10,000 BTC=11,52S

e August 17th 2010, 1 BTC=0,077 S
* February 11th 2011, 1BTC= 1,05

*82,9= 14,4+ 68,5
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Antminer S7 28nm 0,25 J/GH Antminer S7

T Antminer S9 16nm 0,10 J/GH /
' GMO 7nm 0,04 J/GH

e

. 14
Antminer S9 ANTMINER S9
<l - -1y
GMO .4 1
-

TECHNOLOGY nm

0 5 10 15 20 25 30
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JIGH/s TWh | Cents Electricity BTC Fee $Market | Miners’
HashRate TH/s| /year | /[KWh Cost /lyear | BTC/year | Price | Revenus
billion $ / year 10% $/BTC | billion $
CJ HR PW EP EC BP FP MP MR
0,1 50,000,000 | 43,8 15 6,57 657000] 65700 4000 2,89

H

ANTMINER S9

$1,750.00

France electricity production 563 TWh / year
1 nuclear reactor production # 6 TWh / year F'l |
PW =CJx HR x 24 x 365 x 0,001 = 8,76 10°° CJ * HR (TWh)

EC = PWxEP /100 billion$/year

BP =12,5x 144 x 365 = 657000 BTC/year ANTMINER S9 HashRate = 14,000
FP =BP x 0,1 =65700 BTCl/year GH/s

MR = (BP+FP)* MP / 10° billion$/year HR=50 10° TH/s 3,571,429 xS9
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'\/I'Si”er?’ RA, rig amortization $/year B, rig hashrate TH/s
*Buy rigs .
-Pay for Energy X = (Ro/B +8.760 P E-)/31.536.000 in $/TH

*Produce Hashes  pg rig power efficiency JJGH EC, Energy Cost $/KWh
Get BTC

Network hash /
*Fixes the Hash price in BTC HR hashrate TH/s _
*Fixes the BTC production rate BR, Block Reward in currency
*Provides the blockchain ~ :
c(t)~uH B, in$/BTC
«Stores blocks and transactions ( ) H REt]/ R $/
c(t), production cost $/currency

"W Market

*Fixes the BTC change in $ p(t) — C(t)(l + m) in $/BTC

m(t), market valorization coefficient
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Currency market price S/currency hashrate TH/s TR, block mining time, in s BR, Block Reward in currency
Bitcoin 4000 5,00E+07, 600) 12,5
Ether 140 144 15 2
Litecoin 60 250 150 12,5
Currency Bitcoin Ether Litecoin

market price S/currency 4 000 140 60
hashrate TH/s 50 000 000, 144, 250
TR, block mining time, in s 600 15| 150
BR, Block Reward in currency 12,50 2,00 12,50
EC, Energy Cost $/KWh 0,15 0,15 0,15
Best Rig Antminer S9 Radeon RX 480 Antminer L3+

rig price S 1 800 540 4 500
B, rig hashrate TH/s 1,4E+01 3,0E-05] 5,0E-04
Rig Power Consumption, Watt 1400 165 800
PE, rig power efficiency, J/GH 0,10 5 500,00 1 600,00
RA, rig amortization $/year 600 180 1500
W, income per TH, $/TH 5,5E-06 4,2E-01 1,6E-01
EnergyCost/RA, ratio EnergyCost/RigAmortization 3,1 1,2 0,7
number of rigs 3571429 4 800 000 500 000
c(t), production cost, $/currency 13 262 453 485
m(t), market valorization coefficient -0,7 -0,7 -0,9
Energy TWh/year 43,8 6,9 3,5

Pascal Urien
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Bitcoin.exe

e First block (Genesis Block) is store in the
software

* It comprise only a CoinBase transaction
A CoinBase transaction is the first transaction

‘&M  Eat Out from £5.

More than 900 great restaurants, including
four Gordon Ramsay favourites from £15

Israel prepares to send tanks and troops into Gaza Michacl Sheen

of a block that tranfers the block rewards to a Chancellor onbrink of ==
given address. second bailout for banks M

CoinBase

O4ff001d0104455468652054696d6573203033214a616e21323030392043658616e6365606c6772206162206272696e6b206T66207365636Me64206261696C6T757420666T722062616e6b73
(décodé) - €@~ EThe Times 03/Jan/2009 Chancellor on brink of second bailout for banks

Scripts de sortie

PUSHDATA(65)[04676afdb0fe554827196711a67 12007 105cd6as28e03909a67962e0ea1f61debb496be 374cef38c4135504e51ec 112desc 38447 balbsd S 7 5a4c 7 02b6bT11d51]
CHECKSIG



Bitcoin 12LZjvQBy31ABRpqvMZQbu7S9K5SxaifjW in Block 96188

Blockchain: a

= & f
Search

— public ledger

Qutput Total 91.24 BTC

PREVIOUS e NEXT
BLOCK Difficulty 8 078.19525793 BLOCK

Bits 453516498
Version 1
Nonce 944968343
Block Reward 50 BTC POW
Days Destroyed 2
Hash 000000000004dEe22b42bT66ETdI9cad1977bdee13abables1a2d03ca22e671af

Previous Block 0000000000027c094bf08f7c27a6debcb5f364190f53390e3e1c40a653e2195¢
Mext Block(s) 0000000000042c9d0813f06d502a247T090625M6cT7623c1956a38298Tc59e0f
Merkle Root 26ab6bE9Thae06416b2fe50471358c997af0adc36e6abeae79T59745b5065a1

Transaction identifiers are
stored In a Merkle Tree

Top Hash

hashl 557

tx:d4a73f51ab7eeracb4cf0505d1fab34661666c461488e58ec30281e2becd93e2 33.59 BTC Fee: 0BTC
e=prevte 1689LPUIxaxSchENLMNaNbS3hYVgdpasSs -33.59 BTC ” 13RoCeq4KBddPWEugcheFoXKAGC2BLVUET 0.02 BTC  =pnexttx
12LZjvABy31ABRpqvM ZQbuTS9IKSxaiffw 33.54 BTC apnexttx

hashiL1) hashil2)

Hash Hash Hash Hash
0-0 0-1 1-0 1-1
hashiL3)

https://bitinfocharts.com/bitcoin/search.html

!
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Double Spent Attack

Nodes are not going to accept an invalid transaction as payment, and honest
nodes will never accept a block containing them. An attacker can only try to
change one of his own transactions to take back money he recently spent.

p = probability an honest node finds the next block , p= 1-q ~ >°lving for Pz
less than 0.1%...

g = probability the attacker finds the next block g=0.10 z=5
Pz = probability the attacker will ever catch up from z blocks q:0:15 2=8
behind q=0.20 z=11
o 0=0.25 z=15
- _
¥ e (=) 0=0.30 z=24
— 1— 1—(qa/ 0=0.35 z=41
q=0.45 z=340
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About the Byzantine Generals Problems

The Byzantine Generals Problem
LESLIE LAMPORT, ROBERT SHOSTAK, and MARSHALL PEASE, 1982

Byzantine Generals Problem. A commanding general must send an order to
his n - 1 lieutenant generals such that

IC1. All loyal lieutenants obey the same order.

IC2. If the commanding general is loyal, then every loyal lieutenant obeys the
order he sends.

A SOLUTION WITH ORAL MESSAGES

THEOREM 1. For any m, Algorithm OM (m ) satisfies conditions IC1 and IC2
if there are more than 3m generals and at most m traitors.

A SOLUTION WITH SIGNED MESSAGES

THEOREM 2. For any m, Algorithm SM(m) solves the Byzantine Generals
Problem if there are at most m traitors.
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https://github.com/ethereum/wiki/wiki/Proof-of-Stake-FAQ

Proof of Stake (PoS) is a category of consensus algorithms for public blockchains that depend on a
validator's economic stake in the network
CAP theorem
— in the cases that a network partition takes place, you have to choose (in case of failure) either consistency (error
or data) availability(data)
FLP impossibility
— in an asynchronous setting (i.e. there are no guaranteed bounds on network latency even between correctly
functioning nodes), it is not possible to create an algorithm which is guaranteed to reach consensus in any specific
finite amount of time if even a single faulty/dishonest node is present
DLS paper
— (i) protocols running in a partially synchronous network model (i.e. there is a bound on network latency but we
do not know ahead of time what it is) can tolerate up to 1/3 arbitrary (i.e. "Byzantine") faults,

— (ii) deterministic protocols in an asynchronous model (i.e. no bounds on network latency) cannot tolerate faults
(although their paper fails to mention that randomized algorithms can with up to 1/3 fault tolerance),

— (iii) protocols in a synchronous model (i.e. network latency is guaranteed to be less than a known d) can,
surprisingly, tolerate up to 100% fault tolerance, although there are restrictions on what can happen when more
than or equal to 1/2 of nodes are faulty.

— Note that the "authenticated Byzantine" model is the one worth considering, not the "Byzantine" one; the
"authenticated" part essentially means that we can use public key cryptography in our algorithms, which is in
modern times very well-researched and very cheap.
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Network

A bitcoin node Is a collection of
functions:

- Routing ,

- Blockchain database,

- Mining,

/- Wallet Services.

N...

Routing Node
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https://en.bitcoin.it/wiki/Protocol documentation

Common structures

Almost all integers are encoded in little endian. Only IP or port number are encoded big endian.

Message skructure

Field Size Description Data type Comments

4 magic uint32_t |Magic value indicating message origin network, and used to seek to next message when stream state is unknown
12 command |char[12] |ASCII string identifying the packet content, NULL padded (non-NULL padding results in packet rejected)

4 length uint32_t  |Length of payload in number of bytes

4 checksum |uint32_t  |First 4 bytes of sha256(sha256(payload))

? payload uchar] The actual data

* Message types

— version, vercak, addr, inv, getdata, notfound, getblock, getheaders, block,
headers, getaddr, mempool, checkorder, submitorder, reply, ping, pong, reject,
filterload, filteradd, filterclear, merkleblock, alert, sendheaders, sendcmpct,
cmpctblock, getblocktxn
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Connecting
to the
bitcoin

blockchain

Source
137.194.23.117 5.178. 68. 215

5.178.68. 215
5.178.68. 215
5.178.68. 215
5.178.68. 215

137.194.23.117
137.194.23.117
137.194.23.117
178.
.178.
.178.
.178.
.178.
.178.
.178.
.178.
.178.
.178.
.178.
.178.
.178.
.178.
.178.
.178.

5.

L0 N R P L L L QL Ry (W O |

68.
68.
68.
68.
68.
68.
68.
68.
68.
68.
68.
68.
68.
68.
68.
68.

215 137.154.
215 137.194.
215 137.194.
215 137.194.
215 137.194,
215 137.194.
215 137.194.
215 137.194.
215 137.194.
215 137.154.
215 137.194.
215 137.194.
215 137.194.
215 137.194,
215 137.194.
215 137.194.
Pascal Urien

137
137
137

Destination

.194.23.117
.194.23.117
.194.23.117
137.194.23.117
5.178.68. 215
5.178.68. 215
5.178.68. 215

23.
23.
23.
23.
23.
23.
23.
23.
23.
23.
23.
23.
23.
23.
23.
23.

117
117
117
117
117
117
117
117
117
117
117
117
117
117
117
117

Protocol

Bitcoin
Bitcoin
Bitcoin
Bitcoin
Bitcoin
Bitcoin
Bitcoin
Bitcoin
Bitcoin
Bitcoin
Bitcoin
Bitcoin
Bitcoin
Bitcoin
Bitcoin
Bitcoin
Bitcoin
Bitcoin
Bitcoin
Bitcoin
Bitcoin
Bitcoin
Bitcoin
Bitcoin

163
181
78
B6
109
78
325
Bo
259
1159
259
439
223
1123
403
223
907
B71
583
115
115
1339
1015
/63

Length Info

Version
version
verack
ping
addr
verack
X

[unknown command]

inv
inv
inv
inv
inv
inv
inv
inv
inv
inv
inv
inv
inv
inv
inv
inv
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= Bitcoin protocol
Packet magic: Oxf9beb4dd
Command name: wversion
Fayload Length: 85
Payload checksum: 0x7eb7el5f
= version message
Frotocol version: a0002
E Node serwvices: Ox0000000000000000
fhee meee eaee eeee eeee o weee aeae w..0 = Network node: NoT set
. Mode Timestamp: Jul 29, 2017 16:14:21. 000000000 Paris, Madrid (heure d'été)
version = Address as receiving node
E Node serwvices: Ox0000000000000000

v

fhee meee eaee eeee eeee o weee aeae w..0 = Network node: NoT set
Node address: ::ffff:127.0.0.1 (::ffff:127.0.0.1)
Mode port: B333
= Address of emmitting node
E Node serwvices: Ox0000000000000000
fhee meee eaee eeee eeee o weee aeae w..0 = Network node: NoT set
Node address: ::ffff:127.0.0.1 (::ffff:127.0.0.1)
Mode port: B333
Random nonce: 0x0000026d000054d8
E User agent
Count: 0O
string value:
Block start height: O

0020 44 d7 cf 50 20 8d 71 45 46 35 61 ff 75 18 50 18 D..P .QE F5a.u.P.
0030 44 10 1b 41 00 00 [ENTEETEGEE 76 65 72 73 69 6f D..A..hver‘siu
0040 6e 00 00 00 00 00 55 00 00 00 7e b7 e0 5F 62 ea n..... U. ..~.._b.
0050 00 00 00 00 00 00 00 00 00 00 3d 98 7c 59 00 00  ........ co= Y.

00e0 00 00 00 OO0 0O OO0 00 0O OO0 00 0D OO0 00 00 00 00 ... coean..
govCc 00 00 00 00 f£f £ 7f 00 00 01 20 Bd 00 QO Q0 QO ........ o oooor
Q0BO 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 ff £ff ... oot
gosc 7f 00 00 O1 20 8d d8 54 00 00 &d 02 00 0O 0O 0O coco ool cclibccooc
00ad 00 00 00 coc



version

A

Packet magic: Oxf9beb4d9

Command name: version
Payload Length: 103

Payload checksum: 0x4c3b02b3
= Version message

=

Protocol version: 70014
Mode services: O0x0000000000000005
Cier heea aees saas maae saee aaes .1 = Network node: set
Node timestamp: Jul 29, 2017 16:14:29.000000000 Paris, Madrid Cheure d’'été)
Address as receiving node
= Node services: 0x0000000000000000
tier hee aeea aaas saas saes saee a..0 = Network node: Not set
Node address: ::ffff:84.101.210.191 (::ffff:84.101.210.191)
Node port: 53072
Address of emmitting node
B Node services: 0x0000000000000005
Cier heea aees saas maae saee aaes .1 = Network node: set
Node address: :ffff:5.178.68.215 (::ffff:5.178.68.215)
Node port: 8333
rRandom nonce: 0xc229404ba2&83a0c9
User agent
Count: 17
string value: /Satoshi:0.13.99/
Block start height: 478129

0030
0040
0050
0060
0070
0080
0090
00al0
00bo

39 08 1e b6 00 00 GEMNE THGEE 76 65 72 73 69 6f  9..... B ersio
6e 00 00 00 OO0 OO0 67 00 OO0 00 4c 3b 02 b3 7e 11 M..... g. ..Lj..~.
01 00 05 00 00 00 OO OO OO0 OO0 45 98 7C 59 00 OO0 ........ LE.|Y..
00 00 0O 00 00 00 00 00 OO0 00 00 00 00 00 00 0D ........ ........
00 00 00 00 ff ff 54 65 d2 bf cf 50 05 00 QD QO ...... Te ...P....
00 00 00 00 00 00 0O 00 00 00 00 00 00 00 fFf Ff .. ...... ........
05 b2 44 d7 20 8d c% a0 83 a2 4b 40 29 c2 11 2f A T ()
53 61 74 6f 73 68 69 3a 30 Ze 31 33 2e 39 39 2f Satoshi: 0.13.99/
bl 4b 07 00 01 K.
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= Bitcoin protocol
rPacket magic: Oxf9bebd4d9

Command name: verack
Payload Length: 0

Payload checksum: Ox5dféele2

30 10 b3 4b Of 54 e4 f4 <6 3e al 76 08
00 40 a5 18 40 00 36 06 92 4b 05 b2 44
02 23 20 &d cf 50 61 ff 75 97 71 45 46
39 08 b0 57 00 00 ENTIETEGE 76 65 72
00 00 DO 00 DO 00 00 00 OO0 00 5d f6 &0

Packet magic: Oxt9bebddd

00 45 00 0..K.T.. .=.v..E.

d7 cO a8 - T
.# ..Pa. Uu.gEF.P.

az 50 18

@. 6. .K..D...

61 63 6b  9..w. .l verack
1...

el .

verack
Qoo0
0010
Qo220
0030
0040
verack

v

Ccommand name: wverack

Payload Length: 0O
Payload checksum: 0Ox5dféele2

0000
0010
0020
0030
0040

ed f4 cb 3e al 76 30 10 b3 4b
00 40 39 36 40 00 BO 06 b4 2d
44 d7 cf 50 20 8d 71 45 46 aZ

43 22 a5 ce 00 00 [ENEENENGE

00 00 00 00 OO 00 00 0O 00 00

Pascal Urien

of 54
cO aB
61 ff
f6 65
5d fé

08 00 45 00
02 23 05 b2
76 06 50 18
72 61 63 6b
el a2

ee.=ow0, JK.T..E.
LA9eER, .. .-, F

o :Ejﬁ:a?fa&
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Packet magic: Oxf9beb4d9

Command name: ping
Payload Length: 8
Payload checksum: 0x9a691ffeo

0000 30 10 b3 4b Of 54 e4 f4 6 3e al 76 08 00 45 00 0..K.T.. .=.V..E.
0010 00 48 a5 19 40 00 36 06 92 42 05 b2 44 d7 cO a8 .@.6. .B..D...
0020 02 23 20 8d cf 50 61 ff 75 af 71 45 46 a2 50 18 ..Pa. u.gEF.P.
0030 39 08 53 09 00 00 ENTENINGE 70 69 6e 67 00 00 9.s... MAping. .
0040 00 00 0D 00 0O 00 08 OO0 00 00 9a 69 1f f6 b8 ed4 ........ il S
0050 71 31 46 27 dé cb glF'..

= Bitcoin protocol
Packetr magic: Oxf9beb4dd
Command name: pong
Payload Length: 8
Payload checksum: 0x9a691ff6

0000 ed4 f4 c6 3e al 76 30 10 b3 4b Of 54 08 00 45 00 ...>.v0. .K.T..E.
0010 00 48 39 38 40 00 80 06 b4 23 cO a8 02 23 05 b2  .HOB@... .#...#..
0020 44 d7 cf 50 20 8d 71 45 47 ce 61 ff 76 06 50 18 D..P .gE G.a.V.P.
0030 43 22 47 66 00 00 [ENENTEGE 70 6f 6e 67 00 00 c“Gf.. pong. .
0040 00 00 OO 00 OO OO 08 00 0O 00 9a 69 1f f6 b8 ed ........ it
0050 71 31 46 27 dé cb qlF’..
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Packet'magic: Oxf9bebddd

Ccommand name: Tx
Payload Length: 252
Payload checksum: 0Oxe3a37c54
= Tx message
Transaction version: 1
Input Count: 1
= Transaction input
# Previous output
script Length: 139
signature script: 483045022100f10ebbff6677f778d421d1baas56079h97e5.
Sequence: 4294967295
output Count: 2
= Transaction output
value: 0O
script Length: 19
Script: 6all54656c65636T6d20506172697354656368
= Transaction output
value: 126375
script Length: 25
script: 76a9143ad40abac5b0c9acdch471dceddf84ebllcleddbEsE. .
Block lock time or block ID: O

0030 43 22 06 b2 00 00 EEIIMTEGE 74 78 00 00 00 00 C'....NWATX. ...
0040 00 00 00 00 00 00 fc 00 00 00 e3 a3 7c 54 01 00  ........ feee T
0050 00 00 01 e5 c9 9¢ 31 d7 cf a5 15 95 d6 74 63 f9  ...... 1. ... tc.
0060 66 9f b9 fc a0 3d 24 Oc 63 a2 24 16 0a 54 5c 24 f....=$. C.$..T\$
0070 ac 24 6c 01 00 00 00 8b 48 30 45 02 21 00 f1 Oe  .Sl..... HOE. !...
0080 bb ff 66 77 f7 78 d4 21 dl ba a6 56 07 9b 97 €5 ..fw.X.! ...V....
0090 53 5 3d bb 45 41 bl f1 11 76 8f bd 6a bl 02 20 5_=.EA.. .V..J..
0020 75 36 26 OF 2a fO 4f d5 b9 9c db 10 62 12 b0 70  UB&. *.0. ....Bi.p
00b0 2b e5 7f e7 la e3 5a 7c 21 Of 96 7a 22 7b 98 81  +.....z| !..z"{..
00cO 01 41 04 98 ff 3b ad 68 Of a2 84 39 f3 3c 89 b8 .A...;.h ...9.<..
00d0d b3 28 5c eb 6f d8 ba e7 el 7d 4e 83 c5 2b 72 d9 L. 00. . DN L.
00e0 10 cl 1a OF Ob a5 b3 c1 51 b2 38 3b 74 dd 1le 80 ........ Q. 8it...
00f0 13 dl d3 00 00 7e ea cd 73 1f b7 65 f1 b2 20 de  ..... S
0100 c9 69 70 ff Ff ff £f 02 00 00 00 00 00 00 00 00  .iPeveve wrvenn..
0110 13 6a 11 54 65 6¢ 65 63 6F 6d 20 50 61 72 69 73 .j.Telec om Paris
0120 54 65 63 68 a7/ ed 01 00 00 00 00 00 19 76 a9 14 Tech.... ..... v. )
0130 3a 40 ab ac 5b Oc 9a c4 cb 64 71 dc e0 9f 94 eb  :@..[... .dg..... 185/214
0140 11 cO e4 db 88 ac 00 00 00 00  ....... iy



= Bitcoin protocol
Packet magic: 0xf9beb4ad9

Command name: reject
Payload Length: 49
Payload checksum: OxbaeS44db
= [Expert Info (wWarn/Protocol): Unknown command]
[unknown command]
[severity level: warn]
[Group: Protocol]

0000 30 10 b2 4b Of 54 e4 f4 ¢6 3e al 76 08 00 45 00 0..K.T.. .=.V..E.
0010 00 71 f4 3a 40 00 36 06 42 f8 05 b2 44 d7 c0 a8 .Q.:@. 6. B...D..

0020 02 23 20 8d ce dd a5 e2 52 bc 70 6c 17 e0 50 18 . # ..... R.pl..P.
D030 3c b8 e2 3 00 00 [ENTIMIEGE 72 65 6a 65 63 74  <..... M cject
0040 00 00 00 00 OO 00 31 00 0O 00 ba e5 44 db 02 74  ...... 1. ....D..T
D050 78 40 Oc 73 63 72 60 70 74 70 75 62 6b 65 70 8f x@. scrip tpubkey.
0060 88 f5 47 cd 2e 51 Ob d8 5 70 1f bb &F b6 db 9  ..G..Q.. .p......
D070 44 b5 05 68 4e 5F df e7 a7 4c 25 13 87 90 7 D..hN_.. .L%...xX
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Network

./I}a-—
- % i 1 W
Reference Client (Bitcoin Core) S
Contains a Wallet, Miner, full Elockchain database, and Metwork routing
nade an the bitcoin P2P network. \
P
. ( P |
Full Block Chain Node \ e/
Contains a full Blockchain database, and Network routing node on the o
bitcoin P2P network.
s
Solo Miner )
o/ .-"'_"‘-\-\\‘II
Contains a mining function with a full copy of the blockchain and a bitcoin .(w-" /
P2P network routing nade. S
Y,
P
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Lightweight (SPV) wallet

Contains a Wallet and a Netwark node on the bitcoin P2P protocol,
without a blockehain.,

Pool Protocol Servers

Gateway routers connecting the bitcoin P2P network to nodes running
other protocols such as pool mining nedes or Stratum nodes,

Mining Nodes

Contain a mining function, without a blockchain, with the Stratum protocol
node (5) or other pool (P} mining protocol node,

Lightweight (SPV) Stratum wallet

Contains a Wallet and a Network node on the Stratum protocol, without a
blockchain,
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1-20

21-40

41-60

61-80

31-100

101-120

121-140

141-160

161-180

121-200

201-220

221-240

241-260

261+

https://bitcoinfees.21.co/

Unconfirmed transactions / Tr:

o 100-300 statoshi / byte
1 transaction ~250 bytes
— yt

-998

- 1104

- 1079
554

70924

Pascal Urien

4-80

-65

(2]

2-43

240-Inf

55-Inf

45-1380

20-1020

15-800

10-720

5-480

0-300

0-180

0-55

0-35

0-35

0-35

0-35

0-35
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OP RETURN

-2 A Bitcoin transaction may contain one
OP_RETURN script at the most

— BUT it stores up to 80 bytes
— Syntax: OP_RETURN (6A) data



https://opreturn.org/

Example of OP_ RETURN protocols

B cfcdce
N 414101
N 4302
B £G6100
B 444700

415343

aa2iagd

6096433
N oG4 3
B o642

Pascal Urien — November 20th 2018 19 1/2 14



OP RETURN example 1/2

Transaction Afficier les informations d'une transaction bitcoin

01ee70227b26d14c3133 BE7bScc77dd91 309017 79T
16K T4 TVIMVT WA DWYPwW2rmXvvjrHMgL9g4 ($ 5.21 - Sortie) ﬂ Impossible de décoder I acjresse de sortie - (Non dépensé) $0.00
16KATKATVIMVTWADWYyPw2rmXvvjrHMgL9qg4 (5 30.64 - Sortie) 16K AP AV TWA DWWy Pw2rmXwvjrHMgL9g4 - (Dépensé) $29.03
[==]
Récapitulatif Entrées et sorties
Taille 488 (octets) Total des entrees $35.85
Poids 1952 Total des sorties $ 2503
Date de reception 2017-08-21 19:20:29 Taxes
Inclue dans les blocs 451560 ( 2017-08-21 23:00:49 + 220 minutes ) Frais par octet 204 918 sat/B
Confirmations 45329 Confirmations Frais par unité de poids 51.23 sat’'Wu
Visualiser Woir le graphigue Estimation des BTC échangées $0.00
Scripts Cacher les scripts et coinbase

https://blockchain.info/fr/tx/01ee70227b26d14c3f33e1283cd66ab6b7d6e8d8ch97b9cc77dd913d90f7
79cfl
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https://blockchain.info/fr/tx/01ee70227b26d14c3f33e1283cd66a6b7d6e8d8cb97b9cc77dd913d90f779cf1
https://blockchain.info/fr/tx/01ee70227b26d14c3f33e1283cd66a6b7d6e8d8cb97b9cc77dd913d90f779cf1

OP_RETURN example 2/2

{"transactionld": "01ee70227b26d14c3f33e1283cd66a6b7d6e8d8cb97b9cc77dd913d90f779cf1",
"index": 0,
"value": 0,
riptPubKey":
@ a687474703a2f2f7777772e656e73742e66722f7e757269656e2f38796e6855474b777234726e6f33517a425438533769
355539614448504a38515932757245676e5974336d652e6a7067", "redeemScript": null },

Scripts de sortie

RETURN PUSHDATA(74)
(6874747038212 TTTT7 266566737 42656722176 T 5726065662138 T96e68554 74D TTT 2347260613351 7ad 25438533 76935553061 4448504a38515932 7572456 766597433665 266706
(décodg) http:/fwww.enst fr/~urien/SynhU GKwr4mo3QzBT8S 7i5U9aDHPJSQY 2urEgnYtame jpg

DUP HASH160 PUSHDATA(20)[3a40abac 3b0c9acdcb6471dce03f94eb11c0eddh] EQUALVERIFY CHECKSIG

http://www.enst. fr/~ur|en/8vnhUGKwr4rnOSQzBT887l5U9aDHPJ8QY2urEant3 TELECOM
mejpg T TTTTTTTTTTTmTTETTmTETTS ParisTech

http://www.enst.fr/~urien/Base58(SHA256(file)).jpg —
—pis b
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https://perso.telecom-paristech.fr/urien/8ynhUGKwr4rno3QzBT8S7i5U9aDHPJ8QY2urEgnYt3me.jpg
https://perso.telecom-paristech.fr/urien/8ynhUGKwr4rno3QzBT8S7i5U9aDHPJ8QY2urEgnYt3me.jpg

About Ethereum

Ethereum was introduced in a white paper by Vitalik Buterin in 2013

The Ethereum software project was initially developed in early 2014
by the Swiss company, Ethereum Switzerland GmbH, and a a Swiss
non-profit foundation, the Ethereum Foundation (Stiftung
Ethereum).

Ethereum's live blockchain was launched on 30 July 2015
Ethereum is a blockchain platform supporting a digital currency the

Ether and distributed applications called Smart Contrats written in
Serpent or other languages.
— The Ethereum Virtual Machine (EVM) supports a Turing complete
language
1 ETHER = 10*® Wei.
Pascal Urien 194/214



Ethereum is a BlockChain

A new block is mined every 14,0 s

The Block reward is 5/3/2 Ethers
Transactions are stored in the blockchain
Every account is defined by a pair of keys (ECC
sepc256kl), a private key and public key.

— Accounts are indexed by their address which is
derived from the public key by taking the last 20
bytes.
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Account

e An Ethereum account contains four fields:

— The nonce, a counter used to make sure each
transaction can only be processed once

* A scalar value equal to the number of transactions sent by
the sender

— The account's current Ether balance
— The account's contract code, if present
— The account's storage (empty by default)
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Ethereum Address

Ethereum addresses (EA) are computed from ECDSA public keys

A private key, i.e. a 32 byte number X, is generated, according to a
true random number generator (RNG).

Thereafter a public key is computed according to the relation
P=xG. The uncompressed form u'F(P) is a set of 64 bytes {x,Y,}, i.e.
the point (x,y,) of the curve (2x32 bytes, in Z/pZ).

The Ethereum address is computed according to the following

procedure:

— Compute al= Keccak(u'F(P)), a 32 byte value. SHA3 is this a subset the
Keccak algorithm.
— Extract a2, the 20 rightmost bytes of al; a2 is the Ethereum address
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Ethereum Transaction

* Atransaction encodes the transfer of ethers or data between two entities, identified by their
address. It includes the following fields:

The recipient's address of the message
nonce, a scalar value equal to the number (>=0) of transactions generated by the sender.

value, a scalar value equal to the number of Wei (1 Wei=10"12 Ether) to be transferred to the message
recipient, or in the case of contract creation, as an endowment for the newly created account.

A gasLimit value, representing the maximum number of computational steps that the transaction
execution is allowed to take.

A gasPrice value, representing the fee the sender pays per computational step. A scalar value equal to the
number of Wei to be paid per unit of gas.

An optional data field. A contract creation transaction contains an unlimited size byte array specifying the
EVM (Ethereum Virtual Machine) code for the account initialization procedure. A message call transaction
contains an unlimited size byte array specifying the input data of the message.

The ECDSA signature, used to identify the sender.
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RLP Encoding

All transaction attributes are encoding according to the RLP (Recursive
Length Prefix) syntax, which supports string and list items.

String encoding

A string is a byte array, it is encoded according to the following rules :
for one byte € [0x00 Ox7F] : a byte value

if the string length € [0,55] : 0x80 + Length € [0x80, Oxb7] | | ByteArray[Length]
O0x80: = NULL String

if the string Length >55 : Oxb7 + Length-of-Lengh € [Oxb8, Oxbf] | | Length-
value || ByteArray[Length]

List encoding
— Alistis a set of items, either list or string.

if the list Length <=55 : 0xcO + Length € [OxcO, 0xf7] | | Listltems.
if the list Length > 55 : Oxf7 + Length-of-Length € [0xf8, 0xff] | | Length-value

| | Listltems. 199914



RAW Transaction

I E8 80 // list length = 40 bytes I
: 80 // nonce = null (zero value) :
I 85 04E3B29200 // gazPrice= 21 000 000 000 wWei) I
| 82 9C40 // gazLimit= 40 000 Wei I
I 94 777A07BAB1C119D74545B82A8BE72BEAFF4D447B //Recipient |
I 87 2386F26FC10000 // wvalue= 10 000 000 000 000 000 Wei I
: 80 // data = null :

Hash and Sign

Pascal Urien
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F8
80
85
82
94
87
80
1C
A0

A0

Ethereum Transaction

6B // list length= 107 bytes

// nonce = null (zero value)

04E3B29200 // gazPrice= 21 000 000 000 wWei)

9C40 // gazLimit= 40 000 Wei
777A07BAB1C119D74545B82A8BE72BEAFF4D447B //Recipient
2386F26FC10000 // value= 10 000 000 000 000 000 wei
// data = null

// signature recovery parameter = 28 (27+i)
F1DD7D3B245D75368B467B06CAD61002 // r wvalue
67031935B7474ACB5C74FE7D8C904097 // 32 bytes
772D65407480D7C45C7E22F84211CB1A // s value
DF9B3F36046A2F93149135CADBB9385D // 32 bytes

Pascal Urien

Public key is recovered from the signature two solutions + (27) and (-) (28)
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Transaction Information Tools & Utilities =
https://etherscan.io/tx/0xd6904d832462ae17718c69e9caalc3f3bed458382aclf4e43blaadd8e94744ad
TxHash: 0xd6904d8324623e17718c6% %caalc 3f3bed453362ac 1f4ed3b1aaddBed4 744 ad
TxReceipt Status: Success
Block Height: 4942834 (561272 block confirmations)
TimeStamp: 94 days 18 hrs ago (Jan-20-2018 09:52:42 PM +UTC) . _
GasPrice= 15 bytes x 68 +
From: Oxbbac1b75185d9051af740ab309f81c71bbb221a6 21000 _ 22020
To: OxBbac1b75185d9051af7 40ab909f81c 7 1bbpleTab
Value: 0 Ether (30.00) _ _ _
The yellow paper outlines the fees for various operations.
(Gas Limit: 80000 . .
Gizdatazera 4 Paid for every zero byte of data or code for a transaction.
Gas Used By Txn: @ Gizdatanonsere 68 Paid for every non-zero byte of data or code for a transaction.
[ o 21000 Paid for every transaction.
Gas Price: 0.00000003 Ether (30 Gwei)
Actual Tx Cost/Fee: - 0.0006606 Ether (30.41)
MNonce: 12
Input Data:

BxTemperature=25C

Svich G 202 -


https://etherscan.io/tx/0xd6904d832462ae17718c69e9caa0c3f3bed458382ac1f4e43b1aadd8e94744ad
https://etherscan.io/tx/0xd6904d832462ae17718c69e9caa0c3f3bed458382ac1f4e43b1aadd8e94744ad

http://ethgasstation.info/index.php

Gas-Time-Price Estimator: For transactions sent at block: 4362424 Real Time Gas Use: % Block Limit (last 10)

Adjust confirmation time

Avg Time (min) 413 Gas Used*® 21000
95% Time (min) 10.33 Avg Time (blocks) §.44
Gas Price (Gwei)* 20 95% Time (blocks) 211
Tx Fee (Fiat) | $0.142 Tx Fee (ETH) | 0.00042 . Last Block 4362424
4 3
Transaction Count by Gas Price Confirmation Time by Gas Price Recommended Gas Prices
(based on current network conditions)

20 180 |

70 £ 160
2 60 E 140 | Gas Predicted
= E 120 | Price Wait
2 50 E 100 Speed (gwei) (minutes)
£ 40 o o
= o ai
P o jg Safelow g 86
£ 20 = 20 | I (<20m)

10 . | I | SRS | S

0 L — ! _ — ANUD H0BA D0 DD Standard 20 41

=1 1=4 420 20=50 =50 ' (<3m)
Gas price category Gas price (qwei) Fast (<Zm) 27 1 2 03 /2 14



Ethereum RLPx:
Cryptographic Network & Transport Protocol

https://github.com/ethereum/devp2p/blob/master/rlpx.md

LPx is a cryptographic peer-to-peer network and protocol suite which provides a general-purpose transport
and interface for applications to communicate via a p2p network. RLPx is designed to meet the
requirements of decentralized applications and is used by Ethereum.

The current version of RLPx provides a network layer for Ethereum.

Roadmap Completed:
— UDP Node Discovery for single protocol
— ECDSA Signed UDP
— Encrypted Handshake/Authentication
— Peer Persistence
— Encrypted/Authenticated TCP
— TCP Framing
Security
— authenticated connectivity (ECDH+ECDHE, AES128)
— authenticated discovery protocol (ECDSA)
— encrypted transport (AES256)
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https://github.com/ethereum/devp2p/blob/master/rlpx.md

b=Vp2p Wire Protocol

https://etherscan.io/pushTx
https://github.com/ethereum/wiki/ ¢ o «simmmman

wiki/D=Vp2p-Wire-Protocol M mthersoan
D=Vp2p nodes communicate by |
Sending messages USing RLPX’ an , Broadcast Raw Transaction

encrypted and authenticated

transport protocol. Peers are free to i
advertise and accept connectionson 7
any TCP ports they wish, however,a

default port on which the

connection may be listened and

made will be 30303.
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https://github.com/ethereum/wiki/wiki/ÐΞVp2p-Wire-Protocol
https://github.com/ethereum/wiki/wiki/ÐΞVp2p-Wire-Protocol
https://github.com/ethereum/wiki/wiki/ÐΞVp2p-Wire-Protocol
https://github.com/ethereum/wiki/wiki/ÐΞVp2p-Wire-Protocol
https://github.com/ethereum/wiki/wiki/ÐΞVp2p-Wire-Protocol
https://github.com/ethereum/wiki/wiki/ÐΞVp2p-Wire-Protocol
https://github.com/ethereum/wiki/wiki/ÐΞVp2p-Wire-Protocol
https://github.com/ethereum/wiki/wiki/ÐΞVp2p-Wire-Protocol

Mining
* Ethash is the PoW algorithm for Ethereum 1.0.

— It is based on the sha3_ 512 hash function

— "One plague of the Bitcoin world is ASICs. These are specialized
pieces of compute hardware that exist only to do a single task. In
Bitcoin's case the task is the SHA256 hash function. While ASICs
exist for a proof-of-work function, both goals are placed in
jeopardy. Because of this, a proof-of-work function that is ASIC-
resistant (i.e. difficult or economically inefficient to implement in
specialized compute hardware) has been identified as the
proverbial silver bullet"

* Proof of stake is a consensus algorithm for public blockchains
which is intended to serve as an alternative to proof of work.
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Ethash Hashing Algorithm

Pascal Urien

. Input Data
. Intermediate Data

D Intermediate Calculation Function

. Memory Fetch Request
—= Function Input/Qutput

Memory Fetch Operation

DAG
Memory
Bandwidth
Limited
|
/

| ‘

128 Bytes

(6
(&

~2GB

Success
or Fail
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Transaction Information

TxHash:
Block Height:
TimeStamp :
From:

Tor

Yalue:
Gas:

Gas Price:

Gas Used By Transaction:

Actual Tx Cost/Fee:
Cumulative Gas Used:
MNonce:

Input Data:

Ox 75d910cc067334514e1f37ed2a3f2e1ad4ac 13e46e97c 208baa3fds7bbr4b336

2961230 (148972 block confimations)

24 days 15 hrs ago (Jan-08-2017 12:42:4% AM +UTC)
Oxcafb10eebb3f465f9d10588ac 44ed20edb080 11e (Bitfinex_1)
Contract Oxab7c 74abc Oc 4d48d1bdad5de b26153fc8780f33e @

399,900 Ether ($4,254,936.00)

122423

0.00000002 Ether

22423

0.00044846 Ether ($0.0043)
98037

437

Bx

Pascal Urien

Contract
Transaction
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Transaction Information

TxHash:
Block Height:
TimeStamp :
From:

To:

Value:

Gas:

Gas Price:

Gas Used By Transaction:

Actual Tx Cost/Fee:
Cumulative Gas Used:
Monce:

Input Data:

Creating a Contract

0x75b136a4fc 03b917 3f286fb526936586eb7 9eabf 18e0fbf 35674d29c d01922bTf R L P (Ad d ress. non Ce) .
y .

473730 (29531 block confirmations) D6 (list)

4 days 20 hrs ago (Feb-04-2017 08:15:00 PM +UTC) 94

0x3f406a15095669¢63dfB0021 d54d1 2bdfa214187 3f406a15095669e63df80d21d54d12bdfa2141
87 (address)

[Contract Oxdde29ad9ac 3c8ba701c Offac 566117a2bbfdb177 Created] ®
0 Ether (50.00) 80 (null byte)
373547

0.00000002 Ether Keccak(RLP)=

373547 BF474FF3D5F9AC3393D3F6B9D4E29ADI9AC3C8BA701COFFACS566
oooraroe Ethers0.00) 11 7A2BBFDB177

3621228

, Contract Code

uuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu

9854906101000a%004 7 IFF I Hf f I FHf FrFFfFFFFfFFf A A f1681565b828054688181680116156181000283166802590049060005260206
8082890681 T816828508481019282681F1861083ca578085166+119168388011785556183F8565b828881088181855582156183F8579182815b82811115
61@83f757825182559168208191908608101986183dc565b505898586184859198618489565b5898565b61842051985b888211156184275762088160889

8555860818161848+565b5898565b985680a165627a7a72385820a397968C 85326730487 c7e5c7d584cd27@7 e5e6d9435aTbed062be3cBd656760829 ’09/2 14
i



Computing the contract Address

 The address for an Ethereum contract
is deterministically computed from the address of its
creator (sender) and how many transactions the
creator has sent (nonce). The sender and nonce are
RLP encoded and then hashed with Keccak-256.

* From pyethereum:

— def mk_contract_address(sender, nonce): return
sha3(rlp.encode([normalize _address(sender), noncel]))
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https://github.com/ethereum/pyethereum/blob/782842758e219e40739531a5e56fff6e63ca567b/ethereum/utils.py
https://github.com/ethereum/pyethereum/blob/782842758e219e40739531a5e56fff6e63ca567b/ethereum/utils.py

Contrat Source

pragma solidity 70.4.2;
address public owner;
string public log;
function storer ()
{
owner = msg.sender ;
}
modifier onlyOwner
{
if (msg.sender != owner)
throw ;
}
function store(string log) onlyOwner

{

log = 1log;
}
function kill () onlyOwner ()
{
selfdestruct (owner); }

}

Example of online compiler
https://ethereum.github.io/browser-solidity/

Typing in solidity

Solidity includes 7 basic types, listed below:
hash: 256-bit, 32-byte data chunk, indexable into
bytes and operable with bitwise operations.

uint: 256-bit unsigned integer, operable with
bitwise and unsigned arithmetic operations.

int: 256-bit signed integer, operable with bitwise

,and signed arithmetic operations.

string32: zero-terminated ASCII string of
maximum length 32-bytes (256-bit).

address: account identifier, similar to a 160-bit
hash type.

bool: two-state value.

Pascal Urien
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https://etherscan.io/opcode-tool

ByteCode To Opcode Disassembler

Attempts to Decode the low level Contract ByteCodes to Opcodes

Enter the Contract ByteCode Below

Ox6060604052341561000c57fe5b5b33600060006101000a81 5481 7 302191690837 3 A A

ffff1602179055505b5b61045a8061005f6000396000f30060606040526000357c01000000000000000000(

0000000009 00463ffTIfff168063131a06801461005c57806341c0e1b5146100b657806351973ec9146100c85780638das5chsb14610161575bfe
5b341561006457fe5b6100b4600480803590602001908201803590602001908080601f0160208091040260200160405190810160405280939
2919081815260200183838082843782019150505050505091905050610123565b005b34156100be57fe5b6100c661022b565b005b34156100
d057fe5b6100d86102c5565b6040518080602001828103825283818151815260200191508051906020019080838360008314610127575b805
18252602083111561012757602082019150602081019050602083039250610103565b505050905090810190601f1680156101535780820380
5‘I60018360200961O‘IOOOaDB‘I"—“I68154604001Q‘ISD5b5C'925C'5C'5C'5C'4C'5 8091 C'39C'f35|334‘l5610169:?f85|3610‘l?16‘l )363565b604051808

Decoded Bytecode :

[1]1 PUSH1 Ox60
[3]1 PUSH1 Ox40
[4] MSTORE

[5]1 CALLVALUE
[6] ISZERO

[2] PUSH2 0x000c

A contract’s storage is at its most basic a key-value store with
27256 possible keys and 27256 values. This makes for sufficient

possible storage to create database structures of any type
imaginable.



Transaction Information

TxHash:
Block Height:
TimeStamp
From:

To:

Value

Gas

Gas Price:

Gas Used By Transaction:

Actual Tx Cost/Fee:
Cumulative Gas Used
Nonce

Input Data:

131a0680 the Method 1ID.

[z o

Oxda74659ce8125db72103a30e34165f3ec 8236076912103 ¢ 483bfdSd3aabde
473742 (29557 block confimations)

4 days 20 hrs ago (Feb-04-2017 08:17:3% PM +UTC)
0x3f406215095669e63d80d2 1d54d12bdfa2 14187

Contract Dxdde2%ad%ac 3c BbaT01c Offac 566117a2bbfdb177 @

KECCAK store(string) =
a4 131A068074A19BB6FC469

D Ether (50.00)

C4483FC873D8DB01507C
ey B2E2295A0F34ECA4D682

3166176 35 B

Contract
Transaction

https://github.com/ether
eum/go-
ethereum/wiki/Contracts
-and-Transactions

1 https://solidity.readthedocs.io/en/develop/abi-spec.html

2x131306 A03A000A00AA0030300200020000000060002 300020000800002020000000000002

7906800000608d48056cbCHF20576172606420210620200RE20AAEARAR0AEAREA0AEEARR0RARER

doudiodivgdod

Hello World

Pascal Urien

This is derived as the first 4 bytes of the Keccak hash of function ASCII name
0000000000000000000000000000000000000000000000000000000000000020
000000000000000000000000000000000000000000000000000000000000000d
48656c6c6£20576£726c64202100000000000000000000000000000000000000

// Offset of the parameter = 32
// String lentgh= 13
// string

2137214



Contract Transaction

&« C | @& Sécurisé | https//ethereum.github.io/browser-solidity/#version= n-v0.4.9+commit.364dad25.s b ~ :
¢ 4 © 6 & v ? A
Ox 3f406a15095669e63df ¥ |Transaction origin
3000000 Transaction gas limit
0 value (e.g. .7 ether or 5 wei, defaults to ether)
Attach Transact Transact (Fayable) Call
v Test:storer 1209 bytes
At Address Create
v Test:storer at Oxd4e29ad9%c3c8ba701c0ffac566117a2bbfdb177 (blockchain) X
owner Value: "0x0000000000000000000000003f406a15095669e63df80d21d54d12bdfa2 14187 e
Decoded:

1. address: Ox3f406315095669e63df80d21d54d12bdfa214187

| Value:
- 'DxDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD2DDDDDDDDDDDDDDDDDDDDDDDDDDDDDED
000000000000000000000000000000000d45656c606T205761726064202100000000000000000000000000000000000000"
Decoded:
1. string: Hello World !

kill

store

214214



