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"Bitcoin: A Peer-to-Peer Electronic 
Cash System." Satoshi Nakamoto 

• In this paper, we propose a solution to the double-spending 
problem using a peer-to-peer distributed timestamp server 
to generate computational proof of the chronological order 
of transactions 

• The steady addition of a constant of amount of new coins is 
analogous to gold miners expending resources to add gold 
to circulation.  

• In our case, it is CPU time and electricity that is expended 
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Mining Bitcoin 
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50 BTC/block (144x50) 

25 BTC/block (144x25) 

12,5 BTC/block (144x12,5) 

144 blocks/day  
(Fix Mining Rate) 

Difficulty  
(i.e. costs) 
increases 

50% 

25% 

12,5% 

4 years 

4 years 

4 years 

10,5x106 BTC 
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The number of Bitcoin is finite 
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NS =  NB x Σ  50 x 108 / 2i  
i=0 

i=32 

(in satoshi) 
1 BTC = 108 satoshi 

The block reward started at 50 BTC in 2009 
It halves every 210,000 blocks (about 4 years, = 144x 1461) 
It will stop with the block number 6,930,000 (=33x 210,000,  33 = 1 + log2(5.109) ) 

210,000 blocks Initial Block Reward (IBR) 

This mechanism limits the total number of Bitcoins in 
circulation to 21 millions (210,000 x 50 x 2)  
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The Mining Rate:  
6x24 = 144 blocks / day 
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Cryptographic difficulty enforces the Mining Rate regulation  
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6x24 = 144 

1,629,350 

5,027,250 

3,397,900  /365/50 = 186,2 

7,383,600 

10,070,850 

2,687,250  /365/50=147,3 

11,356,975 
12,969,350 

1,612,375 /365/25=176,5 
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50%, 28 november 2012 
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The Difficulty of the PoW 
• A nonce value that make a double SHA-256 hash 

of the block's header that is less  
–  (65535 << 208) / difficulty 

• So the entropy of this calculation is closed to 
32+log2(difficulty), about 70 bits in August 2016. 

• The difficulty is scaled every 2016 blocks in order 
to maintain a block production every 10 minutes, 
i.e. about 144 (6x24) per day. 
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9300  (50 btc /block) 
7365 (50 btc / block) 

4412 (25 btc /block) 

The Profit (Bitcoin/day) 
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Blockchain: a 
public ledger 
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https://bitinfocharts.com/bitcoin/search.html 

PoW 

Transaction identifiers are 
stored  in a Merkle Tree 

PREVIOUS 
BLOCK 

NEXT 
BLOCK 
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BTC/day 

Gh/s 

HashRate 

Difficulty (August 2016) = 270 
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0,1 W/Gh/s 
0,876 TW/h (/year) 
0,16 % FR (546 TW/h) 
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The HashRate Cost (estimation) 

Year C1=W/Gh/s C2=$/Gh/s/day 

2009-2010 4000 68,5 

2011 500 2,73 

2012 100 2,05 

2013 10 0,055 

2014 1 2,3 10-3 

2015-2017 0,1 1,6 10-4 

Rig Cost/day Energy 

11 
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The Costs (Estimation) 

Year 2009 

2010 

2011 2012 2013 2014 2015 

2016 

C1 x E 

$/Gh/s 

14,4 1,8 3,6 10-1 3,6 10-2 3,6 10-3 3,6 10-4 

C2 

$/Gh/s 

68,5 2,73 2,05 5,5 10-2 2,3 10-3 1,6 10-4 

TotalCosts =  C1 x E x HashRate + C2 x HashRate  
Pascal Urien 13 

E = 0,0036 = 0,15 10-3  x 24       0,15 $ / KWh = 0,15 10-3 $ / Wh 
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Mid August 2016 (estimation) 

- Market capitalization: 9,6 billion$ (BTC-price x #BTC) 

- Total energy cost: 0,36 billion$. 

- Total rig cost: 0,24 billion$. 
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The Actors of the HashRate 

No Trusted Third Parties ? 
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BTC-Price x BTC-NB  
/ TotalCost 
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50% 
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Trading: The Jean Mira Formula 

BTC-Price(t) = EnergyCost(t) + ε1(t) + ε2(t) + ε3(t)  

EnergyCost= C1 x E x hashrate / BTC-NB  

ε1 =  C2 x hashrate / BTC-NB  

 ε3 = BTC-Price x Transaction-Fees / BTC-NB  

August 12nd 2016  

BTC-Price: 589.23 $,  

Hashrate: 1,585,714,220 GH/s,  

BTC-NB: 1975 

Transaction-Fees: 70 BTC  

EnergyCost= 289 $ 

ε1 = 128 $ ( 3 years) 

ε3 = 21 $ 

Market Prime = 151,23 $ 

ε2 =  Market Prime 
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The Bitcoin Address 
• A Bitcoin Address is 

computed from a 
160-bit hash 
(called Hash160) of 
the public portion 
of a public/private 
ECDSA key pair. 
The elliptic curve is 
the sepc256k1. 
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Sepc256k1 PublicKey: 

04 

9C02BFC97EF236CE6D8FE5D94013C721

E915982ACD2B12B65D9B7D59E20A8420

05F8FC4E02532E873D37B96F09D6D451

1ADA8F14042F46614A4C70C0F14BEFF5 

Hash160: 
1689LPUuixaxSchENLMNaNbS3hYVgdpaSS 

Bitcoin address: 
12PNZxbhBzDXTZJzZEkrynszzQr9bB 

http://bitcoinvalued.com/tools.php 
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Transaction 
• A bitcoin address is associated  to a set of Unspent Transaction Output, or UTXO. 
• Transaction are identified by a hash (SHA256) value (tx, transcation identifier) 
• All  UTXOs included in a transaction must be spent. 
• A transaction message typically includes  

– an ECDSA signature generated by the input address,  
– the payer's public key,  
– a previous transaction hash (UTXO),  
– and Bitcoin transfer operations (outputs) in which every payee is identified by  its  Hash160 

attribute, computed from its associated public key.  

• The transaction fee is the difference (if any) between the sum of input amounts 
(UTXOs) and output transfers. 

• In a transaction two kinds of scripts are executed 
– Input script (signature checking) 
– Output script (address checking) 
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INPUT 1 

OUTPUT1 

AMOUNT1 

PAYEE’S PUBKEY (Hash160) 

PREVIOUS OUTPUT HASH (Amount1+Amount2+ Fee) 

SIGNATURE 
PAYER’S PUBKEY 

TRANSACTION 

Sig Script 

PubKey Script 

OUTPUT2 

AMOUNT2 

PAYEE’S PUBKEY (Hash160) PubKey Script 

Transaction 

txHash 

Fee=   Σ input  
         - Σ output 

Pascal Urien 20 

Σ input = 
Σ output + Fee 
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Transaction Example 
• Transaction ID 

– d4a73f51ab7ee7acb4cf0505d1fab34661666c461488e58ec30281e2becd93e2 
– https://blockchain.info/tx/d4a73f51ab7ee7acb4cf0505d1fab34661666c46148

8e58ec30281e2becd93e2 

• Payer 
– 1689LPUuixaxSchENLMNaNbS3hYVgdpaSS 
– UTXO  

• 2936ee6a0db4e4901988503bb6e966128dd5fa01bcf08451f78a1d5b08dbbd6d 
• Amount 33,59 BTC 

• Payee 
– 12LZjvQBy31ABRpqvMZQbu7S9K5SxaifjW,  Amount  33,54 
– 13RoCeq4K8ddPW6ugcheFoXK4GC2BLVuET,  Amount 0,05 
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Message header: transaction 

 

F9 BE B4 D9 //main network magic bytes 

74 78 00 00 00 00 00 00 00 00 00 00 // "tx" command 

02 01 00 00 // payload is 258 bytes long 

E2 93 CD BE //checksum of payload Transaction: 

01 00 00 00 // version 

Inputs: 

01       // number of transaction inputs    tx# 2936ee6a0db4e4901988503bb6e966128dd5fa01bcf08451f78a1d5b08dbbd6d  33,59 BTC  

Input 1: // hash de la transaction précédente 

6D BD DB 08 5B 1D 8A F7 51 84 F0 BC 01 FA D5 8D  previous output (!!! Big Endian)  

12 66 E9 B6 3B 50 88 19 90 E4 B4 0D 6A EE 36 29 

 

00 00 00 00  //index output of previous tx 

 

8B (length) 

48 (length)          INPUT SCRIPT (SigScript) 

 30 45  

  02 21 //r (ECDSA) 

     00 F3 58 1E 19 72 AE 8A C7 C7 36 7A 7A 25 3B C1  

     13 52 23 AD B9 A4 68 BB 3A 59 23 3F 45 BC 57 83  

     80  

   02 20 //s (ECDSA) 

     59 AF 01 CA 17 D0 0E 41 83 7A 1D 58 E9 7A A3 1B  

     AE 58 4E DE C2 8D 35 BD 96 92 36 90 91 3B AE 9A 

 

01 41 // Public Key 1689LPUuixaxSchENLMNaNbS3hYVgdpaSS 

     04  

     9C 02 BF C9 7E F2 36 CE 6D 8F E5 D9 40 13 C7 21 // Gx 

     E9 15 98 2A CD 2B 12 B6 5D 9B 7D 59 E2 0A 84 20  

     05 F8 FC 4E 02 53 2E 87 3D 37 B9 6F 09 D6 D4 51 // Gy 

     1A DA 8F 14 04 2F 46 61 4A 4C 70 C0 F1 4B EF F5 

 

FF FF FF FF sequence 

 

https://en.bitcoin.it/wiki/Transaction 

Each owner transfers the coin to the next by digitally signing 
a hash of the previous transaction and the public key of the 
next owner and adding these to the end of the coin.  
A payee can verify the signatures to verify the chain of 
ownership. 

https://bitcoin.org/en/developer-
guide#transactions 

Pascal Urien 22 
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Outputs: 

02  // 2 Output Transactions 

 

 

Output 1: 

80 FA E9 C7 00 00 00 00 // 33,54 BTC (satoshi little indian) 

19                      // scriptPubkey is 25 bytes long 

// pk_script: 12LZjvQBy31ABRpqvMZQbu7S9K5SxaifjW 

76 A9 14                 

1A A0 CD 1C BE A6 E7 45 8A 7A BA D5 12 A9 D9 EA 1A FB 22 5E  

88 AC   

 

Output 2: 

40 4B 4C 00 00 00 00 00 // 0,05 BTC, (satoshi little indian) 

19              // script Pubkey is 25 bytes long 

// pk_script: 13RoCeq4K8ddPW6ugcheFoXK4GC2BLVuET 

76 A9 14  

0E AB 5B EA 43 6A 04 84 CF AB 12 48 5E FD A0 B7 8B 4E CC 52  

88 AC 

 

Locktime: 

00 00 00 00 // locktime 

 

Hash_type code 

01 00 00 00 

 

scriptPubkey: OP_DUP=76 OP_HASH160=A9 longueur=20 <pubkeyHash> OP_EQUALVERIFY=88 OP_CHECKSIG=AC 

scriptSig:    <signature> <pubkey> 

 

http://bitcoinvalued.com/tools.php 

1AA0CD1CBEA6E7458A7ABAD512A9D9EA1AFB225E 
12LZjvQBy31ABRpqvMZQbu7S9K5SxaifjW 
 
0EAB5BEA436A0484CFAB12485EFDA0B78B4ECC52 
13RoCeq4K8ddPW6ugcheFoXK4GC2BLVuET 

https://en.bitcoin.it/wiki/OP_CHECKSIG 
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https://blockchain.info/tx/d4a73f51ab7ee7acb4cf0505d1fab34661666c461488e58ec30281e2becd93e2?show_adv=true 
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input 
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Block 
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Network 
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A bitcoin node is a collection of functions:  
- Routing ,  
- Blockchain database,  
- Mining,  
- Wallet Services. 
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Network 
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About Ethereum 
• Ethereum was introduced in a white paper by Vitalik Buterin in 2013 
• The Ethereum software project was initially developed in early 2014 

by the Swiss company, Ethereum Switzerland GmbH, and a a Swiss 
non-profit foundation, the Ethereum Foundation (Stiftung 
Ethereum). 

• Ethereum's live blockchain was launched on 30 July 2015 
• Ethereum is a blockchain platform supporting a digital currency the 

Ether and distributed applications called Smart Contrats written in 
Serpent or other languages. 
– The Ethereum Virtual Machine (EVM) supports a Turing complete 

language 

• 1 ETHER = 1018 Wei. 
Pascal Urien 29 
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Ethereum is a BlockChain 
• A new block is mined every 14,0 s 
• The Block reward is  5 Ethers 
• Transactions are stored in the blockchain 
• Every account is defined by a pair of keys (ECC 

sepc256k1), a private key and public key. 
–  Accounts are indexed by their address which is 

derived from the public key by taking the last 20 
bytes. 
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Account 

• An Ethereum account contains four fields: 
– The nonce, a counter used to make sure each 

transaction can only be processed once 
• A scalar value equal to the number of transactions sent by 

the sender 

– The account's current Ether balance 

– The account's contract code, if present 

– The account's storage (empty by default) 
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Transactions Structure 
• The recipient of the message 
• A signature identifying the sender 
• A nonce:  a scalar value equal to the number of transactions sent by the sender 
• Value:   

– a scalar value equal to the number of Wei to be transferred to the message call's recipient  
– or in the case of contract creation, as an endowment to the newly created account 

• An optional data field 
– a contract creation transaction contains an unlimited size byte array specifying the EVM-code for the 

account initialization procedure 
– A message call transaction contains  an unlimited size byte array specifying the input data of the 

message 

• A STARTGAS value, representing the maximum number of computational steps the 
transaction execution is allowed to take 

• A GASPRICE value, representing the fee the sender pays per computational step 
– A scalar value equal to the number of Wei to be paid per unit of gas 
– Transactors are free to specify any gasPrice that they wish, however miners are free to ignore 

transactions as they choose. 
Pascal Urien 32 
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Mining 
• Ethash is the PoW algorithm for Ethereum 1.0.  

– It is based on the sha3_512 hash function 

• Proof of stake is a consensus algorithm for public blockchains which is 
intended to serve as an alternative to proof of work. 

• The successful PoW miner receives a static block reward that of 5 Ether.  
• The successful miner will also receive all the gas in fees that it generates from 

the transactions in the block that it verifies.  
• The miner also receives an award of 1/32 per Uncle block included.   
• The uncle reward formula is (U_n + 8 - B_n) * R / 8 where R is the static  

reward of  5, U_n is the uncle number and B_n is the block number 
–  (U_n + 8 - B_n) * 5 / 8 
– Uncle 0 : 4.375 ETH =  7/8 * 5 
– Uncle 1 : 3.750 ETH =  6/8 * 5 

• The reward for contract processing is 
– STARTGAS * GASPRICE Pascal Urien 33 
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For both reasons, there are two important goals of the proof-of-work function; firstly, it 
should be as accessible as possible to as many people as possible. The requirement of, or 
reward from, specialized and uncommon hardware  should be minimized. This makes the 
distribution model as open as possible, and, ideally, makes the act of mining a simple swap 
from electricity to Ether at roughly the same rate for anyone around the world. 
Secondly, it should not be possible to make super-linear prots, and especially not so with a 
high initial barrier.  Such a mechanism allows a well-funded adversary to gain a 
troublesome amount of the network's total mining power and as such gives them a super-
linear reward (thus skewing distribution in their favour) as well as reducing the network 
security. 
One plague of the Bitcoin world is ASICs. These are specialized pieces of compute 
hardware that exist only to do a single task. In Bitcoin's case the task is the SHA256 
hash function. While ASICs exist for a proof-of-work function, both goals are placed in 
jeopardy. Because of this, a proof-of-work function that is ASIC-resistant (i.e. difficult or 
economically inefficient to implement in specialized compute hardware) has been 
identified as the proverbial silver bullet. 
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Ether 
Transaction 
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5 ether/32  / uncle 

Transaction Gas Fee 

Static Block Reward 
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Transaction 
Details 
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Contract 
Transaction 
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Creating a Contract 
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Contract Code 
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Contrat Source 
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pragma solidity ^0.4.2; 

address public owner; 

string public log; 

function storer()  

{ 

    owner = msg.sender ; 

} 

modifier onlyOwner  

{ 

        if (msg.sender != owner) 

            throw; 

        _; 

} 

function store(string _log) onlyOwner()  

{ 

    log = _log; 

} 

function kill() onlyOwner()  

{ 

  selfdestruct(owner); } 

} 
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Contrat Transaction 
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Hello World 
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Contract Transaction 
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https://etherscan.io/charts 
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6,000 blocks/day 
30,000 Ether/days 
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Market Capitalization 
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Hash Rate 
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Ether Supply 
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https://badmofo.github.io/ethereum-mining-calculator/ 

450€, 400 W,   29 MH/s 
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February 3rd 2017 

• Total Reward: 29950+58,3 + 1265 = 31273,3 

– 5990 blocks mined (14,42s / block) 

– Block Reward 5990 x 5 = 29950 ether 

• 34,2 Ether (Gaz) 

– Gaz Used  1,519.30 106 

– 22508635957 10-18 Average Gaz Price 
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The Jean Mira Formula for Ethereum 
Ether-Price(t) = EnergyCost(t) + ε1(t) + ε2(t) + ε3(t)  

EnergyCost= C1 x E x hashrate / Ether-NB  

ε1 =  C2 x hashrate / Ether-NB  

ε3 = Ether-Price x Gaz-Used / Ether-NB  

February 3rd 2017 

Ether-Price: 10,78 $  

Hashrate: 7,901.97 Gh/s  

Ether-NB: 31273,3 

Gas-Used: 34,2 Ether 

EnergyCost= 12,55 $ 

ε2 = 11,50 $ (1 year) 

ε3 = 0,12 $ 

Market Prime = -13,39 $ 

ε2 =  Market Prime 

Year C1=W/Gh/s C2=$/Gh/s/day C1 x E=  $/Gh/s 
2017-2018 

GPU: XFX-R9-390 

400W/0,029 = 
13,800  

450$ / 0,029 / 365 = 
45.5 

13,800  x  0,0036  = 49,68 

0,15 $ / KWh 

https://badmofo.github.io/ethereum-mining-calculator/ 

https://etherscan.io/charts 
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Question 
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