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RFID Principles

Data is stored in a&hip connected to an antenna

Uses radio frequency transmission in either, insgactear field
or radiatingfar field.

Ability to automatically identifymultiple objects without line
of sight.

Tags can beassive semi-passive active, with or without
security.



RFID Principles

> Different Frequencies are usedF, HF, UHF.....

> Could replacehe bar code !!!

> Simultaneousreading of a large number of tags
> Tag does not need to be within line of sight of the reader
> Tag may be embedded in the tracked object

> Used formany applicationsin a growing number aharkets
world-wide.



RFID Applications
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Animal Industrial Textile Baggage Pharmaceutical
Identification Identification Logistic Logistic Identification

» Real-time inventory and stock control
» Supply chain management
(fashion, retail, pharmaceuticals)
> Libraries
» Rental
> Animal ID Y




tiers de la RFID
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Market Potential

Ewope, Middle Exsi and Alrica Morih Americo
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Estimated value share of RFID market in 2010, byegion

Asia Pacific & Fesi of Wearld

Global forecast of RFID hardware,
middleware and IT market
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Inductive Coupling - Propagation coupliﬁg

Near field (HF) Far field (UHF)

Electric Field (Far Field)
Backscatter

I Inductive coupling - \ xS o \\‘
i A L Tm \\U" ”'i Ir‘ J;I.-_, Itl«- : ‘1‘-_,
\ 1 C = r}-._\ I ¢ ?L
; ’ J;I Kfi Ir !f ;J Tag
; ; I Reader - J‘,’l !.f "f
| Tagecoil Antenna |
UHF
Inductive coupling Propagation Coupling
» Frequencies : LF (125 kHz) * Frequencies : UHF (900 MHz)
and HF (13,56 MHz) and MW (2,45 GHz)
» Impedance variation » Backscattered modulation
* Loop antennas * Dipole antennas
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UHF vs HF (1)

UHF

»Based on electromagnetic waves
»Electric Field

»Magnetic Field

»Best Performances in “Far-Field” (FF)
»Long Range

» E and H field in FF decrease with 1/r

\ 4

Dipole
antenn:

|

»Performances in presence of dielectrics

»bad
HF
»Based on Magnetic Field
Loop ~in “Near-Field” (NF)
. »“Short” Range
anten n51 ~ H field in NF decrease with 1/r*3
»Performances in presence of high dielectrics
»good
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UHF vs HF (2)

Low Frequency (LF): ~125 kHz

Inductive coupling Data rate 10 kbits/s

RW distances: 1m Metal: low perturbations
Water: no perturbations

High Frequency (HF): 13,56 MHz

Inductive coupling Data rate >=100 kbits/s

RW distances: Max: 1m Metal: high perturbations
Water: no perturbations

Ultra High Frequency (UHF): ~900 MHz

E-field coupling Data rate >= 256 kbits/s

RW distances: up to 10 m Metal: high perturbations
Water: med. perturbations

Micro Wave (MW): ~2,45 GHz

E-field coupling Data rate >= 256 kbits/s

RW distances: >10m Metal: high perturbations
Water: high perturbations

—=
ok

Propagation
Coupling

Propagation

Coging



Security

Short Range Long Range
((a))
Identification Identification
Authentication
Smart cards, key fobs,.... Data Security Labels, Tags
Limited
S it i
[é/’ e Security e Laundry
o Library
o Access Control « Supply Chain
o Security » Logistics
e Payment o Luggage
o Passport/Visas o Apparel
e Transport ticketing » Traceability
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UHF regulation overvie\)(v

W erp

EU us Japan

865 868 869,5 902 928 952 “955 MHz
— | — — — —
302 208 300 220 FCC Part 15

ARIB STD-T89/T90
200 kHz
9 for (high power)
14 for (low power)
LBT
2,4 Werp (high power)
12 mWerp (low power)

Channel bandwidth

Channel nb

Synchronization

Radiated power

e Listen Before Talk technique: Interrogators are only permitted where they employ frequency agile techniques
e Only 10 sub bands - likely to be many more readers than that in same radio ‘space’ = Real risk of system degradation and data
loss if these sub-bands are not used responsibly.



ETSI EN 300 208 limitations

1. Very low listen threshold (-96 dBm)

» in free space, a reader transmitting at 2W wiltlb&ected by another reader at a
range of 78 km!

» sharing channel is thus almost impossible in a s

2. The Transmit spectrum mask defines spurious emigms at -36 dBm
» this spurious level is not compatible with thedrsievel of -96 dBm
» readers in 2 adjacent channels must be spaced foy 30

3. The channel spacing is reduced to 200 kHz limitinthe uplink data rate

Conclusions
» performances with the current 302 208 regulati@nvary limited
» a task group (TG34) is updating the regulations
e Limitation of 4 to 5 readers transmitting at thensaime
e Time multiplexing by “global listen” or by “radio @emunication” between readers



Back Scattering Modulation
and Maximum Read Range
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 Readerltag data exchange (UHF)

- The reader sends commands & energy to the taguse amplitude modulation.

- The tag sends responses to the readdvadkscatter modulation.

The chip in the tag is powered ‘
( 18




Backscattering concept (UHF)

The tag changes its impedance by switching on anal if$istor (or a capacitor).
This impedance variation will change the tag reftexs seen by the reader
antenna, ,i.e., the tag RCS=Radar Cross Section

r2-Dipole \
q— —) c—
P = 4R A— — fpﬁ-_m';j N Rr=A,
. - \ Data
Maximum Partial Backscattered
reflection absorption Modulation
ﬂlz

o « 2 2 2
AR( S = - : (_J Tag (| 1_1110[1 | o | runmod | ) 19
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Reader with linear polarized antenna

With linear polarized antennas:

— Atag’s performance depends on its orientation with respect to a linear
polarized antenna

Optimal coupling

o

= __j‘"—
- 4

o :
Optimal coupling\/f
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Reader with circular polarized anter

With circular polarized antennas, tag orientation is less critical.

— The helical nature of the field from a circular polarized antenna allows it tc
read tags in more than\ one orientation.

=

— The down side of circular polarized antennas is that their output is less
than linear antennas (approximately 1/3 down).

Nna

21



FRIIS Formula applied to RFID

» Transferred power from a reader antenna to the chip

12

Pc*h;p — P_EIRP '

-G
(4.7-RV e

Reader Label

I:)e’ Ge R Qip’ Glabel
_ ) / Peirp = Pe * Ge (dBi)
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Read Range of an UHF/GHz Chip

» Example Il (UHF)

» under EN 302 208 European regulation:
Pere = 2 W equals P ge = 3.28W; G, . =1.64
f=869MHz; Py p = 35uW

E]'I'a,-“latnt:t'ling =0.8; B'F‘cnlariﬁatien =1; SAHt&hﬂﬂ =0.5

_ 3280 71 640 _Sm: -0.8-1-0.5 =6.90m
(4-7)"-35-10W

max
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Active vs passive
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powering & RF

Transmission

backscattering tag to reader is

Upto50m! Up to 200 m!

24

Upto10m !

Price 7 with reading distance I
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Chip equivalent circult
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Example of UHF RFID chip:
Monza 4 Impinj

Chip Load Model

866 MHz

Conjugate Match |
Impedance 915 MHz
956 MHz

Read Sensitivity

Wrrite Sensitivity

Single-port connection

13 +j151 Q
11 +]143 O
10 + j137 Q

-17.4 dBm

-14.6 dBm

X7



Impedance matching

__1;___
©

Know impedance behavior of the Antenna

» The chip inf . Know impedance behavior of the Chip
¥22-11991  Match it! >(Zenp)) =9

» To ensure maximum power transfer from the antenna to the reader,

the required output impedance should be
r 22 + 195 Q for 915Mhz.

» This means a inductive (coil-like properties) antenna impedance

28



Connexion directe de la puce a I’anteﬁme

fﬂmmt inchictor

15
1"‘.'Seﬂesit':.u:i:dx.-:'r,c-r

ax 3¢ X
_n'ﬁ'.j{f'.v* =t : r"a:E *.'"*.f'ﬂ._;_

Antenna Match IC

Adaptation de I'impédance IC a I'impédance antenne via un transformateur
d’'impédance associant inductance seérie et inductance parallele

29



Principe de 'adaptation

Lsérie

74 YT
Lshunt

<> ZA ramené

On veut: Zaramene = Z*ic

« Z, = resonance serie du dipole (quelques dizaines ddtmeactance faible)
= A priori a 'INTERIEUR du cercle Re(Zic)=constante acaaleur faible
= validité du transformateur d'impédance proposeé.

30



Near-field and far-field element

UPM RAFLATAC

DogBone 248_1

/" DogBone 248_1

N'ear-FieId Element J

UPM RAFLATAC

DogBone 248_1
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Examples de tags UHF a connexion direkte

Range: Far Field Dimension: 98mm x 10mm
_ = Works best up to Epsilon r =4

Name: FF98-4 I e I
Range: Far Field Dimension: 95mm x 10mm

T B Works best up to Epsilonr =8
Name: FF95-8 LU0 =
Range: General Purpose Dimension: 33mm x 24mm
Name: GP33
Range: Mid Range Dimension: 34mm x 15mm
Name: MR34
Application: Fashion / el = I Dimension: 50mm x 30mm
airport baggage tagging TE
Name: OmniDir50

X

32
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Propagation, absorption, detuning issues

34



Multipath effects (1)

1 At UHF frequencies multi-path RF waves, caused by reflections
from the floor and other obstructions, may combine constructively
or destructively.

ANTENNA v o*

v _ /\ Constructive
In Phase +/\ \/ Interference
\/
Opposite \/_T_ — Destructive
Phase /\ Interference 35




field-hole

Multipath effects (2)

] super-range

36



Dynamic reading

Tags detected
100 %

90 %

0 %
31
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UHF

The tag is NO
read!!

Environmental constraint

' Standard UHF Tag
' tuned at 900 MHZ

Working power

I

I

|

I I

(dB) , Place in thair. :
I

I

: Range 8m st
ﬂ_\ ______
s’ AN
4 \
/ \
/ \
/ \
/ \
/ \
/ \
/ \
/ \
I' !
/] “ i \‘.7
Standard UHF 750 M gooM Frequency
Tag tuned at 900 [Hz]
MHZ Attenuation= -40 dB
placed inwater. ~ Detuning :
Range =0 m "~ [900>750]MHZ

38




UHF RFID Inlay: Material Detuning Effect

| === Ajf ====PTFE ===PC ===PET ===PU/PUR “==CARP |

v | |
Table 8,  Permittivity Values of the Reference Materials
FTFE PMMA PC PET PUPUR  KITE CARP Glass
212-22 298-3,02 3,18-323 364368 405-412 575-581 578-587 123-125
-2
4 V&
= Glass capp »
m & KITE - ﬁ ‘?’!
< 6 \ - o
(3]
|_
5 f
o -8 1 } H
% Fig 7. NXP Reference Materials
o
=
o
< .10 -
2
=
Y \*’
-14 i
'16 T T T T T T T
800 820 840 860 880 900 920 940 960 980

Frequency (MHz) 39

1000



Label position

It may not be possible to read labels on
cartons in the center of a pallet.

— |t depends on a number of factors:
m Output power of the reader antennas
m The distance from the antennas
s The material in the cartons

— If at all possible, position the labels
on the outside of the pallet load.

— One situation that must be avoided
is overlapping labels

m Labels that overlap are the same as
placing each label close to metal. They
de-tune each other and performance is
lost.

40






UHF RFID Standard: EPC Gen2

« EPC Global

e Not-for-profit organization entrusted by industry to establish and support the
Electronic Product Code (ePC).

e Develop a global standard for immediate, automatic, and accurate identification of any
single item in the supply chain of any company, in any industry, anywhere in the world.
Thetag is only a token to access distributed and replicated data bases.

e EPC Global Generation 2 (new global protocol available since december 2004)

* |[SO 18 000 — Part 6 (International Standard Organizéon)

| nfor mation technology - Radio frequency identification (RFID) for item management
Type C (same as EPC Global Gen2, RTF protocol)

42



EPC GenZ2 protocol
Integrated circuit - Memory

43



Gen2 Block Diagram

Analogue RF Interface

PAD

Digital Control

Anticollision

Read/\Write
Control

Access
Control

EEFPROM Interface
Control

RF Interace
Control

+ data encoder
+ clock extractor

EEPROM

44



Memory types and Gen2 operatic

NS

Read Only (RO)

Data (ID) are burned into the tag at factesycan never be changed

Write Once Read Many (WORM)

Data generally written into tag at point of appifioa = when encoded, cannot be reprogrammed

Read Write (RW)

Data may be written, erased and rewritten into nrgnmofield

Operation

Function

Inventory

Singulate tags and receive
their EPCs

Read

Read tag memory

Write

Write tag memory

Lock

Permalock, lock, or unlock tag
memory

Kill

Render a tag permanently
inoperative




Memory zone#

Not everything below is implemented usually:

UID/EPC MEMORY

EAS/AFI/WRITE ACCESS

KILL/READ/WRITE PASSWORDS

USER MEMORY BLOCK 1

USER MEMORY BLOCK 2

USER MEMORY BLOCKN

UID = Unique ID
Unique ID, usually read only similar to the
MAC address of a network card.

EPC memory = Electronic Product Code
Writable 96 bits EPC code similar to barcode

EAS = Electronic Article Surveillance
Security bit implemented on some chips

AFI = Application Family Identifier
Byte used to categorize the tag by
application

Write access
Byte used to store the ACL (Access Control
List) of the user memory

Passwords to kill the tag or read/write
Different 32 bits passwords used by the tag.
If unused, bits are zero

User memory
Structure and size depends on the chip - up
to a few kb

46



Delivery type#

Bumped Wafer on Film Frame Carrier
UCODE HSL, UCODE EPC 1.19, UCODE EPC G2

Standard Package TSSOPS8
UCODE HSL, UCODE EPC G2 g

l*Connect Flip Chip Package -
UCODE EPC G2

NXP Ucode




Flip Chip Assembly

IC, 150 pm T
incl. gold bumps, 18 um

ACP/ACF
Anisotropic Conductive Paste/Foil
(Adhesive with conducting particles
10k - 40k particles per mm?)

—!  Pressure L@
Temperature

Pad Structure
.

(Al, Cu, Ink)
I Pressure I
Temperature

Assembling process adds parasitic Capacitances

L J_ﬂ <@ 3
Cparaslt Cchlp R

Lo.d T = e |1

—

Substrate
(Paper, PET, PC)

Ctot =C




EPC Gen?2 protocol
Coding and Modulation

49



Reader-to-Tag communications

Modulation
ASK: can be detected with a simple envelope detector

» Double-sideband amplitude shift keying (DSB-ASK)
» Simple, but not spectrally efficient

» Single-sideband amplitude shift keying (SSB-ASK),
* More complex (requires a |Q modulator)
» More spectrally efficient

» Phase-reversed amplitude shift keying (PR-ASK)
* Reduces the width of the spectrum

Data Coding
Pulse interval encoding (PIE)
« Ensures a constant RF energy from the reader to

power the tag chip. -



Reader-to-Tag: PIE encodihg

] i ¢ 1.5 Tari < data-1 < 2.0 Tari
Tari = reference time fq . .
. . ari 0.5 Tari < x < Tari
interval (duration of a < > <
PW PW
data-0) ¢ >
data-0
data-1

transmitted CW attenuated CW

' - Tari-Value
Data ratgs accord!ng with Tari Value e Spectrum
local radio regulations. GoE —
. s o

6.25ps = 160kbps H - ggg-ﬁgﬁ.

- 19 - ,
12.5us = 80kbps Ll il fa or PR-ASK
25us = 40kbps 25 us +/- 1%

51



FMO Symbols

Tag-to-Reader: FMO or Mille

A\ 4

I

FMO Sequences

1
0 I

oo |

0

01 |

10

11

e

00

01|

FMO inverts the baseband
phase at every symbol Boundary

10

A data-0 has an additional

11

mid-symbol phase inversion.

I

Baseband Miller

inverts its phase
between two data Os
in sequence, or in the
middle of a data-1
symbol.
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Subcarrier spectral allocatibn

Region Link Rates / Format
Forward Tari=25us SSB-ASK
Backscatter 53.3 kbps at 213.3 kHz subcarrier

Europe

B: Subcarrier Spectral Allocation (CEPT: Multiple Channels)

' + » » » o eader CW

—b—l Channel

200 kHz) |4_ (during backscatter)

Reader Modulation
[S5B ASK shown)

Tag Response

Primary Sidebands

kN
- PR |
Guard il

Band

Note: Reader modulation
may also use PR-ASK

- & % & & & & & & & & b

Frequency (KHZ)
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Read rate - Bit rate

Environment

Communication
speed

Noisy

Europe

Many readers

Need to talk slowly
and carefully

EU us
Read rate | 600 tags/sec Read rate: 1600 tags/seg
T-R from 16 kbits/sec from 64 kbits/seq(dense
Bit rate (dense readetd 160 reader) t®©40 kbits/sec
kbits/sec(Maximum (Maximum throughtput
throughtput)
R-T from 40 kbits/sec from 40 kbits/sec
Bit rate (Nominal) to80 (Nominal) to128

kbits/sec(Maximum
throughtput)

kbits/sec(Maximum
throughtput)

Quiet

North America

Few readers

Can talk fast

» Gen2 sometimes needs fast tag reads (Pallets movinggihi@ dock door)

» Gen2 sometimes needs slow tag reads (Noisy envirorsnent
« Solution: Variable read rates
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Protocol:Reader Talk First vs Tag Talk First

1. Tag power up

2. Wait for the reader cmd
3. Recelive the reader cmd
4. Response to the reader

1. Tag power up
2. Send ID and data

56




Collisions and Anticollision Algorithr%

NRZ coding

Origine of the collision: ‘
A collision occurs when two or more
transponders send theirs datas at the s

time. ‘

Transponder 1

1t 01t 10 0 1 0

Transponder 2

1 0 1t 0 1 0 1 0
Anticollision algorithm in EPC Gen2 WMWMWIWM Wlm Combined signal
at the reader

protocol:
Slotted Aloha-based probabilistic Decoded
algorithm data stream

1T 0 1|1 1,0 1 0

errors

57



Simplified Aloha algorithm

Everybody pick a small number
and a nickname (alias)

Is anybody’s nhumber = 0?

Nobody 1 person
Tell me your alias

2 or more
people

Everybody | hear you. Can

subtract 1 you hear me? Wait for now,

we’ll try again

Everybody else

Tell full
ell me youriu subtract 1

hame
Go to sleep

58



Slotted Aloha-based probabillistic algorithm

Reader issues a Query command with a parameter Q
— Starting the inventory round

Tags load a Q-bit random value into their slot counter
— If a tag loads a zero it replies immediately, backscattering an RN16

Reader acknowledges the tag by sending an ACK containing this same
RN16

Acknowledged tag backscatters its PC, EPC, CRC-16

Reader issues a QueryRep command
— Tag toggles the state of its inventoried flag and leaves the round
— All other tags decrement their slot counters
— If any tag decrements to zero, it replies with an RN16

. . Symbol Description
Reader Signaling | Preamble (R=>T or T=>R)
: : FS Frame-Sync
Tag Signaling RN16 16-bit Random Number
P [cuery| PR IRNIB]| [Fs| ack | PR | P& EPC eRe-16| | Fs| queryRep

59
RN16 (16 bits random numbet)Q-bit random value (length= 22— 1)



Collisions and Q adjustment

Tag 1 Tag2

e Slot number of each tag is independently chosen By ‘i ]

.. =2
= collisions happen ] = ); Tag3 Tag 4

e If 2Q— 1 = number of tags in the read area

.. .. Empty slot
= minimize collision rate a) Empty slo

= maximum system efficiency Tag 1 Tag 2
QuerRep -l i
:j. @ Tag 3 Tag 4

* The application can optionally set the starting point
— Application can optimize inventory, based on a priori

N16 T
— 3

knowledge of the population size, by setting the starting Q b) Sticeesatil &l
value
Tag 2 Taug |
* Real-time Q adjustment is handled by the reader : Gl v ] I
— At any given time instant, peak inventory efficiency requires: 4 @> Gt “Tagd -
* Allocated slots = Number of remaining (uncounted) tags - _ —'
— Real-time visibility into the physical layer metrics is critical '

* Number of single, collided, and empty slots c) Collided slot
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tags seen

300

250

200

150

100

50

Typical read rate

Preliminary Stress Test Results

» 325 tag hard to read pallet
* Portal configuration L —
» Pallet moving at 1.8 m/s ,-Jf

L
o ]
.—l'_’_‘j_.
=l IJ-{'_.
e I revolution mode 1000 (x4)
" . . . speedway mode 1000 (x2)
0.5 1 1.5 2 25 ]
time (secs)

3.5
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