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Abstract—This paper investigates the physical layer security of
frequency-hopping (FH) transmission schemes when the hopping
sequence is publicly known. We consider a single-antenna trans-
mitter communicating with a legitimate receiver over a channel
estimated with a known error distribution, in the presence of
a passive eavesdropper whose channel statistics are available at
the transmitter. We show that, when the number of hopping
frequencies is sufficiently large, the instantaneous channel fluctu-
ations induced by FH transmissions can be effectively averaged
out, and the secrecy performance is accurately predicted by the
ergodic secrecy rate (ESR). The ESR is maximized by selecting
the optimal modulation order from a set of admissible finite
constellations. We derive a closed-form condition on the optimal
modulation order, which only depends on the tail probabilities
of the legitimate and eavesdropper signal-to-noise ratio (SNR)
distributions, and we propose an efficient algorithm for its
computation. In particular, we demonstrate that a positive secrecy
rate can be achieved even when the eavesdropper has a higher
average SNR than the legitimate receiver, provided that the
spread of the eavesdropper SNR distribution is sufficiently large.
Numerical results validate the proposed framework under a
variety of channel models.

Index Terms—Physical layer security, frequency hopping, se-
crecy capacity, ergodic secrecy rate, finite-alphabet inputs, im-
perfect channel state information.

I. INTRODUCTION

Secrecy in wireless communications has traditionally been
achieved with upper-layer methods such as cryptographic
protocols. However, these approaches require the establish-
ment, management, and distribution of secret keys among
legitimate users, which can be challenging in latency-sensitive
or resource-constrained environments such as the Internet of
Things (IoT), vehicular networks, and tactical communication
systems. Physical Layer Security (PLS) has therefore emerged
as an attractive complementary or alternative solution for
ensuring confidentiality by exploiting the physical properties
of the communication channel, rather than relying on a secret
key [1].

Following Wyner’s seminal work on the wiretap channel
[2], Csiszar and Korner showed that perfect secrecy can
be achieved through channel coding whenever the legitimate
receiver has a better channel than the eavesdropper [3]. The
maximum transmission rate at which reliable and secure com-
munication is achievable is referred to as the secrecy capacity.
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Closed-form expressions for the secrecy capacity have been
derived for a variety of wireless communication scenarios
[4]-[6]. These models typically assume perfect channel state
information (CSI) for both the legitimate and eavesdropper
channels. The characterization of secrecy capacity under im-
perfect CSI remains largely open, although several bounds
have been established [7], [8]. In [9], the beneficial impact
of fast fading on secrecy performance has been highlighted.
Frequency-hopping (FH) transmission schemes employ a set
of carrier frequencies that are sequentially used throughout the
transmission [10]. FH is an attractive waveform for spectral
efficiency, transmission discretion, and robustness against jam-
ming attacks [11]. However, achieving these benefits generally
requires the legitimate receiver to know the frequency-hopping
sequence, which is often treated as a shared secret key. Nev-
ertheless, such sequences can be recovered by sophisticated
follower receivers capable of tracking the hopping pattern with
very short acquisition delays. Consequently, the secrecy of the
hopping sequence alone cannot be considered to be sufficient
for ensuring the confidentiality of the transmitted information.
In this paper, we investigate the PLS provided by FH
transmission schemes when the hopping sequence is publicly
known. The transmitter is assumed to have access only to the
eavesdropper channel statistics, while the legitimate channel is
estimated with a known error distribution. Unlike most existing
PLS methods that rely on multiple-antenna processing at the
transmitter [12]-[14], the proposed scheme achieves secrecy
with a single transmitting antenna. We show that, when a
sufficiently large number of hopping frequencies is available,
the uncertainty induced by the unknown instantaneous channel
states can be effectively averaged out, enabling the trans-
mitter to design a near-optimal transmission strategy despite
the lack of instantaneous eavesdropper CSI. Furthermore, we
demonstrate that frequency hopping induces an effect similar
to the fast-fading scenario studied in [8], [9], in which channel
fluctuations enhance the secrecy capacity. In particular, we
show that secrecy can be achieved even when the average
eavesdropper signal-to-noise ratio (SNR) exceeds that of the
legitimate receiver by up to 1.5 dB in some scenarios. We
propose a method for optimizing the secrecy rate by selecting
the modulation order of finite-alphabet constellations (e.g., M-
QAM or M-PSK). The secrecy performance is analyzed using



information-theoretic tools and is further validated through
numerical simulations.

The remainder of this paper is organized as follows:
Section II introduces the communication model. Section III
presents our analysis of the secrecy capacity of FH trans-
mission and a method to optimize it. Simulation results are
presented in Section IV. Finally, Section V concludes the

paper.
II. SYSTEM MODEL
A. Channel and Signal Model

We consider a SIMOME (Single-Input Multiple-Output
Multiple-Eavesdropper) communication system in which the
transmitter is equipped with a single antenna, the legitimate
receiver is equipped with N antennas, and the passive eaves-
dropper is equipped with Ny antennas. This model encom-
passes both the scenario of a single eavesdropper equipped
with N antennas and the scenario of multiple colluding
eavesdroppers jointly equipped with a total of Ng antennas.

The transmitter employs a frequency-hopping (FH) scheme.
The information bits are encoded into a sequence of symbols
drawn from a complex normalized constellation, such as QAM
or PSK. The carrier frequency hops at a rate fy among fre-
quencies selected from the set F = { fo, ..., fKx-1}, which con-
tains K distinct frequencies chosen such that they experience
independent channel realizations (e.g., they are separated by
more than the channel coherence bandwidth). The frequency-
hopping sequence k(t) is shared with the legitimate receiver.
To account for the worst-case scenario, the eavesdropper is
assumed to be capable of perfectly estimating this sequence.

The channel gain vector of the main channel at the k™
frequency is denoted by hy, whereas the eavesdropper channel
gain vector is denoted by gi. After dehopping, the received
signal at the legitimate receiver is expressed as

yr(t) = hyz(t) +ng(t), (1)
while the received signal at the eavesdropper is given by
yE(t) = grwyr(t) + np(t), 2

where x(¢) denotes the symbol transmitted at time ¢, and
ng(t) and ng(t) represent zero-mean additive white Gaussian
noise (AWGN) vectors with covariance matrix I.

B. Imperfect CSI at the Transmitter

The legitimate channel is estimated at the transmitter using
time-division duplexing (TDD) synchronization and channel
reciprocity. The channel estimation error at frequency fj is
classically modeled as [15]

hy =/1-02hy + €, (3)

where ﬁk denotes the estimated channel state information
(CSI), hy is the true channel vector, and €; is a zero-mean
circularly symmetric complex Gaussian random vector with
covariance matrix o2I. The error vector is assumed indepen-
dent of hy.

The legitimate channel is assumed to be known at both
the legitimate receiver and the eavesdropper, whereas the
eavesdropper channel is assumed to be known only to the
eavesdropper. It is important to note that the eavesdropper is
assumed to have perfect knowledge of the carrier frequency
and the legitimate CSI at every time instant ¢. Consequently,
the secrecy considered in this paper does not rely on any secret
shared between the legitimate parties.

C. Statistical Model of the Eavesdropper Channel

The transmitter is not synchronized with the eavesdropper;
therefore, the eavesdropper channel gains remain unknown
to the legitimate parties. However, environmental parame-
ters provide statistical information about the distribution of
the eavesdropper channel. For instance, in a rich scattering
environment, the channel gains at different frequencies are
independent and follow a complex Gaussian distribution. In
a line-of-sight (LOS) scenario, the channel gain is primarily
determined by the eavesdropper’s position and exhibits a
deterministic dependence on the propagation geometry.

The eavesdropper channel distribution is assumed to be
known to the transmitter. Several channel distributions are
investigated in the numerical results section.

III. SECRECY CAPACITY ANALYSIS OF
FREQUENCY-HOPPING TRANSMISSIONS

A. From Instantaneous Secrecy Capacity to Ergodic Secrecy
Rate

The secrecy capacity of a general wiretap channel is defined
in [3] as the supremum of all achievable rates for which
the probability of error at the legitimate receiver can be
made arbitrarily small as the block length tends to infinity,
while the equivocation rate at the eavesdropper approaches
the message entropy. This implies that reliable communication
can be achieved at the legitimate receiver while ensuring that
the eavesdropper obtains asymptotically no information about
the transmitted message, provided that the transmission rate is
below the secrecy capacity. In general, the secrecy capacity is
given by

Cs = max (1 (u;y) = I(u; 2)], €
where I(-;-) denotes Shannon mutual information, x is the
transmitted signal, y is the signal received at the legitimate
receiver, and z is the signal received at the eavesdropper. The
random variable u is an auxiliary variable, and p, ,) denotes
the joint distribution of (u,x).

The auxiliary random variable u enables randomized en-
coding schemes; however, such constructions typically incur
additional implementation and decoding complexity at the
legitimate receiver. Therefore, in the remainder of this paper,
we restrict the analysis to deterministic encoders, i.e., u = .
When the input distribution is constrained, the secrecy capacity
is sometimes defined as the positive part of the right-hand
side of (4), since negative values can be avoided simply by
suspending transmission. In this paper, however, we allow the



secrecy capacity to take negative values, as doing so provides
additional insight into its overall behavior.

In fast-fading channels, the instantaneous channel gain is
modeled as a random process independent of the transmitted
information. It can thus be interpreted as a channel output
driven by the underlying propagation environment. The FH
transmission scheme emulates this behavior, as the effective
channel gains vary over time due to the time-varying carrier
frequency. Thus, the secrecy capacity of the FH transmission
scheme can be expressed as

Csru = max [I(z;yr,h) - I(2;5E,8)] (&)
:I%ax[l(x;yR|h)—I($§YE lg)] (6)
= max Ex[I(z;yr | h=hy) - I(z;y6 | g =8r)],

@)

where (6) follows from the independence between the transmit-
ted signal and the channel states, i.e., I(z;h) = I(z;g) =0,
together with the chain rule of mutual information; and (7)
follows from the fact that conditional mutual information can
be expressed as the expectation of the instantaneous mutual
information over the channel realizations. The carrier index
k is modeled as a random variable taking values in the set
{0,1,..., K - 1}.

In a SIMO (Single-Input Multiple-Output) setting, a
matched filter at the receiver is an information-preserving
operation. Hence, the secrecy capacity can be equivalently
expressed in terms of the equivalent scalar channels obtained
after matched filtering at both the legitimate receiver and the
eavesdropper:

Cspu = max By [I(; il +nr) - I(z; lgx|z + ne)],
®)

where nr and ng are zero-mean additive white Gaussian noise
(AWGN) terms with unit variance. The instantaneous secrecy
capacity depends on the particular realizations of the legitimate
and eavesdropper channels. However, when the number of
hopping frequencies K is sufficiently large, the empirical
average over the frequency index k approaches the statistical
expectation over the channel realizations. Consequently, for
large values of K, (8) corresponds to the maximization of
what we referred to in [8] as the ergodic secrecy rate (ESR):

ESR =E,, o, [(2;\/pre +ngr) - I(x;\/ppz +ng)], ©9)

where pr = |hi||? and pg = |gx|? are the legitimate receiver
and eavesdropper SNR respectively.

The probability that the instantaneous secrecy capacity de-
viates from the ESR by more than a can be bounded using the
Bienaymé—Chebyshev inequality:

Pr [|CS,FH - ESR| > a] (10)
. Var [I(Jc; \/,o_RernR)] + Var [I(x;\/p_Ex+nE)]
- Ka? '

This upper bound tends to zero as K increases. Therefore,
when K is large, the transmitter may select a coding rate
slightly below the ESR and obtain a high probability that the
selected rate remains below the actual secrecy capacity, thereby
ensuring secure communication. The impact of K on the gap
between the instantaneous secrecy capacity and the ESR is
further investigated in the simulation section.

In [8, Theorem 6], we investigated the maximization of
the ESR under specific channel distribution assumptions and
showed that, unlike many classical information-theoretic rate
expressions, a Gaussian input distribution for p, is not gen-
erally optimal. Furthermore, no single input distribution is
optimal across all eavesdropper channel models and legit-
imate channel estimation error distributions. Although this
result makes the general optimization problem analytically
intractable, it is beneficial from an implementation perspective.
Indeed, Gaussian signaling is not practically feasible, and the
maximization of the ESR can instead be performed over a finite
set of admissible modulation schemes, which may even achieve
higher ESR values than those obtained under a Gaussian input
assumption.

B. Optimal Modulation Order Selection

We consider the class of finite input distributions, which is of
particular importance since practical communication systems
employ discrete constellations. Our objective is to determine
the optimal modulation order M that maximizes the secrecy
capacity of the FH transmission scheme. More precisely, we
focus on two families of finite modulations: M-PSK and M-
QAM. M-PSK constellations can be defined for any integer
M > 2, whereas square M-QAM constellations are typically
defined only for M =4", with n e N.

The analysis of the ESR requires a detailed characterization
of the mutual information between a finite-alphabet input x
of size M and the channel output y = /px + n, where p
denotes the SNR, and n is additive white Gaussian noise.
However, the exact expression of this mutual information is
analytically intractable in general, which motivates the use of
approximations.

In [16], an accurate numerical approximation of this mutual
information for QAM inputs was proposed. However, the
resulting expressions remain purely numerical and do not yield
closed-form formulas, which limits further theoretical analysis.
In this work, we propose a simpler approximation based on the
asymptotic regimes. The exact mutual information expressions
are used in the simulations section to evaluate the secrecy
performance.

The capacity of a channel with a finite input of size M
exhibits similar asymptotic behavior for all inputs x,; in both
the low- and high-SNR regimes [18]. Indeed, when p ~ 0, the
mutual information between a finite-alphabet input z,; of size
M and the output | /pxz s +n approaches the capacity achieved
with a Gaussian input distribution. When p — oo, the mutual



information saturates at log(M ). This leads to the following
approximation also studied in [17]:

I(z a5 /P + 1) ~ min(log(1 + p), log(M)). (11)

We denote the right-hand side of (11) by In;(p). Using this
approximation, the ESR can be expressed as:

ESR =E,, [I(z;\/prx +nr)] - E,, [I(z;\/pex+nE)]
12)

2By [In(pr)] = Epp, [ (pE)] - (13)

In (13), the integer M can be relaxed to any positive real
number m. This allows us to first determine the real-valued
m”* that maximizes the ESR approximation, and then select
the integer modulation order M* that maximizes the ESR
approximation. We therefore study the derivative of (13) with
respect to m. First, the expectation can be decomposed as

EPR [Im(PR)] = ]EPR [log(l + pR)lpRSm—l]
+E,, [log(m)1,,5m-1]. (14)

Denoting by f,, the probability density function of pg, this
can be written as

m-1
EorlIm(pr)] = /0 log(1+p) for(p)dp
+log(m)P[pr >m—1]. (15)
We have
d 1
o (og(m)Plor >m ~1]) = —Plpr >m 1]
m m
- IOg(m) pr (m - 1); (16)
which yields

d Plpr >m-1]
—E, . [In =—— = 17
B[ (pr)] = 2 ()
Similarly,
d P >m-1
T Bo [Unm(pE)] = Flop>m=1] (18)
m m
Therefore, the derivative of the ESR approximation is
dESR 1
——— = —(P[pr>m-1]-Plpg >m-1]), (19)
dm m

and the real-valued optimizer m* satisfies
Plpr>m* -1]=P[pg >m* -1]. (20)

Finally, if M; < m* < M,, where M; and M, are
two consecutive admissible modulation orders, the optimal
modulation order M* is selected as the value in { My, My}
that maximizes the ESR approximation. The procedure is
summarized in Algorithm 1, where the search is restricted to
either M-PSK or M-QAM constellations.

Equations (19) and (20) suggest that increasing the modula-
tion order M is beneficial when the legitimate receiver experi-
ences saturation of its mutual information more frequently than
the eavesdropper. Conversely, when the eavesdropper experi-
ences saturation more often, decreasing the modulation order

Algorithm 1: Optimal Modulation Order Selection

Input: Distribution of pr and pg
Agis(m) =Plpr >m-1]-P[pg >m-1]
Z <« {Z : Alails(z) = 0}
if Z = o then
if A¢ais > 0 then
L m* < oo
else
L m*<2

else
| Find m* in Z such that ESR(m™) is maximized.
// M-PSK modulations
Ml <~ [m*J 5 M2 <~ [m*J +1
// M-QAM modulations
My « 4llosa(mD] . pp, o glloga(m™)]+1
Compute ESR(M7) and ESR(M>)
if ESR(Ms) > ESR(M;) then
L M* < M,
else
L M* < M

Output: Optimal modulation order M*

induces stronger saturation at the eavesdropper while relatively
preserving the achievable rate at the legitimate receiver.

The resulting optimal modulation order depends primarily
on the tail behavior of the SNR distributions, rather than
on their full distributions. Consequently, secrecy can still be
achieved even when the eavesdropper has a higher average
SNR than the legitimate receiver, provided that the SNR
distribution of the eavesdropper exhibits a heavier tail than
that of the legitimate channel. In particular, when the eaves-
dropper SNR distribution has a large variance, implying a non-
negligible probability of very high SNR realizations, secrecy
can be achieved at a higher rate. Although this observation
may appear counter-intuitive, it can be understood by noting
that, for finite-alphabet inputs, the mutual information saturates
at high SNR, so that further increases in SNR provide only
marginal rate improvements, while the achievable rate in
this regime becomes mainly determined by the modulation
order. Therefore, the spread of the SNR distribution plays a
critical role, since larger variability increases the likelihood of
operating in the saturation regime.

IV. SIMULATION RESULTS
A. Concentration of the Secrecy Capacity around the ESR

Figure 1 shows the cumulative distribution function (CDF)
of Cgspp for different numbers of frequencies K ¢
{1,2,8,64,256}, under a Rician eavesdropper channel model,
with Ngp = Ng = 2, an average legitimate receiver SNR of
20 dB, an average eavesdropper SNR of 15 dB, 052 =0.2,
M = 64, and an eavesdropper SNR variance of a% = 1. The
randomness in C's pg stems entirely from the instantaneous
realizations of the legitimate and eavesdropper channels. As
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Fig. 1: CDF of the secrecy capacity for a Rician-faded eaves-
dropper channel and various numbers of hopping frequencies
K.

K increases, Cs pp becomes less dispersed and converges
toward the ESR, which is indicated by a vertical dashed line.
The CDF corresponding to K =1 exhibits a wide spread and
includes a significant probability of negative values of Cs g,
corresponding to channel realizations for which no positive
coding rate can ensure secrecy. As K increases, the distribution
concentrates around the ESR and approaches a step function,
confirming that frequency hopping over a large number of
carriers provides an effective self-averaging mechanism that
stabilizes the secrecy performance around its statistical mean.

In particular, with the proposed parameters and K = 256,
if the transmitter selects a coding rate that is 0.2 bit per
channel use below the theoretical ESR, the probability that
the instantaneous channel realizations result in information
leakage to the eavesdropper is less than 1073,

B. SNR Variance Asymmetry as a Source of Secrecy

Figure 2 depicts the ESR of the FH transmission scheme
as a function of the eavesdropper channel variance o2, for
M e {4,16,64,256}, with Np = Ng = 2, and o2 = 0.2.
The eavesdropper channel undergoes Rayleigh fading, i.e.,
gi ~CN(0,0%),i=1,...,Ng. To isolate the impact of the
eavesdropper SNR variance on the secrecy performance, the
average SNRs of the legitimate receiver and the eavesdropper
are constrained to be equal.

At low 0%, the eavesdropper SNR variance is comparable
to that of the legitimate receiver, resulting in similar SNR
distributions for both channels and a secrecy capacity close
to zero. Due to the saturation of the mutual information under
finite-alphabet inputs, large eavesdropper SNR do not translate
into a large eavesdropper rate. As a result, the secrecy capacity
becomes strictly positive, confirming that a positive secrecy
rate can be achieved when the eavesdropper SNR distribution
is more dispersed than that of the legitimate receiver, even
if both channels have the same average SNR. The results
further show that the optimal modulation order depends on the
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Fig. 2: Exact ESR as a function of the eavesdropper SNR
variance for various modulation orders M.
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Fig. 3: Approximation of the ESR as a function of the
eavesdropper SNR variance for various modulation orders M.

operating regime. Higher modulation orders tend to achieve
larger secrecy capacities at high o%, as the eavesdropper
rate is frequently saturated while the legitimate receiver rate
remains relatively unaffected. Conversely, at low af;, lower
modulation orders tend to be better, as they induce saturation
of the eavesdropper channel at lower SNR values. The optimal
modulation order M * therefore represents a trade-off between
these two effects.

The ESR approximation introduced in (13) is evaluated in
Figure 3. This figure presents the same scenario as Figure 2,
but with the ESR computed using the proposed mutual-
information approximation for finite inputs. The results show
that the approximate and exact curves exhibit very similar
trends, indicating that the proposed approximation accurately
captures the overall behavior of the ESR. Furthermore, the
optimal modulation orders obtained with the approximation
match those obtained from the exact computation, demonstrat-
ing that Algorithm 1 provides an efficient and near-optimal
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modulation order selection strategy for secrecy enhancement.

C. Secrecy under Unfavorable Average SNR Conditions

We now show that secrecy can be achieved at a positive
rate even when the average eavesdropper SNR is larger than
the average legitimate receiver SNR. Figure 4 presents the
ESR as a function of the eavesdropper average SNR g, for
M € {4,16,64,256}, Ngr = Ng = 2, 02 = 0.2, and a fixed
eavesdropper SNR spread variance % = 5. The eavesdropper
channel is modeled as a Rician channel. The legitimate channel
SNR has a mean equal to ;r = 13 dB marked by a vertical
dashed line. As the average eavesdropper SNR p g increases
beyond up, the eavesdropper benefits from a better channel
on average than the legitimate receiver, which drives the
ESR toward zero. However, for up < pug, a strictly positive
ESR is observed for all modulation orders, confirming that
the FH scheme achieves secrecy when the eavesdropper is
weaker on average. Notably, the ESR obtained with the optimal
modulation order M* (M* = 16 in this case) remains positive
when pg is larger than pr by 1.5 dB, owing to the spread
asymmetry between pr and pg.

V. CONCLUSION

This paper has studied the physical layer security of
frequency-hopping transmission schemes under the assumption
that the hopping sequence is publicly known. The transmitter
had access only to a noisy estimate of the legitimate channel
and to the statistical distribution of the eavesdropper channel.
We have shown that the secrecy capacity of the FH scheme
converges to the ergodic secrecy rate when the number of hop-
ping frequencies is large, providing an effective self-averaging
mechanism that stabilizes the secrecy performance around its
statistical mean regardless of the instantaneous channel real-
ization. We have proposed a simple and analytically tractable
condition for the optimal modulation order selection, expressed
as an equation on the tail probabilities of the SNR distributions
of the legitimate and eavesdropper channels. We have proposed

an efficient algorithm for computing the optimal modulation
order with low complexity.

A central finding of this work is that the secrecy perfor-
mance is governed by the spread of the SNR distributions
rather than by their means alone. Since the mutual information
under finite-alphabet inputs saturates at high SNR, realizations
of the eavesdropper SNR that exceed the saturation threshold
contribute only marginally to the eavesdropper rate, while the
legitimate receiver rate remains relatively unaffected. Conse-
quently, a positive secrecy rate can be achieved even when the
eavesdropper has a higher average SNR than the legitimate
receiver, as confirmed by the numerical simulations.
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