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Abstract—The achievable secrecy of time-invariant wireless
channels is typically characterized by the secrecy capacity of
the communication system, whose mathematical expression is
well established. However, in most practical scenarios, channels
cannot be assumed to remain constant or to be perfectly known
at both the transmitter and the legitimate receiver. In such cases,
no closed-form expression for the secrecy capacity is available.

To address this, several metrics are studied, that characterize
secrecy in random channel environments: Ergodic Secrecy Rate
(ESR), Ergodic Positive Secrecy Rate (EPSR), and Secrecy Outage
Probability (SOP). We derive the optimal values of these metrics
for SIMOME channels (Single-Input, Multiple-Output, Multiple-
Eavesdropper) and various MIMOME (Multiple-Input, Multiple-
Output, Multiple-Eavesdropper) scenarios.

I. INTRODUCTION

In modern wireless networks, where devices operate in
open and dynamic environments, ensuring confidentiality at
the physical layer has become a critical complement to higher-
layer cryptographic techniques. Since Wyner’s seminal work
[1] on the wiretap channel, and the subsequent contributions by
Csiszar and Korner [2], it is known that perfect secrecy can
be achieved through channel coding over wireless channels
with an eavesdropper, provided that the legitimate receiver’s
channel is better than that of the eavesdropper. However, the
secrecy gain obtained through encoding comes at the cost
of a rate loss, and the resulting maximum reliable secure
transmission rate is defined as the secrecy capacity [2].

The characterization of secrecy capacity over wireless chan-
nels was independently initiated by Khisti and Wornell [3], and
by Oggier and Hassibi [4]. They showed that the optimal input
distribution is Gaussian and does not require any auxiliary
precoding. Subsequently, several closed-form expressions for
the secrecy capacity have been proposed, characterizing the
optimal covariance matrix of the Gaussian input [5], [6].

However, achieving the secrecy capacity requires perfect
knowledge of the instantaneous channel state information,
which is often impractical. More realistic communication mod-
els consider random channel states, accounting for imperfect
channel estimation, fast fading, and unknown eavesdropper
locations. In such scenarios, the secrecy capacity is expressed
as an average of instantaneous secrecy rates, often referred
to as the Ergodic Secrecy Rate. In general, no closed-form
expression is known, and only bounds have been derived under
very specific assumptions on the channel distributions [7], [8].
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Moreover, secrecy capacity is not the only relevant metric
for assessing system security. Other metrics, such as Ergodic
Positive Secrecy Rate and Secrecy Outage Probability, have
also been extensively studied in similar contexts. However,
most existing works rely on restrictive assumptions on the sig-
naling strategy, such as limiting the analysis to non-precoded
Gaussian inputs [9]-[12], or joint Gaussian input and artificial
noise [13]-[15]. While such assumptions are optimal in certain
settings, their general validity remains unclear, especially
in more complex and realistic channel models. A unified
framework for optimizing secrecy metrics without restrictive
assumptions on the input distribution is still lacking.

In this paper, we present a detailed analysis of various
secrecy metrics and derive their optimal values with respect
to the input distribution. Our approach is both original and
general, as it does not restrict the optimization to Gaussian
inputs or to schemes combining artificial noise with Gaus-
sian signaling. For SIMOME channels and a broad class of
MIMOME channels, we show that most optimal metrics are
indeed achieved using a Gaussian input without any auxiliary
precoding. This result suggests that, despite the apparent
complexity of random channel models, the structure of op-
timal signaling strategies remains simple for many channels
statistics. However, some metrics are maximized with more
complex inputs.

The remainder of this paper is organized as follows. Sec-
tion II introduces the system model, including the commu-
nication model, the secrecy metrics under consideration, and
the partial ordering of channels. Section III is devoted to the
optimization of the Secrecy Outage Probability (SOP) and the
Ergodic Positive Secrecy Rate (EPSR) for both a broad class
of MIMOME channels and SIMOME channels. Section IV
addresses the optimization of the Ergodic Secrecy Rate (ESR)
in the same settings. Section IV-C provides bounds on the
maximum achievable ESR. Section V concludes.

Due to lack of space, some proofs are outlined in this
paper and for full technical details, the reader is referred to
its extended version available online [16].

II. SYSTEM MODEL

A. Communication model

Consider a wireless communication system consisting of a
transmitter (Alice), a legitimate receiver (Bob), and an eaves-
dropper (Eve). Bob is equipped with Np receive antennas,



while Eve has Ng receive antennas. In SIMOME channels,
Alice has a single transmit antenna (Ny = 1), whereas
in MIMOME channels, Alice is equipped with an arbitrary
number of transmit antennas (N4 > 1).

Alice wishes to transmit a message u, drawn from an arbi-
trary set U, which is encoded into a signal x. The transmitted
signal x is modeled as a complex random vector in CV4. Bob
observes y € CNE given by

y =Hx+wg, ey
while Eve observes z € CVE given by
z=Gx+wg, )

where wp and wg are independent, identically distributed
(i.i.d.) circularly symmetric complex Gaussian noise vectors
with identity covariance matrix I. The matrix H € CV&*Na
(respectively, G € CNe*Na) represents the channel between
Alice and Bob (resp. Alice and Eve), and is modeled as
a random matrix with distribution py (resp. pe). These
distributions characterize the channel statistics and capture
the randomness of the propagation environment. The system
model is illustrated in Figure 1. Since the instantaneous
channel state information is unknown at the transmitter, the
random matrices H and G are assumed to be independent of
both message v and transmitted signal x.
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Fig. 1: System Model

B. Secrecy Metrics

1) Ergodic Secrecy Rate (ESR)

The natural extension of secrecy capacity to random wire-
less channels is the Ergodic Secrecy Rate (ESR). When the
receiver knows the instantaneous channel state while the
transmitter does not, the channel can be viewed as having
outputs that include both the received signal and the channel
states. The secrecy rate can thus be expressed as

ESR = [(u;y,H,G) — I(u;z,H, G) 3)
=I(u;y[H, G) - I(u; z[H, G) )
=Euc[[(wy)—I(u2)], ©)

where I(-;-) denotes Shannon’s mutual information, (4) fol-
lows from the independence of H, G from v and (5) follows
from the definition of conditional mutual information. The cor-
responding secrecy capacity for the random channel model is

Cs = max [ESR]. (6)

Pu,x

2) Ergodic Positive Secrecy Rate (EPSR)

When the transmitter has access to the instantaneous chan-
nel state in a fast-fading environment, an on/off transmission
strategy can be employed: Transmission occurs only when
the instantaneous secrecy rate is positive, and is suspended
otherwise. The resulting secrecy rate is the expectation of the
positive part of the instantaneous secrecy rate:

EPSR 2 En g [(I(u; y) —I(u;2)" |, Q)

where 21 £ max(0, z).

3) Secrecy Outage Probability (SOP)

When the eavesdropper’s channel state is unknown to the
legitimate parties, the transmitter selects a fixed coding rate r.
If this rate exceeds the instantaneous secrecy rate, either some
information may be leaked to the eavesdropper or decoding
errors may occur at the legitimate receiver. For any given rate
r > 0, the Secrecy Outage Probability (SOP) is defined as

SOP(r) £ P[I(u;y) — I(u;2) < r]. (8)
C. Fartial ordering of channels

Over non-varying channels, the expression of the secrecy
capacity may be simplified when channels satisfy some partial
ordering: When the main channel is more capable or is
less noisy than the eavesdropper’s channel (according to the
definition in [2], [17]), secrecy capacity is achieved with no
auxiliary precoding. Additional simplifications arise in the case
of degraded channels. Since such classical channel orderings
are for nonrandom channels, it is necessary to extend these
to random channels for the secrecy metrics considered in this
work. Therefore, we define the following channel orderings.

Less noisy on average: An ergodic channel given by H is
said to be less noisy on average than G (or G is noisier
on average than H) if for any auxiliary precoder u — X,
one has the inequality

Bu [I(u;y)] = Eg [I(u;2)]. 9

This definition is obtained by averaging the inequality
defining the classical less noisy order, over all instanta-
neous channel states.

Uniformly less noisy: An ergodic channel given by H is said
to be uniformly less noisy than G (or G is uniformly
noisier than H) if for any (Hg, Gg) in the support of
distribution py e and for any auxiliary precoder u — x,
one has the inequality

I(u;y|H = Hyg) > I(u;2|G = Go). (10)

It is easily seen that if H is uniformly less noisy than G, then it
is also less noisy on average. Besides, if the legitimate receiver
output y is passed through another channel whose output is
the eavesdropper signal z, then channel G can be expressed as
the cascade of two channels, H and G ie, G = HG. In this
simple case, the eavesdropper channel is a degraded version
of the legitimate channel, and it is easily seen that H is both
less noisy on average and uniformly less noisy than G.



III. OPTIMIZATION OF SECRECY OUTAGE PROBABILITY
AND ERGODIC POSITIVE SECRECY RATE

A. MIMOME channel

Consider the general MIMOME channel, where Alice, Bob,
and Eve are equipped with arbitrary numbers of antennas. We
show that, under the assumption that the legitimate channel
is uniformly less noisy than the eavesdropper’s, a Gaussian
input without auxiliary precoding is optimal: It simultaneously
minimizes the SOP and maximizes the EPSR.

Theorem 1. If the ergodic channel H is uniformly less noisy
than the ergodic channel G, then the input distribution p., x
minimizing the SOP with a fixed input covariance matrix Ky
is the one for which w = x and x is a complex Gaussian
random variable. That is, for any r > 0,

in ., det(I+ HK,H)
b ® det(T + GTK,G)

SOP(r) :P[l <rl. any

Note that in Theorem 1, Ky determines the input power
since its trace Tr(Ky) is the total transmitting power. In this
theorem, as well as in the following ones, the input covariance
is fixed; a general optimization of the metric would also
involve optimizing over K. This is carried out on a case-by-
case basis, as it strongly depends on the channel statistics py
and pce. However, in many cases, such as Rayleigh fading [16],
symmetries in the channel statistics imply that the optimal Ky
is proportional to I.

To prove the Theorem, we need the following lemma.

Lemma 1. If for all u — x,

I(w; Hox +wp) > I(u; Gox + Wg) (12)

then
(13)

max
Pu,x

cov[x]=Kx

H(wy) — I(u;2)] = I(Xe;y) — I(%452),

where X, is the Gaussian vector with covariance matrix Ky.

Proof Outline (see [16] for details). Using the simplification
of the secrecy capacity for less noisy channels [2], we obtain

I(u;y) — I(uyz) < I(x3y) — I(x;2). (14)

Then, using Van Dijk’s characterization of less noisy channels
[20], we obtain the concavity in px of the r.h.s. of (14). Using
Pinsker’s decomposition [22], [23] we get:

I(x;y) — I(x;2)
= (I(xg;ye) — 1(xg; 7)) + (D(z | 2¢) — D(y [l ye)), (15)

"non

where the subscript "g" indicates that the variable is Gaussian
with the same covariance as the original random variable, and
D(-]|-) denotes the Kullback-Leibler divergence. When the
covariance matrix K of x is fixed, the first term in the r.h.s.
of (15) is constant, so the second term is concave in the input
distribution pyx. Moreover, both D(z || z,) and D(y | y,) are
minimal = 0 when x = x,. Therefore, Dx, is a stationnary
point of the second term in (15). Since it is also concave, (15)

achieves its maximum at p,. Therefore, the maximum in (12)
is also achieved at py,. O

Proof of Theorem 1. Minimizing the SOP is equivalent to
maximizing P [I(u;y) — I(u;z) > r], which implies that the
rate difference I(u;y)—I(u;z) should be as large as possible
as often as possible. By the uniformly less noisy assumption,
Lemma 1 can be used for every pair of instantaneous channels
(Hop, Gyo). Therefore, the maximizing input of I(u;y)—1(u;z)
is the non-precoded Gaussian u = X,, regardless of the pair
of instantaneous channels. Therefore, x, also minimizes the
SOP. Finally, observe that

det(I + H'K, H
I(xg;yg) — I(xg;2g) = log <det§1 + GTKXG;) (16)

which gives (11). O]
Theorem 2. Under the same assumption as in Theorem 1, the
same non-precoded Gaussian input also maximizes the EPSR:

o det(I+ H'K,H)
& det(I+ GTKLG)J"

P {17

cov[x]=Kx

EPSR = Eu. g

Proof. By Theorem 1, 1 — SOP(r) is maximized by the non-
precoded Gaussian input. By the well-known formula E(X) =
JoSP(X > z)da for X > 0, the EPSR is given by

EPSR = /Oo (1 —SoP(r)) dr. (18)
0

so is maximized by the same input distribution. O

It can be shown [16] that the ordering assumptions in both
Theorems 1 and 2 cannot be easily removed in general: one
can find examples violating these conditions with different
values of optimal SOP and EPSR.

B. SIMOME channel

In the SIMOME scenario, where Alice has a single transmit
antenna and both receivers have arbitrary numbers of antennas,
we show that the optimal input for both the SOP and EPSR is
a Gaussian signal without precoding. This result contrasts with
the MIMOME case, as it requires no assumptions regarding
channel ordering to achieve optimality.

Theorem 3. When Ny = 1, the input distribution p, ,
minimizing the SOP under the average power constraint Pr is
the one for which uw = x and x is a complex Gaussian random
variable with variance Pr. That is,

. 1+ Pr|h|?
SOP(r) = IP’[I Sl | S } 19
Juin - SOP(r) =Pllog 1= =5 702 (1
E[|z[*]<Pr

where h (resp. g) is the legitimate (resp. eavesdropper)
channel matrix of dimension 1 X N (resp. 1 X Ng).

Proof. First simplify the SIMOME model into a SISOSE
(Single Input, Single Output, Single Eavesdropper) equivalent
model using basic matrix transformations: Define @y, and @,
as unitary matrices such that the first column of ®y, is ﬁ and



the first column of ®g is ;. We have: h = ®y,.(|[h]|0...0)T

and g = ®,.(||g[|0...0)”. Therefore,
I(wy) —I(u;z) = I(u;he + wp) — I(u;gz + wg) (20)
= I(u; (||h]]0...0)T 2z + &L .wp)
— I(w; (||g]|0...0) T2 + ‘PgT.WE)
= I(u; [[h]jz +wp) — I(u; |[g]lz + wEg),

2n
(22)

where wp and wg are unit-variance circularly symmetric
complex Gaussian noises. In this equivalent model, the secrecy
rate is positive if and only if the main channel gain |/h]|
exceeds that of the eavesdropper, ||g||. Moreover, when this
condition holds, the secrecy rate is maximized by a Gaussian
input without precoding [21]. Conversely, when it does not
hold, no input distribution can yield a positive secrecy rate.
Therefore, the SOP is minimized by the non-precoded Gaus-
sian input. O

Theorem 4. When N4 =1, the input distribution p(, ;) that
maximizes the EPSR under the average power constraint Pr
is the one for which w = x and x is a complex Gaussian
random variable with variance Pr; that is:

1+7>T||h||2>+}
1+ Pr|gl?

max
D(u,z)

E[|z[*]<Pr

EPSR = Ep ¢ [log( (23)

Proof. By Theorem 3, the non-precoded Gaussian input max-
imizes 1 — SOP(r). By (18) it also maximizes the EPSR. [

The optimal EPSR given in Theorem 4 is very similar to
the secrecy capacity expression in [11] when the legitimate
channel gain is known at the transmitter. The main difference
is that, in the scenario studied in [11], knowledge of the
channel gain allows the transmitter to adapt its transmission
rate to the quality of the legitimate channel, whereas in our
setting, the transmission rate is not influenced by any channel
state information at the transmitter.

IV. ERGODIC SECRECY RATE (ESR) OPTIMIZATION
A. MIMOME channel

We now show that a non-precoded Gaussian input mini-
mizes the ESR for the MIMOME case, under the condition
that the legitimate channel is less noisy on average than the
eavesdropper’s channel.

Theorem 5. If the ergodic channel H is less noisy on average
than the ergodic channel G, then the ESR is maximized by a
non-precoded Gaussian input:

o det(I + H'K, H)
& det(I+ GTKLG)J’

max

Pu,x
cov[x]=Kx

ESR =Enc [ (24)

Proof Outline (see [16] for details). Following an approach
similar to [20], we can prove that the less noisy on average
assumption implies

max ESR = maxEy ¢ [I(x;y) — I(x;2)] .

Pu,x x

(25)

By the channel ordering, the right-hand side of (25) is concave
with respect to the input distribution py. Similarly as in
Lemma 1, Pinsker’s decomposition [22], [23] implies that x,
is a stationary point of this expression, hence achieves the
maximum. O

The less noisy on average ordering is central to the proof of
Theorem 5. Its role is essential, as it cannot be relaxed without
affecting optimality: [16] gives a counterexample for which
violating this condition results in the non-precoded Gaussian
input no longer achieving the maximum ESR.

B. SIMOME channel

Whereas reducing the problem to the SIMOME case leads
to a unified solution for the optimization of the SOP and EPSR,
no such simplification arises for the optimization of the ESR.

Theorem 6. When N4 = 1, let ¢, denote a fixed precoder
and let py x = puCelu and Q.o = QuCgly be two input distri-
butions sharing the same precoder, such that EHJ:\Q] = Pr.
Denote by ESR(py, o, Ph, Pg) (resp. ESR(qu.,z, P, D)) the ESR
obtained with the input distribution p,, ; (resp. q,. ) and the
channel statistics py and pg. Then exactly one of the following
two statements holds:

(i) For all channel statistics py and pg,

ESR(pU,TL'aplhpg) = ESR(Q1L,TL'7ph7pg)' (26)
(ii) There exist channel statistics py, and pg such that
ESR(pu,z,Pn, Pg) < ESR(Qu,z,Pnspg).  (27)

Here (i) corresponds to a trivial case in which the distribu-
tions p, , and g, , induce identical behavior. This occurs, for
instance, when p,, ; = ¢, . In (ii), the distributions p,, ,, and
Qu,o play symmetric roles, and can be interchanged without
affecting the result. As a result, there is no universally optimal
input distribution that maximizes the ESR, as the optimum
depends critically on the channel statistics. In particular,
Gaussian inputs are not always optimal: one can construct
examples where a binary input distribution achieves a higher
ESR than a Gaussian input [16].

Finally, since SIMOME channels form a special case of
MIMOME channels, Theorem 6 also implies that no single
input distribution is optimal across all MIMOME channel
configurations, when the less noisy on average ordering is not
assumed.

Proof Outline (see [16] for details). The SIMOME model
can be reduced to an equivalent SISOSE (Single Input, Single
Output, Single Eavesdropper) representation using standard
matrix transformations. Now consider

A(y) = 1(v) = I,(7),

where I, (resp. I,) denotes the mutual information between
the input following distribution p (resp. ¢) and the SISO output
with channel gain 7.



We show from [18], [19] that A is infinitely differentiable
and that

A(0) = A(0) = lim A'(y) =0.

y—+o00

(28)

Therefore, if A is concave over R>(, it must be identically
zero, i.e., A(y) = 0 for all v > 0, which implies that (i) holds.
Otherwise, A is convex over some open interval of R>q. On
this interval, we can construct i, 72, and ~y; such that

HAM) +AM2)) = Aln).

By defining channel statistics py, concentrated at /7, and pg
with two equally weighted mass points at /77 and /72, one
obtains (ii). [

(29)

Corollary 1. If the fixed precoder cy, is such that I, is
concave in the input distribution p,, then both sides of (27)
can be chosen to be nonnegative. In particular, this holds if
the precoder is trivial such that u = x (no precoding).

C. Bounds on the maximum ESR

When the less noisy on average ordering does not hold,
the maximization of the ESR becomes analytically intractable.
Nonetheless, upper and lower bounds can still be derived.

Theorem 7. The maximum ESR for a MIMOME scenario with
fixed covariance matrix Ky for x can be bounded as follows:

— +
C5 < max ESR<CE, (30)
cov(x)=Kx

with

o St L+ HKXHT)}
det(I+ GKGT)

det(I + GKMGT)

& det(I + HK , HY)

CST = ]EH}G[

+ max Egg {lo } , 3

03Ky XKx

and
Cé = / log(I+ AKxA")(pr(A) — pa(A))TdA. (32)

Proof Outline (see [16]). The lower bound C'g is obtained by
evaluating the ESR for a specific input distribution, namely a
Gaussian signaling scheme combining an information-bearing
signal x; = w and an artificial noise x;; independent of u,
with covariance matrix Kj;. Therefore, we get:

Husy) = I(u;2) (33)
det(I + HK, HT) det(I + GK.GT)

- (det(I—i— HKMHT)> Bt <det(I+ GKMGT)> '

Reordering the terms, averaging over all instantaneous chan-

nels H and G and maximizing over all possible K,; yields

Cg < maxESR.
The upper bound Cg‘ is derived by expanding the ESR as

ESR — / I(w;y | H=A)(pa(A) - pe(A)) dA,  (34)

and by upper bounding the integrand using the non-negativity
of mutual information, together with the fact that a Gaussian
input maximizes I(u;y | H= A). O

Theorem 8. When Ny = 1 (SIMOME scenario), the maxi-
mum ESR can be framed as follows:

CS_',SIMOME < %af ESR < C;,SIMOME’ (35
with Elle|*]<Pr
_ _ 1+7DT—P+P||h||2
S.SIMOME — JpT%, En.g [IOg 1+P,— P+ P||g||2] (36)
and
. +(0 +(1
C;,SIMOME = mln{CS,.(SII%/IOME’ Cs,glgmME ) (37
where
0 o0
CéSmow = /0 log(1 + Pra®)(pny(a) — pjg) (@) " da
N (38)
* Pr(P[|h] > a] —P[lg|| > a])
crl) = / da (39
s.smome = | 1+ Pra? a (39)
Proof Outline (see [16]). Lower  and upper  bounds

Cs simoME> C;S?MOME are obtained by applying Theorem 7 to
the SIMOME setting. The upper bound C;(SR,[OME is specific
to the SIMOME case and is derived using an argument
similar to that used for C;g?ﬁdOME: one writes ESR as

d
| iz Ty | ) = ) (BB > o] =Pl > a]) " de.
(40)
The integrand is then upper-bounded by approximating the
derivative as the secrecy rate between two channels with close
gains. Using the result of [21], this derivative is maximized by
a Gaussian input, which yields the desired upper bound. [

V. CONCLUSION

In this work, we analyzed the optimization of three se-
crecy metrics for wireless channels when the transmitter has
knowledge only of channel statistics: the Secrecy Outage
Probability (SOP), the Ergodic Positive Secrecy Rate (EPSR),
and the Ergodic Secrecy Rate (ESR). Our results show that a
non-precoded Gaussian input achieves optimal performance
for both the SOP and the EPSR when the eavesdropper’s
MIMO channel is uniformly noisier than the legitimate MIMO
channel. Notably, the same Gaussian input also maximizes
the ESR under the weaker condition that the eavesdropper’s
channel is noisier on average than the legitimate channel.

We also examined the SIMOME scenario, where the trans-
mitter has a single antenna. In this case, the optimal input re-
mains Gaussian and non-precoded for both the SOP and EPSR,
even without imposing any channel ordering assumptions.
However, for the ESR, no single input distribution guarantees
general optimality. This highlights that ESR optimization must
be tailored to the specific statistical properties of the channels.

Our findings offer theoretical insight for the fundamental
limits of wireless secrecy under statistical channel knowledge,
with the prominent role of Gaussian inputs. As a perspective,
limitations associated with the ESR optimization in the general
MIMOME setting may be further clarified in a future work.
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