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N B Physically Unclonable Functions (PUFs)

Motivating Examples
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Nintendo’s Switch can be hacked to run custom

apps and games
A nightmare

1.4B stolen passwords are free for the taking:
What we know now

akedin password breach, and others like it, are still paying dividends for criminals

Twitter Admits Recording Plaintext Passwords in Internal Logs, Just Like
GitHub

By Catalin Cimpanu
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N B Physically Unclonable Functions (PUFs)

PUF Definition

Definition (strong PUF)

Physical device defined by:
B |nput: challenge bit-string C € {0,1}"
® Qutput: bit response P(C) € {0,1}.
The device should not be clonable (physically and mathematically).

Note

Real PUFs are not deterministic and subject to
B noise
B aging
B etc.
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N Types of Unclonable Functions

® SRAM PUF
B Delay PUFs:

e Arbiter PUF
Ring oscillator
RO-sum PUF
Loop-PUF

®m Optical PUFs
m Glitch PUF
= VIA PUF
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_ Types of Unclonable Functions

Zoom on Delay PUFs

Ring-oscillator PUF ~ RO-sum PUF
(r rings of n inverters) (r ring pairs of n inverters) R

Loop-PUF
(with n inverters)
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I 110delisation of Delay PUFs

Ideal (noiseless) output: P(C) = sign(d¢).
For a PUF subject to additive noise Z:

P(C) = sign(éc + 2)

where:
m Static randomness: ¢ ~ N(0, £2)
® Dynamic randomness: Z ~ N(0,0?)
2
SNR =

g

Independency Hypothesis

P(C) independent for different challenges C
(made possible by restricting challenges).

TELECOM
ParisTech

=5 Fioi |

_ Institut Mines-Télécom Reliability and Entropyof Delay PUFs:




n Reliability
BER: Definition and Expression

BER (bit error rate): probability that the outcome differs from the ideal
output BER = P»[sign(dc + Z) # sign(3c)]
Averaged over the static randomness:

BER = E;_[BER]

Theorem (Closed Form Expressions for BER)

BER = % erfc(%)
BER = % arctan (\/ﬁ)
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B ccR Expression Proofs
Proof (BER)..

Assume d¢c > 0 (symmetrical proof for ¢ < 0).

1 e _g2 1 S¢c
Ploc + Z < 0] = P[Z < -4, :—/ €22 dz = = erfc(—= O

[ C ] [ C] \/ﬁ - > (U\/é)
Proof (Averaged BER).. : s
P[sign(éc+2) #sign(dc)] = P[Z > |oc|]. ‘
But | (1,VSNR)
Z > |6C| iS4 g > J(SZ_CI'E = Y > |X| Vv SNR J (9:;\1‘(:“111(@)
where X, Y ~ N(0,1) O ]
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n Reliability
Evolution of the BER
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n Dynamic vs Static Randomness

An lllustration

—— Reference values (d¢) distribution (static randomness)

—— PUF delay distribution (with dynamic randomness)

Sc+ Z ~ N(6¢,0?)

Unreliable area

¢~ N(0,52)

-Th Th
<~
2Wo
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N Reliability Improvement : Filtering

® Discard "unstable" bits
B Unstable: |6¢| < Th= Wo
B Tradeoff: improves reliability but reduces number of output bits

. . Th
W = relative threshold proportion = -
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N Reliability Improvement

Closed-Form Expression for Filtered Output
Filtered BER depends on W as well as the SNR:
Theorem (BER After Filtering)

_— 2 1 1 w w
BERg; = m (T(W, \/ﬁ) 4 Zerf(\/ﬁ-—\/SN_R)(erf(ﬁ) = 1))

where T is Owen’s T -function:

—3hP(1+x%)

1 [%e
T(h,a):g 0 H—)(zdx
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N B Reliability Improvement : Summary

BER as a function of W and SNR
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BER mainly depends on W, less sensitive on the SNR.
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N Reliability Improvements

Entropy Loss
Assuming n independent challenge responses, entropy H = n.

After filtering, the remaining entropy is the number of "stable" bits:

Theorem (Entropy After Filtering)

Average (over static randomness) entropy for n delay elements:

o —

H(n, W)sng = n - erfe(

v
V2SNR ™
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N Reliability Improvements

Entropy Loss Figure
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High number of rejected output bits for small SNR.
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I Conclusion: Entropy/BER Tradeoff After

Filtering
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N s our Static/Dynamic Gaussian Model Valid ?

—> Experimental validation needed !

Experimental setup:

PUF type Challenge restriction Evaluation
Ring oscillator  Pairs of independent oscillators Difference of two delays
RO-sum PUF Orthogonal challenges Sum/difference of 48 delays
Loop-PUF Orthogonal challenges Native PUFs
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I Rcsults - Ring Oscillator PUF

RO-PUF
Reliability Relative entropy
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Rejected output bits as expected, too high BER.
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L Results - RO-sum PUF

RO-Sum PUF
Reliability Relative entropy
10-2 @® Theoretical BERy: (SNR=220) 100% Z:teroor:;ig,l\‘;elaztizvoe)
® Measured BERg: Measured relative
1073 5 95% ©  entropy
>
g 1074 g 90%
g £
S 10-54 5]
510 < 85%
=1
@ 109-6 %
o
80%
1047 4
75%
1075 4
70%
0 1 0 1 2 3 4 5
w

BER and relative entropy as expected.
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B Results - Loop PUF

Loop PUF
Reliability Relative entropy
Theoretical BERg (SNR=220 100% Theoretical relative
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Rejected output bits as expected, too high BER.
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N B Environmental Effects
Temperature Dependency

28000

€ distr., same oscillator
£ distr., different oscillators

27500

27000

Nbr of cycles

26500

20 40 60 80
T(°C)

25.5

24.0 245 25.0
Oscillations increase per °C' (domain [0°C, 80°C)

Temperature dependency
Temperature coefficient

Modelisation:
Modelisation:

Po(C)=0c+Z+ 10
¢~ N(0,0%)

0: temperature difference
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N B Temperature Dependency

Temperature-Dependent BER

Temperature-dependent BER:

BER, = P[sign(d¢ + Z + £0) +# sign(dc)]

Theorem (BER Closed Form Expression)

/_\ /0-2 + 920-2
BERy = %arctan(#e)

For average BER, change in temperature equivalent to reduction in
SNR.
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N Wrap up

m A novel theoretical modelization for Delay-PUFs
m Bit filtering: reliability / entropy tradeoff

® Experimental validation

B Temperature dependency modelization
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