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Physically Unclonable Functions (PUFs)
PUF Definition

Definition (strong PUF)

Physical device defined by:
Input: challenge bit-string C ∈ {0,1}n
Output: bit response P(C) ∈ {0,1}.

The device should not be clonable (physically and mathematically).

Note
Real PUFs are not deterministic and subject to

noise
aging
etc.
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Types of Unclonable Functions

SRAM PUF
Delay PUFs:
• Arbiter PUF
• Ring oscillator
• RO-sum PUF
• Loop-PUF
• ...

Optical PUFs
Glitch PUF
VIA PUF
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Types of Unclonable Functions
Zoom on Delay PUFs
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Modelisation of Delay PUFs

Ideal (noiseless) output: P(C) = sign(δC).
For a PUF subject to additive noise Z :

P(C) = sign(δC + Z )

where:
Static randomness: δC ∼ N (0,Σ2)
Dynamic randomness: Z ∼ N (0, σ2)

SNR =
Σ2

σ2

Independency Hypothesis

P(C) independent for different challenges C
(made possible by restricting challenges).
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Reliability
BER: Definition and Expression

Definition
BER (bit error rate): probability that the outcome differs from the ideal
output:

BER = PZ [sign(δC + Z ) 6= sign(δC)]

Averaged over the static randomness:

B̂ER = EδC [BER]

Theorem (Closed Form Expressions for BER)

BER =
1
2

erfc
( |δC |
σ
√

2

)

B̂ER =
1
π

arctan
( 1√

SNR

)
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BER Expression Proofs

Proof (BER)..

Assume δC > 0 (symmetrical proof for δC < 0).

P[δC + Z < 0] = P[Z < −δC ] =
1√

2πσ2

∫ −δC

−∞
e

−z2

2σ2 dz =
1
2

erfc(
δC

σ
√

2
)

Proof (Averaged BER)..

P[sign(δC +Z ) 6=sign(δC)] = P[Z > |δC |].
But
Z > |δC | ⇔ Z

σ >
|δC |
Σ

Σ
σ ⇔ Y > |X |

√
SNR

where X ,Y ∼ N (0,1)

X

Y

θ = arctan( 1√
SNR

)

(1,
√
SNR)

Y > |X|
√
SNR
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Reliability
Evolution of the BER
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Dynamic vs Static Randomness
An Illustration

δC

δC + Z ∼ N (δC, σ
2)

δC ∼ N (0,Σ2)

Unreliable area

-Th Th

2Wσ

Reference values (δC) distribution (static randomness)

PUF delay distribution (with dynamic randomness)
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Reliability Improvement : Filtering

Discard "unstable" bits
Unstable: |δC | < Th = Wσ

Tradeoff: improves reliability but reduces number of output bits

W = relative threshold proportion =
Th
σ
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Reliability Improvement
Closed-Form Expression for Filtered Output

Filtered BER depends on W as well as the SNR:

Theorem (BER After Filtering)

B̂ERfilt =
2

erfc( W√
2·
√

SNR
)

(
T (W ,

1√
SNR

) +
1
4

erf(
W√

2 ·
√

SNR
)(erf(

W√
2

)− 1)

)

where T is Owen’s T -function:

T (h,a) =
1

2π

∫ a

0

e−
1
2 h2(1+x2)

1 + x2 dx .
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Reliability Improvement : Summary
BER as a function of W and SNR
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Reliability Improvements
Entropy Loss

Assuming n independent challenge responses, entropy H = n.

After filtering, the remaining entropy is the number of "stable" bits:

Theorem (Entropy After Filtering)

Average (over static randomness) entropy for n delay elements:

̂H(n,W )SNR = n · erfc(
W√

2SNR
).
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Reliability Improvements
Entropy Loss Figure
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Conclusion: Entropy/BER Tradeoff After
Filtering
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Is our Static/Dynamic Gaussian Model Valid ?

=⇒ Experimental validation needed !

Experimental setup:

PUF type Challenge restriction Evaluation
Ring oscillator Pairs of independent oscillators Difference of two delays
RO-sum PUF Orthogonal challenges Sum/difference of 48 delays

Loop-PUF Orthogonal challenges Native PUFs
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Results - Ring Oscillator PUF
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Results - RO-sum PUF
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Results - Loop PUF
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Environmental Effects
Temperature Dependency
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Modelisation:

Pθ(C) = δC + Z + `θ

θ: temperature difference
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Temperature Dependency
Temperature-Dependent BER

Definition
Temperature-dependent BER:

B̂ERθ = P[sign(δC + Z + `θ) 6= sign(δC)]

Theorem (BER Closed Form Expression)

B̂ERθ =
1
π

arctan(

√
σ2 + θ2σ2

θ

Σ
)

For average BER, change in temperature equivalent to reduction in
SNR.
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Wrap up

A novel theoretical modelization for Delay-PUFs
Bit filtering: reliability / entropy tradeoff
Experimental validation
Temperature dependency modelization
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