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Mundane context. “Threshold cryptography” are mechanisms enabling a number n distrustful participants to
obtain the output of some computation on secret data as soon as a threshold number t < n of them participates,
but reveals nothing otherwise. The most known mechanism, apart from the mere storing of the secrets, is called
threshold signatures. It enables n machines to produce a single signature on behalf of a client, such that any
colluding t machines are unable to create a signature which was not queried by the client. This technique is
used by Coinbase (32Bn$ market cap) to manage the crypto-wallets of more than 5M clients [3, 10], as well as
by Fireblocks (8Bn$ market cap) [7]. Threshold signatures enable to solve the trilemma of a client needing to
quickly sign transactions, but at the same time not leaking its secret signing-key to the adversary nor having
its key erased by accident (if it was stored only on a single machine). Hence, they are one of the main building
blocks of the so-called “crypto-custody” market, which is 450Bn$ worth [4, 8]. The leader in France is Dfns,
and the startup Zama is specialized in decentralized contracts with con�dential inputs.

Goals of the internship. The �rst proposed goal is to describe and prove a threshold signature which is resilient
to adversaries having quantum computers, ideally detailed enough to be submitted to the NIST competition
(national institute of standards and technology) [13]. The construction which we have in mind is based on
the hardness of lattice problems. Despite intense international activity towards this same goal [15, 14, 6, 5,
2], we have a new angle of attack for practical applications. Hence, the internship should naturally lead to
international collaborations, before or after the start of the intended PhD. The second proposed goal revolves
around anonymity, we can share more details during the interview. The main technical tool which will be used
in the construction are the so-called zero-knowledge (ZK) proofs. A ZK proof enables the holder of a secret s to
exhibit y and a function f to anyone, dubbed a veri�er, and convince the veri�er that y = f(s) without having
to reveal s. Lattice-based ZKs are now well documented and implemented ([11, 1, 12], as well as clear M2 reports
of previous internships). Nevertheless, there exists elaborate optimizations based on advanced arithmetics, e.g.,
[9]. Hence, there is much room for initiatives of improvements by the intern(s), in particular, when applied to
the proposed constructions.
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