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Abstract—We present a flexible quantum key distribution
(QKD) system implementation using quadrature phase-shift
keying (QPSK) encoding. Two detection techniques are imple-
mented and compared: a photon counting detection scheme using
single photon avalanche diodes (SPAD) and a dual-threshold bal-
anced homodyne detection (BHD) using standard PIN diodes in
which the weak signal is time-multiplexed with a strong reference.
The interferometer instability and the system phase fluctuations
are compensated by an optoelectronic feedback loop that allows
an automatic continuous operation. We compare the QKD system
performance for both schemes in terms of BER and key genera-
tion efficiency. Finally, we analyze the BHD QKD system security
under the potential individual intercept-resend attack and the
intermediate-base attack.

Index Terms—BB84 protocol, homodyne detection, quadrature
phase-shift keying (QPSK), quantum cryptography.

I. INTRODUCTION

posed by Brassard and Bennett in 1984 (BB84) [1],
guarantees the unconditional security of the commu-
nications based on quantum mechanical laws [2]. QC is now
moving from the promise of physics to the hard reality of the
electrical engineering world and is obviously handling with
the full quantum nature of light. Limited by the low quantum
efficiency of single photon avalanche diodes (SPAD) at 1550
nm, the present efforts in quantum key distribution (QKD)
systems in optical fibers at telecommunications wavelengths
are directed towards the increase in the key generation rates
and the transmission distances, as well as their compatibility
with the current optical infrastructure and with the end user
opportunities in terms of speed, reliability and cost.
Homodyne detection has already been investigated to pro-
vide accurate quadrature measurements in QKD using contin-
uous variables [3]. As polarization is strongly affected by fiber
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propagation, homodyne detection allows a diversity of modula-
tion formats on the sender Alice’s optical field, including more
favorable multiple phase-shift keying (MPSK). In the BB84 pro-
tocol, Alice encodes her Q-bits in two orthogonal bases with two
antipodal symbols in each base, leading to a QPSK modulation
format.

Interferometric arrangements are usually used for the imple-
mentation of phase detection, in which the key issue is to obtain
a phase reference at the receiver end. However using a sepa-
rate fiber for reference transmission leads to difficult stabiliza-
tion on an interferometer over the complete span of the trans-
mission link. Gisin’s group [4] first proposed a “plug & play”
phase encoding approach based on two Mach--Zehnder inter-
ferometers containing similar short-long arms. They have also
performed the first experiment of the “plug & play” system [5]
by combining the ideas of time multiplexing with Faraday mir-
rors that passively compensate all optical and mechanical fluctu-
ations. However such a round-trip system has to face a doubled
transmission distance, requiring precise backscattered light con-
trol, and is especially menaced by the Trojan horse attacks [6].
Therefore, a one-way and single path configuration is manda-
tory to avoid round trip penalty. For that reason, Merolla has
proposed [7] a phase referencing QKD system in the frequency
domain that utilizes phase modulation of sidebands. A differ-
ential phase-shift keying (DPSK) is also an effective way to
provide phase reference by relaxing the phase stabilization over
time duration of the same order of the bit period. DPSK demod-
ulation by delay line has been extensively discussed during the
early age of optical communications [§]-[10] and more recently
[11], [12].

In the optical telecom band, photon counters (PC) using
avalanche diodes that work in Geiger mode under low and
precise temperature control, exhibit inherent low quantum effi-
ciency, high dark count rate, and inevitable residual after-pulse
phenomenon due to the macroscopic avalanche process. On
the other hand, in the race for speed and distance, balanced
homodyne detection (BHD) scheme using PIN photodiodes,
facilitated by a strong local oscillator (LO), may constitute an
interesting alternative as compared to photon counting. In BHD
only one quadrature is measured and there is no additional noise
to the zero-point fluctuation of the signal field. As reported
by Yuen [13] the input signal quantum noise is, in this case,
the only noise limitation and the LO noise has a negligible
influence, therefore the output noise is only dominated by
vacuum fluctuation entering in the signal port. Consequently,
using a LO of suitable power provides high mixing gain to
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overcome the thermal noise [14]. In addition, the conventional
PIN photodiodes operating at room temperature present much
higher quantum efficiency and faster response speed as com-
pared to the PC [15], also their cost is much lower and the
supply requirements are much simpler.

Since homodyne detection provides a measurement of the
single signal non corresponding to the LO [16], the receiver
must perform the extraction of optical carrier in order to gen-
erate the LO reference field [17]-[19]. Furthermore, when the
phase demodulation is performed with interferometric optical
delay lines, the receiver must be designed to compensate for the
phase drift in the interferometers and the other link elements
[21], [22].

Postdetection, filtering, threshold and symbol synchroniza-
tion stages must also be properly designed as in BHD the deci-
sion process is carried out a posteriori [23], [24], in opposite
to photon counting that inherently performs built-in decision
[25], [26], making a difficult compromise between detection ef-
ficiency and false symbol detection. As well BHD leads to a
classical bit error rate (BER) whereas a quantum bit error rate
(QBER) is considered in photon counting.

In Section II, we first recall the basics of the homodyne detec-
tion system, then we introduce the two receiver structures that
we have used for the QKD application. Next in Section III, we
present the experimental setup of a one-way BB84 QKD system
using weak coherent pulses (WCP) QPSK format encoding at
the sender Alice’s end and BPSK base switching at the receiver
Bob’s end. Photon counting and dual-threshold BHD are both
performed with optical phase synchronization. The configura-
tion of our one-way system is close to Gisin’s two-way phase
encoding and time-multiplexing approach using PC measure-
ments, but we use a polarization splitting scheme so that the
signal and LO pulses arrive precisely at the same time window
of observation without coupler loss, and we compensate the po-
larization fluctuations passively and the phase fluctuations ac-
tively with an optoelectronic feedback loop. Additionally, in
BHD we time-multiplex the strong LO pulses and the weak
signal pulses to combat the thermal noise at the receiver’s end,
allowing the use of fast and high sensitivity PIN photodiode in-
stead of PC.

Then in Section IV, we compare the performance of the two
receivers in terms of detection efficiency and BER (or QBER).
Provided that the guarantee of security lies either on the mu-
tual information gain or the perception of eavesdroppers’ inter-
vention, finally in Section V we analyze the security issues of
the BHD QKD system under the “intercept-resend” attack and
the “intermediate base” attack, as well as the power modifying
mixed attacks.

II. HOMODYNE DETECTION FOR QUANTUM CRYPTOGRAPHY

Coherent optical transmission at the telecommunications
wavelength has been studied for more than three decades
[8], [11]-[13], [15], due to its unique features concerning the
mixing gain and the possibility to use complex amplitude mod-
ulations that allow lower optical signal-to-noise rate (OSNR)
for a given postdetection BER, as well as a better spectral
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efficiency. The standard quantum limited (SQL) reception is
attainable when a strong LO field is used. Furthermore, the use
of constant envelope formats, in opposition to the traditional
intensity modulation with direct detection (IM/DD), is more
tolerant to the fiber nonlinear impairments [27].

A. BPSK Encoding of Coherent States

Glauber’s coherent state model is expressed as a sum of
Fock’s number states |n). As we will work with strongly
attenuated laser pulse we use the form [17]

o) = e~ lo*/2 D (n?‘)m In) (1)
n=0 '

Two coherent quantum state vectors |aj) and |ag) are
nonorthogonal, since the squared overlap is

2
[ |az)|? = el —e! 2)

Because of the noncommutativity of the nonorthogonal state
projective measurement, a simple Von Neumann projective
measurement cannot conclusively distinguish the different
states.

For the sake of concision, we will only consider here the case
of binary phase-shift keying (BPSK) in which two equally prob-
able modulated binary symbols (0, 1) are represented by two an-
tipodal phase states (0, 7). This corresponds to a simple constant
envelope modulation, in which the antipodal signals maximize
the signal distance, and therefore minimize the square overlap.
As well the average received power is the same when the symbol
1 or O is transmitted.

In BPSK encoding, the two signal coherent states are devoted
as |a1) = |a) and |as) = —|a); the average signal photon
number is Ns = |a|?, and the signal overlap is (a1]as) =
e~2Ns_ The SQL is attainable when an in-phase LO field with
phase coherence is used, and the detection of the mixed field
assuming unit quantum efficiency PIN detectors in the absence
of the thermal noise gives the BER as [18], [28]

BER = %erfc(\/2N5). 3)

In BB84 protocol, from two orthogonal bases chosen ran-
domly by Alice, four quantum eigenstates can be generated sep-
arately (the symbols 0 and 1 on two different bases {|a), —|a)}
and |{|ia), —|ia)}), constituting a QPSK type constellation.
After the random base switching at the receiver Bob’s end, the
states of base coincidence turn to a BPSK constellation whereas
the states of base anticoincidence are discarded and do not con-
tribute to the shared information and therefore not to the BER.

B. Coherent Homodyne Receiver

In telecom applications, the coherent detection process con-
sists of mixing the signal field F's and a strong LO field E¢r, in
a 2 x 2 coupler at the receiver end.

PC, exploiting the photon-triggered avalanche current of a
reverse biased p-n junction to detect an incident radiation, is
specifically designed to operate with a reverse bias voltage well
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Fig. 1. Experimental setup of QKD system using photon counting/BHD.

above the breakdown voltage [25], [26]. This kind of operation
is also called Geiger mode and an indispensable quenching
process limits its operation frequency to 4-8 MHz, also its
quantum efficiency is limited to approximately 0.1 at 1550
nm telecom band. PC cannot accommodate strong LO field
in an interferometer arrangement. As shown in Fig. 1 when
|ELo| = |Fs|, the photon arrives at the output D; when the
phase difference § = 0 or arrives on the output D, when 6 = 7.

The BER is limited by the interferometer contrast and the
after-pulse effects induced by the precedent avalanche.

By mixing a weak signal field with a strong LO field before
intensity detection, i.e., |FrLo| > |Es|, the BHD technique is
potentially capable of overcoming nondesirable effects of PC.
Nevertheless, the different coherent states generated by conven-
tional light sources are not orthogonal, leading to an inherently
finite error rate and making a decision process mandatory. Op-
timal and practical implementations have been widely discussed
[18]-[20].

III. EXPERIMENTAL ARRANGEMENT

We have implemented an experimental one-way and one-path
QKD system with QPSK modulation. Both photon counting
scheme and BHD scheme are implemented. A flexible arrange-
ment has been designed so that only slight changes have to be
done to switch the detection scheme from photon counting to
BHD.

As shown in Fig. 1, we use a 1550 nm ILM (integrated
laser/modulator, AVANEX) electro-absorption modulated light
source to generate laser pulses of 5 ns width with 25 dB
intensity extinction ratio. In the photon counting detection
scheme, the operational frequency is limited to 4 MHz. As for
the BHD scheme, much higher repetition rates are attainable,
however in this paper we chose to use 4 MHz as well for the
comparison. Our balanced amplified photodetector has a flat
response passband from DC to 150 MHz (Thorlabs InGaAs
switchable gain PDB150C-EC).

A polarization splitting method is used in our arrangement to
improve the isolation of the signal and the strong reference field,
since the 25 dB intensity extinction ratio alone is not enough
for the time-multiplexing of the weak signal and the strong LO
field. Alice’s laser pulses are separated by a polarization-beam-
splitter (PBS) with a polarization extinction ratio of 30 dB, the
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Computer
Alice

<
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BHD: Balanced Homodyne Detection
SPAD: Single Photon Avalanche Diode
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D3: PLN
* RF Amplifier is used only for BHD

horizontally polarized component passes through the upper arm
and the vertically polarized component passes through the lower
arm of a Mach--Zehnder interferometer constructed with po-
larization maintaining (PM) fibers. A polarization controller is
used to adjust the signal-LO relative power levels.

Alice encodes her vertically polarized pulses (®4 : w/4 and
—3m /4 in base Ay; —m/4 and 37 /4 in base A5) on a Lithium
Niobate phase modulator (Photline MPX) [23], [24], consti-
tuting a QPSK modulation. The weak signal and the un-mod-
ulated LO pulses are time-multiplexed by a polarization-beam-
combiner (PBC), and the delay between the two components
is set to be 20 ns, i.e., 4 m optical fiber. Orthogonally polar-
ized, the signal pulses and the LO pulses propagate with a high
degree of isolation. Attenuator 1 is used to generate the weak
coherent states (WCS) signal pulses and attenuator 2 is used
only in the photon-counting scheme to change the signal and
LO pulses level together while performing measurements over
a wide range of signal level without readjusting the receiver’s
configuration.

Then the combined signal-LO pulses pass through a QKD
link of 11 km length in a standard telecom single mode fiber
(SMF). Bob uses another PBS to separate the horizontally po-
larized LO pulses and the vertically polarized signal pulses. A
small portion of the LO component is picked up for the receiver
synchronization, using a PIN diode D3.

Bob’s receiver has a similar Mach--Zehnder interferometer
structure. He performs the LO phase shift in the upper arm on
a Lithium Niobate phase modulator to apply his base choice
(®p : w/4 in Base By, —m/4 in Base By), constituting a BPSK
conversion in which ® = &, — ®p. The delay between the
signal and the LO pulses is carefully adjusted to 20 ns to opti-
mize the time overlap on the PM coupler’s input ports with the
same state of polarization (SOP).

The differential delay interval between signal and reference
pulses caused by the long and short arms of Alice’s and Bob’s
interferometers should be kept stable so as to allow a continuous
QKD operation. Nevertheless the interferometers should be op-
erative in different location; moreover they are subject to dif-
ferent temperature, pressure and mechanical stress conditions.
As in all coherent systems, the phase control is a key issue due to
the drift in the optical paths in the Mach--Zenhder interferom-
eters. To keep the system unconditionally secured, the QBER
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threshold must remain under 11% with a reduced key genera-
tion rate, and the corresponding phase error is A® ~ 27° [21],
[22].

In our experimental setup, the phase drift A® is compen-
sated by an optoelectronic feedback using a phase shifter (PS)
in Bob’s lower arm. A periodical interval of M bits is used as
“training frame header” so as to compute the phase drift in the
system in order to feedback on the PS. The training frames con-
tain predetermined sequences of which Alice and Bob agree on
the symbols and bases. The piezodriver fiber actuator allows a
dynamic range [—8m, 87| and a response time of few millisec-
onds.

The mean value of M bits in the “training frame header” is
close to the normal distribution N(y, o/+/M), in which y is the
expected value and o is the standard deviation of an individual
sample. When an uncertainty in amplitude estimation less than
error I is expected, the following condition must be met

erfc(V2M /20) = 2exp(—M/20%) < E. “4)

A. Photon Counting Experiment

In the photon counting detection scheme, we use two single
photon detection modules (SPDM, id 200, id Quantique) as D1
and D2 in Fig. 1. The output of the SPDM is a pulse of 100 ns
width when a detection event occurs. We have implemented an
8-bit analog/digital converter (ADC) for the pulse detection and
to record the arrival time of the detection events.

For a short gate operation of 2.5 ns, we consider that the dark
count probability for SPDM1 and SPDM2 are 1 and e2, respec-
tively; the quantum efficiencies are p; and pa(p1,p2 < 0.1);
and the interferometer visibility is V. Then, during this gating
operation, the probabilities that SPDM1 or SPDM2 record a de-
tection event are

{ PDl((I)) =e1+m 1—"_VZmS‘I> 3)
Ppa(®) = g3 4 pp =52

During the “training frame header” interval, we
use eight registers to record the incoming events, i.e.,
{Rp1,0,Rp1,x/2, RD1,7, RD1,37/2}  for  SPDMI1  and
{RD2,07RDQJ\'/27RD2,7T‘,RD2,37F/2} for SPDM2 to store the
number of detection events for ® = 0, 7/2, 7, 37 /2.

For SPDM]1,

{PDI 37) _PDI (%) = p1VsinA<I>
) .

— Ppi(m) = p1V cos AD ©)
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For SPDM2,
Ppy (3%) — Pp2 (5) = —p2VsinA® o
Pp2(0) — Ppa(m) = —paVcos AP -

From (6) and (7), we can easily obtain an approximate value
of the real-time phase error A®. A 12-bit digital/analog con-
verter (DAC) outputs the voltage to be applied on the PS that
compensates the phase error. Fig. 2 shows our experimental
results for a long-term measured phase error and the residual
QBER when the signal mean photon number per bit Ng is 0.5.
We observe that the residual phase error is controlled under 15
degrees.

B. Balanced Homodyne Detection Experiment

In the BHD scheme, the LO level is unchanged, and only
the signal level is strongly attenuated with attenuator 1. We
use a balanced photo-detector (Thorlabs PDB150C-EC) for
the photo-detection together with a passband voltage amplifier
(Femto, Series DHPVA, 200 MHz) to obtain an optimized reso-
lution for the high-speed 8-bit ADC PCI transient recorder that
works at a sample rate up to 200 Mbits/s (Spectrum M2i.2030).

Four registers Ro, Rz/2, R, Rar/2 store and update the
estimated values for the four possible phase states. The de-
tected values of the M bits are {a;,as,...,am}, in which
{ail, ai2, . .- ,ai(M/4)}, {ajl, a2, ..., aj(M/4)}7 {aml./ Am2y -+ - -y
am(M/4) }5 1@n1,@n2, - -+ @n(M/4) } coOrrespond respectively to
the bits that carry phase information 0, /2, 7 and 37 /2.

The normalized quadrature amplitude of the detected signal
is proportional to cos(®) = cos(®s — Pp). Base coincidence
(BC) occurs when @ = 0 or 7; base anticoincidence (AC) oc-
curs when ® = 7/2 or 3w /2(—7/2).

We can approximately obtain (8), shown at the bottom of the
page, where Ag, Ar /2 , Ax and A,/ are the envelope ampli-
tudes, and we have

{AozAﬂ/QzszAgﬂ/g (9)
A(I)O ~ A@W/Q ~ A@W ~ A(I)gﬂr/g ’

‘We can thus obtain the estimated envelope amplitude and the
phase error

A= [(B3+ R, + B2 RS, ,) /z}”2

A‘b E (A‘bo + A‘bﬂ./z + A¢ﬂ— + A@gﬂ-/2) /4

(10)

We have performed the measurements of the signal level
Ns = 0.02-3.0 photons/bit with strong LO level 2.8 x 103
photons/bit so that the quantum noise is at least 10 dB above
the thermal noise. For each measurement we have taken 5%

Ro =i = (X0 aix) /(M/4) = Ay cos(A20)

Ropy = 5 = (S an) /(M/4) = Ar o cos(Ay 5 + 7/2)

M/4

R7r = Qmk =

My amk) J(M/4) = A cos(AD, + )

®)

Ryro = @k = (L0 ank ) /(M/4) = gz cos(Airs + 3/2)
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of the received bits as the “training frame header” and 95% as
the “Data.” In Fig. 3, we show the comparison of the long-term
phase error without phase compensation and with phase com-
pensation feedback for Ng = 0.8. The residual phase error
is well controlled under 5°. Also the experimental BER with
different signal powers is shown in Fig. 4.

IV. SYSTEM PERFORMANCE

A. The Dual-Threshold Decision of BHD

In digital communications the information loss due to the
channel erasure must be recovered by the forward error coding
(FEC) techniques using signal overhead. It differs significantly
from the QKD situation in which the signal erasure (i.e., empty
pulses) can be managed during the a posteriori reconcilia-
tion process [14] by decision abandonment, and mainly be
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Fig. 4. Experimental BER compared with the theoretical values.

turned only into efficiency reduction in the key generation
rate. In this way BHD can also permit the implementation of a
dual-threshold decision process on the postdetection electronic
signals: allowing the possibility of inconclusive measurements
to improve the BER, with a trade-off in the key generation rate.
In spite of this, the resulting efficiency remains higher than the
photon counter efficiency. Additionally, we will demonstrate
later in the Section V that the eavesdropper Eve’s attack leads
more to a Bob’s signal degradation than a substitution since
the corresponding information can be suppressed during the
reconciliation.

Since in QKD systems BHD measures only one optical field
quadrature at one time, it is obviously easier to differentiate the
antipodal phase states 0 and 7. In Fig. 5, we depict the theo-
retical probability density function (pdf) and the experimental
histogram.

For the signal discrimination Bob sets up two symmetrical
thresholds +X (normalized to Ng) for the detected value z,
with the selection rule

1 if (z > X)
Judgement = ¢ 0 if (z < =X)
Abandon otherwise.

(1D
Assuming equally probable symbols, we obtain from (3) the
BER and the bit correct rate (BCR)

BER; = 1/2erfc[(2Ns)/?(X + 1)]
BCR, = 1/2erfc[(2Ns)Y/?(X —1)].

12)
(13)

In order to compare with photon counting, we introduce the
postdetection efficiency p, which is defined as the probability of
getting a conclusive judgment

p(X, Ns) = BER; 4+ BCR;. (14)

In photon counting, the quantum efficiency of PC is de-
termined by the built-in decision circuit. For comparison we
have measured the BHD postdetection efficiency with different
threshold parameters X and the photon counting efficiency at
the same repetition rate of 4 MHz.

We observe from Fig. 6 that the postdetection efficiency p
can be better than PC detection efficiency with appropriate se-
lection of parameters, such as Ng and X. As a matter of fact,
even though the selection of a high threshold X decreases p, a
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Fig. 6. Experimental measurements of the detection efficiency.

high key generation rate is attainable since BHD can potentially
operate at much higher speed than PC.

B. OBER and postDetection BER

In order to continue the comparison with the QBER of photon
counting, we also introduce the BHD postdetection BER,, as

BER,, = BER;/p = (1/2p)erfc[(2Ns)/3(X +1)].  (15)

We measured the BER p for different thresholds +.X, the ob-
tained values as shown in Fig. 7 is slightly higher than the the-
oretical value due to the system quantification errors and other
impairments such as residual polarization mismatch. (Note that
when X = 0, it is the standard single-threshold decision as de-
picted in Fig. 4).

As for the photon counting (also shown in Fig. 7), the QBER
is almost constant when the signal photon number Ng < 1.
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Erroneous detection events occur when only one of the signal
and LO photons arrives at the coupler while the other is absorbed
in the optical fiber (quantum channel). The other facts that may
contribute to the false detection events are the imperfect coupler
contrast, i.e., the interferometer visibility, and the dark counts.
The QBER increases slightly with Vg probably due to the after-
pulses effects.

The observed QBER in the PC scheme in our phase encoding
system appears as high as 0.1 due to the residual phase errors
since the phase correction is calculated by counts of detected
photon, hence less precise than the BHD scheme as a conse-
quence of the limited counting events, unequal PC detection ef-
ficiency, as well as the dark counts. It appears constant over a
wide range of signal level since errors are mainly produced by
the phase fluctuations and the limited extinction ratio that are
in principal independent of the signal level. QBER can be im-
proved by a more accurate phase and polarization control, such
as polarization stabilizer, special pulsed laser source with nar-
rower spectral lineswidth and wider coherent time, as well as
higher extinction ratio optical devices. Meanwhile BHD scheme
can also take advantage of these improvements, still making it
a more efficient detection scheme.

In Table I, we show the different characteristics of the two
receiver configurations. As a matter of fact, in PC the inherent
threshold parameter is adjusted as a trade-off between quantum
efficiency and dark count rate, and is independent of the re-
ceived signal so as to offer a wide operation range for single
photon measurements; while in BHD the dual-threshold can be
more flexibly adjusted as a trade-off between BER p and key
exchange rate. Furthermore, the dual-threshold BHD scheme
has three main advantages over photon counting scheme: a)
the quantum efficiency of PIN photodiodes is near unity; b) ul-
trahigh speed QKD system is achievable since no quenching
process is required; and c) the cost of telecom wavelength PIN
photodiodes is much lower and the supply requirements are
much simpler.

Recently a decoy-state protocol has been proposed [29] and
extensively studied by some research groups [30]-[33]. The
signal state intensity can be chosen to be up to one photon on
average thanks to a sophisticated reconciliation process. The
BHD system is readily adaptable for such a protocol since it
allows distinguishing the multiphoton coherent states.
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TABLE 1
PHOTON COUNTING VERSUS DUAL-THRESHOLD BHD

Photon Counting Dual-threshold BHD

Low speed Geiger mode APD High speed PIN photodiodes

Low quantum efficiency< 10% High quantum efficiency > 90 %

Equal amplitude reference Strong reference LO

Signal independent threshold Signal dependent threshold

Dark count limited QBER Shot noise limited BERp

Delicate phase synchronization Efficient phase synchronization

V. SECURITY OF HOMODYNE QKD SYSTEM

Having demonstrated the advantages of the dual-threshold
BHD over photon counting, we now proceed to present the se-
curity analysis.

In order to investigate the security of a quantum cryp-
tosystem, we have to take into account the action of the
eavesdropper, namely Eve, and analyze the amount of informa-
tion accessible to her.

We represent the information entropy of Alice by H(A). The
conditional entropies of Bob and Eve are defined as H(A|B)
and H(A|FE) given that Alice’s information is known. The mu-
tual information I(A, B),I(A, E) are defined as the estima-
tion of the information shared between Alice and Bob, and that
shared between Alice and Eve, respectively. Note that Eve is
supposed limited only by the physical laws.

{I(A,B):H(A)—H(A|B) (16)
I(A,E)=H(A)— H(A|E) "

The key is said to be secure if the I(A, B) is higher than
I(A, E) [34]. Therefore, we define the amount of the obtainable
security .S

S=1(A,B)—-I1(A,E)= H(A|E) — H(A|B). a7

According to information theory, if S is positive, it is theoret-
ically possible to decrease the amount of information gained by
Eve through the process of “privacy amplification,” i.e., Alice
and Bob scarify the key length of the obtained key sequence
to decrease Eve’s useful information [35], [36]. Otherwise, i.e.,
when S is negative, Bob must be capable of detecting Eve’s in-
tervention [37].

We have analyzed the security issues in view of two potential
individual attacks, along with a mixed power attack strategy.

A. Intercept-Resend Attack

In order to evaluate the differential mutual information .S,
we calculate Bob’s BER under Eve’s intercept-resend attack in
which she performs five main steps:

1. Eve listens to the quantum channel and steals all the Q-bits.

2. She splits the signal in two equal parts.

JOURNAL OF LIGHTWAVE TECHNOLOGY, VOL. 27, NO. 15, AUGUST 1, 2009

3. She performs a measurement of the two equal parts on the
two bases (as Bob’s bases); accordingly she obtains two
measured values z; and zs.

4. As she makes the decision, she chooses the most likely
value from the two measures and resends it to Bob. For
example, if 21 > |z2], then Eve resends to Bob the bit “1”
on the base Al. Nevertheless she stores the two measured
values until the reconciliation process.

5. During the reconciliation process, Eve listens carefully to
the divulgation of the bases used by Alice and Bob. To im-
prove her information, she switches those wrong decisions
made in step 3.

Namiki and Hirano [38] have given some specific con-
tributions with respect to Eve’s intervention. We define
P, = (1/4)[erfc(—(Ns/2)'/?)]? as the probability that
Eve resends the correct bit state on the correct base;
P_ = (1/4)[erfc((Ns/2)'/?)]? as the probability that
Eve resends the wrong bit state on the correct base; and
P, = (1/4)erfc[(Ns/2)"/?erfc[—(Ns/2)'/?] as the proba-
bility that Eve resends the bit state on the wrong base.

Hence, the modified postdetection efficiency and the BER at
Bob’s end is given by

p'(X,Ny)
= [P+(Ns) + P*(Ns)]p(Xv Ns)

+ 2P 1 [(2Ns)'/2 X] (18)
BER%O})(X, N“)
1
- P(X,Ny)
- (P4+(Ns)BER; + P_(N,)BCR,
+ P (N, )erfc[(2Ns)Y2X)]. (19)

Eve’s BER can simply be obtained as if she per-
forms the measures on half the signal power, hence
BERE,, = BER;(0, N,/2) = 1/2 - erfc(v/Ng).

As we have mentioned in (17), we can obtain the differential
mutual information by calculating Alice--Bob, and Alice--Eve
mutual information, shown in (20) at the bottom of the page.

As ahigher threshold X can allow Bob to obtain a lower BER,
we conclude from Fig. 8 that with properly selected parameters
(X, Ng) Alice and Bob can guarantee the unconditional secu-
rity wherever the differential mutual information S is above 0,
as we will precise later in the Section V.C.

B. Intermediate Base Attack

In the intermediate base attack Eve performs the four main
steps:
1) Eve steals all the Q-bits.
2) She performs the measurements of all the Q-bits with the
intermediate base & = /4.

el

{

(A|B)" = —[BERp,}, logy (BERg,,) + (1 — BERE,),) logy(1 — BERp,),)]
(A|E)/ = _[BER/EVC IOgZ(BERIEvo) + (1 - BER;EVO) 10%2(1 - BERIEVC)]

(20)
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3) Sheresends to Bob the bits she has obtained on the interme-
diate base, and stores the bit values until the reconciliation
process.

4) During the reconciliation process, she uses the base reve-
lation to discriminate the bit states (0 or 1) that Alice has
sent.

The loss of Eve in the step 2 is 3 dB due to the interme-
diate base projection. Thus, Eve’s BER is the same as under
the intercept-resend attack. Furthermore, we can deduce from
(12), (13) that BER%,, = BER;(0, N,/2) and Eve’s BCR is:
BCREy. = BCR;(0, N,/2).

Consequently Bob’s incoming BER and BCR are modified:
BER! = BER;(X,Ns/2) and BCR/ = BCR;(X, Ns/2).
And Bob’s modified efficiency is given by p”(X,Ns) =
p(X,Ns/2).

Thus the modified Bob’s BER is given by

1
P (X, N;)
.(BERp,.BCR; + BCR,.BER;) (21)

BERp,, (X, N,) =

Fig. 9 shows that Eve could always obtain more information
than Bob, thus this quantum link is not unconditionally secure
under the intermediate base attack. Therefore, Bob must be ca-
pable of detecting the Eve’s intervention and tell Alice.

In Fig. 10, we give the theoretical comparison of the postde-
tection BER evaluation when X € {0,1.0,2.0} are used: the
BER is largely modified under the two attacks. When we chose
to use a higher threshold X, it will be even more evident to
find out Eve’s attacks by comparing the operating postdetection
BER with the original postdetection BER, the generated keys
must be rejected.

C. Attacks and Power Analysis

It has been proven in the precedent chapters that Eve could
not obtain useful information by using the two types of attack,
in that when she gains more mutual information than Bob, the
key will be discarded. Now we investigate on Eve’s mixed attack
strategy: using power modification to hide her intervention.

When Eve makes the decision and resends the key sequence
to Bob, she can actually modify the signal power so as to cir-
cumvent Bob’s vigilance. She will seek to lower I(A, B) and
maintain Bob’s postdetection BER to conceal her attacks. In this
regard, we replaced the signal level Ng by BNg (3 is a power
factor). If Eve resends the signal at the same power level as she
has received, 5 = 1. If § > 1 she amplifies the signal power
and if # < 1 she resends the signal bit with attenuation. We
note that the “beam-splitter attack™ can be considered as a spe-
cial operation in which § = 1.

Under the intercept-resend attack, we illustrate the security
zonein Fig. 11 for 8 € {0.8;1; 1.2}. Secure zone stands for pos-
itive differential mutual information S. First we can see that am-
plifying the signal will not be a wise choice for Eve, since doing
so she lowers Bob’s postdetection BER but increases I(A, B),
as well as a larger security zone. In the other hand, if she at-
tenuates the signal, Bob will be aware of her presence since the
incoming BER,; will increase and the detection efficiency will
drop in consequence.
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Under the intermediate base attack, if Eve amplifies the signal
power, Bob will also have a lower postdetection BER, however
this 3 has to be very high to hide her presence. In this case,
by comparing the incoming BER;, the detection efficiency and
the postdetection BER, Bob can still find out that Eve has been
attacking the quantum channel. And if she attenuates the signal,
the increasing postdetection BER and incoming BER;, together
with the decreasing detection efficiency will reveal her presence.

In conclusion, Eve’s mixed strategies can be diversified, in-
cluding individual, joint and collective attacks. However, if she
doesn’t manage to gain the mutual information and maintain
Bob’s incoming BER,; and postdetection BER to cover up her
action at the same time, the attack will be discerned.

At Bob’s side, in order to guarantee the security he needs to
set a high threshold so as to lower the incoming BER,; and the
postdetection BER to make Eve’s intervention detectable. This
is consistent with the parameters choice of a higher performance
system thanks to BHD’s high-potential operation rates.

VI. CONCLUSION

We have implemented an all fiber one-way QPSK QKD
system at 1550 nm using both photon counting and BHD
configuration. An automatic optoelectronic feedback loop is
implemented for the interferometric phase drift compensation.

We have developed a dual-threshold decision scheme for the
BHD signal postdetection. We compared experimentally the
performance of photon counting and BHD in terms of detection
efficiency and BER (or QBER). We point out that BHD is
potentially more effective in terms of quantum key generation
rate and system flexibility.

We have also investigated the security issues of the BHD
QKD system under two main individual attacks: intercept-re-
send attack and intermediate-base attacks. A mixed attack
strategy of signal power modification has also been analyzed.
We have proved that Eve’s intervention cannot be effective
with appropriate parameter pair choice of (X, Ng).
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