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Abstract

In the last years, Internet delays are considerably growing, causing a performance deterioration
of interactive applications. This phenomenon is getting worse with the increasing popularity of
bandwidth-intensive applications, as video streaming, remote backup and distributed content dis-
semination systems. The cause of these delays has been identified with the excess buffering in-
side the network, called “bufferbloat”. Research efforts in this direction head toward active queue
management techniques and end-to-end congestion control.However, an ultimate solution to this
problem is yet to come.

In this context, we investigated LEDBAT, a low-priority delay-based transport protocol intro-
duced by BitTorrent. This protocol is specifically designedto transfer large amount of data without
affecting the delay experienced by other applications or users.

First, we analysed transport-level performance of LEDBAT by means of experimental mea-
surement, simulation and analytical model. Specifically, we evaluated LEDBAT as it is, comparing
its performance to standard TCP or to other lower-than best effort protocols. We then identified a
later-comer advantage affecting the original proposal. Wetackled this unfairness issue proposing
fLEDBAT, which re-introduces intra-protocol fairness maintaining the original LEDBAT objec-
tives.

As a second step, we studied the impact of the LEDBAT protocolon BitTorrent performance.
More in details, through simulations and real network experiments, we analysed how BitTorrent
impacts on the buffer occupancy of the access node. BitTorrent performance was evaluated in
terms of completion time, which can be considered as the cardinal metric to assess the user quality
of experience. In both scenarios, results showed that LEDBAT decreases the completion time with
respect to standard TCP. This is an unexpected phenomenon, to which we find a preliminary, though
not conclusive, explanation. Moreover, LEDBAT significantly reduces the buffer occupancy, that
translates in lower delays experienced by competing interactive applications.
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Chapter 1

Introduction

As recently pointed out in [30], “Internet delays now are as common as they are maddening”. With
the increased use of bandwidth-intensive services, such asvideo streaming, remote data backup
and distributed file-sharing, performance of interactive applications has encountered an uncon-
cealed deterioration. As a consequence, end users sitting at the edge of the network suffer from
high and variable delays, that hamper the functioning of latency sensitive application (i.e., VoIP,
Web browsing, network gaming, remote administration) and may trigger timeouts of fundamental
protocols as DNS.

The root cause for these delays can be identified with the excess buffering inside a network,
which is nicknamed “bufferbloat”. Although this issue is well-known, since its first study in [31],
recent years have witnessed a widely spread buffer overprovisioning, result of reduced memory
costs, that exacerbated the problem. This increase in buffering capability in network devices has
the benefit of reducing packet losses, but on the other hand defeats the TCP loss-based design, that
relies ontimelypacket drops to detect congestion in the path. With excessive buffering, packets pile
up in big queues whenever they encounter a fast-to-slow transition in the network, that generally
happens on the uplink from the subscribers to the core, wherethe fast local area connections hits
the ADSL or Cable modems for Internet access. Those queues inevitably need time to drain and
this translates into slowed response and significant delay,that can grow up to few seconds [16, 58].

To address this issue, there have been various propositions, that essentially cluster in two or-
thogonal directions. On the one hand, some researchers [30]recommendlocal active queue man-
agement (AQM)techniques (i.e., selective packet dropping or marking) asthe ultimate solution to
reduce queuing delay. On this subject, numerous algorithmswere proposed over the year, from
SFQ [65] and RED [44] in early 90’s, to CoDel [70], the last arrived on the scene. However, these
proposals faced so far a rather limited adoption [40], mainly due to flawed design [24, 73] or the
difficulty in tuning the parameters (as in RED [33]). On the other hand, we find works heading to-
wards the engineering ofend-to-end flow and congestion control (CC)protocols alternative to TCP.
Those protocols may have different goals, such as controlling the streaming rate over TCP connec-
tions as done by YouTube or Netflix, or aggressively protecting userQuality of Experience (QoE)
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as done by Skype over UDP, or to provide bulk transfers service such as Picasa background upload
option, Dropbox synchronization or perform operative system updates, as in Microsoft Windows
Update. In particular, for this latter branch of low-priority, background services, one finds several
proposals in literature that target aLower-than Best Effort (LBE)behavior, such as TCP-LP [60],
NICE [81], 4CP [63], Microsoft BITS [12], and more recently,LEDBAT [79].

LEDBAT, named afterLow Extra Delay Background Transport, is a congestion control protocol
for the data transmission, working on top of UDP. It has been introduced in late 2008 by BitTor-
rent [69], the popular P2P file sharing system with hundreds of millions of daily users worldwide.
However, the idea of a P2P protocol over UDP has been initially reckoned a reason for dramatic
Internet meltdown and panic spread across popular websites[21]. Yet, as already discussed at
IETF [8] and later recognized on the Web [13], the BitTorrentdevelopment process embraces both
ISP-friendliness (through AS-aware peer selection process) and TCP-friendliness (through a novel
congestion control protocol for data transfer).

The novel insight in the widely explored congestion controllandscape is, in this case, the
reasonable assumption that the bottleneck is most likely atthe access of the network (e.g., at the
ADSL modem line), which means that congestion is therefore typically self-inducedby concurrent
traffic sessions generated by the same user (e.g., BitTorrent transfers in parallel with Skype call and
Web browsing). As a consequence, due to the large buffer adopted by access nodes, congestion
provokes an increase in buffering delay, thus worsening thebufferbloat phenomenon.

This new protocol is designed to avoid introducing excessive delay due to buffer bloating and
targets (i) efficient but (ii) low priority transfers. When LEDBAT flows have the exclusive use of
the bottleneck resources, they fully exploit the availablecapacity. When instead other transfers
–such as VoIP, gaming, Web or other TCP flows– are ongoing, LEDBAT flows back off to avoid
harming the performance of interactive traffic. To attain the efficiency aim, LEDBAT flows need to
create queuing, as otherwise the capacity would not be fullyutilized. At the same time, due to the
LBE aim, the amount of extra queuing delay caused by LEDBAT flows should be small enough to
avoid hurting the interactive traffic. This goal is achievedby reacting earlier than TCP to congestion
notification, and reducing its transmission rate so to avoidharming current traffic: while TCP infers
congestion from packet losses, LEDBAT infers congestion from increasing buffering delay, hence
prior than losses occur. Thus, another important contribution of LEDBAT is that it constitutes a
relief for operators too, as they no longer need to throttle the now gentle P2P traffic [4].

Before looking into the details of the protocols operationsand our experiment, let us linger over
the actual diffusion of the LEDBAT protocol in the Internet.Despite recent research showing an
increasing importance of video over the share of Internet traffic, BitTorrent still represents a signifi-
cant portion of user generated data. According to the Cisco forecast, the P2P file transfer accounted
in 2011 for up to 4,6 petabytes and will be more than double within 4 years [34]. Moreover, due to
the recent shutdown of popular file-hosting services such asMegaupload/Megavideo [45], we can
expect the Internet ratio of file-sharing to increase again.

In Fig. 1.1, we depict the BitTorrent traffic share (UDP and TCP traffic, overall traffic) over
the last few year time-window. The data traffic is averaged atthe PoP of 5 European ISPs that are
continuously monitored within the NAPA-WINE project [42, 47]. The green dashed line represents
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Figure 1.1: Proportion of BitTorrent traffic and of BitTorrent LEDBAT in the wild.

the relative percentage of BitTorrent traffic carried over UDP (hence, over the LEDBAT transport
protocol), normalized over the total amount of BitTorrent traffic. Labels report a few BitTorrent
application releases over the considered period1. The figure clearly shows, soon after the release
of µTorrent 2.0.2, the first stable version to use data transportover LEDBAT, a steep increase of
the percentage of BitTorrent traffic carried over UDP. Notice also that, while the overall share
of BitTorrent is steady during the whole period2, the percentage of data sent over UDP slowly
increased and stabilized to about half of the BitTorrent traffic volume. This trend is confirmed also
by the developers of BitTorrent, as Bram Cohen himself said,LEDBAT is “now the bulk of all
BitTorrent traffic, [...] most consumer ISPs have seen the majority of their upload traffic switch to
a UDP-based protocol” [36]. Such a great diffusion of the protocol highlights the importance of
this work, that aims to study the inner mechanisms of LEDBAT,verify the validity of its goals and
shed light on the advantages and weaknesses of the design choices.

The rest of this section is organized as follows. Sec. 1.1 provides a description of the LEDBAT
protocol as it is delineated in the Draft specifications, while Sec. 1.2 presents an overview on the
main aspects of the BitTorrent protocol. Sec. 1.3 places this work in the context of the related
effort, and lastly Sec. 1.4 summarize the contributions of this thesis.

1See “Announcement” thread from theµTorrent forumhttp://forum.utorrent.com/viewforum.
php?id=4

2With an increase after Megaupload shutdown, though the raise of P2P traffic was already anticipated in [42]

http://forum.utorrent.com/viewforum.php?id=4
http://forum.utorrent.com/viewforum.php?id=4
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1.1 LEDBAT: specification and evolution

A few months ago, a post in the thread announcing the newµTorrent release 1.9-alpha-13485
in the BitTorrent developer forum [69] raised a lot of motivated interest as well as quite a few
unmotivated buzz [13]. Not only would the official BitTorrent client no longer be open-source, but
it was, above all, introducing a novel “micro transport protocol” (uTP), a new application-layer
protocol for data transfer implementing a innovative congestion-control algorithm and exploiting
UDP at the transport layer.

Nevertheless, the main item retained was that BitTorrent would have switched its data transfer
over UDP – which does not implement any kind of congestion control and is thus usually associated
with unresponsivesource. This fallacious interpretation raised serious concerns: as BitTorrent
constitutes a significant portion of nowadays Internet traffic, its switchover to UDP was seen as the
cause for the forthcoming collapse of the network. This “Internet meltdown” buzz rapidly flooded
the Internet, and eventually slowed down only after an official reaction of BitTorrent [13], followed
by intense discussions.

Yet, the buzz was not built on solid technical foundation: infact, the original announce-
ment [69] clearly stated that the design goal of the new protocol was to avoid“killing your net
connection – even if you do not set any rate limits,”and to be able instead to“detect problems very
quickly and throttle back accordingly so that BitTorrent doesn’t slow down the Internet connection
and Gamers and VoIP users don’t notice any problems.”The inner working of this novel protocol
is under discussion as BitTorrent Enhancement Proposals BEP-29 [71] as uTP, as well as IETF
Low Extra Delay Background Transport (LEDBAT), whose first draft [79] has been accepted as a
WG item in August 2009. Since the first release of the Draft, several modifications were made,
however slight discrepancies exist between this document and the BEP-29, mainly concerning the
parameter settings. In the reminder of the thesis we will adhere to the LEDBAT flavor available at
the time of the analysis, as well as to the IETF appellation.

Fig. 1.3-(b) reports a timeline with the release dates of theDraft specification, from the original
version to the last one, recently sent to the IESG (Internet Engineering Steering Group) for approval
as a IETF RFC. The most relevant versions of theµTorrent client used in the reminder of this work
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Figure 1.2: Comparison of the congestion window evolution in time of TCP and LEDBAT.
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Table 1.1: Compendious of LEDBAT implementations.
Name Language Works on Open-source Reference

LEDBAT C++/C ns2 and Linux Kernel Yes [7]*
libUTP C++ multi-platform Yes [49]

libtorrent C++ multi-platform BSD-licence [9]
LEDBAT C Mac OS X APSL v2.0 [1]
LEDBAT Python multi-platform No [19]
µTorrent C++ multi-platform No [69]

DW-LEDBAT C++ ns2 No‡ [14, 15]
LEDBAT unknown unknown No [78]

* Our own implementation.
‡ A list of the modifications to existing files ofns2 is available in [14].

are reported in the bottom plot Fig. 1.3-(c).
LEDBAT is described in [79] as a windowed protocol, governedby a linear controller designed

to infer earlier than TCP the occurrence of congestion on a network path. Its congestion control
algorithm is based on the One-Way Delay (OWD) estimation: queuing delay is estimated as the
difference between the instantaneous delay and a base delay, taken as the minimum delay over the
previous observations. Whenever the sender detects a growing OWD, it infers that queue is build-
ing up and reacts by decreasing its sending rate. This way, LEDBAT reacts earlier than TCP, which
instead has to wait for a packet loss event to detect congestion. At the same time, LEDBAT tries
to add only a fixed amount of queuing delay (TARGET parameter of the algorithm) into the buffer,
as depicted in the visual comparison in Fig. 1.2. A more accurate description of the LEDBAT al-
gorithm, which include the pseudocode of the main functionsand further details about its principal
parameters and the controller dynamics, is reported in Chap. 3.

Since the first release of the Draft specification, several implementations of the LEDBAT pro-
tocol have been made, that we summarize in Tab. 1.1 with the details about the programming
language used, the platform for which are built and the availability of open-source code.

While LEDBAT design goals are sound, technical points have been raised by the scientific
community participating to the LEDBAT working group, that ongoing discussion has not fully flat-
tened yet. A legitimate question is whether adding LEDBAT tothe already well populated world
of Internet congestion control algorithms is really necessary and motivated. LEDBAT-reluctants
suggest indeed to consider already existing, and thereforemore stable and better understood, algo-
rithms for low priority transport, such as NICE [81] or TCP-LP [60]. These comments, coupled
with the move toward a closed source code, motivate the need for independent studies, so that
claims concerning, e.g., the friendliness and efficiency ofthis new protocol, can be confirmed by
the research community. This motivated the work carried outin this thesis.



10 1. INTRODUCTION

TCP

1981

Vegas
1994

Nice
2002

LEDBAT
2009

2000 2010

NewReno
1999

1990

LP
2003

\\C
o
n
g
e
st
io
n

C
o
n
tr
o
l

year

Cubic
2008

4CP
Compound

2006

(a)

Ph.D.
start

v1 v2 v3 v4 v5,6 v7 v8,9v0

L
E
D
B
A
T 

D
a
rf
t'
s

ve
rs

io
n
s

year
201220112010

(b)

[P3]

1.9 2.0.2 2.2 3.0 3.1 3.3

[P2] [S1][P5][P1]

PAM ICCCN LCN ComNet TMA

Ph.D.
end

[P4]

P2P

μ
To

rr
e

n
t'

s
ve

rs
io

n
s

P
u

b
lic

a
tio

n
s

year
2008 201220112010

[S2]

ComNet

\\

[P6]

(c)

Figure 1.3: Timelines of the (a) relevant congestion control protocols, (b) LEDBAT’s Draft spec-
ification versions, and (c)µTorrent’s client milestones and Publications (articles under review are
represented with dashed lines).



11

1.2 The BitTorrent protocol in a nutshell

BitTorrent represents nowadays one of the most successful example of the P2P approach. It slowly
took over a key service traditionally offered by the client-server paradigm: content distribution.
The strength of this protocol lies in its scalability, its the ability to work across unreliable and
heterogeneous networks, and its built-in incentive mechanisms, that encourage the data exchange
among nodes.

Unlike traditional, client-server based, file-sharing applications, the main goal of BitTorrent is
to setup an efficient system that involves a high number of hosts, calledpeers, which are either
downloading the resource or uploading to others. To speed upcontent distribution and increase
the number of content serving peers, the original resource is split in small fragments, orchunks,
and then in smallerblocks. The torrent file is the metadata file that contains the index of all the
chunks of a given content, as well as the fingerprint hash usedto check the integrity of each chunk.
To start the download, a peer has to retrieve the torrent file from a well known web-hosting site
(phase 1). Using the information contained into the torrent file, thepeer can contact atracker, a
centralized server that provides an initial list of neighbouring peers interested in the same resource
(phase 2). This initial list is then periodically updated by the tracker itself and with the exchange
of the lists from the neighbouring peers. Finally the peer can start to request the chunks to other
peers involved in the swarm (phase 3). At the end the chunks are reassembled at the destination,
once they all have been correctly downloaded. A simplified illustration of the aforementioned 3
phases is reported in Fig. 1.4.

In the following we provide an overview of the terminology used in the BitTorrent architecture
and of the algorithms used to guarantee its proper functioning. Interested reader can refer to [3, 75]
for additional details.

Terminology. We detail here the set of terms most commonly used when describing the BitTorrent
data-sharing service.

• Torrent . A torrent file(or more often simply atorrent) is a resource descriptor of the content
which is shared among peers. It contains a list of the chunks in which the resource is split,
as well as fingerprint for each of them, used to validate the data integrity.

• Tracker . A tracker is responsible of maintaining a list of all the peers involved in the content
distribution, as well as collecting statistics on the downloading. The tracker is the only
centralized element of the BitTorrent architecture.

• Seed and Leecher. A peer which is still downloading the content from others iscalled
leecher, while it becomes aseedas soon as it has downloaded all the content. Theinitial
seedis the peer that owns the complete resource at the beginning of the sharing process.

• Swarm. Theswarmis the set of peers involved in the distribution of the same content.
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phase 1

Torrent

file

phase 2

Tracker

Peer's list

Seed

Peer

Peer

phase 3

chunks

Figure 1.4: 3-steps diagram of BitTorrent functioning.

• Chunk. Before being transmitted, the original content is fragmented in severalchunks. The
size of eachchunkdepends on the content size, but usually takes value in the[256−1024] KB
range. Each chunk is then further divided intoblocksof 16 KB.

Algorithms. In the following we describe the BitTorrent specific chunk-selection and peer-selection
algorithms, aiming at encouraging fair trading and high availability of the resource, as well as effi-
cient use of the available network capacity.

• Pipelining. Thepipelining algorithm allows the peer to always have multiple pending re-
quests (usually 5) at once.

• Rarest-First. Therarest first is a chunk-selection algorithm that ensures that rarest chunks
among the neighbouring peers are downloaded first, while themore available ones are left
for the end of the transfer.

• Choking. Chokingis a temporary refusal to upload that is given to peers that donot partic-
ipate to the data exchange and do not upload the chunks they have. The upload is accorded,
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through anunchokemessage, only to four remote peers from which we are downloading the
most. This strategy is calledtit-for-tat and is used to promote reciprocity and deter free-
riding that often afflicts the P2P file-sharing services. So at each time, four connections are
kept open using this choking/unchoking algorithm, while one connection is kept for theop-
timistic unchoking, which allows to explore the performance of other peers, by randomly
select a peer to upload to.

• Endgame mode. Despite the use of rarest-first, some chunks may end up beinglessglobally
frequent than others. For this reason, near the end, the missing chunks are requested to all
the neighbouring peers at the same time.

• Seeding. When inseedingmode, a seed performs the content’s upload towards the peersthat
achieve the highest throughput. The goal of the algorithm isto maximize the transfer to the
peers that can become seed faster.

Messages.The BitTorrent protocol uses a set of messages to coordinatethe data dissemination and
retrieval among the peers of the swarm. In this section we report on the messages most relevant to
our analysis.

• CHOKE and UNCHOKE . TheCHOKEmessage is sent to a peer to notify it that no request
will be answered until the peer isUNCHOKED.

• HAVE . The HAVE message is sent to the neighbouring peers upon completion ofa given
chunk.

• REQUEST. When a peer wants to start the download of a chunk from a neighbour, aRE-
QUESTmessage is sent out.

• PIECE. ThePIECEmessage is the one that contains theblockof a requested chunk.
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1.3 Related work

Literature effort relevant to this thesis is summarized in this section. For the sake of clarity and
legibility, the articles are organized in three parts, covering the congestion control protocols in
Sec. 1.3.1, Peer-2-Peer related work in Sec. 1.3.2 and recent LEDBAT publications in Sec. 1.3.3.

1.3.1 Congestion control

This section provides an overview of the relevant related work and background information about
the Congestion Control (CC) protocols, with a special focuson Lower-than Best Effort (LBE)
solutions. Congestion control studies on the Internet dateback to [53] and it is out-of-scope to
provide a full review of the existing literature here. Instead, we concentrate on a subset of such a
solutions, considering four different categories of congestion control protocols, as presented in the
taxonomy Fig. 1.5 and on a timeline in Fig. 1.3-(a). All the represented protocols in the taxonomy
are TCP flavors, with the exception of LEDBAT which can be implemented on top of either TCP
or UDP, as specified on [79].

We classify the protocols based on thedesign strategyto detect losses and theaggressiveness
in capturing the available bandwidth. We consider two majordesign strategies: loss basedand
delay based. The loss based algorithms infer congestion on detecting a packet loss (by reception of
duplicate acknowledgement or timeout expiration). The delay based protocols infer congestion in

Figure 1.5: Congestion control design space: aim vs strategy. Our focus is on the protocols that
combinedelay basedstrategy withlow priority goal.
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the detected delay variation on the flow path. For each of the two design strategies, we consider two
classes based on the aggressiveness in utilizing the end-to-end available bandwidth. We call these
two classeshigh priority and low priority. The high priority algorithms are indeed very efficient
(and aggressive) in using the spare bandwidth, while the lowpriority protocols are designed to use
the spare bottleneck bandwidth as a scavenger service.

IETF endorses TCP NewReno [43], a high priority loss based congestion control algorithm for
TCP. Recent evolutions of loss-based protocols include newalgorithms like Cubic [77] and Com-
pound TCP [80]. Cubic has become the default algorithm for TCP in the Linux since kernel version
2.6.18 and Compound TCP for the Windows operating system. 4CP [63] is a window based con-
gestion control algorithm, implemented as a sender modification of standard TCP NewReno [43].
Its controller design exploits a bad phase (congestion) detector, in order to guarantee a long-term
stable throughput to 4CP connection when competing with a single TCP flow, but use the available
bandwidth when congestion is low. Two per-flow bandwidth guarantee configurations are possible:
in fixed mode, the bandwidth is fixed by the user; in automatic mode, 4CP aims to be TCP-friendly
over a large timescale. Low-priority loss-based congestion control has TCP-LP [60] as its best
known example, which is also available as a Linux kernel module. TCP-LP [60] enhances the
loss-based behavior of TCP Reno with an early congestion detection based on the distance of the
instantaneous One-Way Delay from a weighted moving averagecalculated on all observations. In
case of congestion, the protocol halves the rate and enters an inference phase, during which, if
further congestion is detected, the congestion window is set to one and normal TCP Reno behavior
is restarted. Vegas [27] was proposed as a high-priority delay-based congestion control alterna-
tive to the traditional loss-based TCP NewReno protocol. Itderives its design choice of using the
RTT delay measurements as a proactive congestion signal from the pioneering work of Jain about
CARD [55], presented in late 80s. Like LEDBAT, Vegas aims at introducing a small fixed amount
of additional delay in the bottleneck, yet to achieve a better throughput and reduce the retransmis-
sions, as compared to standard TCP. Furthermore, the protocol assures fairness between multiple
flows with heterogeneous propagation delays and does not suffer from stability problems. Among
the low-priority protocols, NICE [81] extends the delay-based behavior typical of Vegas with a
multiplicative decrease reaction to early congestion, which is actually detected when the number
of packets experiencing a large delay in an RTT exceeds a given threshold. Overall the protocols
closer in spirit with LEDBAT, i.e. which aim at implementinga LBE service for background trans-
fers, are NICE and TCP-LP. Additional details about their similarities and differences are presented
in Sec. 3.1.4.

Many more congestion control algorithms exist, tailored tothe requirement of specific applica-
tion and implemented at the application-layer, so to bypassOS modification [17, 18, 25, 35, 39, 57,
85]. More precisely, [57] adopts a L7 approach to infer the available capacity and tune the adver-
tised receiver window size, in order to adjust the sending rate of the background service. Authors
in [85] propose a solution which explicitly target the Peer-to-Peer world, with an application-level
congestion control. Two components are used in this case: the first one which exploit throughput
measurement to evaluate the available capacity of the access network, and a second element which
set consequently with the previous results the number of simultaneous connections of the P2P
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application. Finally [17] focuses on the YouTube application flow control, calledblock sending,
using a passive analysis methodology over residential and academic network traffic. Especially
their investigation unveils a detrimental effect of the control algorithm due to the interaction with
TCP mechanism, particularly over congested links. In such conditions, almost half of the packet
losses experienced by the user are due to large burst transmissions of packets, as en effect of the
block sendingsending policy. The black-box experimental measurements approach that we adopt
in has been used in the past to unveil other proprietary algorithms for Peer-to-Peer services, as for
Skype [25, 39] or P2P-TV applications [18, 35]. More precisely, authors in [25] investigate the user
behavior, the codec selection, the signaling activity but also the traffic characteristics of the Skype
service, which leverages also a P2P overlay. More precisely, they highlight a substantial difference
in dealing with adverse network conditions (e.g. enforced path losses) when using TCP or UDP at
the transport layer. Along similar lines [39] investigateshow Skype Video behaves when is shar-
ing the bottleneck with multiple other flows, in terms of efficiency and fairness, in a local testbed.
From their analysis, authors found that in many cases the protocol is not able to fully utilize the
available bandwidth, and in case of losses, the Skype Video flows are more aggressive than TCP.
[35] contains an experimental analysis of two P2P-TV systems (PPLive and Joost) that focus on
both the signaling process and content distribution mechanisms for the overlay network discovery
and maintenance. A black-box approach is used also in [18], in order to analyse the reaction of
P2P-TV applications under severe emulated network conditions. By means ofnetem, authors en-
force impairments as the available bandwidth, latencies and losses, and discover that such systems
are able to work also under adverse conditions, in some casesat the expense of the fairness to other
TCP connections.

1.3.2 Peer-to-Peer applications

In this section we focus at related work on P2P applications.Specifically, we consider file-sharing
(BitTorrent), VoIP (Skype) and P2P-TV (PPLive, SopCast, TVAnts, etc.) applications. A taxon-
omy of this research effort is proposed in Tab. 1.2.

Being the most successful Internet application for contentdistribution, BitTorrent has be-
come over the years a rather popular research subject, with amultitude of publications aiming
in delve its mechanisms, performance and behavior with manifold and complementary methodolo-
gies [20, 22, 23, 41, 52, 74, 75, 76, 86]. [75] is the pioneering work on BitTorrent and presents
a fluid model for evaluating the stability, average downloadtime of a single file and efficiency
of the file-sharing architecture. Moreover, the authors investigated the built-in incentive mecha-
nisms such as optimistic unchoke and peer-selection and validated the results with a discrete-event
simulator and trace analysis from a real torrent swarm. Authors in [22] focused the attention on
the BitTorrent performance, in terms of peers’ link utilization and fairness of the volume of data
served by each node, in a range of simulated scenarios. Theirresults confirm that the application
is able to achieve nearly optimal uplink bandwidth utilization and download time. Furthermore,
they propose some modifications to the tracker behavior and tit-for-tat policy to improve the data
served fairness and avoid free-riding (which happen when a peer download data without contribute
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Table 1.2: Taxonomy of the related P2P application researchwork.
Application Reference Approach Comment

File-sharing
(BitTorrent)

[75] Srikant et al. Analytical model performance evaluation, fluid model, incen-
tive mechanism, game theory

[22] Bharambe et al. Simulation link utilization, data exchange fairness,
download time, tracker and tit-for-tat changes

[23] Bindal et al. Simulation traffic locality, neighbor selection, tracker
modification

[41] Eger et al. Simulation flash crowd, constant population, packet- and
flow-level simulation

[52] Izal et al. Measurement single session and cluster performance, geo-
graphical analysis of peers

[74] Pouwelse et al. Measurement content availability, integrity, flash-crowd
handling, download performance

[86] Zhang et al. Measurement discovery sites and multi-tracker crawling,
geographical distribution, content analysis

[20] Legout et al. Experiments incentive mechanism, clustering, tracker pro-
tocol extension, PlanetLab platform

[76] Rao et al. Experiments network latency, packet loss, torrent down-
load time, controlled testbed

VoIP
(Skype)

[25] Bonfiglio et al. Measurement user classification, codec selection, adverse
network impairments

[39] De Cicco et al. Measurement bandwidth efficiency, emulated network lim-
itations, multi-flow fairness

P2P-TV
(PPLive,
SopCast,

etc.)

[35] Ciullo et al. Measurement signaling, content distribution, protocol
adaptation to network impairments

[18] Alessandria et al. Measurement available bandwidth, network latency, packet
loss, peer selection

to the system). A simulative approach is used also in [23] to propose a new approach to improve
BitTorrent traffic locality, by choosing a biased set of neighbors that could minimize the cross-ISP
traffic in a real swarm. This kind of peer selection strategy is performed at the tracker level, so
without the need of dedicated servers and without affectingthe overall performance of the system.
[41] proposes a comparison between flow-level and packet-level simulations, using their ownns2
implementation, which is able to grasp the cross-layer interaction of the application and the trans-
port layer. Authors use both real and star topology for the evaluation, as well as different scenarios
including flash-crowd and constant peer population, and RTTheterogeneity among peers. We use
this implementation of BitTorrent forns2, available at [2], to perform our analysis in Chap. 6.

Studies as [52, 74, 86] use a measurement approach to shed light on the footprint in the Inter-
net of BitTorrent and assess its influence in the gameplay of content distribution applications. In
particular, [52] analyzes the log of a BitTorrent tracker, examining the scalability of the system, the
flash-crowd effect in popularity and download speed of a single file, over a period of five months.
Authors in [74] focused on the flash-crowd handling of the protocol, as well as the content avail-
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ability and system integrity, while [86] aims in gaining a deep understanding of the file-sharing
ecosystem by crawling five of the most popular torrent discovery sites for almost one year. Authors
in [20, 76] also study BitTorrent download performance by means of either passive measurements
or experimental tests, however they report on performance at a time when BitTorrent was using
TCP, before the introduction of LEDBAT. More in details, [20] highlight the clustering process
of peers with similar bandwidth properties and proved the effectiveness of the sharing incentives
provided by the protocol. Moreover it points up the importance of a well provisioned initial seed
capacity to achieve high overall system performance. Authors in [76] address the problem of re-
producibility and reliability of experiment performed on dedicated clusters such as Grid’5000 [5].
We use the Grid’5000 platform in our experimental assessment presented in Chap. 5.

1.3.3 Recent LEDBAT work

At the same time, only few works have, for the time being, focused on LEDBAT aspects [15,
19, 28, 38, 59, 78]. In [38], BitTorrent developers detail a specific aspect of their implementation:
namely, an algorithm to solve the problem of the clock drift in LEDBAT, to ameliorate the queuing
delay estimation at the sender side. Authors in [78] insteadstudy LEDBAT in a local testbed,
employing different real ADSL modems, focusing on the interaction of LEDBAT and active queue
management techniques that are becoming commonplace in modern home gateways. As a result,
the use of such mechanism could allow a finer tuning of priorities among different flows, but in
while the interaction between AQM and LEDBAT could results in poor performance.

An investigation on the policies for a runtime parameter tuning is presented in [15]. In partic-
ular, the author propose a modification to the algorithm to dynamically set thegain value, without
affecting the original goals of LEDBAT. Instead in [19] authors evaluate a Python user-level im-
plementation of the new protocol over an emulated network and in a large testbed. Their results
confirm that LEDBAT is able to operate without interfering with the interactive flows, while an
efficiency problem arise in exploiting all the available network capacity, which can be due the
user-space implementation used for the study.

[28] suggests four different solutions to the unfairness issue that affects the LEDBAT protocol:
(i) random pacing of packets in a RTT, (ii) slow-start, (iii)random congestion window drop and (iv)
simple multiplicative decrease scheme. The proposed solutions come with a performance trade-off
between fairness and utilization of the network resources.Authors in [59] present an evaluation of
different schemes for the decrease phase of the LEDBAT congestion window, which include the
initial linear controller, and a multiplicative decrease policy. Nevertheless their solution is focused
on achieving an high link utilization, regardless the intra-protocol fairness property.
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1.4 Contributions of this thesis

The goals that this thesis aims to achieve are:

• To shed light on the inner mechanisms of LEDBAT and its design choices.

• To understand the behavior of the main BitTorrent client implementation in a controlled
environment, under a wide range of scenarios and forced impairments.

• To quantify the level of low-priority of LEDBAT with respect to other LBE congestion con-
trol and the tunability of its behavior, through the main working parameters.

• To prove and correct the flaws of the protocol highlighted byanalytic model, simulations and
measurement experiments.

• To quantify the performance impact over TCP flows, both in simulated scenarios and real-
world case.

• To evaluate the impact of the LEDBAT on the BitTorrent application, both in simulation and
real networks.

Tab. 1.3 contains an overview of the contributions of the thesis.

Table 1.3: Synopsis of the thesis.
Chapter Methodology Comment Publication

Part. I
Chap. 2 Experimental testbed Measurement, reverse engi-

neering, black-box approach
[P1]

Chap. 3 Simulative approach Performance assessment, sen-
sitivity analysis, comparison
with other LBE protocols

[P2, P3]

Chap. 4 Simulative approach,
Math. model

Unfairness issue, proposed
solution fLEDBAT

[S1]

Part. II
Chap. 5 Simulative approach Impact of LEDBAT on [P4]
Chap. 6 Experimental approach BitTorrent performance [P5]

The first part of this thesis is dedicated to the analysis of the LEDBAT protocol under the con-
gestion control point of view. To this aim, different methodologies are exploited, as (i) experimental
testbed, (ii) simulation programs, and (iii) analytical model. In order to compare the performance
of the novel protocol with respect to standard TCP or other LBE solutions, different flow-centric
metrics are used, as the intra-protocol and inter-protocolfairness, the network efficiency, the buffer
occupation, to cite a few.

In Chap. 2, we use an active testbed to study different flavorsof the LEDBAT protocol, which
correspond to different milestones in the BitTorrent software evolution. Notice that, at the time this
study was made, no publicly description of LEDBAT not uTP wasavailable. Thus, the black-box
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approach was the only feasible methodology. Focusing on single flow scenario, we investigate
emulated artificial network conditions, such as additionaldelay and capacity limitation. Then, in
order to better grasp the potential impact of LEDBAT on the current Internet traffic, we consider a
multiple flow scenario, and investigate the performance of amixture of TCP and LEDBAT flows,
so to better assess whatLower-than Best Effort (LBE)means in practice.

In Chap. 3 we have an initial discussion on the LEDBAT IETF draft, which describes the
operations of the novel congestion control algorithm. Thenwe use ourns2 implementation of
the protocol to evaluate the performances via packet-levelsimulation. We found that the new
protocol successfully meets some of its design goals, as forinstance the efficiency in exploiting
the available network capacity. Then, we focus on a comparison with other LBE protocols such as
TCP-LP and NICE. The aim of such investigation is indeed to quantify and relatively weight the
level of low-priority provided by such protocols. Moreover, a careful sensitivity analysis on the
LEDBAT performance is carried out, by tuning its main parameters in both an inter- (against TCP)
and intra-protocol (against LEDBAT itself) scenarios.

In Chap. 4 we unveil that LEDBAT is affected by a latecomer advantage, where newly arriving
connections can starve already existing flows. For this reason, we introduce fLEDBAT (that stands
for fair-LEDBAT), that modifies the original LEDBAT design to solve this issue, while preserving
the intra-protocol fairness and network efficiency. A fluid model of the protocol is used to provide
closed-form expression for the stationary throughput and queue occupancy in simple scenarios.
Finally a more realistic scenario, which use a P2P-like traffic model, with heterogeneous Round
Trip Times and web background traffic, is evaluated.

The second part of the thesis is focused on LEDBAT as a major player in the P2P ecosystem, so
we study its influence on the BitTorrent performance, both via simulations and using real network
experiments.

In Chap. 5 we assess the impact of LEDBAT on the primary BitTorrent user-centric metric,
namely the torrent download time, by means of packet level simulation. In this case we use the
BitTorrent implementation [2] with our LEDBAT implementation [7] for ns2. The study is per-
formed under different conditions that involve homogeneous (all peers use the same protocol for
data exchange) or heterogeneous (mixed use of TCP and LEDBATprotocol) swarm population.
Surprisingly we find out that LEDBAT swarm achieve a lower completion time with respect to
TCP swarm. Then, we consider a scenario in which peers withinthe same swarm use an hetero-
geneous target delay setting, similarly to the sensitivityanalysis carried out with a flow point of
view.

On the same line, Chap. 6 present a study on the impact of LEDBAT on the torrent completion
time, but this time using a experimental approach over a dedicated cluster platform, namely the
Grid’5000 as in [76]. As in the previous chapter, the scenario consider both homogeneous and
heterogeneous swarm population, and asses the performanceachieved with the default settings of
the BitTorrent client, which yield to use a specific mixture of TCP and LEDBAT protocol for data
transmission. In the last part of the chapter we investigateon the connection between data and
control plane when providing a timely content distribution.
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Finally in Chap. 7 we discuss the main results achieved in this thesis, with a glance on the
future directions and evolutions of this study.
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Part I

Congestion control perspective
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Chapter 2

Performance evaluation - Black box
experiments

In this chapter, we present an initial set of findings on the LEDBAT protocol, gathered using a
black-box approach on the BitTorrent client on a controlledlocal testbed.

The aim of this analysis is twofold. On the one hand, we targetat understanding the perfor-
mance of LEDBAT in a number of simple single flow scenarios, considering multiple versions of
the official client so to better clutch its evolution and investigating their behavior in emulated ar-
tificial network conditions. On the other hand, by means of multiple flows scenarios, we aim at
gathering a preliminary understanding of the implication that a widespread adoption of LEDBAT
could have on the current Internet landscape and to assess what LBE means in practice. We tackle
the above issues with an active-measurement black-box study of the official BitTorrent client, since
the analysis was performed before the release of the protocol specification [79]. Although the in-
vestigation by simulation carried out in Chap. 3 brings new light to the protocol understanding,
we find active testbed experimentation extremely useful forseveral reasons. First, the BitTorrent
implementation of the LEDBAT protocol may differ from any draft-compliant implementation by
some design choices or parameter setting, that may have a deep impact on the protocol perfor-
mance. Second, the most widespread LEDBAT implementation on the Internet will be the official
BitTorrent version, rather than a legacy implementation, which motivates a direct evaluation of
this client. Third, from our point of view, the analysis of proprietary applications by independent
observers has the benefit of shedding light on the protocol inner workings. Finally real-world dy-
namics introduced by network devices are often much more complex than the synthetic ones that a
simulation environment, although accurate, can reproduce.

The remainder of this chapter is organized as follows. In Sec. 2.1 we describe the methodology
and present the initial findings on the client evolution overtime. The results of the experiments
performed in single-flow scenarios are presented in Sec. 2.2, while in Sec. 2.3 we report the out-
come of multiple-flow experiments, carried out either on ouractive testbed or over an ADSL link.
Lastly in Sec. 2.4 we summarize the relevant findings gathered with this approach.
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Figure 2.1: The last few months of BitTorrent client evolution: Temporal plot of packet-level traces
for different BitTorrent flavors, reporting packet size during the first minute of the transfer.

2.1 Methodology and Preliminary Insights

For the investigation of the LEDBAT, we resort an active measurements experimental approach,
consisting in the analysis of the traffic generated by the BitTorrent client on different network
scenarios. We run several versions of the new BitTorrent client on PCs equipped with dual-core
processors featuring (i) unless otherwise stated, native installations of Windows XP or (ii) BitTor-
rent clients running on Linux using the iwine Windows emulator. PCs are either (i) connected to
the Internet through ISPs offering ADSL access, or (ii) in a local LAN testbed via Ethernet cards.
In the first case we leave the default modem settings unchanged, while in the second one we dis-
able the interrupt coalescing feature and avoid the usage ofjumbo frames. Moreover in the LAN
testbed, the traffic is routed through a middlebox running a 2.6.28 Linux kernel, which acts also as
network emulator by means ofnetem, in order to enforce artificial network conditions.

As formerly stated, in our experiments we consider both single flow and multiple flows sce-
narios. Single flow experiments are useful to understand theprotocol performance under a range
of different network conditions, while multiple flows experiments are needed to quantify the level
of inter-protocol priority (e.g., with respect to TCP flows)and intra-protocol fairness (e.g., with
respect to other LEDBAT flows) achieved by the distributed control algorithm. Under the classic
BitTorrent terminology, every LEDBAT sender-receiver pair is a seeder-leecher pair, so that data
transfer happens in a single direction. In case of multiple-flows experiments, every pair of actors
belongs to a different torrent, so that no data exchange happens between different leechers.

We start by providing some insights on the BitTorrent evolution with the help of Fig. 2.1.
Every picture refers to a different experiment, of which we report the first minute, corresponding
to a different BitTorrent flavor. The seeder connects to the middlebox with a 100 Mbps Ethernet
link, while between the middlebox and the leecher there is a 10 Mbps Ethernet bottleneck link. No
other traffic is present on the bottleneck, and the one-way delay on the forward path is forced to
50 ms, to loosely emulate a scenario where two faraway peers with high speed Internet access (e.g.,
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ADSL2+, FTTH or Ethernet) are connected together.
Pictures are arranged so that the macroscopic timescale of BitTorrent evolution also grows

from left to right: Fig. 2.1-(a) shows, as a reference, the old open-source TCP-based client, while
Fig. 2.1-(b) refers to the first closed-source versionα1, released December 2008. Then, Fig. 2.1-
(c) depicts theα2 version, released roughly at the same time of the first IETF Draft [79] in March
2009. Finally, Fig. 2.1-(d) refers to theβ1 version, released after the Draft was accepted as an
official IETF WG item in August 2009.

The comparison of different versions of the protocol yieldsseveral interesting observations.
First, notice that all versions analyzed correspond to important milestones in the development pro-
cess of the protocol: thus, they provide a valuable perspective which highlights the flaws as well
as the improvements of the subsequent steps of LEDBAT evolution. In particular, theα1 version
(which precedes the Draft specification and motivates a black-box approach) was particularly insta-
ble and soon superseded. Moreover, from this study it emerges that the LEDBAT implementation
is constantlyevolving: as such, we believe that picking a single version,such as the most recent
one, would limit the scope of our study.

For each flavor represented in Fig. 2.1, pictures depict the packet size on the y-axis, mea-
sured at the sender side, with time of the experiment runningon the x-axis. As it can be seen,
the application-layer segmentation policy is remarkably variable across different LEDBAT flavors.
In contrast with TCP, which always transmits segments of maximum size, LEDBAT instead uses
variable packet sizes. For instance, theα1 implementation of Fig. 2.1-(b) mostly used small seg-
ments of about 350 Bytes, transmitted at very high rate. Although this allows a finer tuning of
the congestion window size, (e.g., likely to be more reactive to network condition), it definitively
results in an unnecessary overhead. This segmentation policy is a bad choice for large transfers,
and was indeed soon dropped in favor of larger segment sizes.As can be gathered from Fig. 2.1-(c)
and Fig. 2.1-(d), newer BitTorrent flavors start by segmenting data in small-size segments, and then
gradually increase the segment size over time, rarely changing it once the full-payload segment size
is reached. In case ofα2 flavor, we observe subsequent phases, about 10-seconds long, where only
a single segment size is used: it takes about 40 seconds to theapplication-layer segmentation pol-
icy to settle to full-payload segment size. Theβ1 flavor behaves similarly, although a wider range
of segment sizes is employed during the whole experiment, probably to obtain a finer byte-wise
control of the congestion window.

The corresponding time evolution of the achieved throughput, measured over 1 s time-windows
is depicted in Fig. 2.2-(a), using a longer timeframe of about 4 minutes. We merely superpose the
curves for the sake of comparison, but experiments have beenindependently performed. It can be
seen that, shortly after achieving a sustained throughput of about 9 Mbps during about 50 seconds,
the sending rate of theα1version suddenly drops, and about 2 minutes are necessary torecover from
this starvation (this unstable behavior was observed undera wide range of conditions). In contrast,
α2 andβ1 achieve a lower but steady throughput, slightly above 4 and 7Mbps respectively.

As a reference, we also report the throughput of a BitTorrentclient using TCP running on the
native Windows and Linux networking stacks under their default settings. The networking stack
implementation and configuration dramatically impacts theprotocol performance also in the TCP
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Figure 2.2: Throughput for different flavors (a) without and(b) with bottleneck capacity limitations.

case. As reported in [29], in Windows XP, for transmission rates between 10-100 Mbps the default
receive window is set to 17520 Bytes, whereas the default value of the Linux receive window (set
in net.ipv4.tcp_mem) is about 6 times larger. Notice that in the Windows XP case, due to the
50 ms delay, the default value of the maximum window is not large enough to allow full saturation
of the bottleneck pipe. This is an important, though not novel, observation on which we will come
back later on Sec. 2.3.

2.2 Single flow scenario

In this section, we start with simple single flow scenarios soto refine the performance pictures
of the different flavors by testing the impact of varying network conditions. Among the several
experiments conducted, we report the most relevant for our performance evaluation. In more detail,
we consider (i) bottleneck capacity limitations, (ii) one-way delay impairment on either the forward
or the backward path and (iii) different access technologies.

Let us start by testing how BitTorrent copes with changing bottleneck capacity. We use a setup
similar to the former experiment, but in this case the capacity of the link between the middlebox
and the leecher is limited by means of the Hierarchical TokenBucket (HTB), available innetem.
In more detail, we start at t=60 s to let LEDBAT throughput settle to a steady state, and then we
turn on the HTB shaper. We initially tune it to 250 Kbps, increasing then the available capacity in
steps of 250 Kbps every 2 minutes, as shown by the solid line capacity profile in Fig. 2.2-(b). A
decreasing capacity profile yields to similar results and isthus not shown in the figure.

Time evolution of the throughput is reported for the newα2, β1 flavors as well as for the old
TCP client. Flavorα2 proves to be unable to quickly adapt to the changing link rate: it period-
ically enters a probing (or slow-start) phase, where it likely tries to infer network conditions by
varying the segment size and sending rate. However, this phase is apparently unsuccessful andα2
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Figure 2.3: Throughput evolution for different delay settings on the forward (top) and backward
(bottom) path: (a) average delay increases over time, delayis equal for all packets (b) average delay
is constant over time, delay variance increases over time.

throughput starves (we did not observe such a starvation phenomenon for bottleneck larger than
1000 Kbps). This bug has been fixed by later releases:β1 matches the available bandwidth, and
moreover LEDBAT shows a much smoother curve than TCP. In thiscase, we may say that one
of the LEDBAT design goals, namely, to efficiently exploit the available capacity, seems to be
perfectly achieved.

Then, consider that the LEDBAT congestion control is based on a linear adaptation (i.e.,
growth/shrink) of the sender window to variations in the queuing delay on the forward data path
(i.e., as inferred by the decrease/increase of the one-way delay, with respect to the minimum mea-
sured one as reference): it is thus critical to assess its reaction to the measured One-Way De-
lay (OWD). However, the sender response to queuing delay variations is nevertheless based on a
closed-loop reaction with the receiver: therefore, we argue that the time instants at which the sender
window growth/shrink decisions will be taken are also affected by the two-way delay, or Round
Trip Time (RTT).

Thus, we setup and experiment in which we add an incremental OWD on either the forward
(data) or backward (acknowledgement) paths. As before, after LEDBAT settles we increase the
additional delay in steps of 20 ms every 2 minutes, for an RTT spanning on the 20–100 ms range
as shown by the stepwise profile in Fig. 2.3-(a). The amount ofOWD delay is added either to the
forward path (top) or backward (bottom) path: in the former case, the delay incrementally adds to
the OWD estimation performed by the sender so that it may directly affect the congestion control
loop, while in the latter case it only delays the acknowledgement and may only indirectly affect the
control loop.

As it can be seen from the comparison of the top and bottom plots of Fig. 2.3-(a), the overall
effect on performance is the same: BitTorrent throughput decreases for increasing RTT, which is
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due to an upper bound of the receiver window (analogously to what seen before for TCP). With
some back-of-the-envelope calculation based on the experimental results shown in Fig. 2.3-(a), one
can gather that the receiver window limit has been increasedfrom 20 full-payload segments ofα2

to 30 full-payload segment ofβ1. While the picture shows that this limit may not be enough to
fully utilize the link capacity (e.g.,β1 achieves about 4 Mbps throughput on a 10 Mbps link with
RTT=100 ms), in practice it is not a severe constraint, as the capacity will likely be shared across
several flows established with multiple peers of a BitTorrent swarm (or the receiver window limit
could be increased).

In Fig. 2.3-(b) we instead investigate the effects of a variable OWD delay, that changes for
each packet uniformly at random, with average OWD equal to 20ms. In this case we keep the
average constant but increase the delayvarianceevery 2 minutes, so that the profile reports the
minimum and maximum delays of the uniform distribution. Thevariable delay also implies that
packet order is not guaranteed, because packets encountering a larger delay will be received later
and thus out-of-order. Again, delay variance is enforced oneither the forward (top) or backward
(bottom) path. As it can be expected, LEDBAT is rather robustto a variable jitter on the backward
path, where we observe only a minimal throughput reduction.Conversely, variance in the forward
path has a much more pronounced performance impact: interestingly, α2 throughput significantly
drops, whereasβ1 performance is practically unchanged. This probably hintsto the use of a more
sophisticated noise filtering algorithm (e.g., that discards delay samples of out-of-order packets),
although a more careful analysis is needed to support this assertion.

We finally perform an experiment using PCs connected throughADSL modems to the wild
Internet. Thus, in this case we no longer have complete control over the network environment, but
we still can assume that no congestion happens in the networkand that the access link constitutes
the capacity bottleneck. It can be seen from Fig. 2.4-(a) that in a realistic scenario, when the end-
hosts only run LEDBAT,β1 achieves a smooth throughput whose absolute value closely matches
the nominal ADSL uplink capacity (640 Kbps). In contrast, TCP throughput is more fluctuating
due to self-induced congestion, which causes fairly large queues before eventual losses occur. This
confirms that the goal of avoiding self-induced congestion at the access is also met.

2.3 Multiple flows scenario

We now consider a scenario in which (i) a single TCP flow interferes with LEDBAT on either the
forward or the backward path, and then (ii) multiple flows share the same bottleneck link, varying
the ratio of LEDBAT and TCP flows so to better assess the protocols mutual influence.

We now explore scenarios with several concurrent flows, starting with the simple one where a
single LEDBAT flow interacts with a single TCP flow. Considering two PCs connected through
ADSL modems to the wild Internet, Fig. 2.4-(b) reports an experiment where, during a single
LEDBAT transfer, we alternate periods in which PCs generateno traffic other than LEDBAT, to
periods (i.e., the gray ones) in which we superpose TCP traffic on either the forward or backward
path.
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Figure 2.4: Real Internet experiments: (a) different flavors and (b) interfering traffic.

The plot reports the time evolution of the LEDBAT throughputas well as the RTT delay mea-
sured by ICMP (as a rough estimation of the queue size seen by LEDBAT). During the silence
periods (0–120 s and 240–360 s), as bottleneck is placed at the edge of the network, LEDBAT is
able to efficiently exploit the link rate. As soon as a backlogged TCP transfer is started on the
forward path (120–240 s), LEDBAT congestion control correctly puts the traffic in low priority.
Notice that in this case, ICMP reports that a fairly large queue of TCP data packets builds up in
the ADSL line (roughly 4 seconds, corresponding to about 300KB of buffer space for the nom-
inal ADSL rate). Conversely, whenever the backlogged TCP transfer is started on the backward
path (360–480 s), LEDBAT transfer on the forward direction should only be minimally affected
by the amount of acknowledgement TCP traffic flowing in the forward direction. However, as it
can be seen from Fig. 2.4-(b), the LEDBAT throughput drastically drops, further exhibiting very
wide fluctuations (notice also that the ADSL modem buffer space of the receiver appears to be
smaller, as the RTT is shorter). Notice that in this case, LEDBAT forward data path shares the link
capacity only with TCP acknowledgements, which account fora very low, but likely very bursty,
throughput: this may led LEDBAT into a messy queuing delay estimate, and as a result, the uplink
capacity of the device is heavily underutilized (about 74% of wasted resources).

We finally perform experiments to analyze the interaction ofseveral flows. In this case, we
setup several torrents, one for every different LEDBAT seeder-leecher pair, so that no data ex-
change happens between leechers of different pairs. Thus, flows are independent at the application
layer, though their are dependent at the transport layer, asthey share the same physical 10 Mbps
RTT=50 ms bottleneck.

We consider a fixed number of F=4 flows, and vary the number of TCP and LEDBATβ1 con-
nections to explore their mutual influence. All flows start attimet = 0, experiments last 10 minutes
and results refer to the last 9 minutes of the experiment. We generate TCP traffic using Linux (so
that we can reliably gather retransmission statistics using netstat), setting the congestion con-
trol flavor to TCP NewReno. We perform two set of experiments,using either the Windows or
Linux defaults values for the maximum receiver windows as early stressed in Fig. 2.2-(a): in our
setup, the Windows-like TCP settings (TCPW ) are thus less aggressive than Linux ones (TCPL).
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Table 2.1: Efficiency and Fairness between multiple TCP and LEDBAT flows
TCPW , LEDBAT β1

TCP LEDBAT %1 %2 %3 %4 η Fairness RTX%
4 0 0.25 0.25 0.25 0.25 0.67 1.00 5e-4
3 1 0.14 0.14 0.14 0.57 0.94 0.64 -
2 2 0.10 0.10 0.40 0.40 0.93 0.74 -
1 3 0.08 0.31 0.31 0.31 0.92 0.87 -
0 4 0.25 0.27 0.24 0.24 0.96 1.00 -

TCPL, LEDBAT β1

TCP LEDBAT %1 %2 %3 %4 η Fairness RTX%
4 0 0.25 0.25 0.25 0.25 0.98 1.00 0.06
3 1 0.35 0.32 0.32 0.00 0.98 0.75 0.14
2 2 0.43 0.51 0.03 0.03 0.98 0.56 4e-3
1 3 0.87 0.04 0.04 0.05 0.98 0.33 -
0 4 0.25 0.27 0.24 0.24 0.96 1.00 -

For each experiment, we evaluate user-centric performanceby means of the breakdown of the
resources acquired by each flow, while we express network-centric performance in terms of the link
utilization η. To further quantify the protocol mutual influence, we use the Jain’s fairness index
of the flows throughput and evaluate the percentage of TCP retransmissions (RTX). Results are
reported in Tab. 2.1, with Windows and Linux settings on the left and right respectively. Comparing
the two table portions, we argue that the exact meaning of “low-priority” may be fuzzy in the real-
world. Indeed, while LEDBATβ1 is lower priority than an “aggressive” TCP, it may be competing
more fairly against a more gentle set of parameters, thus being at least as high priority as TCP. In
fact while LEDBAT is practically starved by TCPL, LEDBAT is able to achieve a slightly higher
priority than TCPW .

Although we recognize that results may change using more realistic and heterogeneous network
scenarios, or using the real Windows stack instead of simplyemulating its settings, we believe that
an important point remains open: i.e., the precise meaning of “lower than best effort”, as the mutual
influence of TCP and LEDBAT traffic may significantly differ depending on the TCP flavor as well.

2.4 Summary

In this chapter we presented an experimental evaluation of LEDBAT, the novel BitTorrent conges-
tion control protocol. Single-flow experiments in a controlled environment show some of the falla-
cies of earlier LEDBAT flavors (e.g., instability, small packets overkill, starvation at low through-
put, tuning of maximum receiver windows, wrong estimate of one-way delay in case of packet
reordering, etc.), that have been addressed by the latest release. Experiments in a real Internet
environment, instead, show that, although LEDBAT seems a promising protocol (e.g., achieving a
much smoother throughput and keeping thus the delay on the link low), some issues still need to be
worked out (e.g., performance in case of reverse path traffic). Finally, multiple-flows experiments
show that “low-priority” meaning significantly varies depending on the TCP settings as well.
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A first step toward the analysis of LEDBAT performance is madein this chapter. Indeed more
effort is indeed needed to build a full relief picture of the LEDBAT impact on other interactive
applications (e.g., VoIP, gaming), explicitly taking intoaccount the QoE resulting from their inter-
action. Also, the methodology could be refined by, e.g., instrumenting the Linux kernel to measure
the queue size, or by inferring the OWD measured by LEDBAT by sniffing traffic at both the sender
and receiver, etc. Finally, the boundaries of the investigation could be widened by taking into ac-
count the effects of LEDBAT adoption on the BitTorrent P2P system itself, as for instance LEDBAT
interaction with throughput based peer-selection mechanism, or its impact on files download time,
as we dig in Chap. 6.
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Chapter 3

Performance evaluation - Simulation
based

In this chapter, we perform an in-depth study of LEDBAT, after its specifications were published
in late 2009 with an IETF Draft [79]. Thus, in Sec. 3.1, we firstdescribe the LEDBAT algorithm as
it is presented in the Draft, focusing on its design choices and delineating the goals and objectives
it aims to achieve. Then, we implement the novel congestion control algorithm and investigate its
performance by means of packet-level simulations, which are presented in Sec. 3.2. Considering a
simple bottleneck scenario, where the new LEDBAT competes against either TCP or other LED-
BAT flows, we evaluate the fairness of resource share as well as the protocol efficiency. Our initial
results show that the new protocol successfully meets some of its design goals, as for instance
the efficiency one. Moreover it correctly implements aLower-than Best Effort (LBE)service, as
the LEDBAT flows is proven to be non-intrusive when competingagainst TCP in homogeneous
conditions.

In the second part of the simulations section, we focus on a performance comparison with other
LBE protocols, such as TCP-LP and NICE, in order to quantify and relatively weight the level of
aggressiveness provided by such protocols. Our results show that LEDBAT transport generally
achieves the lowest possible level of priority, with the default configurations of NICE and TCP-
LP representing increasing levels of aggressiveness. In addition, we perform a careful sensitivity
analysis of LEDBAT performance, by tuning its main parameters in both an inter-protocol (against
TCP) and intra-protocol (against LEDBAT itself) scenarios. In the inter-protocol case, even in case
of misconfiguration LEDBAT competes as aggressively as TCP,but we show that it is not possible
to achieve an arbitrary level of low-priority by merely tuning its parameters. In the intra-protocol
case, we show that coexistence of legacy flows with slightly dissimilar settings, or experiencing
different network conditions, can result in significant unfairness. Finally we conclude the chapter
in Sec. 3.3.
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3.1 LEDBAT overview

This section provides a basic overview of the LEDBAT Draft [79]. To better understand the moti-
vations behind LEDBAT, let us recall that the standard TCP congestion control needs losses to back
off: this means that, under a drop-tail FIFO queuing discipline, TCP necessarily fills the buffer. As
uplink devices of low-capacity home access networks can buffer up to hundreds of milliseconds,
this may translate into poor performance of interactive applications (e.g., slow Web browsing and
bad gaming/VoIP quality).

To avoid this drawback, LEDBAT implements a distributed congestion control mechanism,
tailored for the transport of non-interactive traffic with LBE (i.e., lower than TCP) priority, whose
main design goals are:

• Saturate the bottleneck when no other traffic is present, but quickly yield to TCP and other
UDP real-time traffic sharing the same bottleneck queue.

• Keep delay low when no other traffic is present, and add little to the queuing delays induced
by TCP traffic.

• Operate well in drop-tail FIFO networks, but use explicit congestion notification (e.g., ECN)
where available.

Intuitively, to saturate the bottleneck it is necessary that queue builds up: otherwise, when the
queue is empty, at least sometimes no data is being transmitted and the link is under-exploited. At
the same time, in order to operate friendly toward interactive applications, the queuing delay needs
to be as low as possible: LEDBAT is therefore designed to introduce a non-zerotarget queuing
delay.

In order to achieve this goal, LEDBAT follows a simple strategy. First of all, it exploits the
ongoing data transfer to Measure the One-Way Delay (OWD), from which it derives an estimate
of thequeuing delayon the forward path. Using OWD instead of Round Trip Time has the main
advantage of preventing unrelated traffic on the backward path from interfering with data transmis-
sion. Second, it employs alinear controller to modulate the congestion window, and consequently
the sending rate, according to the measured delay. LEDBAT operations can be summarized in the
pseudocode in Fig. 3.1.

In the following, we first consider the two main components ofthe LEDBAT algorithm sepa-
rately, and then we report some further considerations on the TCP-friendliness of the novel proto-
col. Finally we detail the common aspects and main differences of the novel protocol with respect
to existing LBE proposals.

3.1.1 Queuing Delay Estimate

Delay measurements are performed collaboratively by the sender and the receiver. The former puts
a timestamp from its local clock in each packet. The latter, instead, calculates the One-Way Delay
as the difference between its own local clock and the received timestamp, and communicates it
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back to the sender in the acknowledgements. The sender, besides, maintains a minimum of all
observed delays, which represents thebase delayused in queuing delay estimate.

To explain the rationale behind such technique, let us consider the different components of
OWD: propagation, transmission, processing and queuing. Neglecting the processing delay, prop-
agation and transmission delays are constant components, while the only variable component is
the queuing delay. Intuitively, a packet which finds the queue empty (i.e., null queuing delay) will
accurately estimate the constant portion of the OWD (i.e., the sum of propagation and transmission
delays). This measure yields a minimum of the delay, that will be stored as a reference: then, the
queuing delay can be estimated as the difference between thecurrent and the reference delay.

One-way delay measurements are notoriously difficult, especially for non-synchronized hosts.
Yet the variation of delay with respect to the base delay, which is actually exploited by LED-
BAT, is a much more robust metric. In particular, it does not suffer from timestamp errors such
as fixed offsets and skews from the true time. For instance, the sender and receiver offsets could
severely affect the absolute OWD estimate, but they happilycancel in the arithmetic difference
queuing_delay=current_delay-base_delay (since both delays correspond in their turn
to the difference of the receiver minus the sender delay). Further considerations about clock skew,
noise filtering and route changes issues can be found in [79].

3.1.2 Controller Dynamics

A proportional-integral-derivative (PID)controller governs the dynamic of the congestion window
in both the ramp-up and ramp-down phases. The controller continuously adapts the window to the
estimated delay, in order to match the target delay. Clearly, when the queuing delay estimate is
lower than the target (i.e.,off_target<0) the sending rate has to increase, so that queuing
delay reaches the target. Conversely, when the queuing delay estimate is higher than the target
(i.e.,off_target>0) the controller slows down the sending rate.

In Fig. 3.1 we observe that the controller itself is characterized by two parameters, theTARGET
delay and theGAIN coefficient. Initial versions of the Draft stated that“ TARGET parameter MUST
be set to 25 milliseconds andGAIN MUST be set so that max ramp up rate is the same as for
TCP.”. The selection of a constant and moreover specific value forTARGET is quite controversial,
as it is clear that non-compliant implementation with a larger target delay are advantaged and
could introduce severe fairness issues. Moreover, the default value forTARGET changed to 100
milliseconds in latter versions of the Draft, so to be compliant with the value specified in BEP-
29 [71]. Concerning the second parameter, we set it toGAIN=1/TARGET, choice that we motivate
in the next section.

We underline here a nice property of the PID controller: the window growth is directly pro-
portional to the difference between the queuing delay estimate and the targetoff_target. In
this way, when the queuing delay is close to the target, the controller response will be near zero,
thus avoiding undesirable oscillations. Conversely, whenthe estimation is far from the target, the
controller will increase the window faster and hopefully converge earlier.
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# Initialization

  base_delay = +inf

# Sending data

  data.send()

# Receiving data

  remote_timestamp = data_packet.timestamp

  acknowledgement.delay = 

            local_timestamp() - remote_timestamp

# Sending ACK

  acknowledgement.send()

# Receiving ACK

  current_delay = acknowledgement.delay

  base_delay = min(base_delay, current_delay)

  queuing_delay = current_delay - base_delay

  off_target = TARGET - queuing_delay

  cwnd += GAIN * off_target / cwnd

LEDBAT

sender

LEDBAT

receiver

Data

tt

ACK

Figure 3.1: Pseudocode of the LEDBAT sender and receiver operations.

3.1.3 TCP Friendliness Consideration

An important goal of LEDBAT concerns its ability to yield to TCP traffic when sharing the same
bottleneck resources. LEDBAT should be able both to detect the traffic already present on links,
and to yield quickly to newly incoming connections.

At the same time, LEDBAT must avoid starvation. In fact if LEDBAT always yielded to any
kind of traffic, even to the one generated by non interactive application (e.g., a long-lived FTP
transfer), the performance degradation perceived by usersmay convince them to simply revert to
TCP-based transfers, regardless of LEDBAT potential advantages.

A first necessary condition for TCP friendliness, is that LEDBAT should never ramp-up faster
than TCP. Since LEDBAT increases its congestion window of the largest amount when the delay
estimate is zero (notice also that estimated delay can neverbe negative), by selectingGAIN=1/TARGET
we guarantee that LEDBAT never ramps-up faster than TCP, as its maximum ramp-up speed is lim-
ited to one packet per RTT (i.e. like TCP in congestion avoidance).

A second requirement is that the delay-based LEDBAT congestion controllershould react ear-
lier than loss-based TCP controller: intuitively, if the former can ramp-down faster than loss-based
connections ramp-up, it will yield to the latter. The Draft states that LEDBAT should“yield at pre-
cisely the same rate as TCP is ramping-up when the queuing delay is double the target”.Again
our choice ofGAIN=1/TARGET fulfills this requirement: in fact, when the queuing delay istwice
the target, LEDBAT will ramp-down at a rate equal to one packet per RTT, matching thus TCP
congestion avoidance ramp-up speed.
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A third final condition is that,in case of loss, LEDBAT should behave like TCP does(i.e., halve
its congestion window). From all these considerations, onecan derive that LEDBAT design follows
a quite conservative approach, as in the worst case (when thequeue estimation always equals zero)
its most aggressive behavior simply degenerates into TCP.

3.1.4 Lower-than Best Effort transport protocols

In this section, we provide further details concerning two of the LBE protocols which are closer
in spirit with LEDBAT, namely TCP-LP and NICE. To facilitatetheir comparison, we also report
simple simulation results in Fig. 3.2, so to better visuallyhighlight the relevant characteristics of
each protocol. The top row of Fig. 3.2 reports the heterogeneous case where two flows employing
different congestion control protocols are compared; the bottom plot Fig. 3.2 shows time evolution
of two flows employing the same LBE protocol assuming similarnetwork conditions.

More precisely, for each LBE∈ {TCP − LP,NICE,LEDBAT} protocol, Fig. 3.2 depicts
the temporal evolution of thecwnd of different flows in two scenarios of a simple bottleneck
topology. In the inter-protocol case (top row, labeled as TCP-LBE), low-priority protocols compete
against a standard TCP flow, while in the intra-protocol case(bottom row, labeled as LBE-LBE)
two LBE flows compete against each other. In the figure, link capacity is set toC = 10Mbps,
round-trip delay toRTT = 50ms and the buffer isB = 100MTU sized packets.

TCP-LP. TCP-LP measures one-way packet delays and employs a simple delay threshold-based
method for early inference of congestion. More specifically, TCP-LP estimates the minimumDmin

and maximum OWDDmax, filtering the instantaneous measure of the delayD(t) by means of an
exponentially weighted moving averagẽD(t) with smoothing parameterα, updated packet-by-
packet. The smoothed averageD̃(t) and the condition for early congestion detection are:

D̃(t) = (1− α)D̃(t− 1) + αD(t) (3.1)

D̃(t) > Dmin + (Dmax −Dmin)δ (3.2)

whereδ ∈ (0, 1) is a custom threshold parameter. Throughout this study, we use the valuesα =
1/8, δ = 0.15 that are selected in [60] by means of simulation experiments.

In the absence of early-congestion indication, TCP-LP behaves like standard TCP Reno, i.e.,
performing an additive increase of the congestion windowcwnd as shown in Fig. 3.2-(b) and (f).
Whenever an early congestion is detected, according to the rules outlined above, TCP-LP halves
the congestion window and enters an inference phase by starting an inference timeout timer. During
this period, TCP-LP only observes responses from the network and avoids increasing the conges-
tion window. After this phase, if congestion persists it reduces the congestion window to zero and
restarts the TCP Reno congestion avoidance scheme. Finally, in case of losses, TCP-LP behaves
like TCP Reno.

NICE. NICE instead maintains a minimum round trip delayRTTmin and maximumRTTmax of
the RTT delay. Congestion is detected when more than a given fractionφ of packets during the
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Figure 3.2: Low priority at a glance: Inter (top) and Intra (bottom) protocol interaction on a simple
bottleneck

same RTT experiences a delay exceeding:

RTT > RTTmin + (RTTmax −RTTmin)δ (3.3)

whereδ andφ are protocol parameters set toδ = 0.2 andφ = 0.5 as in [81]. Notice that (3.3) is
the same formula of TCP-LP (3.1), but computed on the RTT variable, and using the fraction-trick
instead of a moving average.

In the absence of congestion, NICE behaves like Vegas [27], whose congestion window dy-
namics are delay-based (and thus rather different from loss-based dynamics). Whenever early-
congestion is signaled, NICE simply halves its congestion windows and sending rate, practically
reintroducing the multiplicative decrease behavior. Finally, when a loss is detected it instead reacts
like TCP Reno.

The fact that NICE inherits its congestion control behaviorfrom Vegas [27], rather than from
TCP Reno, has profound impact on thecwnd evolution: as observed in Fig. 3.2-(c) and (g), NICE
shows a much smoother behavior as its throughput stabilizesaround the effective link capacity. We
point out that NICE allowscwnd to be a fraction of 1 by sending one packet after waiting for the
appropriate number of RTTs: the use of fractional values forcwnd guarantees non-intrusiveness
even in the case of many NICE flows sharing the same bottleneck.

LEDBAT . Finally, LEDBAT maintains a minimum OWD estimationDmin, which is used as base
delay to infer the amount of delay due to queuing. LEDBAT flowshave a target queuing delayτ ,
i.e., they aim at introducing a small, fixed, amount of delay in the queue of the bottleneck buffer.
Flows monitor variations of the queuing delayD(t)−Dmin to evaluate the distance∆(t) from the
target as in (3.4):

∆(t) = τ − (D(t)−Dmin) (3.4)

cwnd(t+ 1) = cwnd(t) + γ∆(t)/cwnd(t) (3.5)
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Figure 3.3: Temporal evolution of the sender window (top) and of the queue size (bottom) for
TCP-LEDBAT (a) and LEDBAT-LEDBAT interaction (b).

whereτ, γ are protocols parameters that we study later on.

In the absence of early-congestion indication, i.e., when the targetτ has not been reached yet,
∆(t) > 0 in (3.4) and thuscwnd grows as defined by (3.5). Notice that when the target is reached,
∆(t) = 0 thuscwnd settles.

Values of∆(t) < 0 are perceived as early-congestion indication (i.e., othertraffic is increasing
the queuing delayD(t) − Dmin), to which LEDBAT reacts by reducingcwnd proportionally to
the offset from the target according to (3.5). Finally, in case of losses, it behaves like TCP Reno.

Overall, LEDBAT shares similarities with, and exhibit differences from, the other LBE proto-
cols: (i) as TCP-LP, it relies on One-Way Delay estimation todetect congestion, but unlike TCP-LP
it does not employ a smoothing average; (ii) as NICE, its congestion controller is based on the de-
lay, but unlike NICE it employs a PID controller in order to reach (or deviate from) the target delay.
As we can see from Fig. 3.2, the behavior of LEDBAT is however closer to NICE than to TCP-LP.

3.2 LEDBAT performance

In this section, we report results gathered with our open-source implementation (available at [7]) of
the LEDBAT controller in the Network Simulatorns2 [11]. We start by illustrating some telling
examples of the LEDBAT dynamics in simple cases, incrementally adding complexity to refine the
picture later on. To carry out the comparison, we had to implement also NICE, while TCP Reno
and TCP-LP protocols are already implemented in the simulator.

The code for LEDBAT is build on top of thetcp-linux module, so it can be used either by
the simulator or loaded directly into the Linux kernel and exploited by real application as a novel
protocol at transport layer.
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3.2.1 Reference scenario

As reference scenario, we consider a bottleneck link of capacity C Mbps and buffer sizeB packets.
For the sake of simplicity, we assume that all transceivers adoptP = 1500Bytes fixed-size packets.
The traffic is backlogged and flows in a single direction, while acks are not delayed, dropped nor
affected by cross-traffic on their return path. All flows havethe same round trip timeRTT = 50ms,
half of which is due to the propagation and transmission delay components of the bottleneck link
(i.e., a one-way base delay of25ms).

In our analysis we restrict our attention to a simple high-speed access scenarios, with a link of
C = 10Mbps capacity for downlink/uplink , and different buffer sizesB ∈ [10, 100] ⊂ N packets.
Notice that, once fixed the link capacityC and the packet sizeP , we can express the queuing delay
TARGET in terms of either a time-lapse or bytes (and packets). Denoting for short theTARGET
asτ , in the following we will refer indifferently to the queuingdelay in terms of time-lapseτT =
25ms or packetsτP = τTC/8P (with capacity expressed in kbps and packet size in bytes). For
instance in our high-speed scenario,τT = 25ms corresponds toτP = 20.8 packets. Thus, a buffer
size ofB = 40 packets, almost equal to the bandwidth-delay product, can accommodate twice as
much queuing delay than the LEDBATTARGET τ .

The initial tests consider only one TCP and one LEDBAT flow, which start simultaneously and
share the network resources for 120 seconds. We then performa sensitivity analysis of LEDBAT,
to assess the impact of parametersτ andγ on the system performance. We carry out this analysis
in both (i) an inter-protocol case, where a TCP Reno flow and a LEDBAT flow share the bottleneck
and (ii) an intra-protocol case, where a two LEDBAT flows compete against each other. The aim of
(i) is to determine whetherτ andγ offer the chance to tune the level of LBE priority in LEDBAT,
while (ii) aims at verifying whether unfairness may arise among legacy LEDBAT implementations
(e.g., different releases of the same code, different implementations or parameter settings, etc.).

We then focus on a comparison of TCP and LBE protocols, again considering two cases: (iii)
a single TCP flow shares the bottleneck with a varying number of homogeneous LBE flows (i.e.,
same LBE protocol) and (iv) several heterogeneous LBE flows compete against each other. In
both cases, our aim is to evaluate the level of low priority ofLBE protocols. Finally, we consider
more realistic scenarios in (v) by taking into account the impact of RTT heterogeneity on LBE
performance.

3.2.2 Evaluation metrics

Performance evaluation is carried out considering different metrics, that relate to either network-
centric (e.g., efficiency, average queue size) or user-centric performance (e.g., fairness, packet loss
rate). To illustrate this, Tab. 3.1 summarizes the performance of flows in corresponding scenarios
in terms of some of these metrics.

Bottleneck link efficiency (η ) is the primary network-centric metric, and expresses the link
utilization as the ratio between the sum of the throughput valuesxi achieved by all flows over the
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Table 3.1: Fairness, breakdown and efficiency for two flows inhomogeneous conditions.

         

TCP - LP
TCP - NICE
TCP - LEDBAT
   

TCP - TCP
LP - LP
NICE - NICE
LEDBAT - LEDBAT 

  
0.74
0.54 
0.51 
   

0.90
0.89 
0.95
0.97 

  
0.80
0.54 
0.51 
   

1.00
1.00 
0.96
1.00 

  
0.25
0.96 
0.99 
   

0.50
0.49 
0.40
0.51 

  
1.00
1.00 
1.00 
   

0.90
0.91 
1.00
1.00 

 Fst Flt ηTCP%

available capacity:

η =

∑

i xi
C

(3.6)

Average queue occupancy index (B ) is computed averaging buffer occupancy during the sim-
ulation (measured at each enqueue event in the buffer), and normalizing the value over the buffer
size for convenience:

B =
E[B]

Bmax
(3.7)

Whenever the buffer overruns and packets are dropped, all protocols drastically reduce their
sending window:packet loss probability (Pl ) therefore relates to user-performance, and is com-
puted as the ratio of the dropped packets over the total number of packets sent on the link.

We further express the system performance using two metricsapt at describing how the link
resources are shared among flows. To gauge the impact of LBE onTCP, we defineTCP breakdown
(TCP% ) as the TCP Reno traffic share percentage over the total amountof data exchanged on the
link:

TCP% =

∑

j∈TCP xj
∑

i xi
(3.8)

Finally we further describe the capacity share in terms ofJain’s fairness index (F), defined as:

F =
(
∑N

i=1 xi)
2

N ·
∑N

i=1 x
2
i

(3.9)

whereN is the number of considered flows andxi is the rate of thei− th flow. In the best case,
when all flows get a fair share of the resources,F is equal to one, while in the worst one, namely
when a single flow exploits all the link, it is equal to1/N (for instance when considering a single
LBE flow competing against TCP).

We compute the fairness index over both the whole flow duration and over a smaller time scales
(considering a temporal window of 20 RTT, or equivalently 1 s): we refer tolong-term fairness(Flt

) in the first case, and toshort-term fairness(Fst ) in the latter one. Notice that the ability to achieve
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short-term (vs long-term) fairness may have rather different implications, e.g., if we consider the
case of several P2P flows measuring throughput to perform peer selection (as long-term fairness
may not be sufficient and significantly biases peer decisions).

3.2.3 Homogeneous Initial Conditions

Our investigation starts by considering a LEDBAT flow competing for the same bottleneck re-
sources with either i) a TCP or ii) another LEDBAT flow. For thetime being, we disable slow-start
in both implementation as we are interested in the interaction of the LEDBAT PID the TCP AIMD
controllers. We let both flows start att = 0, when the queue is empty and no other traffic is present
on the link, so that LEDBAT is able to accurately measure the base delay.

Fig. 3.3-(a) shows the temporal evolution of the LEDBAT and TCP windows (top) as well
as of the queue length (bottom), with a buffer size ofB = 40 packets. We recognize the usual
TCP sawtooth behavior, which defines a number of cycles. During the initial ramp-up (t < 2 s),
LEDBAT and TCP windows grownearlyat the same speed of one packet per RTT. LEDBAT grows
at its maximum speed because the available link capacity keeps the queue empty. As soon as queue
builds up, the LEDBAT linear controller reacts accordinglyby slowing down the increase of its
sending rate, while TCP behavior remains instead unaltered. Soon aftert = 2 s, LEDBAT hits the
τP = 20.8 packet target, and halts the window growth, so presenting a flat sender window curve.
TCP, instead, continues its additive increase, so that the queue keeps building up until the queuing
delay exceeds the target: the LEDBAT controller, unlike TCP, reacts by decreasing its sending rate,
finally reaching the minimum rate of one packet per RTT just before t = 6 s.

Slightly afterwards, TCP causes a buffer overflow: consequently, TCP abruptly decreases its
sending rate by halving is congestion window. The capacity drains the queue empty, giving thus
start to a new cycle. In fact, LEDBAT detects the delay reduction and reacts by opening its window
again. However, in this cycle TCP has an initial window size of about 40 packets, which means
that it can create queuing sooner with respect to the previous cycle. Therefore, LEDBAT window
growth is slower, the TARGET delay is hit earlier (at aboutt = 7 s) and also the window shrink
phase appears much shorter. When TCP is again the sole senderon the link, it increases its sending
rate until a new loss happens, which in turn triggers the start of a new cycle.

Fig. 3.3-(a) confirms that, as LEDBAT reacts to congestionearlier than TCP by estimating the
queuing delay, it is able to yield to TCP, which canwork undisturbed. In fact, losses are due to
the normal AIMD dynamic of TCP rather than to the LEDBATTCP interaction. Fairness in this
case equalsF = 0.65, with TCP transferring 6 times as much data with respect to LEDBAT during
the same timeframe. Fig. 3.3-(a) also reports the sum of bothTCP and LEDBAT sender windows,
which represents an estimate of the instantaneous link utilization. When TCP and LEDBAT coexist
on the link, itsutilization increaseswith respect to the case where TCP is alone – in the figure
utilization increases by 16%, compared to the case where TCPis alone on the bottleneck.

Fig. 3.3-(b) shows a similar experiment, in which two LEDBATsources start competing at
t = 0 for the bottleneck resources. In this case, both senders employ a linear controller and are
able to share resources fairly (F > 0.99) and efficiently (efficiency is only 0.7% less than in the
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Figure 3.4: LEDBAT vs TCP Reno: Inter-protocol sensitivityanalysis, for varying LEDBAT target
T and gainG parameters.

Fig. 3.3-(a) case). As expected, once the delay target is reached, LEDBAT sources settle (since the
offset from the target is zero, and so the controller response). Notice also that, since the two sources
started together, they measured the same base delay att = 0. Therefore, each sender independently
settles when measuring a queuing delay equal to the target, thus it is actually responsible only for
half of buffer occupancy.

3.2.4 LEBDAT Sensitivity Analysis

3.2.4.1 Inter-protocol: LEDBAT vs TCP

We start our sensitivity analysis by considering two flows, astandard TCP Reno and a LEDBAT
one, that start simultaneously and vary the values of parameters τ andγ one at a time. Notice
that the standardization Draftdoes not specify any valuefor the gain parameterγ. Conversely, the
Draft specifies a mandatory valuefor theTARGET parameter equal toτ = 25ms. This choice
of τ is somewhat arbitrary, and based on experimental observations (whose results are however
unreported so far) or motivated by practical constraints (e.g., today’s limits in the precision of the
delay measurement, etc.), rather than being based on concrete foundations. As such,τ is often
referred to as “magic number” with a deprecatory sense in LEDBAT WG discussion [6]: therefore,
we believe that a thorough exploration of the impact of the above parameters is necessary, which we
carry out by simulation. Moreover, later versions of the Draft specify aTARGET equal to 100 ms
which can further increase the confusion in case of early andlate implementations of the algorithm.
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For convenience, we re-express the target delay parameterτ in terms of buffer percentage as
T = τC/(SBmax), and explore the rangeT ∈ [2, 150]%, corresponding toτ ∈ [2.4, 180] ms. For
reference purposes, notice that the mandatory Draft valueτ = 25ms correspond toT = 20%,
while a full buffer occupancyT = 100% is attained whenτ = 120ms.

Fig. 3.4 reports the simulation results for each of the metric f ∈ {η, TCP%, Fst, Flt, B, Pl}
described early in Sec. 3.2.2 arranged as one per plot. In each plot, we report two curves, namely
f(G) andf(T ). Thef(G) curve reports howf(·) varies as a function of the gainG ∈ [1, 10] (on
the bottom x-axis), when target is fixed toτ = 25ms. Thef(T ) curve instead reports howf(·)
varies as a function of the targetT ∈ [2, 150]% (on the top x-axis), when gain is fixed toG = 1.

From all the subplots we can see that, for all metrics, thef(G) curve is roughly flat, i.e., the
gain parameter only minimally affects the behavior of the LEDBAT protocol in this case. This can
be explained by the fact that, as LEDBAT is designed to yield to TCP, it will yield irrespectively of
G. The gain value thus only affects the speed at which LEDBAT will yield, which quickly happens
for any value ofG.

Therefore, from now on we restrict our attention to the impact of the target parameter, and
analyze the behavior of thef(T ) curves. In Fig. 3.4-(a) we can see that the efficiencyη is only
slightly influenced by the variation of the target and remains always close to the total link capacity.
This is expected, as even if the target is misconfigured, either LEDBAT or TCP Reno can take
advantage of the unused bandwidth, which result in an overall efficient use of the link capacity.

Considering instead theTCP% reported in Fig. 3.4-(b), we can identify four working regions.
When the target is very smallT1 ∈ [2, 20]% the LEDBAT protocol is not always able to reach the
target delay, which leads to shakyTCP% behavior. In a second regionT2 ∈ [20, 65]%, LEDBAT
completely yields to the TCP Reno flows, working in low-priority mode and thus attaining its goal.
In a third regionT3 ∈ [65, 100]%, LEDBAT aggressively starts to erode bandwidth to the TCP Reno
flow: this causes losses in the TCP Reno flow, which progressively backs off; as a consequence, the
TCP% starts decreasing until LEDBAT has the monopoly of the buffer T = 100% and TCP Reno
starves (TCP% ≃ 0%). Finally, in the fourth regionT4 > 100% the target exceeds the buffer size:
in this case, LEDBAT falls back in the TCP Reno-like loss-based behavior, increasing the sending
rate until a loss occurs, which immediately drop down its rate. As a consequence, the breakdown
is now more similar (TCP% ≃ 50%).

Similar considerations can be gathered by looking at the long-termFlt or short-termFst fair-
ness plots shown in Fig. 3.4-(c) and Fig. 3.4-(d) respectively: indeed, an even breakdown corre-
sponds to maximum fairness (Fst ≃ 1) while to an uneven breakdown, favoring either TCP Reno
(TCP% ≃ 100%) or LEDBAT (TCP% ≃ 0%), always corresponds to minimum fairness values
(Fst ≃ 1/2).

From Fig. 3.4-(e) and Fig. 3.4-(f) we see that, as expected, increasing the target the average
buffer occupancy rises, as the increased traffic due to LEDBAT sums up with the TCP Reno one.
Losses increase as well reaching a peak forT = 100%, corresponding to LEDBAT maximum
aggressiveness; afterward LEDBAT is in loss-mode, and the scenario degenerates into two TCP
Reno flows sharing a bottleneck.

Overall, the sensitivity analysis suggests that, althoughLEDBAT spans a wide range of low-
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Figure 3.5: LEDBAT vs LEDBAT: Intra-protocol sensitivity analysis, for varying LEDBAT target
T1/T2 and gainG1/G2 ratios.

priority levels (especially in the third region), its tuning is highly impractical. Indeed, the support of
target valuesT3 ∈ [65, 100]% is very small, meaning that a small variation ofT lead to completely
different scenarios, where either LEDBAT or TCP Reno exhibit starvation. Moreover, the actual
values ofτ yielding to a specific level of low-priority depends on network parameter (e.g., capacity
C, buffer sizeB) and are likely affected from other factors as well (e.g., number of TCP Reno
flows, heterogeneous RTT, etc.)

3.2.4.2 Intra-protocol: LEDBAT vs LEDBAT

We pursue our sensitivity analysis by considering two LEDBAT flows with heterogeneous settings
sharing the same bottleneck link. We perform two sets of experiments, varying either (i) the gain
ratio G1/G2 of the two flows whenG2 = 1, τ = 25, or (ii) the target ratioT1/T2 whenT2 =
20%, γ = 1/τ . In both cases, the ratio varies in the[1, 10] range. Results of the sensitivity analysis
are reported in Fig. 3.5, which depicts the packet loss ratePl (right y-axis), the average buffer size
B , the efficiencyη and the fairnessFlt (left y-axis) as a function of theT1/T2 target ratio (top
plot) andG1/G2 gain ratio (bottom plot).

As in the previous case, the impact of the gain is very modest,even in the case of a 10-fold
factor. This phenomenon has an intuitive explanation. Consider indeed, that a flow with the largest
gain will start moving faster that the other flow toward the target. However, after the first flow
increases its window, the convergence speed toward target will slow down, since the differences
between the target and the measured delay is now smaller for the first flow than for the second.
In other words, the difference in the delay offset in (3.5) compensates for differences in the gain
factorγ.

Conversely, even slight differences in the target settingsmay have strong consequences as it
can be seen in the top plot of Fig. 3.5. Indeed, as soon asT1/T2 > 1 it can be seen that the
fairness immediately drops to its minimum valueFlt = 0.5. This is due to the fact that flows with
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Figure 3.6: LBE against one TCP flow: Impact of the number LBE flows on the system perfor-
mance.

higher-target are always more greedy than their lower-target counterpart. As a matter of fact, if
both flows start at the same time, they both measure the same base delay, and the higher-target flow
converges faster to its target and stabilizes: as the amountof queuing is now larger than that of
the less aggressive flow, the latter backs off and starves. This holds untilT1 + T2 > 100% which
happens whenT1/T2 = 5 given thatT2 = 20%, in which case both LEDBAT flows may experience
packet drops: nevertheless, higher-target flow will alwaysbe advantaged prior than losses occur,
and so the unfairness persists.

Overall, we see that gain and target parameters have rather different effects: on the one hand,
provided that LEDBAT flows have the same target, differencesin gain do not entail any unfairness
among flows. On the other hand, even a small difference in targets produces an extremely unfair
situation: this is a delicate point, which we believe deserves further attention in the future.

3.2.5 LBE protocols comparison

3.2.5.1 LBE against TCP

We now fix LEDBAT parameters and consider a larger set of LBE protocols in the comparison.
Following our sensitivity analysis, we know that the selection of γ, rather thanτ , is less critical:
we set thenγ = 1/τ , and use the mandatory valueτ = 25ms which we verified to be a robust
choice.

We consider a typical scenario whereN , (N ∈ [1, 10]) low-priority flows (e.g., due to P2P or



49

other services) share the same bottleneck with a single TCP Reno connection, (representative of a
generic high-priority service), for a total ofN + 1 flows. We perform several sets of simulations
separately, considering each time a different LBE protocol. For reference purpose, we also simulate
the case whereN + 1 TCP Reno flows share the same bottleneck.

Results for the common set of metrics are reported in Fig. 3.6. Considering efficiencyη in
Fig. 3.6-(a), we see that delay-based NICE and LEDBAT are able to fully utilize the spare band-
width left by TCP Reno. Conversely, in the TCP-LP or TCP Reno cases, losses entail a reduction
in efficiency.

BreakdownTCP% reported in Fig. 3.6-(b), states that e.g., in theN = 10 LEDBAT case, TCP
Reno consumes about 90% of the link capacity (sinceη ≃ 1), leaving thus theN = 10 LEDBAT
flows a mere 1% of the capacity each. Comparing this result with NICE (about 3% each) or TCP-
LP (about 5% each) under the sameN = 10 settings, we gather that LEDBAT achieves the lowest
priority, closely followed by NICE. This is further exacerbated from the long-term fairness plot
of Fig. 3.6-(c), showing that in the LEDBAT and NICE cases fairness approaches the minimum
possible value (i.e., the shaded region indicates values that fairness cannot achieve since they are
smaller than the lower bound1N+1 ).

The plot in Fig. 3.6-(d) depicts instead the long-term fairnessFlt evaluated over theN LBE
flows only. It can be seen that fairness is always high, meaning that generally the excess that
remains after the TCP breakdown of Fig. 3.6-(b), is evenly shared among LBE flows. Notice that
fairness among LBE flows is however lower in the case of NICE, where apparently some LBE flow
opportunistically take advantage of the others.

Finally, average occupancy indexB and packet lossPl are reported in Fig. 3.6-(e) and (f)
respectively. Again, delay-based versus loss-based congestion control principles are remarkably
different, which is especially true in the case of the loss curve: interestingly, despite its low priority
aim, the amount of loss induced by TCP-LP is strikingly similar to that of classic TCP Reno. Delay-
based versus loss-based difference, although less evident, also reflects on the queue size: indeed,
TCP Reno and TCP-LP average queue size decrease when number of flows and losses increase;
conversely, queue occupancy in the NICE case slowly rises for increasingN , and is practically
unaffected byN in the LEDBAT case.

3.2.6 LBE against LBE

In order to investigate the mutual interaction of the different lower-priority protocols, we define
a heterogeneous scenario in which several LEDBAT, TCP-LP and NICE flows contend the same
bottleneck link. We perform different tests in which an increasing number of flows is considered,
from 1 to 5 for each flavor (which corresponds to a total of 3 to 15 flows). As reference, we
perform also the corresponding experiment with the same number of TCP Reno flows only (i.e.,
3 to 15 TCP Reno flows). We choose for all the LEDBAT flows, the standard parameters values,
namelyτ = 25ms andγ = 1.

Let us start by examining the efficiencyη and average normalized buffer lengthB , which
are reported in Fig. 3.7-(a). Looking at the efficiency, we can see that in the heterogeneous LBE
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Figure 3.7: LBE against LBE: TCP-LP, LEDBAT and NICE competing at the same bottleneck,
compared with the same number of TCP Reno only flows.

scenario, flows are able to utilize the available resource fully, with η always close to its maximum.
On the contrary, the efficiency in the case of all TCP Reno flowsprogressively decreases as long
as the number of competing flow increases, due to the typical synchronization behavior of the
protocol after loss. Looking at the normalized average queue size we can notice that the average
B ≃ 2/3 is not affected by the number of flows in the TCP Reno case. In the LBE case instead,
average queue size approaches that of TCP Reno only when at least two flows per protocol insist
on the bottleneck. When only a total of three LBE flows are competing for the resource, a rather
unexpected phenomenon arises: in this case, LEDBAT often forces TCP-LP in low-priority mode
and is thus able to exploit a significant part of the resource.As a consequence, the average queue
sizeB reflects the LEDBAT targetτ , plus the contributions due to TCP-LP and NICE. When more
than two TCP-LP flows are instead present on the bottleneck, their behavior synchronizes and is
perceived as more aggressive by LEDBAT: in this case, it is rarer thatboth TCP-LP flows enter
into inference mode at exactly the same time, thus LEDBAT hasfewer opportunities to profit from
the resource.

Packet loss probabilityPl and long-term fairnessFlt are reported in Fig. 3.7-(b). Concerning
packet loss, since 2/3 of the total flow number consists of delay-based protocols, the loss rate
is clearly lower than the TCP Reno reference case. Long-termfairness performance shown in
Fig. 3.7-(b) is instead better understood by considering also the throughput breakdown reported in
Fig. 3.8, in which each bar represents the percentage of traffic due to a particular LBE protocol.
As expected, fairness between heterogeneous LBE flows is lower than that of homogeneous TCP
Reno connections, but is however higher than the LBE-TCP Reno performance earlier reported in
Fig. 3.6-(c). In particular, maximum LBE fairness is achieved when only one flow per each LBE
flavor is considered: from Fig. 3.8 we see that TCP-LP and LEDBAT performance are very close
in this case, which raises the fairness metric. When the number of low-priority flows increases, the
fairness instead decreases due to a higher aggressiveness of the TCP-LP protocol.
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for the same link.

3.2.7 Impact of RTT heterogeneity

Finally, we report on the impact of RTT heterogeneity in Fig.3.9. We consider two flows, of the
same protocol type (LBE or TCP) sharing the same bottleneck,that have a different round trip
delay expressed by theRTT1/RTT2 ratio. We perform simulations separately for each protocol,
exploring theRTT1/RTT2 ∈ [1, 10] range;RTT1 is increased by adding propagation delay to the
return path, so that OWD estimation on the forward path is notaffected. The top plot of Fig. 3.9
reports the long term fairnessFlt , while bottom plot reports the efficiencyη as a function of the
RTT ratio.

An interesting remark to make concerning the fairness metric is that only NICE, by virtue of its
inheritance of Vegas [27] congestion control, provides fairness in the case of heterogeneous RTT
settings. However, this comes at the price of a reduced efficiency, since in order to be fair, the
more aggressive small-RTT flow has to slow down its rate to match that of the large-RTT flow.
Efficiency loss happens also in the case of TCP-LP and TCP Reno, despite their inability to offer
fairness. Finally, LEDBAT realized a perfectly efficient system, which comes at the price of a
totally unfair share of the resources. In fact the small-RTTflow is able to reach its target first, due
to the faster feedback, whereas the second flow will see a queuing delay (due to the small-RTT
flow) equals to its target, and will thus settle in a starvation state.

3.3 Summary

In this chapter, we reported on an initial evaluation of LEDBAT, which is designed for low-priority
data transport and aims at being friendly and non-intrusivetoward other protocols (such as TCP,
VoIP and gaming), while being able to effectively exploit the available resources at the same time.
Results gathered in the homogeneous initial conditions show that LEDBAT does not interfere with
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Figure 3.9: Impact of the RTT heterogeneity.

the transmission of data using TCP, but it allows an increaseof the network utilization. Moreover
the new protocol exhibits an optimal intra-protocol fairness, in the case two flows start at the same
time and compete one against the other for the bottleneck.

Then, we analyzed the behavior of different LBE transport protocols. By means of simulation,
we carried out a thorough comparison of LEDBAT, TCP-LP and NICE, studying the impact they
have on TCP Reno traffic, as well as their mutual impact. The sensitivity analysis of LEDBAT
reveals the difficulty in tuning its behavior, and especially its level of priority with respect to TCP
Reno by means of a simple adjustment of its gainγ and targetτ parameters. Indeed, the gain has
practically no influence, while the impact of target can not be controlled, as changes in the system
performance are too steep. Also, we see that gain and target parameters have rather different effects
if we consider the coexistence of legacy LEDBAT flows with heterogeneous settings: on the one
hand, provided that LEDBAT flows have the same target, differences in gain do not entail any
unfairness among flows; on the other hand, even a small difference in targets results in an extremely
unfair situation. We conclude that tuning LEDBAT is thus a delicate point, which deserves further
attention in the future, which holds true even when heterogeneous network settings are considered.
For this reason, we carried out a sensitivity analysis on thetarget parameter also from the BitTorrent
swarm point of view, as presented in Chap. 6.

Our comparison study shows that LEDBAT achieves the lowest possible priority with respect
to NICE and TCP-LP. Moreover, we find that TCP-LP inherits from its loss-based design a higher
aggressiveness than the delay-based NICE whose degree of low-priority sits thus in between LED-
BAT and TCP-LP. Interestingly, we point out that there are also limit cases (e.g., only an TCP-LP,
LEDBAT and NICE flows sharing the same bottleneck) in which the low-priority degree can exhibit
unexpected behavior (i.e., as LEDBAT is in this case as aggressive as TCP-LP).

Overall, the LEDBAT protocol seems to keep its promises and successfully meets some of its
design goals. However in the next chapter we review the algorithm under heterogeneous initial
conditions, which highlight some potential fairness issue, that need to be dealt with.
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Chapter 4

Rethinking LEDBAT for fairness

In this chapter we focus on the latecomer advantage issue that arise in multiple flow scenario, when
two LEDBAT flows start at different time; in such condition, the newly arriving connections can
starve the already existing flows and take over all the bottleneck capacity. The fairness issue has
been subject of an extended literature, as we report in Sec. 4.1. The same unfairness issue is high-
lighted at first vians2 simulation, with an approach similar to the one presented inChap. 3, and
then using a real world implementation of LEDBAT in Sec. 4.2.Then we investigate the design
properties of LEDBAT using an analytical model and highlight the root cause of the problem, that
lies in the linear controller adopted by the protocol. For this reason, we propose in Sec. 4.3 mod-
ifications to the congestion window update mechanism, introducing fLEDBAT for fair LEDBAT,
that aim at solving this issue, thus guaranteeing intra-protocol fairness and efficiency. Closed-form
expressions for the stationary throughput and queue occupancy are provided via a fluid model,
whose accuracy is confirmed by means of packet level simulations in Sec. 4.4. In Sec. 4.5 we
study the impact of different traffic models (e.g. chunk-by-chunk and backlogged data transfer) on
fLEDBAT, and in Sec. 4.6 we perform a sensitivity analysis varying the protocol parameters. Then
we compare in Sec. 4.7 the performance of fLEDBAT and LEDBAT in a P2P-like scenario, that
mimics a chunk transfer between peers in a BitTorrent swarm,considering heterogeneous network
conditions and background traffic. Finally, we summarize the content of the chapter in Sec. 4.8.

Differently from [28], the solution proposed in this chapter is more mature and it exploits for its
validation not only simulations, but also a fluid approach, analytical techniques and experimental
measurement. Moreover, the simple solutions to the fairness issue proposed in [28] partly failed in
meeting the efficiency goal, which we instead successfully address with fLEDBAT.

4.1 Related work

Related work has already tackled the intra-protocol fairness issue affecting delay-based congestion
control algorithms. In particular, regarding Vegas [27] which is the first example of such a family of
techniques, the problem was pointed out [67] in relation to (i) to route changes and (ii) to persistent
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congestion when multiple concurrent Vegas flows compete at the same bottleneck. The latter is the
same malfunctioning we spotted in the original LEDBAT design: latecomer flows overestimate the
base delay because of the queuing delay old flows have alreadyput in the buffer. LEDBAT pro-
posers clearly took advantage of this literature when designing the protocol, for instance when they
adopted the same solution of [67] to the rerouting problem (i.e., by using only the recent history of
delay observations for the base delay estimation), but theyneglected the latecomer advantage.

To solve the fairness issue, researchers have followed various approaches: on the one hand,
some works try to improve the estimation of the base RTT [38, 46, 84]; on the other hand, others
propose techniques to achieve fairness in spite of the base delay estimation error [26, 48, 61, 62].
The first type of work usually relies on additional support from the network to correct the measure-
ment: for instance, [84] uses an out-of-band priority packet which skips the queue and provides
a good estimation of the base delay; [46], instead, adapts its parameters according to the number
of congested routers on the path, thus relying on their feedback. Authors of [26, 48] follow the
opposite approach and prove that a particular choice of parameters allows flows to converge to a
fair share of available bandwidth. The delay based algorithm proposed in [62] was also shown
capable of dealing with noisy delay measurement, thanks to the careful choice of the controller
function. Finally, [61] proposes a new delay based AIMD algorithm and choose a backoff factor
which avoids measurement errors. Our work is the first to study this issue for a LBE protocol and
to achieve together efficiency, fairness and lower-priority by reintroducing the multiplicative de-
crease component, for we correctly identify the root cause of unfairness in the addictive decrease
component [56] rather than in the measurement error.

4.2 Motivation

To highlight the relevance of this study, we show in this section the conditions in which the unfair-
ness situation arises, by means of both simulation and traffic measurement in a controlled testbed.

4.2.1 Latecomer in simulated environment

The simulation test are performed considering different start times for different sources. This
implies that each sender will measure a different base delayat startup, gathering also a different
estimate of the queuing delay. Indeed, assume that the first flow starts at timet1 = 0, while the
second starts at timet2 = t1 +∆T . In case the queuing delay att2 is not zero but equal totQ(t2),
the second source will over-estimate the base delaytB(t2) with respect to the one measured by the
first source astB(t2) = tB(t1) + tQ(t2). So, the second source will set its target to a value higher
than the first one, increasing the chances of a buffer overflow.

In case of interaction between LEDBAT and TCP, heterogeneity of initial conditions has a
negligible impact. To convince of this, consider that, whenever LEDBAT starts first, it will be able
to correctly estimate the base delay, and then to yield to TCP. Conversely if the LEDBAT flows
starts later att2, it will over-estimate the base delay by the amount of TCP packets present in the
buffer. This will in turn make LEDBAT under-estimate the queuing delay, resulting in an increased
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Figure 4.1: LEDBAT vs LEDBAT: Time evolution of congestion window for different initial con-
dition and late-comer advantage phenomenon with (a) two flows and (b) in a multiflow scenario.

sending rate which willanticipatethe first loss cycle. The system later evolves in a way similarto
Fig. 3.3-(a), since after TCP halves its window, the capacity drains the queue empty and LEDBAT
corrects its wrong base delay estimate. In subsequent cycles, LEDBAT will dutifully yield to TCP.

By means of Fig. 4.1, we show, instead, that the interaction among LEDBAT flows is heavily
influenced by the buffer sizeB and the start time gap∆T . Each graph reports the sender window of
two competing LEDBAT flows. In the top plot, obtained for(∆T,B) = (2, 40), the second flows
activates before the first one has started to create queuing.So, the two flows measure the same base
delay and set the same target, which they together reach soon. But the first flow, having started
before, attains a larger congestion windows, and actually owns the biggest share of the queue.

Instead, extremely different dynamics can be observed for(∆T,B) = (10, 40) in the middle
plot. In this case the second flow starts later enough to allowthe first one to create some queuing
delay, in particular a delayτT equal to its target. For this reason, the second flow wrongly senses a
base delay equal toτT , and consequently sets its target to twice this value. Therefore, the newcomer
starts increasing its rate right away, while the first one senses a growing queuing delay and begins
to slowdown until, slightly aftert = 20 s, it finally reaches the minimum rate.

Afterwards, dynamics depend on the specific buffer size. Themiddle plot shows a case where
the buffer cannot accommodate the target queuing delay of the second flow (asB=40 < 2τP=41.6).
In fact, aroundt = 25 s, the second flow causes a loss on the bottleneck link and consequently drops
its sending rate. Afterwards, similarly to the TCP case, thecapacity drains the queue empty, pro-
viding the second flows the chance to correct its wrong base delay estimation. Subsequently, flows
appear to share much more fairly the bottleneck capacity.

The bottom plot, depicts instead the effect of a largerB = 100 buffer, able to absorb the extra
delay of the second flow. Basically, since no loss occurs, thesecond flows reaches its target and
then settles, leaving the first flow in starvation. Unfortunately this unfair state persists for a possibly
long time (namely, due to route changes considerations, theDraft [79] imposes a reset of the base
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Figure 4.2: Experimental LAN testbed: Congestion window evolution (top) and offset from the
target (bottom) for two competing backlogged libUTP flows.

delay every 2-10 minutes).

In Fig. 4.1-(b) we report that the same unfairness issue arise also in the multiple flow case, pro-
vided that the buffer is large enough to accommodate the outstanding data traffic. In that example
we have 5 backlogged LEDBAT flows which start every four seconds and we can see that the last
arrived flow takes all the bandwidth, starving the already established transfers, due to a wrong base
delay estimation.

4.2.2 Latecomer in real networks

Similarly to the takeaway gathered via simulation, we pointout that the latecomer unfairness also
holds in practice, possibly leading to severe flow starvation. We show this by performing testbed
experiments of the recently released BitTorrent open-source LEDBAT library [49] (named libUTP).
As described above, we consider two PCs connected by aC = 10Mbps Ethernet bottleneck, where
we emulate by means ofnetem [50] aRTT = 50ms delay. The first flow starts at timet = 0
while we let the latecomer join (and spoil) the party att = 10 s. Backlogged transfers are started
using the source code provided in [49], instrumented to produce detailed application-level logs1.
Results of the experiment are shown in Fig. 4.2, whose top portion reports the congestion window
of the two flows over time. As soon as the first flow starts, it increases its congestion window
until the target is reached, and then settles. However, whenthe latecomer kicks in att = 10 s, the
congestion window of the first-comer drops until starvation. The situation persists untilt = 50 s, at
which time we stop the latecomer transfer: right after, the first-comer opens its congestion window
again, saturating the link. This is an unfortunate situation, that can however be easily corrected as
we show in the following sections.

1Packet level traces are also captured and post-processed asin Chap. 2 for cross-checking purposes: the results are
in agreement with the application logs.
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4.2.3 Current LEDBAT fairness issues

According to the original Draft proposal [79], LEDBAT maintains a minimum One-Way Delay
estimationDmin, which is used as base delay to infer the amount of delay due toqueuing. LEDBAT
flows have a target queuing delayτ , i.e., they aim at introducing a small, fixed, amount of delayin
the queue of the bottleneck buffer. Flows monitor the variations of the queuing delayq(t)−Dmin

to evaluate the distance∆(t) from the target:

∆(t) = (q(t)−Dmin)− τ, (4.1)

whereq(t) is the queueing delay measured at timet. The value of the offset∆(t) is then used to
drive the congestion window evolution, which is updated packet-by-packet at each acknowledge-
ment reception as follows:

cwnd(t+ 1) =

{

cwnd(t) + α τ−∆(t)
τ

1
cwnd(t) if no loss,

1
2cwnd(t) if loss.

(4.2)

wheret is a discrete time variable that increments by 1 at each ack arrival and cwnd(t) is the
congestion window at timet. The drawbacks of such a congestion window update mechanism
have been outlined in [28] and mainly consist in the intra-protocol unfairness coupled with a poor
calibration of the LEDBAT level of aggressiveness with respect to TCP.

4.2.4 Impact of additive decrease

As proved in [28], the unfairness arising from two competingLEDBAT flows starting at different
moments is due to theadditive decreasecomponentα τ−∆(t)

τ that intervenes when∆(t) > τ .
We thus argue that the additive decrease, rather than the measurement errors, is the main cause
of unfairness in the LEDBAT protocol; in other words, the late-comer advantage is actually a
fundamental drawback of the additive decrease term, meaning that the original design is currently
misguided.

Without loss of generality, let us consider the case ofN LEDBAT flows with the same round
trip time R(t), sharing the same link of capacityC and finite buffer sizeB. Each flowi ∈ N ,
with N = {1, 2, . . . , N}, starts atti ≥ 0, with t1 ≤ t2 ≤ · · · ≤ tN and with an initial congestion
window Wi. Given the packet-level congestion window dynamics in (4.2), we demonstrate the
following statement.

Proposition 1. If N < B
τC , anddmax(tN ) , maxi,j∈N [W i(tN )−W j(tN )] > 0, then the system

is unfair, i.e.,∃t∗ ≥ tN , such that∀t > t∗ dmax(t) > 0.

Proof. Given (4.2), a simple fluid representation of the window dynamics of flow i, Wi(t), in
continuous time, is:

dWi(t)

dt
=

1

R

τ −Q(t)

τ
, (4.3)
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where we supposed for simplicityR(t) ≈ R, which is true for large propagation delay (the proof
can be easily extended to the case of variable round trip delays). Since the estimated queuing
delay can be different for each flow, depending on its stored base delay, we replaceQ(t) by Qi(t),
i.e., the queue occupancy measured by each sender, and simply observe thatQi(t) varies in the
interval (Q(t) − (N − 1)τ,Q(t)). Indeed, the last flow makes the largest error in the estimation
of the queuing delay, because it measures as base delay the actual propagation delay increased by
(N − 1)τ , the sum of the target delay of all preceding flows. It followsthat,∀i, j ∈ N :

W i(t)−W j(t) =W i(tN )−W j(tN ) +

∫ t

tN

Qj(u)−Qi(u)

Rτ
du

where |Qj(t) − Qi(t)| is bounded by(N − 1)τ . Hence, if we chooset∗ equal totN +
W i∗(tN )−W j∗(tN )

(N−1)/R , with (i∗, j∗) = argmaxi,j∈N W i(tN )−W j(tN ), it results:

dmax(t) , max
i,j∈N

W i(t)−W j(t)

≥ max
i,j∈N

W i(tN )−W j(tN ) +
(N − 1)

R
(t− tN )

=
(N − 1)

R

(

(t− tN ) +
W i(tN )−W j(tN )

N − 1
R

)

=
(N − 1)

R
(t− t∗) > 0, ∀t > t∗.

Observation 2. The fact that the system evolves towards an unfair state is strictly related to the
fact that the dynamic equations, describing the state of thesystem are unstable. Besides equations
(4.3) for the sources, we have

dQ(t)

dt
=

N
∑

i=1

Wi

R
− C1Qt>0. (4.4)

Equations (4.3),(4.4) define a linear system of ODEs with characteristic polynomialλN−1
(

λ2 +NCτR
)

.

The corresponding eigenvalues areλ1 = 0, λ1,2 = ±i
√

N
Rτ , and the matrix associated with the

system of ODEs is easily shown to be diagonalizable by standard algebra. As the eigenvalues have
zero real part, the system cannot consequently be asymptotically stable. Being the matrix diago-
nalizable, the solution is limited for everyt, however the dependence to the initial condition never
vanishes because of the zero real part of the eigenvalues. Inaddition, the associated matrix cannot
be inverted because of the zero eigenvalue which implies that the solution of the system has an
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orbit around any(W1, . . . ,WN , Q) such that
∑

iWi = RC, Q = τ . In other words, the linear
response of LEDBAT is never able to make the stable point reachable from any initial condition:
this is the root cause of the observed latecomer advantage phenomenon that we aim at solving in
the following.

4.3 Proposed LEDBAT modification

To address the latecomer issue, we propose to modify the delay-based decrease term andto in-
troduce a multiplicative decreasecontinuously driven by the estimated distance from the target,
∆(t). Intuitively, the multiplicative window reduction response to congestion allows the source
sending rate to slow down enough to make a stable (and fair) point always reachable. Clearly, to
guarantee at the same time fairness and protocol efficiency,a proper choice of the decrease factor
has to be made, so as to prevent significant (and unnecessary)drops in the congestion window. In
addition, we observe that the additive increase term as in (4.2) makes LEDBAT flows slow down
the increase factor until the targetτ is reached, in which case the window increase completely
stops. This clearly implies a smaller convergence to the target and hence a minor efficiency if com-
pared to the case of a constant additive increase factor independent of∆(t). Based on the above
observation, we propose to modify the increase term as well,andto introduce an additive increase
according to a constant factorα as in TCP Reno. In this way, we expect to achieve better efficiency
performance without violating the low priority requirements as expressed in the LEDBAT Draft.
Indeed, by selectingα ≤ 1 the additive increase component can be made at most as aggressive as
TCP. Summarizing the observation from the previous section, we propose to modify the congestion
window evolution as follows:
cwnd(t+ 1) =















cwnd(t) + α 1
cwnd(t) if no loss and∆ ≤ 0,

cwnd(t) + α 1
cwnd(t) −

ζ
τ∆ if no loss and∆ > 0,

1
2cwnd(t) if loss.

(4.5)

In the following sections we quantify the overall improvement deriving by such a congestion
window update by means of both afluid model, which provides a closed-form characterization of
the stationary throughput andsimulations, which allow the study of more complex scenarios. In the
remainder of this paper, we refer to the modified version of LEDBAT as fair-LEDBAT (fLEDBAT).

4.3.1 Fluid model description

In this section we develop a fluid model of the congestion window and hence of the transmission
rate of one or more fLEDBAT flows, aimed at capturing first order system dynamics. The con-
gestion window is now a continuous variable both in time and in space,W (t) (remainder of the
notation is summarized in Tab.4.1). We consider the case ofN fLEDBAT flows sharing the same
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Table 4.1: Notation
N Number of fLEDBAT flows
C Link capacity
{W i(t)}i=1,...,N Congestion windows at time t
{Xi(t)}i=1,...,N Instantaneous rates at time t
Qt Queue occupancy at time t
α Additive Increase factor
ζ Multiplicative Decrease factor
Rt Round trip time at time t
τ Queuing delay target

link of capacityC and experiencing the same2 Round Trip TimeRt. In addition, we make the
following assumptions:

• The round trip timeRt is defined by the sum of twice the propagation delay,R, transmis-
sion delay1/C and queueing delayq(t). We further assume that the propagation delay is
predominant, i.e.,Rt ≈ R.

• The queueing delayq(t) is defined as ratio of the queue occupancyQt at timet divided by the
link capacityC, i.e.,q(t) = Q(t)/C. Thus, we assume that the queuing delay information
instantaneouslypropagates to the sender, neglecting thus the delay in the feedback loop.

• We further assume that flows can correctly estimate the queuing delay, which is equivalent
to Dmin = 0.

• By Little’s law, we assume that congestion windows and linkrates are linked byXi
t =

W i
t /Rt, ∀i = 1, ..., N .

Still, the assumption that flows can correctly estimate the queuing delay may not hold in prac-
tice. As such, we expect that simulation results may show an offset with respect to the model
predictions, which is due to this simplifying assumption. There are however two main reasons for
which we believe this assumption, which makes the problem tractable, is also reasonable. First,
additional mechanisms to enhance the delay estimation accuracy could be then adopted in order to
ameliorate the overall protocol performance: this has beendone in previous work [60], and is also
part of the current BitTorrent effort [38] to reduce the measurement error and hence reinforcing our
assumptions. Second, a more fundamental reason is that the characterization of protocol dynamics
in absence of such estimation error is a necessary step in thefLEDBAT protocol design – as, even
on simplistic settings, important properties of the protocol such as efficiency and fairness can be
provedto hold with the help of a rigorous framework.

2Though the model generalizes to the case of heterogeneous RTT, for the sake of simplicity in this paper we focus
on the homogeneous case.
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4.3.2 Fluid system dynamics

Let us consider the case of N fLEDBAT connections, whose congestion window evolves according
to (4.5). The corresponding flow-level congestion window evolution is:

dWi(t)

dt
=

α

R
−

ζ

τ

(

Q(t)

C
− τ

)

Wi(t)

R
1Wi(t)≥01Q(t)≥Cτ , (4.6)

where we denote byWi(t) the instantaneous congestion window at timet for connectioni in the
fluid system. As we assume an approximately constant round trip delay, we replaceRt by R in
(4.6). The instantaneous queue occupancy instead satisfies:

dQ(t)

dt
=

N
∑

i=1

Wi(t)

R
− C1Q(t)≥0. (4.7)

where, in other words, only the flow that exceeds the capacitycreates queuing in the buffer. Thus,
the instantaneous rate of connectioni, Xi(t), satisfies:

dXi(t)

dt
=

α

R2
−

ζ

Rτ

(

Q(t)

C
− τ

)

Xi(t)1{X(t)≥0}1Q(t)≥Cτ (4.8)

and (4.7) can be re-written as:

dQ(t)

dt
=

N
∑

i=1

Xi(t)− C1Q(t)≥0. (4.9)

4.3.3 Main results

We now present the main results of this paper: namely, the existence of a unique and globally
stable solution. We also express, with closed form formulæ,the performance of the protocol at the
equilibrium, proving itsefficiencyandfairness– which was our initial goal. Let us start by proving
that the system admits a unique solution.

Proposition 3. The system of ODEs (4.8)-(4.9) admits the unique equilibriumP ∗ = (X∗
1 , . . . ,X

∗
N , Q∗)

X∗
i = C/N, i = 1, . . . , N Q∗ = Cτ +

Nατ

ζR
(4.10)

whereX∗
i andQ∗ denotes the stationary values ofXi andQ respectively.

Proof. We consider the stationary regime by the condition(Ẋi, . . . , ẊN , Q̇) = (0, . . . , 0)
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Q̇ = 0 ⇔
N
∑

i

X∗
i = C,

Ẋi = 0 ⇔ 0 =
α

R2
−

ζ

RCτ
(Q∗ − Cτ)X∗

i ,

⇔ 0 =
α

R2
−

Nα

CR2
X∗

i ⇔ X∗
i = C/N, i = 1, . . . , N. (4.11)

Then, the following proposition states that this unique equilibrium is also globally stable (see [82]).

Proposition 4. The system of ODEs (4.8)-(4.9) is globally stable inP ∗.

Proof. Let us writeX = (X1, . . . ,XN ), we consider the trajectories of the point(X, Q) ∈ R
N+1
+

driven by the ODEs (4.8)-(4.9). In the regionA = {x, q : 0 < q < Cτ}, the state equations
simplify to











Ẋi = α
R2 ⇒ Xi = Xi(0) +

α
R2 t, ∀i

Q̇ =
∑N

i=1Xi − C ⇒

Q(t) = Q(0) + (
∑N

i=1 Xi(0) − C)t+ Nα
2R2 t

2

(4.12)

Clearly, for any(X(0), Q(0)) ∈ A, there exists a finitet ≥ 0 such that(Xt, Qt) /∈ A. This
means that all points(Xt, Qt) ∈ A are unstable. The unique equilibrium pointP ∗, calculated in
Prop.3, is outsideA. For(X, Q) /∈ A, the state equations become

{

Ẋi = α
R2 − ζ

CRτ (Q− Cτ)Xi

Q̇ =
∑N

i=1 Xi − C

We now use the technique of the Lyapunov function to show thatP ∗ is a stable point, i.e., we
have to show that there exist a functionVt defined in a neighborhood ofP ∗, positively defined for
t ≥ 0, with orbital derivative negatively semidefinite (in whichcase, the solutionP ∗ is stable in
the sense of Lyapunov, see [82] Theorems 8.1-8.3). OutsideA, we define the Lyapunov function
by

V (X, Q) =

N
∑

i=1

(Xi −X∗
i )− log

(

Xi

X∗
i

)

+
ζ(Q−Q∗)2

2RCτ
(4.13)
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Clearly,V (P ∗) = 0, V (X, Q) ≥ 0 ∀(X, Q) /∈ A, and

V̇ (X, Q) =

N
∑

i=1

(Ẋi − Ẋi
X∗

i

Xi
) + Q̇

ζ(Q−Q∗)

RCτ
(4.14)

=
N
∑

i=1

Ẋi

Xi
(Xi −X∗

i ) + (Xi −X∗
i )

[

ζ(Q−Q∗)

RCτ

]

=

N
∑

i=1

(Xi −X∗
i )

[

α

XiR2
−

ζ(Q− Cτ)

RCτ
+

ζ(Q−Q∗)

RCτ

]

=
N
∑

i=1

(Xi −X∗
i )

[

α

XiR2
−

Nα

CR2

]

(4.15)

=
α

R2

N
∑

i=1

(Xi −X∗
i )

[

1

Xi
−

1

X∗
i

]

= −
α

R2

N
∑

i=1

(Xi −X∗
i )

2

XiX
∗
i

.

ThereforeV̇ (X, Q) is negatively semidefinite for any ball including the equilibrium pointP ∗.
This proves thatP ∗ is an equilibrium globally stable as per [82].

Once we know that the system has a unique globally stable equilibrium, we want to show what
the convergence rateof the system in a neighborhood of the equilibrium is. This can easily be
evaluated consideringlocal stabilityproperties of the system.

Proposition 5. The system of ODEs (4.8)-(4.9) is locally stable in the equilibriumP ∗ = (X∗
1 , . . . ,X

∗
N , Q∗)

Proof. We write (Ẋ1, . . . , ẊN , Q̇) = (f1, . . . , fN , g), for Xi > 0, Q > 0 wherefi andg are
defined as follows:

{

fi(X,Q) = α
R2 − ζ

CτR (Q− Cτ)Xi1Q(t)≥Cτ i = 1, ..., N

g(X,Q) =
∑N

i=1 Xi − C
(4.16)

Linearizing the system of ODEs inP ∗, and defining∆Xi = Xi−X∗
i ,∆Q = Q−Q∗, andY =

(∆X1, . . . ,∆XN ,∆Q) we obtain(f̃1, . . . , f̃N , g̃) = Ẏ = AY whereA is a(N + 1) × (N + 1)
square real matrix defined as follows

A =









− α
CR2 0 · · · 0 − ζ

CτR

0 − α
CR2 · · · 0 − ζ

CτR
· · · · · · · · · · · · · · ·
1 1 · · · 1 0
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The characteristic polynomial is then

(

λ+
α

CR2

)N−1
(

λ2 +
α

CR2
λ+N

ζ

CτR

)

whose roots have all real part negative.

Proposition 6. The solution of the system of ODEs (4.8)-(4.9) converges to the global stable equi-
librium P ∗ at a ratee−Θt with,

Θ =
α

CR2

(

1 + 1ζ≤ζ∗
√

1− ζ/ζ∗

2

)

andζ∗ = α2τ
4NCR3 .

Proof. We calculate the dominant eigenvalue of the matrixA, i.e., the eigenvalue with the real part
with the smallest absolute value.

To conclude, we summarize our main findings in the following observation, expressing the results
in terms of the expected performance of fLEDBAT.

Observation 7. Prop. 3,4,5,6 prove that the designed protocol is efficient (X∗ = C), and long
term fair (X∗

i = C/N ). In addition the queuing delay(Q∗/C = τ + Nατ
CζR ) attains the targetτ by

an error of Nατ
CζR .

Thus, our initial goals of anefficientand fair protocol are met. Clearly, a number of issues need
further investigation (i.e., how the protocol performs in practice where not all modeling assump-
tions hold, what the impact of parameters and of packet-level dynamics is, how it performs against
TCP, etc.) that we investigate in the next section by means ofa thorough simulation campaign in a
number of different scenarios.

4.4 Simulation overview

So far we have developed a mathematical model of our new proposed protocol in order to formally
prove its properties. However, the model is based on a numberof simplifying assumptions and it
neglects some aspects due to packet-level quantization (i.e., queue length and congestion window
in multiple of fixed-size packets as opposed to continuous rate in the fluid model). Hence, in the
remainder of this chapter we carry out a thorough packet-level ns2 [11] simulation campaign, to
cope with scenarios where such assumptions do not hold. Our implementation is available as open
source at [7]: besides, we point out that our code can be used as ans2 module in simulation, or as
a Linux kernel module for experimental studies3.

3Since the LEDBAT module is implemented usinginteger arithmeticonly, it can be run as a kernel module; instead,
as fLEDBAT employsfloating-point arithmetic, for the time being it can only be used as ans2 module.
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Figure 4.3: Comparison of (left) simulation and (right) numerical solution for (a) Rates and (b)
Queue length. The similar average values in left and right plots confirm a good fit between packet
level simulation results and flow level numerical results.

Unless otherwise stated, we consider a reference scenario consisting of a bottleneck link of ca-
pacityC = 10Mbps and buffer sizeB = 100 packets (about 4 times the LEDBAT target). For the
sake of simplicity, we consider fixed packet size equal toP = 1500Bytes. Data flows in a single
direction, and ACKs are not delayed, dropped nor affected bycross-traffic on their return path (ex-
cept in the P2P scenarios reported in ). All flows have the sameround trip timeRTT = 50ms, half
of which is due to the propagation and transmission delay components of the bottleneck link (i.e.,
a one-way base delay of25ms), to which we add a jittering component uniformly distributed in
[0,1] ms to avoid synchronization issues. We defer the studyof more realistic scenarios, including
heterogeneous delays, different access technologies, background traffic and P2P-like traffic models
to Sec. 4.7. As far as TCP flows are concerned, we select the TCPNewReno flavor, enabling the
selective acknowledgement SACK option due to its growing widespread use [66]. By selecting the
TCP NewReno flavor, we gather conservative results since we expect more recent TCP variants
implemented by default in Linux and Windows (respectively Cubic [77] and Compound TCP [80])
operating systems to be more aggressive than traditional TCP NewReno flows. Each simulation
point reported in the following is the results of10 simulation runs, over which we gather the average
and standard deviation of the metrics under study.

However, we still need to provide evidence of the fluid model accuracy; we do so by comparing
the numerical solution of the fluid model withns2 simulation results. We consider the simple
network scenario described above, and two fLEDBAT flows withthe same target4 τ = 25ms. For
the time being, we fix the decrease component by settingζ = 0.1 (and explore the impact ofζ

4Notice that delay targetτ was initially set to 25 ms in the IETF Draft and to 100 ms in the BEP-29 specification.
However, as shown in Chap. 3, provided that all flows have thesame target value, which is furthermore set to a value
not exceeding the buffer size, the actual value ofτ is not critical. Hence, results shown in the following are valid for both
target settings.
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later on). To recreate the conditions for the latecomer unfairness phenomenon, the two flows do
not start at the same time, but their start times are separated by a gap (2 seconds in the figure). The
system state over time is depicted in Fig. 4.3, which reportsboth the flow ratesX1,X2 (top) and
the buffer occupancyQt (bottom) gathered either by numerical solution (right) orns2 simulation
(left). As a general comment, the numerical solution shows agood agreement with the simulation
results (although as expected packet-level dynamic exhibits much wider fluctuations, while the
fluid model gives an average behavior). Indeed, notice that the averageof queue occupancy and
flow rates yielded by the fluid system closely matches the simulation dynamics (for the sake of
readability, we plot themoving averageof the queue length gathered via simulation alongside
the instantaneous occupancy). As expected, both numericaland simulation results show that the
capacity is, after an initial transient phase, fairly shared among flows (i.e.,Xi ≈ C/2,∀i) and that
furthermore the queuing delay target is reached (i.e.,Qt ≈ Cτ ).

In the following we study several aspects of the LEDBAT protocol family, that we separately
report to better isolate their effect. Sec. 4.5 addresses the impact of differenttraffic modelson pro-
tocol performance, considering backlogged vs chunk-by-chunk transfers. Then, Sec. 4.6 addresses
asensitivity analysisof the protocol toζ parameter variation. Finally, Sec. 4.7 compares LEDBAT
and fLEDBAT under heterogeneous P2P-like scenarios.

4.5 Impact of traffic model

In this section we assess how the fLEDBAT protocol deals withdifferent kinds of traffic. Besides
the classical backlogged transfer, we simulate a chunk-based transfer, which mimics the behavior
of a BitTorrent data exchange between two peers.

4.5.1 Chunk-by-chunk transfer

In this scenario, we consider sources that continuously transmit chunks of data, where each chunk
has the typical BitTorrent size of250 kB (nearly170 full payload packets). As soon as a chunk
transmission ends (i.e., when the last acknowledgment for that chunk has been received at the
sender side), a new chunk transmission is scheduled with thesame peer. This traffic model, which
emulates the dynamics of P2P traffic exchange, differs from backlogged transfers in that, after the
last data packet of a chunk has been sent, the source peer stops transmitting for aboutRTT seconds
until the matching acknowledgement is received, and a new chunk transmission can start (i.e.,
chunks transmission isnot pipelined). Notice also that we keep the congestion window parameter
across chunks (i.e., the congestion window isnot reset between subsequent chunks exchanged with
the same peer).

Fig. 4.4-(a) reports the time evolution of the system dynamics whenζ = 0.01: in the left por-
tion, congestion window and base delay estimation of the firstcomer (top) and latecomer (bottom)
flows are reported, while the right portion shows the distribution of the queue length. We can see
that, despite the latecomer initially has an incorrect viewof the base delay (as in LEDBAT), the
multiplicative decrease phase of the firstcomer allows the latter to correct its estimate, after which
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Figure 4.4: Time evolution of fLEDBAT dynamics with (a) chunk-basedζ = 0.01 and (b) back-
loggedζ = 5 traffic models.

the performance share converges to an equitable state. Due to (i) the continuous adjustment of AI
and MD dynamics and (ii) the fact that chunk transmission seldom pauses the transmission, the
queue is no longer stable as for the standard LEDBAT case described in Sec. 4.5, but fluctuates
around the occupancy value predicted by the model (represented by a solid vertical line).

4.5.2 Backlogged transfer

In the case of backlogged transmission, a latecomer phenomenon may still arise depending on the
value ofζ: indeed, whenζ is too small, the multiplicative decrease component of the first flow
is slower than the additive increase of the latecomer, whichis thus unable to correct its wrong
estimation. However, provided thatζ is large enough to let the queue flush, fLEDBAT can still
reintroduce fairness.

Results for the backlogged scenario are reported in Fig. 4.4-(b) for ζ = 5. Especially, the
queue now seldom flushes, as it can be seen by the increased probability to have a null queue
length shown by the PDF. In turn, this helps latecomers gain acorrect view of the base delay. In
this case though, the model slightly overestimates the queue size: indeed, due to largerζ values,
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Figure 4.5: Sensitivity analysis toζ: Efficiency, long-term fairness and protocol breakdown of
a fLEDBAT flow sharing the bottleneck with (a) a TCP flow, (b) a LEDBAT flow (c) another
fLEDBAT flow.

the congestion window fluctuations are now wider. Also, as the queue flushes, the protocol is less
efficient with respect to the previous cases, because the capacity is not fully utilized all the time.

We point out that, since fLEDBAT is designed to be a low-priority protocol, slight inefficiency
can be tolerable if they reintroduce correctness of operation in general settings –especially if other-
wise this could have serious consequences, as in the case of alatecomer long-lived backup starving
the firstcomer.

4.6 Sensitivity analysis

In this section we carry out further simulations to assess the impact of the choice of the parameter
ζ on the protocol performance. In order to gather a complete sensitivity analysis of fLEDBAT
parameters, we consider several scenarios: (i) a TCP Reno flow competing with a fLEDBAT flow,
(ii) a LEDBAT flow competing with a fLEDBAT flow, (iii) two fLEDBAT flows competing at the
same bottleneck. All flows operate in chunk-by-chunk transmission mode.

As performance metrics, among the ones already defined in Sec. 3.2.2, we considerfairness(η
) andefficiency (F). For the sake of illustration, we also consider theprotocol breakdown, defined
as the percentage of traffic sent by fLEDBAT sources over the total traffic, which immediately
conveys the level of low priority of fLEDBAT with respect to other protocols competing at the
same bottleneck.

4.6.1 fLEDBAT vs TCP

Fig. 4.5(a) shows the efficiency and fairness performance when a single TCP and a single fLEDBAT
flow share the bottleneck; first of all, we can see that low-priority goal is met, as TCP is enjoying
the largest portion of the capacity (fLEDBAT breakdown goesto 0% and fairness drops to1/N ).
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As expected, efficiency is high: as we already observed in Sec. 3.2.5 for LEDBAT, fLEDBAT is
still able to push some bytes on the link, thereby increasingthe overall link utilization with respect
to the case where a single TCP Reno pass through the bottleneck.

With the exception of extremely low values ofζ < 10−3 (which soften the effect of the multi-
plicative decrease, and sharpen the impact of the TCP Renolike additive increase), the low-priority
goal is therefore satisfied. Thus, selectingζ is not a concern as far as heterogeneous fLEDBAT vs
TCP scenarios are considered.

4.6.2 fLEDBAT vs LEDBAT

Fig. 4.5(b) shows the efficiency and fairness performance when a single fLEDBAT flow and a
LEDBAT share the bottleneck. We randomize the start time of both flows in the [0,10] sec interval,
so that the latecomer can be either of the two protocols. In this case, we infer that fLEDBAT
is generally more aggressive (due to the AI dynamic) untilζ grows too large, in which case the
reverse happens (due to the MD dynamic). Specifically, less than 20% of the bottleneck is occupied
by LEDBAT when ζ < 10−2. For larger values ofζ though, LEDBAT becomes increasingly
competitive with fLEDBAT: the crossover happens at aboutζ = 5, after which fLEDBAT becomes
even lower priority than LEDBAT.

In no case, however, the share is fair and a latecomer phenomenon may still arise. Consider
that, when LEDBAT starts first and saturates the bottleneck,it induces a very steady queue. There-
fore, when an fLEDBAT latecomer flow arrives at the bottleneck, it measures an incorrect base
delay. However, as LEDBAT reacts with alinear decrease to the increasing delay, the fLEDBAT
latecomer will not have the opportunity to correct its estimate – as it otherwise does whenever the
firstcomer flow reacts with amultiplicative decrease to the increasing delay. Hence, whenζ is
small, the fLEDBAT latecomer can starve the LEDBAT flow.

4.6.3 fLEDBAT vs fLEDBAT

We finally consider the intra-protocol scenario in which twofLEDBAT flows share the bottleneck.
We set the start time of latecomer flow tot = 10 s, which was shown in Sec. 3.2 to represent a
worst case scenario for the fairness index. Fig. 4.5(c) reports results for varyingζ, focusing on
efficiency and fairness metrics. From the figure, it is clear that fLEDBAT is able to operate fairly
and efficiently under a wide range of parameters. Overall, taking into account also the previous
remark in the intra-protocol fLEDBAT vs TCP scenario, we have that any value ofζ in the gray
shaded zone yields to an efficient, fair and low-priority system.

4.6.4 Tuningζ for multiple-flows scenario.

In this scenario we present results for a varying number of fLEDBAT flows competing at the bot-
tleneck, with inN ∈ [2, 10]. Everyk-th flow arrive attk = k10 s, and we evaluate the performance
only after theN -th last flow has arrived at the bottleneck. Results are reported in Fig. 4.6, where
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Figure 4.6: Variation of the intra-fairness index of fLEDBAT, for different values ofζ and a growing
number of flows.

we select a few values ofζ ∈ {0.01, 0.1, 0.2, 0.5} from the shaded gray zone of Fig. 4.5(c). As
can be seen, it is always possible to find a value ofζ that guarantees fairness for the whole set of
flows, with any values in the range providing good results forthe number of flows that are typically
concurrently active in BitTorrent. Moreover, the very samevalues ofζ that provide fair resource
share, were already shown to provide efficient use of the resources forN = 2 flows in Fig. 4.5(c),
which clearly holds forN > 2 (omitted to avoid cluttering the pictures).

4.7 Appetizer to P2P scenarios

In order to compare fLEDBAT vs LEDBAT performance under other conditions, closer to the
BitTorrent use-case, we finally consider a chunk-based scenario that (i) loosely mimics the behavior
of BitTorrent peers, (ii) employs Internet-like heterogeneous delays and access rates, (iii) considers
background traffic and coupled queues, (iv) addresses the impact of chunk sizes.

We consider two different scenarios: first a single BitTorrent peer and a single queue in iso-
lation, using a more sophisticated traffic model and observing the effect of delay heterogeneity
alone. Second, we study a BitTorrent swarm-like scenario, as close as possible to the actual target
application scenario of LEDBAT, with 100 peers continuously exchanging data among them. In
this case, the state of queues is no longer independent, as data traffic mixes with acknowledgement
traffic in the reverse direction, causing a coupling of the congestion controllers as well. To gather
even more realistic results, we finally add HTTP-like background traffic to the swarm scenario,
studying its impact on congestion controls dynamics.

Before presenting the results of our simulations, it is worth saying a few words on the traffic
model we use to simulate a BitTorrent peer. Like a real BitTorrent source [37], our simulated peers
open a number of connections to otherN peers, but they actively exchange chunks of data with
only a restricted numberM < N of the available peers at the same time (set toM = 5 and
N = 10). We employed different chunk sizes, ranging in[250 − 4096]KB [64], using 250 KB
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chunks unless otherwise stated. At the end of each chunk transmission, the sender chooses the next
destination peer as follows: with apersistence probabilityPP , the sender will send another chunk
to the same peer, keeping the congestion window settings; with probability (1 − PP ), the sender
will choose an inactive neighbor at random, resetting in this case the congestion window to 1. A
detailed discussion of the meaning of different values ofPP is found later on.

We point out that the goal of the study reported in this chapter is not on assessing the impact of
LEDBAT on BitTorrent, that will be the subject of the second part of this thesis. Hence, we chose
not to implement all the application-level details of a BitTorrent source (e.g., tit-for-tat, optimistic
unchoking, signaling, etc.). Rather, our objective is assessing that fLEDBAT does not worsen
flow-level performance with respect to LEDBAT: hence, we argue that this simpler traffic model is
a good approximation of the actual peer interaction given our purpose.

As far as network conditions are concerned, we consider bothFTTH symmetricaccess capac-
ities (C = 10Mbps,B = 100 packets, default unless otherwise stated) andADSL asymmetric
capacities (C = 1Mbps uplink,C = 8Mbps downlinkB = 100 packets). To add further realism,
we simulate both ahomogeneousnetwork setup (i.e., in which all peers have the same propagation
delayRTT = 50ms) as well asheterogeneousscenario (default unless otherwise stated) where
the propagation delay of the access link of each peer is distributed according to realistic delay
measurement [83], with mean equal to 37.9 ms.

4.7.1 Single peer perspective

Let us start by considering a single peer behind a FTTH connection, exchanging 250 KB chunks
with peers chosen according to the algorithm described above: when a chunk transfer is completed,
the source keeps the same destination peer with a probability PP , and changes it with probability
(1 − PP ). fLEDBAT and LEDBAT are simulated separately, i.e., all peers either use the former
or the latter protocol, and we consider both an homogeneous and heterogeneous delay scenario.
For fLEDBAT we set the parameterζ = 0.1, which yielded good performance in the sensitivity
analysis.

In our experiments we explore the full range ofPP ∈ [0.1]. As PP → 0, we expect the per-
formance of the two protocols to be close: indeed, when connections are reset every 170-th packet
(which corresponds to 250 KB chunks), the protocols are basically always in transient state and the
target is not even likely reached during a chunk transfer. Conversely, differences are expected to
arise in the more stable scenariosPP → 1, where congestion parameters are kept across chunks.
Actually, we expect a real BitTorrent source to have a behavior similar to a sender withPP ≥ 0.8:
in fact, one source normally tries to keep 4 out of the 5 “best”(i.e., higher capacity) peers while at
the same time continuously discovering new, potentially “better”, peers (i.e., by means of optimistic
unchoking).

Results of the comparison are reported, in term of efficiencyand fairness, in Fig. 4.7. Since
flows are no longer backlogged, from now on we considershort-term fairness, measured at 1 Hz
rate (i.e., corresponding to a good tradeoff between a minimum number of RTTs to have statis-
tically meaningful results, and a maximum time lag, as flows may die out after a single chunk
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Figure 4.7: Efficiency (top) and Fairness (bottom) of fLEDBAT in the homogeneous (left) and
heterogeneous (right) RTT scenarios.

transfer). Notice that we expect short-term fairness to be harder to achieve than the long-term
fairness considered in the previous sections (hence we expect lowerF values).

At first glance, we remark that under all scenarios andPP values, fLEDBAT is more efficient
(due to AI) and fair (due to MD) with respect to LEDBAT, and thegain is more evident exactly in
the operational range of BitTorrent (i.e.,PP ≥ 0.8). In the homogeneous case depicted in the two
plots on the left, as expected, the fairness gap exacerbatesasPP → 1: in this case, fLEDBAT́s abil-
ity to correctly measure the base delay leads to an increase of the fairness metric. On the contrary,
LEDBAT fairness decreases asPP grows, due to the latecomer issue: the effect is stronger when
PP = 1, as in this case the unfair situation persists through the whole duration of the experiment
and leads to a consistent drop ofF . Similar considerations hold for the heterogeneous case (see
plots on the right), although in this case the heterogeneousdelays introduceRTT unfairness in
both fLEDBAT and LEDBAT, reducing the absolute value ofF (i.e., we do not attempt to account
for theRTT bias in the fairness definition). However,RTT unfairness does not translate into se-
rious issues (such as long time starvation), and fLEDBAT always guarantees a fairness higher than
LEDBAT (as latecomer advantage disappears).

As far as efficiencyη is concerned, when the congestion window parameters are reset at every
chunk transmission (PP = 0), the link capacity is not fully utilized even in the homogeneous
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case. The heterogeneous case further adds inefficiency, as flows with higherRTT increase their
congestion window more slowly, hence further wasting link capacity. However, it is worth pointing
out that the additive increase component of fLEDBAT makes itmore efficient than LEDBAT under
any circumstance, while the multiplicative decrease component guarantees at the same time its
lower-priority with respect to TCP.

4.7.2 Entire swarm perspective

We now consider an entire swarm, where 100 peers continuously exchange data among them using
5 parallel upload slots, as in BitTorrent: hence, the uplinkqueue of each peer contains a mix of
(i) data packets being uploaded to the swarm and (ii) acknowledgement packets related to data
being downloaded from the swarm. As this happens for each queue, P2P traffic interacts both in
the forward and backward directions. Notice also that the end-to-end congestion controls of data
transfers are tightly coupled in a non-trivial way, as in ourmodel each peer maintains multiple
connections to a set of other peers, which moreover dynamically evolve over time. We do not try to
model all BitTorrent dynamics (e.g., chunk trading logic),but rather assumes that peers are always
able to find content where they seek it (i.e., a large file wherethere is enough chunk diversity in the
system). Therefore, we do not attempt at measuring application-level statistics, such as the torrent
download time, but rather focus on the transport-layer fairness statistics.

Unlike the previous scenario, here we fix the persistence probability toPP = 0.8. As shown in
the former experiment, each interruption in data transmission favors LEDBAT, for the consequent
draining of the queue lets the protocol correct the base delay estimation. Under this consideration,
since BitTorrent optimistic unchoking happens on 1 slot outof 5 at low rate (each 30 seconds),
P = 0.8 corresponds to a lower bound (since the chunk transfer can bemuch shorter than 30
seconds) and gives an optimistic (thus, conservative) estimate for LEDBAT fairness. Moreover,
our simulation model also introduces anidle RTT(i.e., time elapsed between the transmission of
the last data packet of a chunk and the reception of its acknowledgment) before a new chunk is sent
to a persistent peer, that actual BitTorrent systems avoid by means of request pipelining and that
thus further simplifies the LEDBAT task. However, we can partly compensate for this effects by
employing larger chunks.

Since homogeneous and heterogeneous RTT scenarios yieldedqualitatively similar results, in
the following we only consider heterogeneous delay settings for more realism, with either FTTH or
ADSL access. Finally, we also simulate a scenario where peers browse the Web while participating
in the swarm: in particular we add an HTTP source from which peers download Web-pages (files
with a size uniformly distributed in the range[0−512] KB) using traditional TCP. There are always
25 peers, selected at random, with active HTTP downloads, sothat a quarter of the total swarm is
always involved in short interactive background Web transfers.

Short-term fairness results are shown in Fig. 4.8: first, notice that the coupling of queues is more
beneficial for the fairness index (for both LEDBAT and fLEDBAT) with respect to the single queue
scenario shown in Fig. 4.7. At the same time, in all cases fLEDBAT consistently achieves higher
fairness than LEDBAT. Larger chunk sizes, as expected, badly affect LEDBAT, because they reduce
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HTTP traffic.

the number of transmission interruptions (which helped in emptying the queues). Conversely,
fLEDBAT appears almost insensitive to chunk size.

Comparing ADSL with FTTH scenarios, we see that in the lattercase a further cause of un-
fairness may arise: indeed, as capacities are symmetric andone peer may have several downloads
ongoing (only upload slots are limited in number), downlinkcan become a bottleneck as well
(e.g., in real systems this may happen in case of popular torrents with many seeds). The impact
of background HTTP traffic is instead beneficial to the fairness of both fLEDBAT and (especially)
LEDBAT: this is due to the fact that peers downloading HTTP data will send out a burst of ac-
knowledgement packets, that possibly cause buffer overflows in the uplink queues (which assist in
raising fairness in LEDBAT, as shown in Sec. 3.2). Background traffic has instead a smaller impact
on fLEDBAT, as the protocol achieves higher fairness without external help.

4.8 Summary

In this work, we proposed modifications to the LEDBAT congestion control algorithm that not
only are able to achievelow-priority inter-protocol(i.e., against TCP) andefficiency intra-protocol
(e.g., with other fLEDBAT flows), but also reintroduceintra-protocol fairness, solving thus the
late-comer issues of the original LEDBAT proposal.

To model the protocols dynamic we used a fluid-model approachwhich allows, on the one hand,
to detect the main issue at the base of LEDBAT unfairness (i.e., the additive decrease component)
and on the other hand, to prove the correctness of fLEDBAT design. We also derived closed-form
expressions for the average rate and queue length in the general case withN sources. Furthermore,
by means of packet-level simulations, we further assess that fLEDBAT can safely operate under a
number of scenarios (such as chunk-by-chunk and backloggedtransmission) as it is not sensitive
to parameter selection and operates reasonably well under awide range of parameters. Finally,
we tested the protocol in multiple-flows P2P-like realisticscenarios with heterogeneous RTTs and
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transfer emulating the operations of a BitTorrent peer, theoriginal target application for LEDBAT.
Our simulations confirm the soundness of our proposal. Indeed, fLEDBAT not only solves the

fairness issue for backlogged flows, but maintains the same good properties of LEDBAT– that is,
it yields to TCP while exploiting the spare bandwidth. Overall, we see that our proposed modi-
fications lead to a demonstrable improvement in performancewith respect to LEDBAT, in terms
of both fairness and efficiency. Our simulations confirm fLEDBAT robustness even under realistic
heterogeneous network conditions, on which BitTorrent canbe expected to operate.

Apart from the intra-protocol unfairness, which was solvedin the general case this work, in our
opinion there is still a critical point in the LEDBAT algorithm definition that remains an open issue.
This issue, described in Sec. 3.2.4 as well as in [78] and debated in the LEDBAT IETF working
group mailing list, concerns the use of afixedqueuing delay target. Such fixed settings (which are
referred to as “magic numbers” in the mailing list) are indeed not a good practice, as they may lead
to undesirable behavior: as a matter of fact, not compliant implementation may set a higher target
with respect to the mandatory standard values (i.e., malicious backlogged users can hence easily
obtaining an unfair advantage over compliant users). Furthermore, a fixed queuing delay target is
not scaling with the link capacity: i.e., while 100 ms queuing may be reasonable for todays ADSL
modem (with large buffer size relatively to their narrow uplink capacities), this will not scale when
high capacity Fiber-to-the-Home (FTTH) access will be ubiquitous. However, while fixed settings
are not robust against malicious or misconfigured implementations, at the same time there is no
obvious way of defining anadaptivetarget without loosing a bounded guarantees on the additional
delay, that interactive applications would like to keep as small as possible.

Finally, while LEDBAT protocol as been also specified as an IETF protocol, we have to keep in
mind that its main application is BitTorrent. Hence we carryout the rest of the analysis in Part. II
using LEDBAT, and not fLEDBAT.
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Chapter 5

Impact of LEDBAT on BitTorrent -
Simulative approach

So far we focused our attention on the investigation of the LEDBAT congestion control behavior
on rather simple settings (i.e., single bottleneck, few backlogged flows, etc.), that are necessary to
unveil the performance from a flow perspective, but that are also fairly far from the P2P settings
in which the protocol is deployed. Moreover, prior analysistypically addressed questions, such as
fairness and efficiency, that are natural from a congestion control context perspective, but are not
directly related with the performance perceived by the users of the overall P2P system.

The main aim of LEDBAT is indeed to fully exploit the access capacity while introducing
only a low extra queueing delay on the end-to-end path[79]. In the context of the popular file-
sharing application, its goal is perhaps better understoodin BitTorrent́s developer words“The
main purpose of uTP is not to increase transfer speeds, it’s to fix the problem of delay. [. . . ] That
said, the fact that uTP doesn’t add significant delay also means that utilization (and speed) can be
increased.”[72] Also, it is clearly understood that users will be the ultimate judge of the application
performance, as observed by Simon Morris, BitTorrent Product Manager“unless we can offer the
same performance [of TCP], then people will switch to a different BitTorrent client."[69].

In this chapter, we refine the understanding of LEDBAT, by gauging its impact on the primary
BitTorrent user-centric metric, namely the torrent download time, by means of packet level simu-
lation onns2. An experimental study on the same issues in real-world networks is presented in
Chap. 6. Results of our initial but careful investigations show that: (i) in case LEDBAT clients
fully substitute TCP clients, no performance difference arise; (ii) in case of heterogeneous swarms,
comprising peers using LEDBAT and TCP congestion control, completion time of LEDBAT peers
can possibly benefit of lower uplink queuing delays, as signaling traffic (e.g., chunk requests) are
not slowed down by long waits in the ADSL buffers.

The rest of this chapter is organized as follows. Sec. 5.1 describes the adopted methodology, as
well as the scenario and parameter settings for the simulations environment. In Sec. 5.2 we present
the main results of our investigation, varying the seeding strategy and swarm population, as well as
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the target settings for the peers within the same swarm. Lastly, Sec. 5.3 draws the conclusions of
the chapter.

5.1 Methodology and Scenario

To carry out our study, we resort to the open-source implementations of BitTorrent [2, 41] and
LEDBAT (introduced in Chap. 3) forns2. Nevertheless some modifications were necessary in
order to successfully integrate both modules, which we shortly summarize in the following with
the help of Fig. 5.1.

As commonly assumed, we consider the bottleneck to be represented by the access link, which
is also one of the main motivations of LEDBAT. As access linkstechnology, we consider ADSL-
like connections withC = 1Mbps uplink capacity (homogeneous for the whole peer population)
and 8 Mbps down link capacity. Coherently with [78], unless otherwise stated, we set the buffer
size toB = 200 full-size packets (corresponding to a few seconds givenC). Access links also
model propagation delay, which is chosen uniformly at random in the interval[1, 25] so that the
average one way delay of the swarm is aboutD = 25ms (i.e., as two access links are crossed in
the end-to-end path connecting any two peers). The target delay for the LEDBAT protocol is fixed
at T = 100ms, which is the default value in the BEP-29 specification [71] and later version of
IETF Draft [79]1 Access modems are then interconnected directly to the Internet, that we model
by means of infinite capacity, null delay links connected through an (infinite switching capacity)
router, to which all ADSL modems are interconnected in a startopology configuration.

We implement two kind of P2P nodes, that model different application settings as far as the
congestion protocol used fordata transferis concerned. We assume that the latest application ver-
sions will by default initiate data transfers using LEDBAT on their uplink, but that they can accept

1An initial set of analysis was performed using a target equalto 25ms, as was specified in early versions of the
LEDBAT Draft, leading to similar final consideration. For this reason, only the results withT = 100ms are reported in
this dissertation.
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incoming TCP data connections (i.e., equivalent to settingbt.transp_disposition=5 in
µTorrent); similarly, older versions initiate TCP transfers, but accept incoming LEDBAT connec-
tions anyway (i.e.,bt.transp_disposition=10). We further model that, irrespectively of
their data transfer settings, applications will use TCP forthe exchange ofcontrol messages. Hence,
a different traffic mixture will possibly compete for ADSL access link capacity and buffer space.
Notice that, while nodes are free to decide what congestion control flavor use for the outbound
connections, they have to comply to other peers settings as far as inbound data connections are
concerned.2

We simulate a (mild) flash-crowd scenario, in which at timet=0 the swarm is constituted by
only one seed, and then 100 leechers join with exponentiallydistributed arrival times (mean rate
0.1 Hz). During each simulation, we discard the first 50 completion samples that happen during
the transient period (more details later on), and consider only the subsequent 50 completion times.
For each parameter settings, we repeat each simulation 10 times, so that statistics represent 500
individual torrent downloads per setting.

As far as the swarm population is concerned, we either consider homogeneous swarms(i.e., all
TCP or all LEDBAT) orheterogeneous swarmswhere the population is equally split, on average,
among LEDBAT and TCP peers (denoted in the following as 50-50). While we reckon that it
would be interesting to explore different TCP vs LEDBAT ratios, we believe this split ratio to be
reasonable: whileµTorrent client is among the most popular clients, there is noprecise agreement
on its popularity (e.g.,µTorrent estimated share varies between 15% in 2006 to 60% in 2008 [86]),
meaning that TCP versions are still around. As a side effect,the population sets size are not biased,
thus the analysis of the results is simpler. Finally, recallrecall that 50% of the traffic goes over
LEDBAT as we saw in Fig. 1.1.

As far as the peer and seed behavior is concerned, we considerthree different scenarios, namely
(i) never leave, (ii) random time, and (iii) immediate leave.

In the first one, peersnever leavethe system after becoming seeds, thus continuing to serve
other leechers in a optimistic swarm configuration. In the second, more realistic, scenario newborn
seeds stay in the system for arandom time. Under this conditions, each time a peer leaves, a new
leecher joins the swarm, so that the swarm size remains constant. Specifically, peers stay in the
system after becoming seeds for an exponentially distributed time, with mean equal to half their
download time (this choice roughly models the BitTorrent netiquette, i.e., to continue seeding until
the uploaded data reaches 1.5 times the downloaded amount).Finally, a worst-case scenario is
considered, in which selfish peersimmediately leavethe swarm after data completion, while new
leechers join to maintain a constant population in the torrent swarm.

5.2 Main results

In this section we report on the most relevant findings gathered using the network simulator, fo-
cusing on the impact of different settings for the swarm composition and seed strategy, as well as

2However, as we will see in Chap. 6 this is not howµTorrent actually works.
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target heterogeneity among different LEDBAT peers.

5.2.1 Swarm population and seed behavior

Simulation results are reported in Fig. 5.2. Top plots referto scenarios where seeds never leave the
system, middle plots to random stay scenario and bottom onesto immediate leave case. Taking
a single run as an example, plots on the left depict how the completion time evolves during the
simulation, ordered by peer completion rank (dark gray background represents the discarded initial
transient period). If seeds stay forever, completion timesshrink down to a point in which leechers
are close to fully exploit their downlink capacity, which isno longer the case when seeds stay only
for a finite time or leave as soon as they end the download.

Middle Fig. 5.2 plots report the completion time cumulativedistribution (CDF) for the different
populations. If peers never leave the system, no differencearises due to the congestion control
algorithm: intuitively, as there is no resource hotspot, peers are able to download from many seeds
at the same time, hence we do not expect congestion to play a major role in this case. Conversely,
when seeds leave the system and are replaced by new leechers,resources become rare, translating
into longer completion times. Notice that completion time in random stay scenarios is affected
by the specific congestion control mechanism adopted by peers in case of heterogeneous swarms
(while performance of homogeneous swarms are alike). Similar observations can be drawn for the
immediately leavecase, in which however the completion time of the heterogeneous swarm differs
more when compared with the two homogeneous ones.

Reasons why this happens can be better understood by lookingat the queue size complemen-
tary cumulative distribution (CCDF) shown in the right Fig.5.2 plots (gathered by sampling all
uplink queues at 10 Hz). Notice indeed that uplink queue of LEDBAT peers is very similar in all
three cases, as LEDBAT tries not to exceed a target delay: deviation from target are due to TCP
control connection sharing the same queue, and latecomer advantage, presented in Chap. 4. On
the contrary, TCP queues can grow long: in scenario (b) and (c), about 20% of the cases, queues
exceed 100 packets, corresponding to more than a second of queuing delay considering full size
packets (as reported in the top x-axis for reference). In the50-50 case, queuing delay aggregates
both LEDBAT and TCP uplink buffers, resulting in an intermediate average system queueing time
(notice that in the 50-50 scenario, a further deviation fromLEDBAT target is due to bursty uplink
ACK traffic of TCP connections opened by other peers in the swarm).

Interestingly, the completion time behavior changes if we consider aheterogeneous swarm, as
shown in the middle plot of Fig. 5.2-(b). Investigating further, we find that LEDBAT peers have
shorter download times in the 50-50 random-stay scenario, as the LEDBAT vs TCP breakdown of
the completion time CDF of Fig. 5.3-(a) testifies (while no difference arises in the heterogeneous
50-50 never-leave scenario). This is a counter-intuitive result, as we would not expect completion
time to be tied to the congestion control used to handle chunks upload: indeed, the completion time
metric relates to thedownloadperformance of a LEDBAT peerP (i.e., a peer using LEDBAT for
its uplink), that rather depends on the uplink performance of other LEDBAT and TCP peers of the
swarm (i.e., peers that upload toP according to the protocol of their choice).
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Figure 5.2: Swarm performance for different seeds holding time (never leave vs random stay vs
immediate leave) and populations (homogeneous LEDBAT vs homogeneous TCP vs heterogeneous
50-50): completion time evolution and CDF, queue occupancyCCDF.

We suspect this unexpected phenomenon to arise due to (i) thedecoupling of the data vs control
connection, associated to (ii) the very large size of ADSL buffers: while large buffers are benefi-
cial to backlogged data connections, they can conversely harm BitTorrent signaling. Indeed, TCP
control connection competes with either LEDBAT data traffic(that strive to keep a low extra delay
on the access buffer) or TCP data traffic (that indiscriminately opens up the congestion window
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Figure 5.3: (a) Breakdown of completion time CDF according to the different peer population in
the heterogeneous 50-50 scenario, for different seed holding times. (b) Swarm completion time
(mean, 1st and 3rd quartiles) as a function of the buffer sizeB for the 50-50 random-stay scenario,
for different peer population.

until loss occur). As ADSL buffers are large, queuing delay of TCP peers can grow up to seconds
(Fig. 5.2): hence, this possibly hampers the performance ofTCP peers, whose control traffic is
significantly slowed down by competing chunk upload to otherpeers and by ACK traffic of down-
loaded chunks. Conversely the shorter queuing delay of LEDBAT peers lead to more responsive
control connections, that opportunistically “steal” download slots from TCP peers (whose request
rate is, as we just saw, slowed down due to self-induced congestion in the access link), as they are
faster in filling the request buffer of other peers. Conversely, this phenomenon was not observed in
case of homogeneous TCP swarms, as all peers fairly competedagainst each other.

To confirm this intuition, we carried out a set of experimentsvarying the buffer size of the
access links. Completion time statistics (mean, 1st and 3rdquartile of the distribution) are reported
in Fig. 5.3-(b) for the 50-50 random-stay scenario, with separate curves for LEDBAT and TCP
peers. According to the results presented in Chap. 3, LEDBATcan be affected by the buffer size
only whenever the target queuing delay exceeds the buffer size, in which case LEDBAT becomes as
aggressive as TCP and becomes a loss-driven protocol. Fig. 5.3-(b) confirms this, in that whenever
the buffer size cannot sustain the target (e.g.,B = 10ms corresponding to a 12 ms full-payload
equivalent delay lower than the 100 ms target), LEDBAT and TCP performance cannot be distin-
guished. Conversely, LEDBAT and TCP show an opposite behavior for increasing buffer size: TCP
data transfer will benefit of the increasing buffer size, translating into slower signaling rates, while
LEDBAT data transfers will limit the extra queueing delay, whatever the buffer size may be (so that
the completion time is roughly unaltered whenB > 50).
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Figure 5.4: (a) Impact of target heterogeneity on performances of two LEDBAT flows and (b) time
evolution of the congestion window in caseT1 = 1.2 T2.

5.2.2 Target heterogeneity

After the initial assessment with fixed protocol parameters, we pursue the analysis by investigat-
ing the impact of heterogeneous target on the protocol performances, under both (i) flow and (ii)
BitTorrent swarm point of view, so to assess if an actual advantage could be reached changing the
default value. As far as the flow point of view is concerned, werun a set of experiment varying
the target ratioT1/T2 in the range[1, 10] whereT2 = 100ms, with an approach similar to the one
used in Chap. 3. Fig. 5.4-(a) reports the result of the simulations, expressed in terms of efficiency
η , average queue lengthE[B] and breakdownBrk . The first two metrics are defined in the pre-
vious Sec. 3.2.2, while the latter one is expressed as the percentage of traffic transmitted by the
first LEDBAT flow, with a variable targetT1, over the total amount of data sent over the link, i.e.
Brk = x1

(x1+x2)

As we saw in the previous chapter, even a small difference in target between the two backlogged
flows causes important variation in the performance. Due to the unfairness issuehighlighted in
Chap. 4, the flow with the highest target value is more aggressive, thus exploiting all the available
resources to the detriment of the flow with the fixed target, asexpressed by theBrk metric. The
unfair situation persists also when the sum of the two targetvalues exceed the buffer capacity,
which happen whenT1/T2 = 6. The gray-shaded zone in Fig. 5.4-(a) highlights the regionin
which both flows face packet drops, thus experiencing the TCP-like loss-basedbehavior. The time
evolution of the congestion window in the case the second flowhas a slightly higher target than the
first one, is reported in Fig. 5.4-(b).

The second part of the analysis aims at gauging the impact of the completion time in case we
consider an heterogeneous target among peers within the same swarm. In this scenario, half of
the population has a fixed targetT2 = 100ms, while the second half uses a different targetT1 so
to explore a ratio ofT1/T2 ∈ [1, 10]. Fig. 5.5-(a) reports the average completion time of the two
set of peers, in therandom stayscenario. As we can see, in this case the peers having a lower
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Figure 5.5: (a) Average completion time and (b) average Buffer occupancy of peers with heteroge-
neous target within the same swarm.

target are able to achieve smaller completion time on average, with respect to the peers with an
higher valueT1. This happen because peers with a lower target setting are more responsive in the
control plane, as they strive to keep less data into the buffer. Thus, they face a lower self induced
congestions, as suggested also from the average buffer occupancyE[B] reported in Fig. 5.5-(b).
On the contrary, as theT1 value increases, the congestion protocol used by those peers will became
more and more aggressive, thus slowing down the timely dissemination of content and requests.
The measured average delay of peers usingT1 settles to630ms, which is more than the double of
the value measured for counterpart peers which use the smallerT2. These results further emphasize
the subtleness of the target parameter settings, as we recapin the summary.

5.3 Summary

In this chapter we studied the impact of congestion control policies on the main BitTorrent perfor-
mance metric, namely, the torrent completion time. We perform simulation inns2, integrating the
open-source implementations of the swarming protocol [41]and our own code for the new con-
gestion control protocol [7]. We simulate small size swarmsconsisting of 100 peers, in mild flash
crowd scenarios. Peers initiate data connections with either LEDBAT or TCP, but can accept any
flavor of incoming connections. Swarm population is either homogeneous (i.e., all new LEDBAT
or all old TCP clients) or heterogeneous (i.e., half new and half old clients). Newborn seeds either
stay in the system forever, or leave immediately after completion, or after a random time, and are
then replaced by a new leecher.

Our simulation results show an interesting and unexpected behavior: thedownload timeat
torrent completion can be moderately affected by the congestion control preferences on theuplink
traffic direction. More precisely, in a heterogeneous peer population scenario where seeds leave
after a random time or immediately, we observed that, as the use of LEDBAT practically bounds
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Figure 5.6: Recap of LEDBAT performances for varying targetsetting.

the queuing delay, LEDBAT can assist peers into faster signaling as a side effect. In turn, this
translates into LEDBAT peers opportunistically gaining download slots faster than TCP peers,
whose control traffic competes with a self-congested accesslink.

As previously highlighted in Chap. 3, the setting of theTARGET is rather a delicate point. The
last versions of the IETF Draft [79] specification, as well asthe BitTorrent BEP-29 [71], suggest a
value equal to100ms. However different implementations with heterogeneoussettings may exists,
as the target was earlier specified to a smaller25ms. Moreover, as in the officialµTorrent client
the target value can be changed, one can wonder which is the better setting to achieve optimal
performances.

We summarize our findings on the target settings gathered in Chap. 3 and in this chapter with
the help of the picture Fig. 5.6. From the flow point of view, a very small target leads to unstable
performances, as the LEDBAT controller strives to limit thebuffer occupancy to low values, for
which few packets makes the difference in the induced queue delay. At the same time, as recom-
mended in the LEDBAT Draft, values higher than 100 ms should not be used, so to avoid interfering
with delay-sensitive application that can share the bottleneck link.3 Moreover, depending on the
actual buffer size and bottleneck capacity, a target set toohigh can lead to the saturation of the
buffer capacity and thus force LEDBAT flows to fall in a loss-based behavior. In this chapter we
saw that from the swarm point of view, in the case we have heterogeneous target settings among
peers of the same swarm, a low target value is preferable, as it leads to lower completion time.
Finally, we must recall that not a single value of target, which is able to adapt to both low and
high-capacity links at the same time, exists.

Overall, while we believe open-sourcens2 implementations of BitTorrent and LEDBAT to be
extremely valuable for the research community, we also believe simulation not to be an entirely

3Along similar lines, ITU recommends [51] to limit the One-Way Delay to values less than 150 ms for an acceptable
quality of voice communication.
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faithful representation of the real world: e.g., [41] does not implement BitTorrent anti-snubbing
and end-game algorithms, while our LEDBAT implementation uses a TCP framing, with a different
overhead than the actual LEDBAT implementation. Moreover,we made the assumption that each
peer can determine which congestion control use among TCP and LEDBATṪhis however is not
entirely true, as we later discover that anhardcoded LEDBAT preferenceis present in theµTorrent
client. Therefore, another direction we pursued to investigate further this phenomena is to perform
real world experiments, using platform as Grid’5000, as we tackle in the following Chap. 6.
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Chapter 6

Impact of LEDBAT on BitTorrent -
Experimental approach

Our previous study presented in Chap. 5 suggests that LEDBATperforms better than standard
TCP, as the use of LEDBAT practically limits the queuing delay to a small target, this translates
into faster signaling as a side effect. However, results in the previous chapter are based solely
on ns2 simulation: it becomes thus imperative to assess whether the observed phenomena also
happens in practice, which is precisely the scope of the study carried out in this chapter.

We run BitTorrent applications in a flash crowd scenario overthe Grid’5000 platform [5],
with special attention to the main user-centric metric, thetorrent completion time. Results of our
experiments confirm our previous simulation results, in that, as observed in Chap. 5, LEDBAT
can reduce the torrent download time. Yet, this experimental study brings new insights beyond
previous findings. Currently, the default settings of BitTorrent yield to the use of amixture of TCP
and LEDBAT traffic. Hence, in this chapter we evaluate how this choice performscompared to the
cases in which all peers use only a single protocol between TCP and LEDBAT. In this case, our
experimental results show that completion time under heterogeneous swarms can be even lower
than all LEDBAT (and, clearly, all TCP) swarms.

The remainder of this paper is organized as follows. First, Sec. 6.1 reports preliminary in-
sights on low-level BitTorrent settings gathered from a local testbed, which are instrumental to our
experiments, whose results are reported in Sec. 6.2. Finally, we summarize the paper in Sec. 6.3.

6.1 Preliminary Insights

As previously stated, the LEDBAT protocol aims at jointly (i) being efficient by fully exploiting
the link capacity when no other traffic is present, and (ii) being low priority by yielding to other
competing traffic on the same bottleneck. In order to achieveboth these goals, LEDBAT needs to
insert only a limited amount of packets in the bottleneck buffer. On the one hand, since the queue
is non empty, the capacity is fully exploited. On the other hand, as the queuing delay in the buffer
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remains bounded, this does not harm interactive applications.

LEDBAT exploits the ongoing data transfer to measure the One-Way Delay (OWD) on the
forward path. While measuring the OWD is notoriously trickyamong non-synchronized Internet
hosts, LEDBAT is interested in thedifferencebetween the current OWD and the minimum OWD
ever observed (used as an approximate reference of the base propagation delay). In turn, this OWD
difference yield to a measure of the currentqueuing delay, that is used to drive the congestion
window dynamics: when the measured queuing delay is below a given target delay, the congestion
window grows, but when the queuing delay exceeds the target the congestion window shrinks.

The impact of this new protocol on the performance of BitTorrent can be affected by essen-
tially two different settings. At a single flow level, LEDBATis primarily driven by the LEDBAT
target delaysetting. At a swarm level, peersrelative preferencefor TCP vs LEDBAT protocols
plays an important role as well. Hence, before running a full-fledged set of experiments, we need
to get some preliminary insights on the settings of the abovetwo parameters. In more details,
these are: (i)net.utp_target_delay, that tunes the value of LEDBAT delay of each flow, and (ii)
bt.transp_disposition, that drives TCP vs LEDBAT preference of the BitTorrent client.

To this aim, we perform a battery of tests in a completely controlled environment involving
one seed and two leechers, all running the latest version of theµTorrent client available for Linux
(3.0 build 25053, released on March 2011). Clients in the local testbed are interconnected by a
100 Mbps LAN and we use the Hierarchical Token Bucket (HTB) ofnetem to emulate an access
bottleneck on the PC running the seed, whose uplink capacityis then capped at 5 Mbps. Any
additional delay was added on the testbed links. The trackeris private within the testbed and is
used to announce a set of three different torrent files havingdifferent file and chunk sizes (file size
of 10, 50 and 100 MBytes, and chunk size of 256, 512 and 1024 KBytes respectively).

To understand the BitTorrent settings, we tweaked the default configuration1 aiming at (i) ver-
ifying the compliance ofnet.utp_target_delayto the imposed delay and (ii) understanding how
bt.transp_dispositionsettings, which controls when LEDBAT is used, impacts the performance of
BitTorrent.

In the case of (i)net.utp_target_delay, usually a single experiment is sufficient to verify its
compliance, since every flow obeys its own setting. Conversely multiple experiments were nec-
essary in the case of (ii)bt.transp_disposition, since the behavior of a peer is affected by the
bt.transp_dispositionvalue of other peers as well.

In the following we summarize the most relevant findings of the local testbed experiments.
Overall, in these tests we captured about 2 GBytes of packet level traces, that we make available to
the scientific community at [10]. The remainder of the experiments, performed on the Grid’5000
platform, are reported in Sec. 6.2.

1µTorrent clients store their configuration in a file which is not directly editable (as it also contains an hash value
on the configuration content, performed by the client itself) and moreover Linux GUIs do not offer the possibility of
modifying the default settings. However, the configurationfile format used by Linux clients is the same as the one of the
Windows clients: hence, we used Windows GUIs to produce a pool of configuration files, that we later loaded in Linux.
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Figure 6.1: LEDBAT Target Settings: RTT and throughput for asingle flow with
net.utp_target_delay=25 ms (left) andnet.utp_target_delay=100 ms (right).

6.1.1 net.utp_target_delay: Target delay settings

Thenet.utp_target_delayparameter stores the value of the LEDBAT target delay in milliseconds,
and its default value is equal to 100 ms as stated in the BEP-29[71]. Furthermore, LEDBAT is also
standardized at the IETF LEDBAT Working Group [79], which specifies 100 ms as amandatory
upper bound value(while earlier version of the Draft referred to a 25 ms delay target).

Yet, the GUI of the Windows client allows to modify its default value, opening the way for com-
petition between legacy applications. This behavior is confirmed by Fig. 6.1, where we show two
experiments, performed at different times, where a single LEDBAT flow sends data on a 5 Mbps
bottleneck, with different values of the LEDBAT target delay. We see in Fig. 6.1 that for both
target delay settings, BitTorrent is using the entire available capacity, and the end-to-end delay
corresponds to the target that we set by means of thenet.utp_target_delayparameter.

As the uTP/LEDBAT specifications [71, 79] refer to a mandatory target value, we comply to
the standard and focus in the remainder on the study of swarmswith the same default value for
net.utp_target_delay. At the same time, we point out that as a future work, it would be interesting
to see whether, by tweaking thenet.utp_target_delayvalue, some peers (or some applications) can
gather an advantage over the rest of the swarm, as we saw in simulation in Sec. 5.2.2.

6.1.2 bt.transp_disposition: TCP vs uTP settings

The second parameter, namelybt.transp_disposition, controls which protocol is used for the in-
coming and outgoing data connection of the client. As reported in the onlineµTorrent manual2,
bt.transp_dispositionis a bitmask that sums up the following behaviors:

• 1: attempt outgoing TCP connections

2http://www.bittorrent.com/help/manual/appendixa0212#bt.transp_disposition
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• 2: attempt outgoing LEDBAT connections

• 4: accept incoming TCP connections

• 8: accept incoming LEDBAT connections

• 16: use the new LEDBAT header format

µTorrent default value is 31, which means that the client willaccept both TCP and LEDBAT
flavors, for either sending or receiving data, possibly using the new LEDBAT header format.

To understand the implications ofbt.transp_dispositionsettings, we perform a number of tests
with heterogeneous settings of the client. Notice that the parameter space we explore and that we
make available at [10] is larger than the one reported in Tab.6.1. Yet, for the sake of simplicity,
we only report in the table the cases that we later study in Sec. 6.2, which already conveys some
interesting information. Notice also that in all the experiments, the seed is set with the default value
bt.transp_disposition=31.

In Case 1, the two leechers A and B have different setting for thebt.transp_dispositionpa-
rameter: more precisely, A should attempt data connection only using TCP while B should use
LEDBAT (and both will accept every flavor in reception). Our experiments show that in this sce-
nario, peer B sends data to peer A using the LEDBAT protocol, which is the expected behavior.
However, peer A sends data to peer B using the LEDBAT protocoltoo, which happens consistently
over all repetitions, and irrespectively of file and chunks size. The reason is that when a LEDBAT
connection from B to A is opened, peer A can use this opened bidirectional connection to send
data to peer B. Besides, as confirmed by Arvid Norberg, one of the main BitTorrent developers, the
µTorrent client has ahardcoded LEDBAT preference, so that in case both a TCP and a LEDBAT
connection will be successfully established, the former will be closed and only the latter will be
used. As we will see in Sec. 6.2, this preference has some important (and beneficial) consequences
on the overall swarm completion time.

In Case 2, leecher A attempts and accepts only connection via TCP (as alegacy BitTorrent
like the old v1.8.2 implementation would do), while leecherB maintains the default value for
bt.transp_disposition(which means to attempt and accept both protocols). In this scenario, any
communication between the two peers are performed using theTCP protocol, which is consistent
and expected for backward compatibility with older BitTorrent clients.

Other cases, not shown in Tab. 6.1, yield to different sharesof traffic between TCP and LED-
BAT. At the same time, since the number of leechers is small, the exact value of the breakdown is
heavily influenced by the seeder flavor as well. As such, we defer a quantitative analysis of such a
breakdown in the next section.

6.2 Experimental Results

We now report the experimental results on the impact of LEDBAT and TCP transport on the torrent
completion time. First we briefly describe the Grid’5000 experimental platform and then focus
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Table 6.1: TCP vs LEDBAT BitTorrent transport disposition.

case peer attempt accept disp A → BB → A comment

1
A TCP * 13

B LEDBAT * 14

Hardcoded

LEDBAT

preference

2
A TCP TCP 5 or v1.8.2

B * * 31

Legacy BitTorrent 

implementations

LEDBAT LEDBAT

TCP TCP

on two case studies, namely (i) homogeneous and (ii) heterogeneous swarms, depending on the
bt.transp_dispositionsettings for the leechers.

Homogeneous settings refer to scenarios were all peers haveeither a TCP-only preference
(bt.transp_disposition=5, which mimic the behavior of oldµTorrent versions or legacy applica-
tions), or a LEDBAT-only preference (bt.transp_disposition=10, in case LEDBAT will prevail over
TCP), or are able to speak both protocols (bt.transp_disposition=31, the current default behavior,
though with an hardcoded preference for LEDBAT as we have seen in Sec. 6.1.2).

Homogeneous settings provide a useful reference, but we must consider also experiments with
heterogeneous scenarios that correspond to what is observed in the Internet with clients that do not
support LEDBAT at all, or that support LEDBAT but as a fallback choice rather than the default
one.

We therefore investigate heterogeneous settings as well, considering scenarios with differ-
ent ratios of peers using LEDBAT and TCP. More precisely, we consider the case where peers
are able to accept any incoming protocol, but have differentpreferences for the uplink protocol
(bt.transp_disposition=13 for TCP, andbt.transp_disposition=14 for LEDBAT). We consider the
case where the preference splits are 50/50, 25/75, or 75/25 to mimic scenarios where TCP vs LED-
BAT preferences are fairly balanced, or biased toward one ofthe two protocols.

Notice that, while there may be several LEDBAT available, different BitTorrent applications
use different default settings (i.e., sticking to TCP preference or embracing LEDBAT) depending
on the success of the new protocol (and the existence of readily available libraries for different
operating systems).

6.2.1 Grid’5000 Setup

We performed experiments on a dedicated cluster of machinesthat run Linux as the host oper-
ating system and using theµTorrent 3.0 client as before. Hosts of the Grid’5000 platform are
interconnected by an high-speed 1 Gbps LAN, and we emulate realistic bandwidth restrictions and
queueing of home gateways by using thenetemmodule for the Linux kernel. As noted in [79] and
experimentally confirmed in Chap. 2 and by [78], ADSL modems can buffer up to a few seconds
worth of traffic: in our experiments, we set the buffer sizeB according to the uplink capacityC so
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thatB/C = 1 second worth of traffic.

We instrumented the Linux kernel to log the queue sizeQ in bytes and packets after each
dequeue operation, logging also the cumulative number of packets served and dropped by the
queue. During our experiments, we disabled the large segment offloading [68] which ensured that
the maximum segment size of the TCP and LEDBAT packets never exceeded the maximum transfer
unit (MTU). In each experiment we used the Cubic flavor of TCP,the default for Linux kernels:
in reason of our previous measurement effort presented in Chap. 2, we may expect Cubic to be
more aggressive with respect to the standard TCP NewReno flavor, and more similar to the default
Compound TCP flavor adopted in recent versions of Windows.

We use 76 machines on the Grid’5000 platform and consider an Internet flash crowd scenario,
where a single seed is initially providing all the content (a100 MBytes file) to a number of leechers
all arriving at the same time (and never leaving the system).Furthermore, each BitTorrent peer
(i) experiences an ADSL access bottleneck [16] and (ii) encounters a self-induced congestion,
unrelated to the cross-traffic.

As for (i), we start by considering 3 simple homogeneous capacity scenarios in which we limit
the leechers and seed uplink capacity toC =1, 2 and 5 Mbps with the Hierarchical Token Bucket
algorithm. For the sake of simplicity, as the qualitative results do not change for different values
of C, in the following we report the results forC = 1Mbps. While it could be objected that
Internet capacity are not homogeneous, we argue that homogeneous scenarios are needed as a first
necessary step before more complex and realistic environments are emulated. Additionally, the
impact of heterogeneous access capacity is a well known clustering effect [20], that we believe to
fall outside of our main aim, i.e., the comparison of TCP vs LEDBAT transport, and that can be
studied with a future experimental campaign.

As for (ii), we are forced to map a single peer on each host of the Grid’5000 platform, as oth-
erwise unwanted mutual influence may take place on multiple peers running on the same hosts.
Given the number of hostsN = 76 we can use, this constrains us on the size of the swarm we
investigate. However, we prefer to take a cautious approach, and avoid to introduce the aforemen-
tioned mutual influence that could bias in an unpredictable way the results of our experiments (see
a discussion on the conclusions).

We repeat the experiments three times for each settings, to smooth out stochastic variability
in the experiments due to BitTorrent random decisions (e.g., chunk selection, choke, optimistic
unchoking etc). Also, we make results of our campaign available to the scientific community as for
the local testbed at [10].

Overall, the volume of collected data in the Grid’5000 testbed amounts to about 10 GBytes. Yet,
we point out that, in reason of the large number of experiments and seeds, we were not able to store
packet-level traces, but only periodic transport-layer (i.e., TCP, UDP traffic amount), application
layer (i.e., tracker) and queuing logs.
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Figure 6.2: Buffer occupancy CCDF (left) and Completion time CDF (right) for homo-
geneous swarms: default settings (bt.transp_disposition=31, top), LEDBAT only swarm
(bt.transp_disposition=10, center) and TCP only swarms (bt.transp_disposition=5, bottom). The
vertical line in the Buffer occupancy plot represent the average of the queue length (in KB and ms).

6.2.2 Homogeneousbt.transp_disposition settings

Results of the homogeneous case are reported in Fig. 6.2. Foreach metric of interest, the figure
reports theenvelopeof the gathered results, i.e., the minimum and maximum curves over the three
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iterations.
We express results in terms of (i) the cumulative distribution function (CDF) of the torrent

completion timeT , on the right plots and of (ii) the complementary cumulativedistribution function
(CCDF) of the buffer occupancyQ of the access link of each peer, on the left plots. The buffer
occupancy is expressed both in bytes (bottom x-axis) and in terms of the amount of delay an
interactive application would experience for the emulatedaccess capacity (top x-axis).

Additional details are reported in the inset of each figure, showing: (iii) the averageE[T ] and
standard deviationσ[T ] of the torrent completion time; (iv) the byte-wise share between TCP and
LEDBAT, with a notationX/Y that specifies thatX% (Y%) of the bytes are carried over TCP
(LEDBAT), with X + Y = 100%; (v) the mean queue sizeE[Q] in KBytes and milliseconds.

In the top row we report the scenario where all peers use default settings (bt.transp_disposition=31),
i.e., the peers are able to speak both TCP and LEDBAT protocols. Middle plots report the case of an
all-LEDBAT swarm (bt.transp_disposition=10), while all-TCP swarms (bt.transp_disposition=5)
are depicted in the bottom row.

Notice that, on the long run, all swarms achieves similar efficiency: looking at the CDF of the
buffer occupancy in Fig. 6.2 we can see that in roughly 80% of the time, after a dequeue opera-
tion the queue is non-empty. That efficiency is also tied to the BitTorrent system dynamics (e.g.,
pipelining of the requests, chunk exchange dynamics, etc.). Also the number of packets remain-
ing in the queue after a packet transmission further dependson the congestion control protocol
of choice. As expected, TCP AIMD dynamics tend to fill the buffer, while LEDBAT strives (and
manages) to limit the queue size.

These behaviors translate into different completion timesstatistics and, especially, completion
times appear to benefit from a mixture of TCP and LEDBAT traffic. We point out that, in the
mixed case where BitTorrent peers are able to speak both protocols (bt.transp_disposition=31),
the following happens: two connections, a TCP and an LEDBAT ones are attempted, and in case
LEDBAT is successfully opened, it is preferred over the TCP one. This translates into a traffic
mixture where about 80% of the data traffic happens to be carried over LEDBAT.

Notice that the queue size alone cannot explain the difference in the completion time statistics
(as otherwise, completion time in all-LEDBAT swarms will bethe lowest). Hence, we conjecture
this result to be the combination of two effects –on the control and data plane– that are assisted by
the use of LEDBAT and TCP respectively. First, a longer queuesize due to TCP can negatively
influence the completion time, by hindering a timely dissemination ofcontrol information(e.g.,
chunk interest). The longer the time needed to signal out interests, the longer the time prior to
start their download, and their subsequent upload to other peers (which harms all-TCP completion
time).

Notice indeed that as in the all-TCP case the one way queuing delay may reach up to 400 ms
on average, this entails that RTT for signaling exchanges may be on the order of a second, that can
possibly slow down significantly the chunk spreading dynamics. Consider then that BitTorrent is
using pipeling to avoid a slowdown of the transfer due to the propagation delay of requests for new
chunks. From our experiments, it appears that the pipelining used by BitTorrent is not large enough
to deal with delays that might be encountered with xDSL connections.
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However, as previously said, the completion times statistics are not fully explained in terms
of the queuing delay, as otherwise all-LEDBAT swarms shouldbe the winner. Yet, while LED-
BAT limits the queue size and avoids to interfere with a timely dissemination of control messages,
LEDBAT is also by design less aggressive than TCP. It followsthat TCP may be more efficient for
rapidly sharingchunks in the data plane. This can in turn harm the all-LEDBAT completion time,
that is slightly larger with respect to the default settingsbt.transp_disposition=31.

Interestingly, our previous simulation study presented inSec. 3.2 shown that a combination of
TCP and LEDBAT can increase the efficiency on the case of two flows sharing a bottleneck link.
Shortly, this happens because the low-priority protocol isstill able to exploit the capacity unused
by TCP (as its rate increases when queuing is low), without atthe same time increasing the average
system queueing delay (as its rate slow down when TCP traffic increases). The experimental results
of this chapter further confirm that a combination of TCP and LEDBAT can be beneficial to the
completion time of the whole swarm as well. Moreover, although the exact shape of the completion
time CDFs differ across experiments (due to the stochastic nature of BitTorrent chunk scheduling
and peer selection decisions), the results are consistent across all iterations.

6.2.3 Heterogeneousbt.transp_disposition settings

Having seen that a mixture of TCP and LEDBAT protocols can be beneficial to the completion
time, we further investigate different shares of TCP (bt.transp_disposition=13) vs LEDBAT peers
(bt.transp_disposition=14), i.e., peers that prefer one of the two protocols for active connection
open, but that can otherwise accept any incoming connections.

We consider three peer-wise shares, namely 25/75, 50/50, and 75/25 (in theX/Y notation,X%
represents the percentage of peers preferring TCP on their uplink, i.e.,bt.transp_disposition=13).
These shares represent three different popularity cases ofLEDBAT, that can be either the default
in only few implementations of the BitTorrent applications(25/75), or compete equally (50/50)
or even be dominant (75/25). We believe these shares to represent illustrative points, covering all
relevant scenarios of the possible population repartition.

The plots in Fig. 6.3 additionally report (i) the average queuing delay, for all the swarm as well
as for different peer classes, (ii) the peer- and byte-wise traffic shares, and (iii) the average system
completion time, as well as the average completion time for peers of different classes.

As for (i), the average queuing delay statistics are as expected, with an increase of the queuing
delay of LEDBAT peers due to bursty acknowledgements in reply to TCP traffic due to TCP peers
in the reverse path. As for (ii), the byte-wise share closelyfollow the peer-wise share. Finally,
let us focus on (iii) the completion time statistics. Interestingly, as Fig. 6.3 shows, while a small
amount of TCP traffic is beneficial in reducing the overall swarm completion time (bottom row), a
large TCP amount can instead slow down the torrent download for the whole system (top row).

Further, notice that completion times are practically the same for LEDBAT and TCP peers (with
a slight advantage for the latter). Hence, differently fromour previous simulation work presented in
Chap. 5, we do not observe an unfairness of completion time between different peer classes within
an heterogeneous swarm. This is due to the fact that the previous simulation analysis considered a
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Figure 6.3: Buffer occupancy CCDF (left) and Completion time CDF (right) for heterogeneous
swarms: prevalence of TCP peers (75/25, top), fair population share (50/50 middle), and prevalence
of LEDBAT peers (25/75, bottom).

simpler model forbt.transp_disposition, that neither (i) accounted for TCP peers using an already
opened LEDBAT connection in the reverse side nor (ii) for thehardcoded LEDBAT preference.
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Figure 6.4: Completion time as a function of the TCP vs LEDBATbyte-wise share (left) and as a
function of the average buffer occupancy (right).

6.2.4 LEDBAT vs TCP in a nutshell

Fig. 6.4 present a summary of our results considered so far.T is the completion time (mean
and standard deviation) for different iterations with bothhomogeneous and heterogeneous swarm
populations. TheT metric is reported as a function of the byte-wise TCP traffic share (left plot)
and of the average buffer occupancy (right plot).

Both plots also report, for TCP traffic shares different fromzero (non-0 TCP) only, a linear
regression of the completion time. Notice that the linear model provides a nice fit to forecast the
completion time performance in presence of different TCP vsLEDBAT mixtures.

Furthermore, as observed in Sec. 5.2.1 by means of simulation, Fig. 6.4 confirms that the
completion time increases for increasing buffer occupancy, which in turn generally increases with
the amount of TCP traffic exchanged.

As previously argued, this is due to a slow-down of BitTorrent signaling traffic, while the com-
pletion time increase of all-LEDBAT swarms is instead likely due to the low-priority of LEDBAT
in the data plane. Hence, we also remark a non-monotonous behavior for the completion time,
that decreases for decreasing percentages of TCP traffic, and then increases again for all-LEDBAT
swarms. As different dynamics takes place, hence the lineardependence only applies in case of
LEDBAT and TCP traffic mixtures (i.e., non-0 TCP traffic share).

Finally, notice that the default BitTorrent settings consistently yield to the shortest download
time we observed in the experiments, which confirms the soundness of thebt.transp_disposition
design decision and settings.

6.3 Summary

In this chapter we asses the impact of LEDBAT (the new BitTorrent congestion control algorithm
for data exchange) on the torrent completion time (the main user QoE metrics) by means of an
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experimental campaign carried out in a fairly large scale controlled testbed.
Our results show that, in flash crowd scenarios, users will generally benefit of a mixture of

TCP and LEDBAT traffic, both in homogeneous and heterogeneous swarms. Interestingly indeed,
results with mixed TCP and LEDBAT traffic show consistently shorter download time with respect
to the case of homogeneous swarms using either an all-TCP or an all-LEDBAT congestion control.
Especially, our results confirm the soundness of default BitTorrent settings, which use both TCP
and LEDBAT protocols and lead to the shortest completion time in our experiments.

This results is the combination of two effects, on the control and data plane, that are assisted
by the use of LEDBAT and TCP respectively. By keeping the queue size low, LEDBAT yields to a
timely dissemination of signaling information, that wouldotherwise incur in higher delays due to
longer queues building up with TCP. At the same time, by its more aggressive behavior, TCP yields
to higher efficiency in the data plane, that results in more timely dissemination of chunk content.
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Chapter 7

Conclusion

7.1 Summary

In this thesis we investigate on the impact ofcongestion controlprotocols on distributed file-sharing
application. Specifically, we concentrate our attention onthe LEDBAT protocol, proposed by the
BitTorrent developers for carrying the data traffic in theircontent distribution service. The main
goal of this protocol is to implement aLower-than Best Effort, which aim to realize a low priority
transport service that (i) exploits the spare bandwidth, i.e., the excess bandwidth with respect to the
fair rate achieved by standard TCP flows (ii) without interfering with the foreground traffic, and in
particular the interactive flows.

Congestion control perspective
In the first part of the thesis we focus on the flow point of view,so to assess the transport-

level performance of LEDBAT as a delay-based low-priority alternative in the wide spectrum of
congestion control algorithms.

To this aim, first we use an experimental approach based on a black-box methodology to study
the performances of the closed-sourceµTorrent client. We exploit a local testbed to investigate
the behavior of different client versions under a set of emulated artificial network conditions, as
bandwidth limitations and enforced delays in the communication path. The considered scenarios
tackled both single-flow as well as multiple-flows competingat the same bottleneck. Our results
show that LEDBAT is a promising protocol, able to fulfill its design objectives. Specifically, it
efficiently uses the spare bandwidth and limits the bufferbloat effect, adding only little to the ex-
isting queuing delay. From the tests performed over ADSL links and the ones in multiple-flow
scenario, we find out that the protocol effectively yields toregular best-effort TCP flows. However,
depending on the flavor and parameter settings of the competing TCP traffic, the aggressiveness of
LEDBAT exhibits different behavior.

To pursue our investigation, we resort to implementing the LEDBAT protocol in thens2 net-
work simulator, using the specification provided by the IETFDraft. The protocol is described as
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a delay-based congestion control, which uses modificationsin the One-Way Delay as indications
of incipient congestion on the end-to-end path. The congestion window of the flow is adjusted
by means of a linear controller in order to reach a fixed amountof inserted queuing delay, that
corresponds to theTARGET parameter. Our simulation results confirm that this design leads to
a low-priority transfer, that yields to other concurrent TCP flows. Then, we compare the perfor-
mances of LEDBAT with other protocols similar in spirit, such as TCP-LP and NICE. Our results
show that TCP-LP is the most aggressive of the three due to itsloss-based design, while LED-
BAT achieve the lowest priority among all. A sensitivity analysis on theTARGET delay andGAIN
parameter of LEDBAT highlight the difficulty in tuning its level of aggressiveness with respect to
TCP flows. Overall, if on the one hand theGAIN has almost no influence, the impact ofTARGET is
rather difficult to control, as even small changes in its value entail steep variations in performances.

The study of two, or more, LEDBAT flows that start at differenttimes and compete at the
same bottleneck revealed anunfairnessissue, that holds both in simulations and real-world experi-
ments on controlled testbed. This unfortunate situation makes the latecomer flow exploiting all the
available capacity, at the expense of the existing transfers, which are forced to starvation. Since
LEDBAT can be used for any background traffic, the normalization of a flawed protocol can have
potentially dramatic effects, because it can severely impact the performance of long lived transfers,
as for instance backups of home users towards virtual storage services. Our investigation identified
the additive decrease component of the LEDBAT as the root cause of this issue, as already pointed
out by related work on congestion window adjustment [32]. For this reason, we present fLEDBAT
(“fair-LEDBAT”), a protocol modification that solves the main theoretical drawback of LEDBAT
yet preserving its original goals. Our solution is proved toconverge to a fair and efficient work
point by means of analytical techniques and to perform undera wide range of settings through an
extensive set of simulations.

BitTorrent swarm perspective
In the second part of this thesis, we focus our attention on the impact of the LEDBAT protocol

on the BitTorrent performance, specifically on the torrent completion time, the metric that best
define the overall users’ quality of experience.

First we resort to simulation, using our LEDBATns2 implementation with the already existing
BitTorrent one [2, 41]. In order to grasp the behavior of the torrent swarms with different degrees of
the new protocol’s diffusion, we considered several population shares, with both homogeneous (all
peers use the same transport protocol) and heterogeneous (mixed peers using TCP and LEDBAT)
settings. Moreover we consider three different seed strategies, with peers that leaves immediately
after the download is completed, or leave after a random time, or stay forever into the system.
Our simulation results show that in a heterogeneous peer population scenario, when peers stay for
a random time or leave immediately, the use of LEDBAT as uplink protocol resorts in a lower
completion time. This is due to the fact that LEDBAT limits the queuing delay at the access, which
in turns helps to achieve a more timely signalling and take advantage over self-congested TCP
peers. To evaluate the impact of the target parameter from the swarm point of view, we setup a
scenario in which peers have heterogeneous target settings, and our results show that peers with a
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lower target value achieved a lower completion time.
Along similar lines, we then evaluated the impact of LEDBAT on BitTorrent using an experi-

mental approach over the Grid’5000 [5] cluster platform. Wetuned theµTorrent client for Linux
in order to set the desired target setting and the preferred transport protocol for data transmission.
As in the study performed via simulations, the scenarios consider both homogeneous and hetero-
geneous swarm population. Results confirmed the findings gathered earlier, namely LEDBAT can
assist in reducing the torrent completion time. Moreover, we discover that even better performances
can be achieved under a precise mixture of TCP and LEDBAT traffic, as in the case of the default
configuration of the BitTorrent client. In this case, the peer which takes advantage from both the
fast signalling provided by the LEDBAT protocol and the highefficiency in the data plane given by
TCP to attain better performances.

Overall, the main contributions of this thesis constitute astep toward the understanding of
LEDBAT as LBE protocol and of the congestion control appliedto the P2P content distribution
applications in general. First, we identified a critical intra-protocol unfairness issue of the origi-
nal LEDBAT algorithm and we proposed a modified solution, which is able to solve the problem
without affecting the attainment of its original goals. Moreover we evaluated the impact of the
LEDBAT protocol on the BitTorrent performances, discovering that it can be beneficial in improv-
ing the quality of experience of end users in terms of both enhanced interactivity –thanks to the
limited queuing delay induced– and shorter content download time.

7.2 Future work

Even though we did the best we could to extensively cover our research topic, some problems and
issues remains unsolved, as usual in the research field. In this section we present the open points
that we would like to explore as future work direction.

Fixed target value
In our investigation on LEDBAT carried out in Chap. 4 we discover and solve a major prob-

lem of the algorithm, which is the latecomer unfairness. However, another critical point remains
unsolved in our opinion, and is related to thefixedvalue for the target queuing delay. This issue,
which has been pointed out also in [78] and discussed in the IETF WG of LEDBAT (for which fixed
settings are seen as “magic numbers”) may lead to non compliant implementations and highlight
the limitation of LEDBAT in following future network evolutions. Hence, anadaptivescheme will
be preferable, to guarantee the lowest level of intrusiveness with respect to delay-sensitive applica-
tions, and to scale to different degree of network capacity.

Interaction between AQM and CC
We mention in the introduction about the existence of two orthogonal solutions to limit the

excessive queuing on the Internet as a results of the bufferbloat phenomenon: local Active Queue
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Figure 7.1: Example of problems arising from the interaction of AQM and CC techniques (ns2
simulation for RED and LEDBAT).

Management (AQM) and end-to-end Congestion Control (CC). If LEDBAT is found to be an ef-
fective way to deal with (low) prioritization and to avoid self-congestion on the access link, for the
time being it is only used by the BitTorrent application. At the same time, an AQM could solve
the problem for all the applications, as all the traffic of an end-user pass through the home gate-
way. At this point, a natural question that arise is about theinteraction of these proposals. Early
investigation carried out with Gong YiXi, supervised together with Dario Rossi during my last year
of the thesis, showed that their interplay can have negativeconsequences, as AQM can induce a
reprioritization of the congestion control protocols. In other words, current scavenging protocols
can successfully realize a LBE priority only if the bottleneck buffer operates according a Drop-
Tail discipline. Fig. 7.1 illustrates the phenomenon, witha breakdown of the link utilization when
5 TCP NewReno (represented with a different shade of green) and 5 LEDBAT (red) backlogged
flows share the same bottleneck. Capacity is set to 10 Mbps andthe buffer has room for 600 ms
worth of queuing delay. Further statistics about the average queue in msE[Q], the capacity share
exploited by the aggregate TCP%, and the average link utilizationη are reported on top of the plots.
In the DropTail case, the LEDBAT protocol operates in a LBE mode, by using the spare capacity
left by NewReno, but the queuing delay approaches half a second on average. In the RED case,
the queue delay is successfully limited to only 4 ms, but at the expense of a slight 3% reduction of
link utilization and a complete reset of the relative level of priority between flows. We believe that
more attention in this direction will be needed in the future.

Data-plane efficiency vs. Control-plane timeliness
In Chap. 6 we investigated on the impact of LEDBAT in BitTorrent performance in a controlled

testbed, and discovered a connection between the data-plane efficiency and the control-plane time-
liness of content dissemination. A future work in this direction will be a more careful investigation
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Monitoring 

peer

Figure 7.2: Schema of the monitoring architecture.

on the control and data plane interdependence, in an effort to assess if a content distribution system
should be designed for data plane efficiency, or for control plane timeliness.

LEDBAT as a tool for inferring bufferbloat of remote hosts
In the introduction of this thesis we saw that nowadays abouthalf of the BitTorrent data traffic

is carried over LEDBAT. In order to quantify to which extent this protocol is able to reduce the
queuing delay of remote hosts, we could setup a monitoring architecture, as depicted in Fig. 7.2.
The architecture is based on passive analysis of BitTorrenttraffic running at a local monitor peerm.
This peer participates in a torrent swarm as a regular leecher and exchanges with remote peersri
data over either LEDBAT (when available) or TCP (legacy clients). The amount of buffering delay
of remote peers can be then inferred exploiting the OWD information provided by LEDBAT or,
with a similar approach, the TCP timestamp option information as specified in the RFC 1323 [54].
Preliminary work, carried out by Chiara Chirichella under mine and Dario Rossi guidance, vali-
dated the methodology on a local testbed against different ground truth and set up the basis for a
wider measurement campaign on the Internet.
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List of publications

We report here the list of already published papers and submitted ones, which are related to this
manuscript.
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[P1] D. Rossi, C. Testa, S. Valenti, Yes, we LEDBAT: Playing with the new BitTorrent congestion
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[P3] G. Carofiglio, L. Muscariello, D. Rossi, C. Testa, A hands-on Assessment of Transport Pro-
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