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Cryptography type vs applications 

 Classical Cryptography 

 Servers, PCs, Smartphones 

 Main constraints =  security, performance 

 Lightweight cryptography for IoT 

 Always connected to a network 

─ Sensor networks, cars, industrial process... 

 Main constraints = security, complexity 

 Ultra-lightweight cryptography 

 Temporary connected 

─ RFIDs, sensors 

 Main constraints = complexity, energy 
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Software metrics 

 Complexity 

 Code size 

 Memory 

 Performance 

 Throughput  

 Latency 

 Energy 

 nJoule/bit 

 Security 
 Physical attack resistance : SCA and Fault 

─ No metrics, just assesment by succes rate, guessing entropy, fault models…  

 Testbench for lightweight crypto in software : FELICS 

Dinu, D., Biryukov, A., Großschädl, J., Khovratovich, D., Corre, Y. L., & Perrin, L. (2015, July). FELICS–Fair Evaluation of 
Lightweight Cryptographic Systems. In NIST Workshop on Lightweight Cryptography. 
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Hardware metrics 

 Security 

 Physical attack resistance : SCA and Fault 

─ No metrics, just assesment by succes rate, guessing entropy, fault models  

 Complexity 

 Gate Equivalent (NAND 4 transistors)  

─ e.g. AES 128-bit key => ~2500GE 

 Memory 

─ RAM, LUTs 

─ Registers 

 Performance 

 Throughput  

─ Block ciphers = clock frequency*nb_bits / nb_rounds 

─ Stream ciphers = clock frequency 

 Latency  

 Energy 

 pJoule/bit 
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Hardware vs Software 

 Hardware is always better 

 Parallelism => more throughput and less latency 

 Energy : at least 20 times lower in HW  

 Security : more side-channel attacks in SW 

─ Many leakage points for DPA 

─ Great SNR 

─ Cache attacks 

Botta, M., Simek, M., & Mitton, N. (2013, July). Comparison of hardware 
and software based encryption for secure communication in wireless 
sensor networks. In Telecommunications and Signal Processing (TSP), 
2013 36th International Conference on (pp. 6-10). IEEE. 
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Lightweight Crypto type SPN 
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SPN with a reflexion 
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Lightweight Crypto type Feistel 
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Summary of common Lightweight Crypto 

Stage TPT Etienne Tehrani 
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Complexity comparison 1 

Poschmann, A., Moradi, A., Khoo, K., Lim, C. W., Wang, H., & Ling, S. (2011). Side-channel resistant crypto for less than 2,300 GE. Journal of 
Cryptology, 24(2), 322-345. 
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Complexity Example 2 with 64-bit blocks 
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Complexity Example 2 with 128-bit blocks 
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Complexity vs throughput vs latency 

 Complexity ~ a . throughput 

 Example with AES-128 

─ Complexity = 10 rounds (unrolled with pipeline) => rate = F 

─ Complexity  = 1 round  => rate = F/10  

─ Complexity =¼ round  (with 32 bits) => rate = F/40 

 Complexity ¹ latency 

 Example with AES-128 

─ Complexity = 10 rounds (unrolled with pipeline) => latency = 10/F 

─ Complexity  = 1 round  => latency = 10/F  

─ Complexity =¼ round  (with 32 bits) => latency = 40/F 
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Energy 

 Very Important for lightweight cryptography 

  Highly depends on complexity and glitches  

P; Conr, P. Schaumont :"the role of energy in the lightweight cryptographic profile", NIST document 
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Energy in HW implementation 

More than 1000 times 
lower than SW 

P; Conr, P. Schaumont :"the role of energy in the lightweight cryptographic profile", NIST document 



Jean-Luc Danger        SR2I301 Page 18 Télécom-ParisTech 

Security 

 Cryptanalysis  

 Depends only on the algorithm 

 More key bits => more rounds => less throughput 

 Side Channel attack 

 Protections by hiding or masking => extra complexity,  at least 

x2 in HW, much more in SW 

 Fault Injection attack 

 Protection by redundancy 

─ Spatial => complexity at least x2  

─ Temporal => performance at least /2 
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Example of masking protection: Threshold 

Implementation*  

 Proven protection against 1st order SCA 

 Use of 3 shares  

*Nikova, S., Rechberger, C., & Rijmen, V. (2006, December). Threshold implementations against side-channel attacks and glitches. In International 
Conference on Information and Communications Security (pp. 529-545). Springer Berlin Heidelberg. 
 

x 

x = x1  x2  x3   

x3 

x2 

x1 

s = s1  s2  s3   

random 
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Example of masking protection: Threshold 

Implementation*  

 Overall architecture 
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TI results 

Complexity x3 

Poschmann, A., Moradi, A., Khoo, K., Lim, C. W., Wang, H., & Ling, S. (2011). Side-channel resistant crypto for less than 2,300 GE. Journal of 
Cryptology, 24(2), 322-345. 
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Conclusion 

 The implementation is more important as the algorithm 

itself, to meet all the properties of: 

 Security 

 Performance 

 low energy 

 complexity  

 Especially for lightweight cryptography 

 HW is always better than SW 

 

 


