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Abstract—We investigate the primary user emulation (PUE)
attack which is a serious security problem in cognitive radio
(CR) networks. There exist three types of PUE attackers: i)
selfish one which aims at maximizing its selfish usage of channel
resource, ii) malicious one which points for obstructing the
operation of CR network, and iii) mixed between selfish and
malicious PUE attacker. For combating a selfish PUE attacker, a
channel surveillance process has to be implemented in order to
determine active user’s identification and so selfish PUE attacker.
An extra-sensing process has to be implemented for observing
new opportunities to access the channel and so for mitigating the
malicious PUE attacker’s effect. Relevant strategies for deploying
the above processes are obtained through a game theory-based
analysis and the exhibition of Nash equilibrium (NE). We show
the NE strongly depend on the network demand, the availability
of the spectrum resource, and the type of the attacker. We also
show the proposed defensive strategies (surveillance and extra
sensing) are efficient for combating the effects of PUE attackers.

Index Terms—cognitive radio, game theory, primary user
emulation attack, spectrum sensing, security

I. INTRODUCTION

OGNITIVE Radio (CR) has been proposed to be a

promising solution for improving spectrum usage by
enabling dynamic spectrum access. A prerequisite to this
kind of secondary access is that there has no interference to
primary or licensed system. This requirement makes spectrum
holes exploration to be a key function in cognitive radio
systems. Several approaches for determining spectrum holes
such as spectrum sensing and spectrum access database service
have been considered. Spectrum access database service-based
methods enable to provide an accurate and reliable spectrum
information service. However, the database-based approach is
expensive and requires perfect knowledge of primary system
including propagation models and locations of clients, and
fast dissemination of spectrum updates [1]. On the other
hand, spectrum sensing approaches provide a less accurate but
cheaper and more flexible method for discovering spectrum
holes for a wide range of network types. But, spectrum sensing
suffers from two security threats [2]: primary user emulation
(PUE) attack and spectrum sensing data falsification (SSDF)
attack.

SSDF attack is the attacking case where malfunction CR
users or malicious attackers may share incorrect sensing data
causing a degradation on the accuracy of the collaborative
spectrum sensing process, and hence on the operation of CR
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system. Several methods such as statistical reputation-based
attacker elimination [3]-[7], and consensus-based mechanisms
[8] have been proposed to counteract SSDF attack.

PUE attack is a more active attacking approach to the
spectrum sensing process where attackers emulate and transmit
a similar primary signal on the sensing period. The presence
of an emulated primary signal may lead to a prohibition
of secondary accessing to the sensed channel immediately.
Several works have investigated PUE attack problem. In [9],
the authors proposed localization-based transmitter verification
scheme to defend against PUE attack. CR system will verify
the location of primary transmitter through the received signal
power to determine whether the primary signal is original
or emulated. However, this method is inapplicable to mobile
primary transmitter cases. Furthermore, the received power of
PUE signal at CR users can be completely emulated by a
revived transmission with an array antenna. In [10], frequency
deviation feature of FM signal is utilized to distinguish be-
tween a primary wireless microphone signal and an emulated
one to combat the PUE attack. However, recent achievements
in hardware processing enable CR devices to generate a
emulated primary signal perfectly, without too much effort.
In [11], [12], another approach to defense against the PUE
attack is to treat the PUE signal as the same as a jamming
signal. Therefore, channel hopping is the proposed solution.
However, there still have vulnerabilities if attackers conducts
multiple channel attacks.

Notice that PUE attacks can be classified into two types:
selfish and malicious PUE attacks. A selfish PUE attack aims
at occupying attacked spectrum band for selfish use whereas
a malicious one aims at obstructing operation of CR network.
So selfish PUE is a security threat that affects the fairness
of the secondary access of CR system, while malicious PUE
is similar to the conventional Deny-of-Service (DoS) attack
which is an irresistible problem in wireless systems.

Depending on the type of PUE attack, we can determine
a good strategy to deal with. In the selfish PUE attack case,
an attacker usually uses the attacked channel selfishly after
succeeding in performing PUE attack at a sensing duration.
Meanwhile, it is possible to determine the users’ identifications
in any communication links. Therefore, a channel surveillance
process, which observes disallowed secondary-accessing chan-
nels on the data time after a sensing period, can help to detect
the illegal occupation of the channel and identify the selfish
PUE attacker. In the malicious PUE attack case, an attacker
mostly targets to transmit PUE signal at sensing period to fool
the spectrum sensing system of the CR network. Fortunately,
it is possible to retrieve the opportunity of using the attacked



channel by re-sensing the attacked channel on the next data
time. Therefore, an extra-sensing process which senses “busy”’-
declared channels at data duration can help to mitigate the bad
effect of the malicious PUE attack.

However the concern is about when and how often the
attacks and the channel surveillance or extra-sensing processes
should be performed by the attacker and CR system defender,
respectively. Since there are conflicting objectives and tradeoff
between cost and benefit of both attacker and defender, game
theory, which mathematically studies the interaction among in-
dependent, self-interested players [13] is well-adapted. Notice
that game theory has already been used in many similar (but
different) CR network problems [11], [14]-[16]. For example,
[11] deals with PUE attack and game theory, but its authors
focused on the optimization of the probabilities to sense or
attack one channel among several ones through the derivations
of the Nash equilibrium. In this paper, we do not deal with
avoiding the attack but rather with catching the attacker and
switching on the surveillance process as seen later.

Our problem is formulated as a non-zero-sum game with
incomplete information [17] for the selfish, malicious and
mixed (selfish and malicious) cases, and the corresponding
actions, i.e., channel surveillance, channel extra-sensing and
mixed processes. As the game is non-collaborative since
each player would like to optimize its own objective without
collaborating and so discussing with the other one, the “most”
reasonable strategy for two players is to apply the strategy
provided by the Nash equilibrium (NE) points [18]. Therefore,
the main objective of the paper is to determine the NE of the
formulated games.

The remainder of this paper is organized as follows. In
section II, system model is provided. In section III, the game
for one type of PUE attack (either selfish or malicious ones)
is formulated. We especially exhibit closed-form expressions
of the NE for both types of attacks. In section IV, the general
surveillance game is investigated. In section V, some numerical
results are shown. Conclusions are drawn in section VI.

II. SYSTEM MODEL
A. Network model

We consider a CR network which performs secondary
access to a licensed band. In order to simplify the analysis
and focus on the effects of the proposed surveillance approach
on the PUE attack, we assume that the CR network includes
two separated sets: network management entities, which are
responsible to implement sensing and surveillance processes,
and network utilization entities, which are users exploiting the
services of the network.

As detailed in Fig. 1, time is divided into super-frames,
each of which includes sensing frame and data frame. In
sensing frame, dedicated sensing engines sense to detect
primary signal, while all users must vacate the channel to
ensure the accuracy of spectrum sensing process. The sensing
engines can adopt various sensing techniques, which may also
include cooperative sensing, as long as the sensing accuracy
is as high as possible. Since the sensing system, through the
network management set, is independent of network users set

which may include adversaries or malicious users, the sensing
results are assumed to be fair. So, before every data frame,
the network management set provides its information about
available channels by broadcasting the channel status to all
users. In data frame, users may adopt multiple coordination or
contention approaches to obtain channel access, if the channel
is announced to be free according to the result of the sensing
process. On the other hand, if the channel is announced to be
occupied by primary user, all secondary users are prohibited to
use the channel. Any secondary transmission on the disallowed
channel is illegal and considered as a PUE attacker.

«— Super frame (i-1)-th

Super frame i-th Super frame (i+1)-th——»

Sensing Sensing Sensing
frame frame frame
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channel and make sensing

o - Malicious PUE attacker may continue transmitting
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Figure 1. Timing frame for network operation
B. Attack and counter-action model

To a certain channel, a PUE attacker can either transmit or
not transmit an emulated primary signal at a sensing frame.
We assume that the sensing engines cannot distinguish the
emulated and legitimate primary signals. Thus, the PUE attack
will not be detected in the sensing frame. In addition, during
PUE attack, the attacker cannot know the true status of primary
signal on the attacked channel because it is busy to transmit an
emulated primary signal in the same channel. This means that
the PUE attacker conducts the attack in a blind information
on the real primary signal’s status.

Concerning the defense against selfish PUE attacker, we
assume that a fixed format of data frame is used for ex-
changing data at all CR users including selfish users. The
format contains the identifying information of a user such
as medium access control (MAC) address. Therefore, CR
users can be identified by observing transmitted signal in data
frame. Channel surveillance process conducting on disallowed
secondary access channels can determine selfish attackers if
they are present. Once a selfish attacker has been detected,
punishments such as a network isolation or a bandwidth lim-
itation could be adopted to eliminate or penalize the attacker.
This surveillance process is assumed to be implemented by
network management entities. Concerning the defense against
malicious PUE attacker, we propose to re-sense the channel
before transmitting data to re-determine the true status of the
channel by an extra-sensing process within the data frame.

C. The PUE attack and side information probabilities

At a sensing frame, there are three possible participators
operating on the channel:
e The legitimate primary user which can have two follow-
ing states: “active” and “inactive’.
o The network management entity which always imple-
ments a sensing process for discovering the occupation



state of the channel, and returns two possible statuses:
“busy”, and “idle”,
Notice that this response occurs when the spectrum
sensing detects an channel occupation because of the
presence of the primary user or of the attacker, or because
of a false alarm.

o And the PUE attacker which may perform two actions:
“attack” (A), and “no attack” (NA).

Let 7y be the probability that the primary user is inactive.
In the remainder of the paper, we also need the four additional
probabilities associated with the above-mentioned states:

o Let p4 be the probability that the answer of the sensing
engine is busy when the attacker’s action is A. By
noting Prj4 and Pp 4 as the false alarm and detection
probabilities of the spectrum sensing engine when the
channel is attacked, one can easily check that py =
Pr [busy|A] = moPpa + (1 —70) Ppja.

o Let py be the probability that the answer of the sensing
engine is busy when the attacker’s action is NVA. Once
again, by noting Pr and Pp as the false alarm and detec-
tion probabilities of the spectrum sensing engine when the
channel is not attacked, we have py = Pr [busy|NA] =
w9 Pr + (1 — 71'0) Pp.

o Let p4 be the probability that the channel is not used by
the primary user while the sensing engine claims busy
and the attacker attacks. Thus p4 = Pr [inactive|busy, A).
Using Bayes’s rule, we obtain p4 = FQPF‘A/pA.

e Let py be the probability that the channel is not
used by the primary user while the sensing engine
claims busy and the attacker does not attack. Hence
pn = Pr [inactive|busy, NA]. Similarly, we have py =
moPr/pN.

III. THE SINGLE TYPE OF ATTACKER CASE

In this section, we formulate the game where the PUE
attacker has one of the two behaviors: the selfish case and
the malicious case.

A. Elements of the game

The game for a single type of attacker is illustrated in Fig. 2.

Attacker

(Vao)

Sensing frame

(Va2) (Va3)
n

Data frame

Figure 2. The common game for the single attacker type case

1) Player set: T' = {Attacker, Defender}.

o Attacker who emulates a primary user in order to use the
channel for its own interest.

o Defender who monitors the channel in order to defense
against Attacker.

2) Pure strategy set: At a sensing frame, i.e., the beginning
point vy in Fig. 2, an attacker may select action A or action
NA. The sensing engine conducts the sensing process and
returns either state “busy” or state “idle”. Thus, there are
four possible events {A,busy}, {4,idle}, {NA,busy}, and
{N A, idle} which define four corresponding information sets
Val, Va2, Va3, and vgq.

During the data frame, for each information set, the attacker
can select the actions accordingly.

o At vg, ie., {A,busy} event, the attacker may select
action Extra-action (X) to perform an extra-action on
the attacked channel, or action Leave (L) to leave the
attacked channel.

Action X here depends on the type of Attacker type. If
Attacker is a selfish one, X will be action Use (U) to use
the channel selfishly. If Aftacker is a malicious one, X will
be action Attack (A) to continue attacking the channel for
being sure that the network can not retrieve the channel
by the extra sensing process.

The reason to choose action L may be twofold: the
attacker does not want to be caught by the defender or
does not want to waste its resource if the channel is really
occupied by an legitimate primary user.

o At vg9, and Vg4, ie., {A,idle} and {NA,idle} events,
the attacker does the only action normal Operation (nO)
which means the attacker behaves as the same as a normal
user since the state “idle” is declared.

e At v,3, the attacker does the action L because it does not
perform attack at the sensing frame.

In summary, Attacker may have five possible combined ac-
tions: A-X, A-L, A-nO, NA-L, and NA-nO. Due to the uncon-
trollable impact of the sensing process, Attacker can have three
pure combined strategies as follows.

i) Strategy S,1 = [A-X,A-nO] where the attacker performs
PUE attack at sensing frame. If sensing process declares
“busy” state, then Attacker will perform an extra-action
on the attacked channel at data frame. Otherwise, Attacker
operates as the same as other normal users at data frame.

i) Strategy S,o = [A-L,A-nO] where Attacker performs PUE
attack at sensing frame. If sensing process declares “busy”
state, then Attacker will leave the channel at data frame.
Otherwise, Attacker operates as the same as other normal
users at data frame.

iii) Strategy S,3 = [NA-L,NA-nO] where Aftacker does not
perform PUE attack at sensing frame. At data frame,
Attacker will do nothing on the channel if sensing process
declares the state “busy”. Otherwise, Attacker operates
the same as a normal user.

The set of the strategies of Aftacker is now denoted by

Sa = {Sai}-

For Defender, there are two information sets Viyey =

{va1,va2,vas} and Vige = {vas,v45} corresponding to the



state “busy” and the state “idle” of the declared sensing result.
Then, Defender may have the following actions:

o Defense (D) where Defender implements a defense pro-
cess during the data frame.

— If the game is formulated for the selfish attacker type,
D will be a Surveillance (S) process, which can help
to identify the selfish attacker.

— If the game is formulated for the malicious attacker
type, D will be an Extra semnsing (ES) process,
which can help to retrieve the true channel state by
continually sensing the channel at the beginning of
data frame.

e No action (N) where Defender does not implement any
defensive action in the data frame

o No Defense (ND) where Defender does not consider
defending the channel due to the return of state “idle”
of the sensing process.

It can be seen that ND is the only option for defender when
the state “idle” is declared, while the defender can randomly
select D or N when the state “busy” is declared. Therefore, the
defender may select randomly one of the two pure combined
strategies:

i) Strategy Sq1 = [D,ND] where the defender implements a
defensive action during the data frame if the state “busy”
is declared and does not defend the channel otherwise.

ii) Strategy Sgo = [N,ND] where the defender does not
implement a defensive action during the data frame if
“busy” is declared and does not defend the channel
otherwise.

The set of the strategies of Defender is now denoted by
Sp = {Sai}

3) Mixed and behavioral strategies: So far, the introduced
game is a pure strategy game. Obviously, in practice, the
players will choose randomly their actions. Then the game
becomes a mixed-strategy game. Thus we define the mixed
strategies of the attacker and defender by

{ JA:{O'a17Ua27a'a3} (])

op = {0d17 UdQ} )

where o, is the probability of selecting the pure strategy Sq;
of the attacker, o4; is the probability of selecting the pure
strategy Sg; of the defender, i.e., 041 + 042 + 043 = 1 and
oq1 + 042 = 1.

The behavioral strategies, which are the mapping to give
probabilities to the actions available at an information set [13],
are defined for the attacker by

61(41}&0) = {p7 1- p} )
By ={g,1-q}, 2
ﬂﬁlvaz) _ 1(4%3) _ ﬂl(qvazx) ={1}.

That is, in the information set v,g, the attacker selects actions
A with probability p and NA with probability (1 — p), and
in the information set v,;, the attacker performs action X
with probability ¢ and action L with probability (1 — ¢), etc.
Similarly, the behavioral strategies for the defender are defined

B — (1 —r},

where r and (1 — r) are the probabilities of selecting action
D and N in information set Viysy.

The game formulated in Fig. 2 is a game with perfect
recall. Therefore, according to [19], the mixed and behavioral
strategies are outcome-equivalent. This means that we can
retrieve the behavioral strategies from the mixed strategies.
Indeed, we have

P = 0q1 + 0q2,
q = Ual/(aal + Ua2)7 (4)
T =0d1-

4) Payoffs and the induced normal form: Denote preis

and Pj 24 are the payoffs for Attacker and Defender when
Attacker plays S,; and Defender plays Sg;. According to
Table I which provides the normal form of the game in Fig. 2
(where A-X is replaced with A-U or A-A and D is replaced
with S or ES with respect to selfish attacker type or malicious
attacker type), we obtain the following payoff values:

PpaviSin = pyPrXP 4 (1 —py)
P%S”M;Sdg _ pAPTI?-X;N + (1 _pA) P;;A-nO;ND

P;rgaz;Sdl _ pAP,‘?'L"D + (1 _ pA) P;?-nO;ND 5)
P§u2;sd2 _ pAPT/r\—L;N + (1 _ pA) P?'HO’ND ;
Pfag;Sdl — pNP7IlYA—L,'D + (1 _ pN) P,,]]YA_nO"ND

Pfas;sdg — pNP7]:/A-L,'N + (1 _ pN) PTIFVA-nO;ND

A-nO;ND
P‘ﬂ'

where 7 is either a or d.

Table T
PAYOFF MATRIX OF THE INDUCED GAME

° Sq1 = [D,ND] Sa2 = [N,ND]
Sa1 = [A-X.A-nO) [P(LSal%Sd17PSQ1§Sd1] [Pfa1§sd27psa1?sd2}
Sa2 = [A-LA-nO] [P(,‘Saz;sdl,P a2;Sd1] [P{;Sa2?sd2’P a2?Sd2}
Sas = [NA-LNA-nO] [Pfa3§sd17pd a3§Sd1] [Pfas;sd,z’ P, a3?sd2}

Let us define some intermediate costs/gains related to play-

ers’ actions. Let us start with those associated with Attacker:

e (4 is the cost for implementing PUE attack. This cost
may include many factors, in particular the transmitted
energy and the processing cost.

e Cy is the cost for using the channel at the data frame.
This is the cost that a selfish attacker pays for transmitting
data.

o G is the benefit of using the channel for any CR users at
one data frame. This is mainly the benefit on bandwidth
utilization.

e ¢¢ is the penalty for being captured by Defender if At-
tacker is selfish. This penalty could be either a decrease in
future allocated bandwidth resource or even an isolation
from the network to the detected selfish attacker.

o () is the benefit of PUE attack if Attacker is malicious.
This benefit is essentially equivalent to the degradation
of the network due to malicious PUE attack.

Let us move on those associated with Defender:



o CJg is the cost for implementing the surveillance process
at the data frame. This cost is paid for receiving and
decoding the signal on the channel of interest to identify
its owner.

o (g is the benefit for capturing selfish attacker during the
surveillance process of data frame. This benefit is the
gain of having more bandwidth and more fairness for
other users by punishing the selfish attacker.

o Cg is the cost for implementing extra spectrum sensing
process in malicious attacker’s case. This cost is used for
receiving and detecting if a channel is occupied or not.

o G is the benefit of obtaining available channel by the
extra spectrum sensing process in malicious attacker’s
case.. This benefit is the gain of having more bandwidth
when the channel is detected to be free.

The payoffs for each pair of pure actions of Attacker and
Defender are then defined in Table II in the next section.
Notice that some action pairs in Table II are not defined yet
since only related to the general case.

5) Expected payoff: The expected payoffs of the attacker
and defender are determined by

3
Sai;S .
Ua(oa,0p) =3 3 04i0gi P =Y 0gUS,
i=14=1 i=1
3 2 Suiiba ’
Up(0a,0p) =" > 0aiogi P77 = 3 oqU; ",
i=1j=1 =1
(6)
where
Sai . N2 Sai;Saj
Uar =2z oafe” ™)
Udd'7 =2 im10aiP;"" .

B. Nash equilibrium for the selfish case

The Nash equilibrium (NE) is defined as the point where
each player in a game has selected the best response (or one
of the best responses) to the other players’ strategies. The
best response is the strategy (or strategies) playing on which a
player gains the highest payoff given other players’ strategies
[18]. In the channel surveillance game for the selfish case, the
NE is, therefore, defined by {c%, o}, }, where

{ Ua(oh,0p) 2 Ua(0a,0p), Y04,
Up (0%,0p) 2 Up (0),0p),Vop.

®)

In general, the NE of the game can be determined by searching
all strategy profiles of both the defender and attacker that
satisfy (8). Since the formulated game as shown in Table I is a
bi-matrix (2-player) game with low number of pure strategies,
we can obtain the closed-form of the mixed strategy NE by
determining the intersection of the two best response (BR)
function of each player. Then the NE behavioral strategies are
computed based on (4).

The expected payoff of Artacker in the selfish case for
playing each pure strategy S,; over all Defender’s strategies
are calculated according to (7), Table I, and Table II as follows.

USer = papa (Gu — oa1c) — Ca — paCu,
Uer = —Ca, )
Udaz = 0.

Similarly, the expected payoffs of Defender for playing each
pure strategy are given by:

U™ =[papaGs — (pa — pn) Cs) 0ar
— (pa —pn) Cs0a2 — pnCs,
USe —q,
Based on (9) and (10), we obtain the detailed NE for the mixed

strategies of the game given in Table I for the selfish case in
Result 1.

(10)

Result 1. The NE for the mixed strategies of the game given
in Table I for the selfish case is computed as follows.
1) If C4 > By then 0% ={0,0,1},05 = {0,1}.
2) If Cs4 < By then
a) If Gs < Gg then o’y = {1,0,0},0}, = {0,1},
b) If Gs > Gy then
_ {0(0) 0, J(O)}’

a17
op = {Udl ’Udl }
i) if Ca < BY = o = {1,0,0},0} = {1,0},

Q
%

i) if C4 > BS =

B = Gy —-C )
where Go = Cs/pa, { B% :%AU(p—ApAUpA¢CU)
o) = el ou = P,
o _ ) T and ey PG
al — al> B ar
Proof. See Appendix A -

Substituting Result 1 into (4), we can determine the NE
of the behavioral strategies, i.e., the probabilities p, ¢, and
r. Hereafter, we interpret Result 1. When the PUE attacking
cost C4 is too high, the NE says the attacker to stay inactive
(023 = 1). Then Defender does not have to monitor the
channel (0, = 1). Similarly, when the gain for capturing
illegal attacker Gg is too low, Defender will not implement
the surveillance process (o;; = 0). The derivations of the NE
confirm the intuition but provide the thresholds for C'4 and
(G's. Moreover, in-between, the solution is not straightforward
for the NE (see item 2(b)i in Result 1) and our result shows
the values to choose.

When the attacker is captured, its punishment consists
of banning it for the access to the radio resources. As a
consequence, the saved radio resources will be beneficial for
the rest of the network which implies that G depends on the
being captured penalty ¢ and on the network demand k;. For
sake of simplicity, we assume Gg = kppc. In addition, we
assume ¢c = kcGy with ko a non-negative penalty factor.
Notice that the NE only depends on k; and ke when the
using, attack, and surveillance costs and the probabilities of
detection, false-alarm and presence of primary signal as well
as the network are fixed. We also consider C'4 < By which
corresponds to the non-trivial case and also to most networks.
We then have the following remarks.

Remark 1. Let C4 < By. If k¢ is fixed, NE depends on ky,
and Result 1 leads to
D) If ky < Ko then %, = {0,0,1}, 03, = {0, 1},
2) If ky > Kq then
_ 0
a) if ko > KL then { Th= {"al 0,37}

op = {Udl 7%1 }



b) if ko < K} then 0%, = {1,0,0}, 0%, = {1,0},

_ Cs 1 _ Bu—=Ca
where Ko = kcpaGu’ C 7 papaGu’

Remark 2. Let C4 < By. If ky is fixed, NE depends on k¢,
and Result 1 leads to

1) If ke < K then oy ={0,0,1},0%, = {0,1},

2) If k¢ > Kg then

« _ g (0) o ~(0)
a) If ky < K, then 01*4 - {U%(l))?(iv(g)al b
%p = dl ¥ dl }7
b) Ifkb > K then
* 0) 4 =(0)
i) g g ,0,0,
i) if ke > KL = A {c(t(l)) _(0)1}
0p =104+ 041"},
ii) if ke < K& = 03 = {1,0,0},0% = {1,0},
. re .
with Ky = 5260 Ko = mpien

C. Nash equilibrium for the malicious case

In this subsection, we consider the game given in Table I
for the malicious case. The expected payoff of Attacker and
Defender for playing each pure strategy are calculated based
on (7) and Table II by

USat = papaGar — Ca (1 +pa),

Uez = —Cla, (11)
U(*IsaS =0,
and
U™ = — 03paCe + 0a2pa (paGr — Cp)
+ 0a3PN (pNGE - CE) ) (12)

Us 0.

Result 2. The NE for the mixed strategies of the game given
in Table I for the malicious case is computed as follows.
e If Gar > GY) then 0% = {1,0,0} and o, = {0,1}.
e If Gy = GJSI) then o = {«,0,a} and o}, = {0,1},
where o € [0,1] and & =1 — .
o If Gy < Ggg) then
— IfGg < G then 0%, = {0,0,1} and o7, = {0,1},
— Otherwise, o% ={0,0,1} and o} ={1,0}.

where G(O Caltpa) gpg G(O)
PAPA pN
Proof. See Appendix B O

Result 2 shows that both the malicious attacker and the
defender behave according to its own profit, i.e., Gy, GE.
G s is equivalent to how much damage that a malicious attack
could cause to the CR network. Therefore, it is proportional
to how gain/benefit to use the channel and how necessary
that the CR network needs to use that channel. Without lost
of generality, we consider Gj; = kG, where Gy and ky
are similar to those defined in the previous section. G is
equivalent to how much benefit that the network can obtain if
the extra-sensing process returns an availability of the channel.
The extra-sensing process should be conducted when the
network needs more channel resource for transmitting data.
Hence, without lost of generality, we assume Gg = Gy .

Besides, since the extra-sensing cost C'g is normally smaller
than the attacking cost C4 we also assume that Cp < Cy.

In next result, we analyze precisely the constraints on the
introduced parameters and the corresponding NE points given
in Result 2.

70 _ CgPp
Remark 3. Let { (()1) CEPDJF(CGX”EleD)‘PAF)

o GUPF|A]E()>+CA(PD\A Ppia)’
GSJ) =Cy (1 + ﬁ) and kéo) = G—‘{] The NE points

given in Result 2 are equivalent to the following cases:

o If Gy < Cg, then 0%y ={0,0,1} and o}, = {0, 1}.

. IfCE < GU < G(O), then
- If7r0<7r(() then o* = {0,0,1} and o}, = {0,1},
- Ifmo > m, 0, then o% = {0,0,1} and o}, = {1,0}.

o If Gy —GU,theno = {w,0,a} and o}, = {0,1},

whereozEJO Nanda=1-a.
o If Gy > G[?), then

- Ifky < klgo)’ then

. o) o = {0,0,1},
x If mg < mqn ’, then o
o <o D:{{o 1}}
. (0) oy =10,0,1
x if mg > 7wy, then ot = {1,0},
_ _ (0) 02:{a307d}7
If ky =k, then U}‘):{O,l},
- If ky > K, then
* l.fﬂ'oéﬂ(()o)’ then{ gfi{{%agy}l}v
D — ) )
* lf’]T < 7o <’]T(()1), then{ Zfi{{?v%,}l}7
D — ) I
oo (D) oy ={a,0,a},
x if my = 7y ', then ot = {0,1},
() 022{17070}7
* if mg > my , then <
if mo o =1{0,1}.

IV. THE GENERAL TYPE OF ATTACKER CASE

In a general case, a CR network may suffer from various
attackers of either selfish type or malicious one. Therefore, an
attacker can know his own type but the defender cannot know
exactly what type of the attacker is playing. And both of the
players do not know the action of the opponent as well as the
a prior probability of attacker’s type. The game is therefore
a simultaneous-move game with incomplete information or in
other word a static Bayesian game.

In order to handle such a Bayesian game where player has
many types, Harsanyi has proposed to add a move of a third
player “Nature” at the beginning of the game [17] to decide
the types of player based on a common prior assumption
(CPA). In our game, the “Nature” assigns common prior
probability of § for selfish attacker type and (1 — o) for
malicious attacker type. The value of § may be estimated
through a learning process [20] of the defender or the network
management entity and becomes common owning to the infer-
ence of attackers based on management’s messages exchanged
on the network. The game for the general PUE attack case is
illustrated in Fig. 3.
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Figure 3. The channel surveillance game for the general case

A. Elements of the game

1) Player set: T' = {Artacker, Defender}, with Attacker
either a selfish or a malicious one.

2) Pure strategy set: At the data frame, the
attacker  has  eight informatlon sets (four for
each  type): ol } {v ) o) {07}, and

[{v(m)} {U(m)} {U(m)} {va4 }]. Due to the incomplete
information, pure strategies of Atftacker in the general case
are formulated by combining the pure strategy sets of both
attacker’s types:

o = {Lai} = {185, 8]}

aj

13)

where i = 1,...,9, and [S((U),S(m)] (j,k = 1,2,3) is a pure
combined strategy of the general type attacker and means that
Attacker will select SL(L;) when it has selfish type and S\

when it has malicious type.

On the other hand, Defender has only two
information sets at the data frame: Ibuéy and I;q.
where Ibusy {v 1> d ) éi)’vfil)’vd2 ) dd)} and

(s)
Izdle - {Ud4 » Ugs 7Ud4 7Uda }

o At I;j., Defender performs action No Defense (ND)
which has a similar meaning to the action ND described
in the previous section.

o At Iyysy, Defender chooses one of the four below actions:

— Surveillance (S) which is equivalent to action S in
the selfish attacking case

— Extra Sensing (ES) which is equivalent to action ES
in the malicious attacking case

— Surveillance and Sensing (SS) which means that the
defender performs both the surveillance and sensing
processes simultaneously

— No action (N) which is similar to the action N in
the previous section

Therefore, there are four combined pure strategies for the

defender in the game with general attacker case as follows.

_ R Ldl = [S,ND]; Ld2 = [ES,ND];
Ly = {Lai} = { Las = [SS.ND]; Las = [N.ND] } (14)

3) Mixed and behavioral strategies: The mixed strategies
of the attacker and defender are defined by

Aa={dui,i=1,..,9,}
Ap = {)\dj,j = 1,...,4,}

where \,; and Ay are the probabilities of selecting the pure
strategies L,; and Lg; for the attacker and the defender. This
means that 37 Ay; = 1 and 335 Ag; = 1.

The behavioral strategies of the attacker 54 in the cases of
selfish type and malicious type are as the same as (2). The
behavioral strategies of the defender are

ﬁD(Ibusy) = {7’, Zat7u}
/BD(Iidlc) — {1} ’

where r, s,t,u are the probabilities of performing S, ES, SS,
N, respectively, and 7+ z 4+t +u = 1.

4) Payoffs and the induced normal form: The payoffs for
each pair of actions are presented in Table II. Compare to the
payoffs in the two previous game, there is a new action case
SS that needs to be analyzed here. First we want to remind
that the SS action is only performed after the “busy” state has
been declared, and the action SS includes a surveillance and a
sensing process conducted simultaneously. Typically, a sensing
process is shorter and cheaper than a surveillance process.
According to the true state of as well as the attacking operation
of the attacker on the channel at the data frame, there are two
values for the cost of this action as follows.

5)

(16)

« If the channel is really empty, the action SS will be inter-
rupted as soon as the sensing process detect the true state
of the channel. Therefore, it can be considered that action
SS is half-implemented, and the cost is Cé? ~ Cggs.

o If the channel is really occupied due to the presence of
primary signal or the use of a selfish attacker, or the



transmission emulation signal of a malicious attacker, the
action SS is fully performed. Thus, cost is Céfs) ~ Cs +

Table 11
PAYOFFS IN GENERAL PUE ATTACK CASE

Type Action pair Attacker‘ payoff Defendep payoff
Qa; qd (P{?a,q(i) (P;quq(j)
A-U;S —Ca —Cu +paGu —pagc | —Cs +paGs
A-UES —Ca—Cy +paGu —Cg
A-U;SS —Cp —Cu +paGu —C(st) +paGs
A-UN —Ca—Cuy +paGu 0
= A-L:S —Ca —Cgs
& A-L;ES —Cx —Cg + paGE
& | ALSS —C,4 —CY) + paGr
A-L:N —Cy 0
A-nO;ND —Ca 0
NA-L;S 0 —Cy
NA-L:ES 0 —Cg +pnGE
NA-L;SS 0 —c{Y + oG
NA-L;N 0 0
NA-nO;ND 0 0
A-A;S —2C4 +paGu —Cs
A-AES —2C4 + paGup —Cg
A-A:SS —2C4 + paGun —c)
A-A;N =204 +paGum 0
é A-L;S —Ca —Cg
5 A-LES —Cy —CEg + paGE
S | ALSS —Ca ~C{Y +paGp
A-L;N —Cy 0
A-nO;ND —Ca 0
NA-L:S 0 —Cy
NA-L;ES 0 —Cg +pnGE
h
NA-L:SS 0 —c) 4 onGe
NA-L;N 0 0
NA-nO;ND 0 0

The game formulated for general attacker case as shown in
Fig. 3 can now be re-presented in the induced normal form of a
9x4 bi-matrix game matrix [13] as shown in Table III in which
the payoffs of the defender and the attacker are determined by

iLan S((;,:)yLd'n

+(1-9)Ps
where 7 can be eithera or d, 1 = 1,...,9, 5,k =1,...,3, and
n = 1,...,4. The payoffs for the attacker and the defender of
each pair of the pure strategies P29 is computed by:

Plaidd — if g, €{A-}
T if Ga € {NA_}v
where ¢, =

(18)

[A1, As], q¢ = [B] represent the pure strategies

of the attacker and the defender, where {A—} and {NA—}

correspond to sub-strategy sets of the attacker where the action

A and NA are played at the sensing frame, and where PT;““B

and PA2:B are determined in Table II. For example, I1Lat-Lat
in Table III is calculated by:

()
H‘Ilr/ai?Ldn — (;Pﬂ_saj (17)

paPf1 P4 (1—pa)Pf2P
pn PAVE L (1—py)PA2:E

al >

S(S) S(m) :Lg1
La ’L 11 al ?
Ha 150d1 —Pa[ ]

(). (m),
—gpyerita 4 (1 = g) prar P
=0 [paPi™ + (1= pa) PO
+ (1= 0) [paPi™® + (1 — pa) PIONP] .

19)

B. Nash equilibrium

In the previous subsection, the game for general attacker
case has been formulated in the induced normal form of 9 x 4

bi-matrix game. Finding a closed form of the NE for such a
large bi-matrix is not trivial and necessary. Instead, it has been
proven that any bi-matrix games have at least one NE point,
and the NE point can be simply and effectively computed by
Lemke and Howson (L-H) algorithm [21]-[23] or some other
algorithms such as Irsnash and EEE [24]. Due to small scale
computational requirement, in this paper, we propose to adopt
L-H algorithm to find the NE for the game in the general
attacking case.

V. SIMULATION RESULTS

In this section, we use numerical simulations to confirm
the analytic results and to analyze more deeply the influ-
ence of some design parameters. Unless otherwise stated, the
parameters are fixed as follows: Cy = 10, Cs = .4C}4,
CE = .QCA, CU = .3CA, GU = 50,4, kc = 5, T = .5,
Pr = 1, and Pp = .9. We assume that the sensing
system adopts energy detection method and PUE attacker
can perfectly emulate the primary signal, i.e., Ppja = Pp
and pa = 7mPp + (1 —7)Ppja > Pp. For the sake
of simplicity, the channel between sensing device and both
primary transmitter and PUE attacker are assumed to be
AWGN channels, and the average SNR of the primary signal
received at sensing engine is -10dB.

In order to verify the correctness of the analysis for the
selfish attack case, numerical simulations of the NE have also
been carried out with the L-H algorithm. Without loss of
generality, the above selected parameters correspond to the
most significant case Cy < By.

Fig. 4 shows the NE obtained by the theoretical analysis
and the L-H algorithm with respect to values of network
demand k;, for a low penalty factor (k¢ = 0.4 < K}),
and a high penalty factor, (k¢ = 3 > K(,) cases. We can
see the perfect agreement between the theoretical analysis
given in Remark 1 and simulated results. For low ko (see
Fig. 4(a)), the NE strategy of the attacker is to attack regardless
of the operation of the defender which has to implement the
surveillance process when the network demand k; is higher
than K. The reason is that the penalty is too low to enforce
the attacker to avoid attack. For high ko (see Fig. 4(b)), when
ky < Ko, the NE point is similar. However, when k;, > K,
the defender just needs to maintain a low constant surveillance
rate while the attacker has to decrease the attacking rate
along with the increase of network demand since increasing
network demand will increase the motivation for the defender
to perform surveillance process.

In Fig. 5, we plot the NE obtained by the theoretical analysis
and the L-H algorithm with respect to the penalty factor k¢ for
a high network demand (k, = 0.8 > K3) and a low network
demand (k;, = 0.2 < K3). As mentioned in Remark 2, we
observe that the attack and the surveillance rates will be very
low as soon as the penalty factor is large enough.

Similar to the simulations in the selfish case, we also adopt
L-H algorithm to verify the NE analysis for the malicious
attacking case. The already-selected parameters correspond to
the most interesting case Gy > ngo).

Fig. 6 demonstrates the agreement of the analytic results and
the numerical results. It can be seen that the NE point depends



Table III

PAYOFF MATRIX OF THE BAYESIAN CHANNEL SURVEILLANCE GAME FOR THE GENERAL PUE ATTACKER CASE

L23=[SS.ND]
(Adg3)

Lg4=[N,ND]
(Aqa)

Lag1=[S,ND] L42=[ES,ND]
(Ad1) (Aa2)
Lol = S((l‘?l)7sé7ln> - Q1) Hé’al?Ldl’Hjal?Ldl Hﬁ‘n,l?Ld27H5al§Ld2
Lag = -S£§)7S£72ﬂ)- - Oa2) -Hga%Ldl,HCIl‘aQ?Ldl- -H£a2§Ld2,H§a2§Ld2.
Loz = -S((lsl)ys’ggﬂ)- - Oa3) -Hﬁ'”S;Ldl,Hfl‘”g;Ldl- -HaLa3;Ld27H§a3:Ld2-
Lot = 'ng)’sc(gl)' - Ovaa) -Hé/a4§Ld17Hfl‘a4§Ld1- -H£a4?Ld2’H§a4?Ld2-
Las = S((l;),st(gl)- = (as) -Hgas?Ldl’Hé/aS;Ldl- -Hé’aS?LdQ’Hgas?LdQ-
Lug = '51(152)753?- - Ovat) -HgaG?Ld1,H§a6§Ldl- -H£a65Ld2,Hfi‘a65Ld2-
La7 = -S£§)7S£71n)- - Oar) -Hé‘aﬁLdl,H(ll/aﬁLdl- -H§a7§Ld27H5a7§Ld2-
Lag = -Sl(l;)’sc(gl)- - (\as) -H(Iia8§Ld1’H§a8§Ldl- -HaLaB?Ld27H5a8?Ld2-
Lo = 'S((lg),st(zgn)' - Oao) -Hé/aQ?Ldl’H(Ii/aQ;Ldl- .HgaQ?Ld2’HdLa9?Ld2-
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Figure 4. NE of the game in the selfish case vs. k, when (a) k¢ = 0.4 < Ké
or (b) kc=3>Ké

on CR network’s demand and the operation of primary users
which are represented through k;, and g, respectively. When
the operation of primary users on the channel is too high, i.e.,
my < wéo), no benefit to perform the extra-sensing process as
well as the PUE attack could be achieved. Thus, the best strat-
egy is taking neither the extra-sensing process nor the attack.
When the probability of channel’s availability is higher, i.e.,
7T(()0) <my < 71'(()1), the possible damage caused to the CR net-
work by the attacker is still not large enough (compared to the
possible cost) to motivate the attacker taking the PUE attack,
whereas the benefit of increasing the probability of channel’s
usage is high enough to force the defender conducting the
extra-sensing process. As a result, u>; =0 and pj; =1 in
this region. Next, when the operation of primary users on
the channel is very low, i.e., mg > w,gl), the possible damage
caused to the CR network by the attacker depends on k; and

mo. If mp exceeds the threshold 7'('(()1) (kp), or equivalently k
(PD\A*PF\A 1+PD|A)

Ca
Pria moPr|a

exceeds a threshold gy, (mo) = 2
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Figure 5. NE of the game in the selfish case vs. k¢ when (a) k, = 0.8 > K
or (b) kp, =0.2 < K3

the adverse impact of the malicious attack will be high enough
to motivate an malicious PUE attack. Meanwhile, the defender
will not select to perform the extra-sensing process since the
benefit is not enough in this region. In summary, the results as
shown in Fig. 6 illustrate the correctness of the results given
in Result 2 and Remark 3.

For the game of the general attacking case as formulated in
Section IV, we set C’éhs) =Cg, CES];) =Cg+Cg,and 6 = 0.5
for the simulation. Since it is a 9 x 4 bi matrix game, it is
not easy to obtain the NE point manually. The L-H algorithm
is adopted for finding NE point instead. Notice that the L-H
algorithm in each tested set-up has always converged in a few
iterations and its time of convergence was thus compatible
with the coherence time of system parameters.

Firstly, we want to find the relation between parameters and
the NE point. We set k¢ = 5 which is large enough for this
simulation. In addition, for attacker case, we only plot the
non-zero NE strategies among the 9 attacking strategies.

Fig. 7 illustrates the relation between 7y and the NE
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Figure 6. NE of the game in the malicious case vs. k; and mo: (a) Attacker’s
NE strategy o, and (b) Defender’s NE strategy o7,

al

point. For attacker point of view (see Fig. 7(a)), it can
be seen that there are only 4 non-zero mixed strate-
gies 1nc1ud1ng /\al,)\ SN at and \}q which correspond to
1S4, 50, (8% 0] (55, S0 and (S, 55). This
means that the mixed strategies which contain either 5(2 or
S are dominated. The NE point varies according to the
Value of 7y, and there are approximately three regions:

o the low my region where the main attacking strategies
should be A-U and NA for selfish attacker type and NA
for malicious attacker type,

o the middle my region where the main attacking strategies
should be A-U and NA for selfish attacker type and A-A
and NA for malicious attacker type,

« and the high 7y region where the main attacking strategies
should be A-U and NA for selfish attacker type and A-A
for malicious attacker type.

For defender point of view (see Fig. 7(b)), it can be seen
that the mixed strategy A}, is equal to zero for all cases of
mo. This means that the strategy ES is dominated. There are
also three regions of NE points along with the increase of 7g:

o the low 7 region where the defender does not perform
the defensive strategies.

o the middle my region where the defender only performs
the strategy SS.

o the high 7y region where the defender may perform either
the strategy SS or the strategy S. However, it should be
noted that the probability of performing the strategy SS
is much larger than that of performing the strategy S.

This means that the defender only defends when 7 is large
enough, and the preferable defensive strategy is SS. The reason
is that the cost for implementing SS, which is a combined
strategy of ES and S, is more saving due to the flexibility by
interrupting surveillance process if the channel is found to be
empty after the sensing process.

Fig. 8 illustrates the relation between k; and the NE point
in the case where my = 0.5. For attacker point of view (see
Fig. 8(a)), it can be seen that there is the same behavior of
the attacker with respect to the variation of k; compared to

(@

NE of Attacker

(b)

NE of Defender

Figure 7. Attacker’s and Defender’s NE with respect to difference values of
7o, where ky, = 0.5, and ko =5

the variation of mg, i.e., there are also four regions of kj
having similar best response strategies. For defender point
of view (see Fig. 8(b)), the strategy SS almost dominates
other strategies. There is a very small probability of taking
the strategy S when k;, is large (kp > 0.5).

(@)

NE of Attacker

(b)

NE of Defender

Figure 8. Attacker’s and Defender’s NE with respect to difference values of
ky, where mg = 0.5, and kc = 5

Finally, we want to illustrate the robustness of the proposed
defender strategies to the mismatch on the probability of
attacker’s type d at both the defender’s and the attacker’s
sides. It is worth reminding that the prior knowledge of
the probability of attacker’s type can be practically obtained
through an estimation or a learning process. We denote the
probability of attacker’s type at the attacker side and at the
defender side by 4 and Jp. Fig. 9 shows the utilities of the
defender and the attacker with respect to different value of
¢ in the case where mg = 0.5, k, = 0.5, and k¢ = 5. For
each case of §, we depict the utilities of the defender and the
attacker for all possible values of dp and 44, respectively. It
can be seen that utility of the attacker decreases proportionally
to the mismatch between 0 and §4. Interestingly, utility of
the defender is almost unchanged when dp is varied from .
The reason is that the preferable NE strategy of the defender



as shown in previous simulations is the strategy SS which
can counterpart either the types of attacker. The defender NE
strategy thus is nearly independent of PUE attacker types.

40
¥ True UA
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Utility

Figure 9. Attacker’s and defender’s utilities with imperfect knowledge of &
where mg = 0.5, ky, = 0.5, and kg =5

VI. CONCLUSION

We have discussed a game theory-based approach to coun-
teract the serious security problem of PUE attack in CR
networks. We have considered three types of PUE attacker:
selfish, malicious, and mixed between selfish and malicious
PUE attacker. We have determined the equilibrium points
for the three games: channel surveillance game, extra-sensing
game, and general game. The results exposed that for a known
set of parameters, the equilibrium points strongly depend on
the network demand which may vary according to network
load and the available spectrum resource. For the general
case of PUE attacker, i.e., the mixed selfish and malicious
attacker, the equilibrium points also depend on the type of
attacker. Though the equilibrium points are contingent on
various parameters, they can be simply computed by Lemke
and Howson algorithm. Particularly, by adopting a combined
defensive strategy of extra-sensing and surveillance processes,
the proposed method is a good candidate for combating the
PUE attackers.

APPENDIX A
PROOF OF RESULT 1

It can be seen from (9) that U« < U3 Vo4 and USas
is equal to 0, hence the sign of U1, a first-order function
with only one variable 041, determines the BR of Attacker.
In this case, the BR of Attacker is the selection between S,;
and Sy3. If USa1 > 0 the BR is S,p. If U« < 0 the BR is
Sa3- Otherwise, the BR is a mixed strategy between S,; and
Sa3. By some simple algebraic manipulations, we obtain the
following BR function of Attacker:

{1,0,0} if Ca < BY,
o ={ f(om) if BY <Ca< By, (20)
{0,0,1} if Ca > By,

where
{1,0,0} if og <ob),
flow) =X {021,0,1 =04} if o =02, @D
{0,0,1} if og >0l

From (10), we can see that U 5‘“ is a first-order function
with two variables 0,1 and 0,9 and U dS 92 is equal to zero. Thus
the BR of the defender is calculated by considering the sign
of U, f aIf Uf‘“ is positive, negative or equal to zero, then
the BR of the defender is Sy;, or Sg2, or a mixed strategy
between Sy and Sgo, respectively. The BR function of the
defender is determined by

{0,1} if Gs < Gy,
Br _ ) 91(0a1,042) if Go<Gs <Gy,
D= g (0q1,04q2) if Gs = Gy, @2)
93 (0a1,0q2) if Gs > Gy,

where G1 = (2pa —pn) Cs/ (papa). Functions g1, g2, and
gs are computed by

{17 0} if 0a1>9(0a2),0a2<0 Y,
g, ,1 — 0, if 0a1=9(042),04 §U(<lo),
g1 = { dl dl} v1 g( 2>) (0)2 2 (23)
0.1 if Ta1,0a2>0,9
{ ’ } ! 0a1<g(0a,2)70a2§¢7$)-,
{17 0} lf Ua1>g(a'a2)7o'a2<0's;),
g2 =14 {oa,1—on} if a1 = 9(0a2), 24
{0,1} if a1 < g(042),
and
{1a 0} if Oq1 > g (Ua2)7
g3=14 {oa,1—onu} i o4 =g(0a2) (25)
{0,1} if Ta1 <g(0a2),
where the function g (042) is given by
pa —pn)Csoa2 +pnCs
g(0a) = ¢ ) C50uz (26)

papaGs — (pa —pn)Cs’

and oég)

as

is the the root of the equation g(o,2) = 1 obtained

©) _ papaGs —paCs
o2 (pa —pn)Cs

27

Finding the intersection between the best response functions
(20) and (22), we obtain the NE in Result 1 for the mixed
strategies of the game in Table I for the selfish case.

APPENDIX B
PROOF OF RESULT 2

It can be seen from (11) that U« < Ut and
Uful < Uf“?’ for all 041 and o4o. Thus, S, is dominated.
This means that o, = 0,VYo41,042. We can obtain the
following BR for attacker

{1,0,0} if Gy > G\,
BR _ . ()
Op = {O'ala 07 1- Ual} if GM - GM ) (28)

{0,0,1} if Gy <GV



Considering the game in Table I given that S5 is dominated,
we can compute the following BR functions for defender:

{0,1} if Gg<G¥,

BE= 29
b h(oa) if Gg>GW. @9
where
{0,1} if o4 > cr((g)7
h(oa1) =4 {oa,1—on} if 0. = at(ﬁ), (30)
{1,0} if a1 <o,
and U,(ﬁ) =pn (onGE — CE)/(pnpNGE + (Pa — pN) CE).

Intersect (28) and (29), we obtain Result 2.
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