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Abstract— In order to improve the reliability of any HARQ
technique at the IP level, a cross-layer strategy between ¢hMAC
and the IP levels has been recently developed in [1]. This sttegy
consists in replacing a retransmisssion credit per MAC packt
with a retransmission credit per IP packet. In other words, the
transmission credit is shared by the MAC packets belongingd
the same IP packet. Packet Error Rate, throughput, delay and
jitter for this new approach have been extensively analyzedn
[1], [2]. In this paper, we remark and theoretically prove that the
first MAC packets are better protected than the last ones. Ths
leads to a natural "unequal packet loss protection” that canbe
useful in many applications, such as video streaming, compssed
image transmission, audio and protocols (TCP/IP). Exploinhg this
novel manner of protecting packets unequally may not exclud
the use of the standard manners, such as different feedforwd
error correcting codes (FEC), modulation size, or hybrid ARQ
scheme per required quality of protection. Finally, our clams
are supported by numerical simulations.

I. INTRODUCTION

through a discrete-cosine transform or a wavelet transform
for which the data associated with the low-frequency image
decomposition are more important than the data correspgndi
to the high-frequency image decomposition [7], [8]. Eqléva
issues arise in voice transmission [9]. Lastly, in IP coftthe

IP header has to be read correctly. As a corollary, for some
other applications (such as the voice), some MAC packets
(actually the less important ones) belonging to the same IP
packet can be lost without affecting significantly the syste
performance [10], [11] and thus it can be interesting to fmdv
these partially corrupted IP packets to the upper layer.[13]

In the literature, one can find various ways to do unequal
packet protection: for instance, a more robust coding sehem
is applied to the packets that have to be more protected. If
HARQ scheme is carried out, the packet to be more protected
is protected with a more powerful HARQ scheme in which the
transmission credit may be higher or the underlying coding

_ In real systems, in order to protect the data against rasMicheme may be stronger [14]. As already explained before,
sion errors, it is usual to carry out Feedforward Error Cadinye exhibit an additional (and so complementary) way for
(FEC) at the PHY layer and to add an Automatic ReQuegfotecting the packets in an unequal manner by using the
(ARQ) mechanism at the MAC layer. To still improve thebross-layer HARQ scheme introduced in [1].

transmission reliability, a combination of both approachan

Therefore, we consider that it is of interest to inspect the

be done and leads to the so-called Hybrid ARQ (HAR%
scheme [3]. This HARQ scheme is located at the MAC layer.
By taking into account the presence of the IP layer (in the ,
context of TCP-IP protocol), it is possible to optimize the
HARQ scheme in the following way [1]: instead of having
a transmission credit per MAC packet, it is of interest to
share the total transmission credit among all the MAC packet
belonging to the same IP packet. This technique enables
us to improve the Packet Error Rate (PER) at the IP level
significantly. In this paper, focusing on the MAC level, we
will see and prove that the MAC packets belonging to the This paper is organized as follows : in Section Il, we
same IP packet are inherently unequally protected if the@bointroduce the system model and we remind some basic results
mentioned cross-layer optimization is considered. about derivations of packet error rate. In Section Ill, we
Before going further, we recall that it is worthy of protexti derive the probability to erroneously receive each MAC gack
the data, and thus the packets, differently for some applidzelonging to the same IP packet for the XO strategy. We prove
tions. For instance, in the video streaming context, the& ddhat this probability depends on the location of the conside
associated with the first image (called usually I-Frame wheMAC packets in the IP packet which lead to an unequal
| stands for Intra-coded) have to be more protected than thacket protection. In Section 1V, we derive the probabitiy
data associated with the other images (called usually m¢sa successfully receive a given number of MAC packets among
where P stands for Prediction) representing the motionén tthe whole set of MAC packets belonging to the same IP packet.
video sequence [4], [5]. Similar issue has to be addressedSaction V is devoted to numerical illustrations. Conclasio
the context of scalable image where the image is decomposed drawn in Section VI.

llowing problems:

what is the error probability of each MAC packet be-
longing to the same IP packet in the framework of [1]?
Once the derivations have been done, is each MAC packet
really unequally protected?

what is the probability to get a certain number of erro-
neous MAC packets out of all the MAC packets belonging
to the same IP packet?



Il. SYSTEM MODEL correctly received, the associated IP packet is droppeskd@a
on this statment, [1] has proposed to enhance the ARQ scheme
by providing a global transmission credit, not€d to the set
For the sake of clarity, we consider i) an IP protocol basest MAC packets belonging to the same IP packet. Notice
communication, ii) a single user context. Only the thred firthat a straightforward extension to HARQ scheme to this
ISO layers are taken into account: the PHY layer, the MAgrinciple has been given in [2]. Thus, rather than allowing
layer, and the IP layer. At the transmitter side, the MAC tay&ach of theV MAC packets (belonging to the same IP packet)
has to transmit several IP packets of lendtfr. Each IP to be transmitted?,,,. times, the new scheme allocatés
packet is split intaV MAC packets of lengtilyiac = Lip/N.  transmissions to the set of thé MAC packets. This strategy
From each MAC packet, some subblocks are generatedcignstitutes a cross-layer optimization between MAC and IP
order to be transmitted by the PHY layer [3], [12]. layers. In the later we will refer the conventional one to as
The way to generate the subblocks enables us to partiaNyn Optimized strategy (NO) and the cross-layer one to as
distinguish the different kinds of HARQ from each other. Du€ross-layer Optimized-based Strategy (XO). We remind that
to the lack of space and for the sake of simplicity, we heegaftthe main goal of this paper is to prove that XO strategy offers
only introduce the so-called IR-HARQ (where IR stands fdnherently unequal packet protection.
Incremental Redundancy). Notice that our later derivation
actually hold for any kind of HARQ. B. Brief review about packet error rate derivations

Let us move on to a brief IR-HARQ description. Each MAC a5 e mainly focus on XO strategy, we need to give some
packet for which an header and a CRC have been addggsiing results about the packet error rate derivationthet
is encoded by a Forward Error Correcting Code of r&e |p |evel (and not at the MAC level) [2]. This paragraph also
(known asmother code). The encoded MAC packet is thengnaples us to introduce some useful notations. We hereafter
split into ¢, PHY packets, usually thanks to a puncturingss me for the sake of simplicity that the ACK/NACK trans-
technique of the mother code. The PHY packets (denotgfissions are delay-free and error-free. All the closedsfor
PPACKET) associated with the same MAC packet are thegyyressions about the PER only depend on the elementary
numbered afPPACKET(i)};2,. The transmitter starts t0 pacyet error rater; defined as the PER corresponding to
transmitPPACKET(1), thenPPACKET(2) (if a NACK is the (; 4 1)-th PHY packet transmission when thigorevious
received), thePACKET(3) (if a second NACK is received) ppy transmissions associated with the same MAC packet have
and so on up toPPACKET(ty). If the MAC packet is tyjled. Notice that those packet error rates are computed
still not received after the_ transmission of the last PH}gmy once (by simulation). The packet error rate at the IRllev
packetPPACKET(to), the first PHY packePPACKET(1)  genoted byil, is defined as the ratio between the number of
is transmitted again and so on. These PHY packets are sgibneously received IP packets and the number of traresitt
through a propagation channel (that may be Gaussian O packets.
Rayleigh one Frequency-Selective one, etc). _ In [2], it is proven that the packet error rate for XO strategy

At the receiver side, the incoming PHY packet is decodeginoted byiTX©, takes the following form
and sent to the MAC layer which decides to send back an
ACKnowledgment (ACK) or a Negative ACKnowledgment <0 c <0
(NACK) to the transmitter accordingly. To make a decision on = =1- Z pn(F). 1)
the MAC packet, the receiver has the following sequentiat pr k=N

cess: checking the CRC f®fPACKET(1); if PPACKET(1)  wherepX© (k) is defined as the probability thaf successive

is not correctly received, it sends a NACK and it receives af4AC packets (belonging to the same IP packet) are success-
terwardsPPACKET(2). Then checking the CRC of the bothfyly received in exactlyk PHY packet transmissions when
previous PHY packets concatenation (associated with a Fikg strategy is considered.

of lower rate), and so on until the receptionRIPACKET (¢y) Then thepXC (k) can be expressed as a functiongafk)
which is concatenated with thé, —1) previous PHY packets \yhich is the probability that one MAC packet is received
and then decoded with mother code of rdig followed by correctly after exactlys PHY packet transmissions and which

after PPACKET(to) decoding and the transmission credit ignat

not reached, the received packet memory is flushed (put to X0 (1) — 2
zero) and the process starts again. py- (k) Z pi(a)pi(az) -+ pi(an) @

A. HARQ scheme and cross-layer optimization

We recall that, in a conventional manner, the PHY packet ey
transmission credit is the same for each MAC packet andvidereq := (q1,92, -+ ,qn) and where the summation set
denoted byP,.x. But one can remark that each correcth)r v = {(q1,q2," - ,qN)|ZiJ\L1 ¢ = k,0 < ¢;} takes into

received MAC packet is sent to IP layer, and the IP packatcount the fact that th& packets are received in exacty
corresponding t&v MAC packets is considered to be correctlfransmissions. Actually Eq. (2) is useless in practice due t
received only if each associated MAC packet is correctthe high complexity for the determination of the §gt . To
received. For instance, as soon as one MAC packet is meercome this drawback, as remarked in [1], [2], Eq. (2) can



be calculated recursively as follows most. Indeed, if th¢: —1) previous MAC packets are received

K N4+1 with error, thei-th MAC packet would not be transmitted and
pXO(k) = Z p(K)pXO, (k — k). (3) would be considered as erroneous. We then obtain
k'=1 C
Lastly, whatever the retransmission scheme and the cross- RYP(i)=1- Zpi(k), Vi <i<N. (6)
layer strategyp, (k) takes the following generic form k=i
(1 —mo) for k=1 In the next proposition, we prove that the probability to
pi(k) = (1 — 1) Hf;é m; fork>1 " (4 successfully receive theth MAC packet is more important

than the one to successfully receive the 1)-th MAC packet
in the XO context.
Proposition 1: Whatever the kind of HARQ scheme, we

Panax N have
mo =1- k 5 XO XO
= Y omk)| - (5) RXO(i) < RXO(i + 1)
k=1 Proof: Thanks to Eq. (3), we have

Remark 1: In[2], the packet error rate for the NO strategy,
denoted by TN, is as follows

Notice that the MAC packet error rate at the MAC layer,

denoted by TIY2 ., is obtained by putting N = 1 in Eq. (5) and . = o ,
isequal to TINQ = 1— 312 p1 (k) which is independent of P (k) = Zm(g)pi (k=27).
the MAC packet. Thus, the NO strategy does not yield unequal =1
packet protection. By considering the following variable changg,= k — j, we
[Il. ERRORPROBABILITY FOR EACH MAC PACKET obtain that
In this section, we will show that the XO strategy provides . k-1 X0
by construction an unequal packet loss protection for the piv1(k) = Zpl(k’—J )i (3")-

different MAC packets. j'=i
Before deriving the probability to successfully receive th

h
i-th MAC packet, we roughly justify that XO scheme is en

appropriate for doing unequal data protection. The first MAC . C k-l o,
packet can be transmitted as many times as needed, as long BNC(i+1)=1— > > pi(k - j)p °Q)
as the global transmission credit is not reached. Once the k=i+1 j=i

first MA_C packet is received without error, the_second MA%ZX permuting the two sums, we have
packet is then sent and can be only retransmitted as long as

the global transmission creditf minus the credit used by the c-1 c
first MAC packet is not reached. Therefore, by notingthe RXPGi+1)=1- Z Z p1(k —7) fo(j)
number of transmissions used by the first MAC packet, there J=i \k=j+1

are C' — k; possible transmissions for the second one. By

assuming that the second MAC packet is successfully redeives o .y
—J

after ko transmissions (thus; + ko transmissions have been )
already used by the two first MAC packets), the third MAC Z pik —j) = Zpl(k)’
packet can be seiit — (k; +ks) times at most. And so on until =i+l =1

either theN MAC packets (belonging to the same IP packepne
are successfully received or the global transmission tred
reached. Thus the first MAC packet seems to have the high
probability to be received without errors. More generaliy
argue that the probability to successfully receivethtie MAC c-1
packet is more important than the one to successfully receiv RXO(i+1)>1— Z O ().
the (i + 1)-th MAC packet. Hence, the cross-layer approach j=i
seems to allow an unequal protection of the data and thus, is
a judicious choice for applications presented in Section I. Moreoverl — 57! pXO(j) = R¥C(i) + pX°(C) and the

Let us move now on to the derivations. Lﬂﬁi,o(z‘) be the termpfo(C) is positive which concludes the proof. [ |
probability to receive erroneousiyth MAC packet belonging In order to operate these unequal packet loss protection
to the same IP packet consisting 8f MAC packets in XO schemes, we need to let the MAC layer send the IP datagrams
context. The probability to successfully receive thiln MAC even with corrupted MAC packets to the IP layer. The receiver
packet, knowing that the global transmission crediCisis has to be modified accordingly and has to know the maximum
equivalent to the probability to successfully receive tifest number of corrupted MAC packets that it can allow within one
MAC packets of the same IP packet @ transmissions at IP packet as suggested in [13].

termZkC:ijl(k — j) corresponds to the packet error
rat{a at the MAC layer when the transmission crediCis- j
f“c?. Eq. (5)), and thus this term is less thanConsequently



V. ERRORPROBABILITY FOR A SET OFMAC PACKETS all the N MAC packets. After simple derivations, we have

Pmax Pmax Nﬁl
In this section, we will derive the probability to receive an,.no, .. N B
IP packet in which at least MAC packets are not correctly%N @ = <N ~i)\! ;pl(k) ;pl(k)

received. This probability is denoted Bgy (i) (with s €

{X0,NO}) and one can easily check that X oF) <172~ — N;1+i1— %)
21 pi(k)
N
T3, (i) = Z S3.(5) where, Fy (o) is the so-called hypergeometric function.
N gt N Thanks to these expressions, we prove the next proposition.

Proposition 2: For any IR-HARQ scheme such that C' =

where S (i) is the probability to havei erroneous MAC VPmax and Prax proportional to to, we have

packets amongV MAC packets belonging to the same IP TIO(N) = TNO(N)
packet. By "erroneous MAC packet”, we mean that the MAC  proof: For any IR-HARQ scheme, we have, ¢, +m: =
packet is received with error or is never transmitted. . As it exists an integen such thatP,,.. = aty, we get
As Sy (i) is positive, we haveTy (i + 1) < TR(i). pi(mto+m') = p1(m')g™ with ¢ = H;f’:’ol 7. By recalling
Moreover, by construction, we gét (1) = II°. Eqg. (8) and by putting = N in Eq. (9), we obtain that
Let us start with the XO strategy. Thus, thesrroneous

C Pmax
MAC packets are necessarily the last ones. Indeed, whilexo ny _ 1 _ B.TNON) = [ 1— k
a MAC packet is not successfully received, the remaindingN (N) ;m( ) Iy (V) ;pl( )

MAC packets are not sent. Then, the probability to have i <0 o

erroneous MAC packets is equivalent to the probability b€ expression of’y”(IV) can be modified as follows
receive only(N — i) MAC packets in exactly” transmissions Nato Na—1 to

and to receive only(N — i) MAC packets in less than Ta°(N)=1-— Z pi(k)=1- Z Z p1(mto +m’)
C' transmissions when théN — ¢ + 1)-th MAC packet is k=1

transmitted but always received with error. In other wordg;,reover. one can prove that = 1 — S° pi(k). As a
we get, fori € {1,--- ,N — 1},

N

m=0 m’=1

consequence, after straightforward algebraic manimriafi
TXO(N) can be simplified as follows

to Na
TRO(N) = <1 - Zm(@)
k=1

Similar derivations fofl’Y© (V) leads to the same expression.
|
c c _
SXO(N) =1 — Zm(k) and SX°(0) = Z X0 (k). (8) Inxgontrast, NagN(l) = II*, we already proved in [2] that
TN=(1) <Ty=(1).

(7)

Wheni € {0, N}, we also can prove in a similar way that

k=1 k=N

The right hand side equation in Eg. (8) is obviously equal to L V. '_\IUMERICAL ILLUSTR_ATIONS .

1 — IIX© since the probability to have no erroneous MAC .In this S|mul_at|on part, the theoretical and emplrlcall aval
packet amongN is equivalent to the probability to haveations of_the different error rates are done under the fatigw
successfully received all th MAC packets. assumptions:

Let us move on to the NO strategy. In the NO strategy, * R-HARQ scheme is implemented by means of the Rate
having i erroneous MAC packets amony is equivalent to Compatible Punctured Convolutional (RCPC) codes with
assert thaiV — i MAC packets are received without error and & mother code rate ofg = 1/4 [15]. The number of
thati MAC packets are received with error even after having MAC packets per IP packet i8 = 3. The number of
used all their transmission credits. Receiving a MAC packet Pits per MAC packet isiaac = 120. We use a QPSK
without error occurs with probability_";™ p; (k). Receiving modulation. The global transmission credit@s = 24

: ; i nax for the XO strategy).
a MAC with error occurs with probability — ZkP:lpl(k:). ( ) - ) . )
Consequently the final expression is o We consider an Additive White Gaussian Noise channel.

o As done for the derivations, the ACK/NACK feedback is
N Proax Nei Prax i error-free. The CRC is also assumed to be ideal.

SNO(i) = < > (Zpl(k)> (1 Zpl(k)> . (9) Theoretical expressions are obtained by inserting thenagtid

N —i . .
k=1 k=1 values ofr; (for j € {0,--- ,ty — 1}). Empirical packet error
rates are obtained by sending thousand IP packets.

The binomial coefficient,(NAil.), is due to the fact that the In Fig. 1, we represent the PER per MAC packet index
indices of thei erroneous MAC packets can be taken amongrsus the SNR in the XO strategy and the PER per MAC



packet (independent of the index) for the NO strategy. We
observe that theoretical and empirical results perfectycim
Furthermore, as previously prove®x° (i) is smaller than
RXO(i+1), i.e., the more protected MAC packets are the first
ones. In the NO strategy, in order to be fair for comparing the
relative performance of both contexts, we fix the following
constraint:C' = N Pp,.. We remark that at medium and high
SNR even the worst protected MAC packet in the XO strategy
is more protected than any MAC packet in the NO strategy.
Only at very low SNR, the last MAC packets within the IP
packet for the XO strategy undergo a loss in performance
compared to those of the NO strategy. Consequently, cordpare
to the NO strategy, the XO strategy is very efficient reldgive
(since it enables us to do unequal packet protection whiah is
advantage for several real systems) and even absolutige(sin
each MAC packet is better protected than for the NO strategy
at operating SNR).
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Fig. 1. Theoretical and empirical PER versus SNR for difierd AC packet
indices in the XO strategy and for any MAC packet in the NOtegg

(5]

In Fig. 2, we respectively ploT'X¥© (i) and TY° (i) versus
SNR for different values of. Theoretical results are identical
to empirical ones, what shows that the closed-form expoessi [s]
given by (7) and (9) are valid. Once again, the XO strategy
offers better performance than the NO strategy except when
i = N as proven in Proposition 2. Furthermore, we remarkz,
that, if the constraint on the whole integrity of IP packet is
relaxed (which is possible for some applications as soon
the IP layer is application-aware), then the gain in energy
consumption can be significant.

VI. CONCLUSION [

We have shown that the cross-layer strategy for HARQ
scheme introduced in [1] induces an unequal packet [d$8]
protection. This can be a relevant approach for practical
scheme such as multimedia application. Our claims are baseg
on theoretical analysis and have been confirmed through
numerical simulations. (12]
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