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1 Context
Time-based side-channel attacks have been known since

1996 [6]. Many such attacks use the differences in execu-

tion time between program executions caused e.g. by cache

hits/misses or non-constant-time instructions. To counter

them, programmers use constant time programming, a set of

empirical rules that are supposed to avoid a secret leaking

via execution time variations.

However, until the discovery of the Spectre attack [5], the

verifications were based on the instruction set architecture

(ISA) specification that does not take into account specula-
tive execution, such as in [1]. Speculation widely varies be-

tween actual ISA implementations. Creating a precise model

is mostly impractical for verification. To abstract as much as

possible the hardware, while still taking into account specu-

lation, hardware/software contracts [4] are used. They extend
the base semantics of the assembly language with new rules

representing the transient execution [2, 3, 7].

In our current work, we incorporate speculative semantics

into the compiler CompCert. An additional pass has been

added that inserts speculation barriers in order to counter

information leakage from transient executions. We have suc-

ceeded to prove the preservation of constant time for a simple

and overly aggressive strategy, which inserts such barriers af-

ter each branch instruction. In this paper, we briefly describe

the challenges that remain to be addressed.

2 Speculative Semantics
We can define a hardware/software contract by a semantics

and an observer. The semantics represents the states and
transitions specified by the assembly instructions. It emits

trace elements during transitions which represent observable
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events such as whether a branch is taken or not, or the

address and the values stored/loaded by a memory access.

The observer is a filter on this trace that restricts what the

attacker can see. A typical attacker would be able to see

branching decisions (the path taken by the program) and the

addresses of memory accesses (the evolution of the cache

state). A non-speculative semantics is already implemented

in CompCert for classic compilation, and we have added the

notion of leakage on top of it.

Currently, we are working on a speculative semantics,

inspired by the work in [2, 7]. In particular, it uses an always
mispredict semantics in order to over-approximate potential

vulnerabilities. At each speculation opportunity, we explore

all possible misspeculations; therefore, any real trace will be

a sub-trace of the simulated trace. We use a finite speculation

window (the number of instructions that are transient) but

unbounded recursivity (speculation inside speculation). In

this semantics, a state is composed of a stack of speculation

instances. Each instance is composed of a non-speculating

state and a speculation depth.

When we execute the code, we only work on the top in-

stance of the stack and decrement the speculation depth. At

a branch instruction, we execute the instruction, but we also

push a speculation instance following the wrong branch on

top of the stack to represent the misspeculation. If the re-

maining speculation depth reaches 0, we pop the top instance

from the stack, which corresponds to a rollback.

3 Limitations in CompCert
While implementing the speculating semantics in CompCert,
we have encountered a few challenges related to the way

CompCert models assembly code.

3.1 Undefined Behavior during Transient Execution
The introduction of speculation can lead to undefined be-

havior during transient execution, even for programs that

have well-defined behavior under sequential execution. Such

undefined behavior can be the preliminary for an attack –

such as an out-of-bounds access – but the actual leakage

event is emitted by a later instruction, such as another load

using the previously loaded value as an offset or a branching

instruction using it as condition.
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The notion of out of bound accesses is caught by the Com-
pCert assembly model, as each memory access refers to a

memory block with known size. During transient execution,

we may not be able to prove that the target address falls into

the memory block, leading to an undefined behavior. In Com-
pCert, the trace ends at an undefined behavior, so we cannot

analyze the remaining execution up to the actual leaking

instruction. This basically means that we need to treat any

undefined behavior during transient execution as a potential

leakage.

3.2 Calling and Returning from Functions During
Transient Execution

Another limitation inCompCert is the lack of inter-procedural
analysis.

Function call model in CompCert. In CompCert, when
defining a function, its initial state needs to be specified. The

compiler then generates a predicate that links an initial state

to the corresponding final state and the emitted trace:

𝑃𝐶 (𝑠1) = 𝑝𝑡𝑟 𝑏 0 𝑏 = 𝑏𝑜𝑑𝑦 (𝑓 ) 𝑒𝑥𝑡_𝑐𝑎𝑙𝑙 𝑓 𝑠1 𝜏 𝑠2

𝑠1 →
𝜏
𝑠2

The above rule describes how an external function exe-

cution is treated in CompCert: We first jump and link to the

initial state of the callee function, then using the callee func-

tion predicate we do a second step to come back to the caller

function. So from the point of view of the calling function,

a function call always corresponds to only these two steps.

In sequential execution, this is correct since the program

pointer is always inside exactly one function. With our spec-

ulative semantics, the multiple program pointers in the state

stack can point to different functions, which allows for some

interesting corner cases.

Calling during transient execution. To be able to call

a function during transient execution, the initial state of

the callee function needs to admit any possible speculative

state. Otherwise, the 𝑒𝑥𝑡_𝑐𝑎𝑙𝑙 rule would not be applicable

in order to derive the state after the function call, leading to

an undefined behavior. This is not an issue in itself, but it

implies that during its execution, the functionmight roll back

to a state outside itself, which is considered by CompCert as
an undefined behavior.

Returning during transient execution. The second case
is returning from a function during transient execution. In

this case, we would need to speculatively execute instruc-

tions from the caller function, before the rollback takes us

back to the callee function. However, due to the composi-

tional model of CompCert, we have no information on the

caller, ending up with an undefined behavior.

From the caller, another issue arises: If we return during

speculation, then at some point we will need to rollback

into the callee, but not to the initial state. In this case, the

predicate of the function is not applicable, and we end up

again with undefined behavior. Furthermore, since we have

no information on the callee, we have no information on

what speculative step might have been added to the stack.

4 Non-Interference of Speculation between
the Caller and Callee

The above corner cases point to real problems when dealing

with the interaction of a critical function with the rest of

the world, e.g. when linking "proven" secure code with a

non-secure library. To counter these cases inside CompCert’s
framework, we propose the following rule: Any instruction

that might result in an undefined behavior should not be

executed during transient execution. This leads to the need

to protect every memory access that might be executed spec-

ulatively with a speculation barrier. Secondly, this shows

the need for a strict calling convention: function calls and

returns must not occur during speculation.

5 Conclusion
In this paper, we have presented some of the issues that arise

when implementing speculative semantics in a compiler, a

necessary step towards verified secure compilation. Since

CompCert lacks inter-procedural analysis, we propose a call-
ing convention to allow the decoupling of the speculation

analysis between functions, which is the basis for a robust

countermeasure against attackers linking to the generated

executable.
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