TELECOM

ParisTech Model-Driven Engineering for Safety,

ﬁﬁ§m‘| Security and Performance:

Une école de 'IMT SysML-Sec

Ludovic APVRILLE
ludovic.apvrille@telecom-paristech.fr

[
universite
PARIS-SACLAY Invited talk - ISAE Supaero



Context: Security for Embedded Systems SysML-Sec Case study Demo Conclusion
000000000 000000000000 000000000000 o] [e]e]

I Telecom ParisTech




Context: Security for Embedded Systems SysML-Sec Case study Demo
000000000 000000000000 000000000000 o]
I Telecom ParisTech
e C:rvmf; = Londan =) s‘H;rlog"er’\bosch ]

Bath o Anrm{?rpen.
’ unkerque i
Sbuthampton Brighton = ent Siege
Exeter. SOUThamptons. L Calais Lille Belgig /= ¢ Bon F
i ~ Rorercih 1 G Belgique /= Aachen
Flymouth “Belgien Koblanz
bt
Fri
Létzebuerg
Guernsey! Le Havre ™ pajan
z Mz
o Narm Feims "
saint Helier armo Saarbricken
A RichebourgH lGrond Ka
1 v £st) " Strasbourgd
e Bretogne
retogne
Heaes i Orlgans ks
- LeMans 5 Freibun
s Centre- imiBreisg
Toursd_ Val de Loi Bourgogne-
L Schy
e Suisse/t
N Poitiers France Sv
il alausanne
, Genéve
Clermaint- T
& Limgges Ferrand i} 5
\ i Auvergne.  Annecy
Alpes y
or il e Taeaine En,
avinon " Provence
N b Monaca.
Sy e Conestay Toulousely Occitanie  Montgeliér 5
7 z SenSebastian Pau P
Astarias . 2 3 %
Bilbao Marseille

Conclusion
[e]e]

reLecov
ParisTech|

5 4 |



Context: Security for Embedded Systems SysML-Sec Case study Demo
000000000 000000000000 000000000000 o]
I Telecom ParisTech
e C:rvmf; = Londan =) s‘H;rlog"er’\bosch ]

Bath Anrm{?rpen.
: Dunkerae o g
’ = iege
Exeter. Southamproni . Brighton Calais Lille Belgie /- Bain 2
i ‘ GG G Belgique /= Aachen
fameuhy “Belgien Koblenz
.
Fri
Létzebuerg
Guernsey Le Havre Roian
7 M:
i NoFm Reims <
saint Helier o Saarhriicken
2 RichebourgH ) Ka
{ v £stl 1 Strasbourgd
Brest 0 S
retogne
(D o Orliians ks
z Le Mans % hsibur
e, Céntre: imiBreisg
Toursd_ Val de Loi Bourgagne- o
’ chy
e Suisse/t
R Paitiers France 3
il alausanne
s Genve
Clermant- -
4 Himoges Ferrand i 5
5 Auvergne.  Anecy
Alpes
Aquitoine o
Bordeaux Grenoble
Avignon [TV
N - aco
Sy ST Danostia /. Toulousely Occitanie  Montgeliér
4 2 SanSebastian Pau N
Astirias o 7 o O
Bilbao Marsellle

Conclusion
[e]e]

reLecov
ParisTech|

5 4 |



Context: Security for Embedded Systems SysML-Sec Case study Demo Conclusion
000000000 000000000000 000000000000 o] [e]e]

I Research Work: Overview

Modeling and Verification for Safe and Secure Embedded
Systems
Security Analysis of Embedded Systems

Application domains

loT, Transports (automotive, drones), telecommunication
systems (5G, Software-Defined Radio)
Contracts&projects

Local (Labex, FUI, ...), national (Nokia lab, ...), international
(H2020 "AQUAS", .. .)
I
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I Research Work: Ph.D. Positions

» Definition of safe and secure functional strategies for
autonomous vehicles using critical scenarios

» Model-based Joint analysis of Safety and Security

y
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I Outline

Context: Security for Embedded Systems
Embedded systems

SysML-Sec
Method
SysML-Sec

Case study
Case Study

Demo
Demo

Conclusion
Conclusion, future work and references

:
7/43 Jul. 2018 Institut Mines-Telecom SysML-Sec sz ©



Context: Security for Embedded Systems SysML-Sec
9000000000 000000000000

I Examples of Threats

Transport systems

» Use of exploits in Flight
Management System (FMS) to
control ADS-B/ACARS [Teso 2013]

» Remote control of a car through Wifi
[Miller 2015] [Tecent 2017]

Medical appliances

» Infusion pump vulnerability, April
2015.
http://www.scip.ch/en/?vuldb.75158

Case study Demo Conclusion
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I Examples of Threats (Cont.)

Conclusion
[e]e]

000000000000

Internet of Things

» Proof of concept of attack on IZON camera [Stanislav
2013]

» Vulnerability on fitbit » Hacking a professional
[Apvrille 2015] drone [Rodday 2016]

Geek usages for your Fitbit Flexdracker

i focom XBee — Man-in-the-Middle Attack
pnmJ E
‘ plos de pas?
AVApvrille ‘

FortiGuard Labs ——— Fibnass backer
Fortinet (W/
o
& sl
= o=
Hack:

e — R A

... FZATINET ote con v
in 10 Seconds
A. Apvrille, Hack.lu'2015 (©) beforei N. Rodday, BlackHat Asia’2016
eforeitnews
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I Finding Vulnerabilities on loTs

What’s inside? Let’s look together!
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I Inside a Fitbit

De

Don’t try this at home!
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I Inside a Fitbit (Cont.)

Again: don’t try this at home!
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I Inside a Fitbit (Cont.)
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I Fitbit: Hardware Components

LIPo battery

- el la
STM LIS2DH - Triaxial MEMS }
¥ SN

T1 Charger
BQ24040
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Firmware Dumping
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I Then, How to Identify Vulnerabilities?

Investigations
» Testing ports (JTAG interface, UART, ...)
» Firmware analysis
» Memory dump

» Side-channel analysis (e.g. power consumption,
electromagnetic waves)

» Fault injection

Develop your system with security in mind from the very

beginning
Our solution: SysML-Sec, supported by TTool

o
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I Goal: Designing Safe and Secure Embedded
Systems

sub o6z, a2
swbal, 8l
Bt o0

cld

2508 S085H

HW/SW Partitioning

System Soft. Design

specification
(includes
software C \

specification) Simulation
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I TTool: Key Features

v

Model-Driven Engineering tool
Free and Open-Source
» Plug-in can be used to insert private/commercial features

v

v

Easy to use
Focus on safety, security and performance
Formal verification at the push of a button

v

v

:
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I SysML-Sec

Common issues (addressed by SysML-Sec):
» Adverse effects of security over
safety/real-time/performance properties
» Commonly: only the design of security mechanisms
» Hardware/Software partitioning

» Commonly: no support for this in tools/approaches in MDE
and security approaches

TELECOM|
ParisTech|
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I Partitioning

Before mapplng Functional view Architectural view
. . Simulation
» Security mechanisms
PY——
can be captured but not Fomumis_appmg view

verified

After mapping
» Verify security (confidentiality, authenticity) according to
attacker capabilities

» Whether different HW elements are or not on the same die
» Where are stored the cryptographic materials (keys)
» Where are performed encrypt/decrypt operations

» Impact of security mechanisms on performance and safety
» e.g. increased latency when inserting security mechanisms

.

:
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I Partitioning Verification
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I Safety and Security Mechanisms

Data Encryption/ Authentication
chl

)

chl
ECUCommand(1

Safety

>
=n
AN
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I Safety and Security Mechanisms (Cont.)

Data Security with Hardware Security Module

»
o Cenerate FNGL]

Sechmec_comm

] sechsnsec comm

-

%@m - SechsmSec_comm
9

] sestamsec.comm

Safety

><'3
/

Performance
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I Safety and Security Mechanisms (Cont.)

Redundancy/Cohere

<<CPU-RR>>
CPUPercl

Perceptionl .

[<<cPU-RR>>
CPUPercl

AutonomousSystem
Perceptionl

Performance ><7
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I Safety and Security Mechanisms

Failsafe mode
]
[systemok] [else]

[ defaultMode | [ failsafeMode |
(

Y

Safety

Security

AAN

Performance
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I Safety/Security/Performance
Requirements
Security Safety Performance
Automated generation
- =
System design
Verification of design w.r.t. requirements
Performance

econsider security req. econsider safety req.

{Reconsider performance req.

Add/modify safety mech. (e.g. safe modes)
Modify architecture (e.g. redundancy)
lodify mapping

Add/modify security mechanisms
Modify architecture (private bus, etc.)
lodify mapping

\Reconsider algorithms
lodify architecture (Nb of cores, etc.)

lodify mapping

ISecurity leads to unsafe behaviour

Safety leads to unsecure behaviour

Security leads to degraded perf.
(e.g., increased mean latency)

ISafety leads to degraded performancelj

Performance issue due to
isafety mechanisms

Performance issue due to
isecurity mechanisms
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I SysML-Sec: SW Design

‘ Use case view I‘ Scenario view I SW Analysis

. Simulati . .
Structural view [ gomal analysis, | Behavioral view
- SW Design
“ Deployment view 9

» Precise model of security mechanisms (security protocols)

» Proof of security properties : confidentiality, authenticity
» Channels between software blocks can be defined as
private or public
» This should be defined according to the hardware support
defined during the partitioning phase

y
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I Case Studies

Cyber security of connected vehicles
» Safety/Security/Performance
» EVITA FP7 Partners: Continental, BMW, Bosch, ...
» VEDECOM

H2020 AQUAS

» Automated train sub-systems (ClearSy):
Safety/Security/Performance

» Industrial Drives (Siemens): Safety/Security/Performance

v

Nokia
» Digital architectures for 5G networks (Safety/Performance)
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I Case Study: VEDECOM Autonomous
Vehicle

Verification

:
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I Constraints

» Standard: 1SO26262
» SOTIF: Safety Of The Intended Function

» Security: impact of potential attacks on safety

31/43  Jul. 2018 Institut Mines-Telecom SysML-Sec - e
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I Requirements

e
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= Functonar
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I Attacks

<<block>>
Vehicle

<<attack>>
preventObstacieDetectio <<attack>>
preventBrakingFunctio
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~<attack>>
preventBrakingCommandissuel

<<countermeasure>>
heckCe

<<attack>> <<attack>>
manipulateCamera manipulateLIDAR

| R <atedos | [ <zausdon
trollerCode i | i | forgeECUCommands

U o filterC
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SysML-Sec
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View

Case study
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I Safety Verification (Before Mapping)

choiceComportment

Safety Pragma
A[] Supervisor.running
Perception.distance<threshold -->
Supervisor.brakingOrder

BL?

I i I error
é

TeLe
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I Architecture and Mapping Views

sz
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I Safety Verification (After Mapping)

Reachability Graph
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I Security Verification

Dialog window

(e vesieion{ Awtomared secury |

Verification options.

Backtracing

Case study Demo
000000000800 o]

Conclusion
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I Performance Verification

<< Pum\>>

<<CPURR>>
InterfaceCPU.

<<BUS-CAN>>

r ECUcommand(1),
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I SW Design, Code generation, Test

First SW model from mapping models
SW model refinement
SW model verification (safety, security)
Code generation

» (Virtual) Prototyping, test

vyvyVvyy
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I Demo: SmartCard

v

Main functions of the system

Safety of the system (before mapping, after mapping)
Performance

Model enhanced with Security

Impact on performance

v

v

v

v

OourBANK

300¢ 05009 29009

wap o s Mz<Card
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I Conclusion and Future Work

Achievements: SysML-Sec

» Methodology for designing safe and secure embedded
systems

» Fully supported by TTool

» Applied to different domains, e.g., automotive systems,
loTs, malware

Future work

» Security risk assistance and backtracing

» Assistance to handle conflicts between
security/safety/performance

» Design space exploration
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I To Go Further ...

Web sites
» https://sysml-sec.telecom-paristech.fr
» https://ttool.telecom-paristech.fr
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