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I Requirements

<<Requirement>>
DroneSecurity

ID=0

Kind="Functional"
Risk="High"

Text="The drone should be secure"

. —®

EB\

<<Requirement>>
DroneControlSecurity

<<Requirement>>
Image

ID=1

should be secure"

Risk="High"

Text="The drone control

Kind="Controlled access (authorization)"

ID=2

<<reﬁne>>/

Text="The image system
should be secure"
Kind="Privacy"
Risk="Medium"

‘\<<deriveReqt>>

w<reﬁne>>

<<Requirement>>

ValidUser

<<Requirement>>
CommandVerification

<<Requirement>>
ImageConf

ID=3

Text="The drone should only

accept commands from

the correct user"

Kind="Controlled access (authorization)"
Risk="High"

ID=4

Text="Drone controls should
not be broadcoast unencrypted"
Kind="Confidentiality"
Risk="Medium"

ID=5

Text="The drone should preserve
confidentiality of captured images"
Kind="Confidentiality"

Risk="Low"
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Attack Trees

Apvrille (GraMSec 2015)

<<block>>

AttackerSystem

<<root attack>>
gainUnauthorizedControlOfDrone

=

<<SEQlIJJENCE>3>

<<attack>>

reverseEngineerRemoteCommands

( PN ]\

<<attack>>
connectToDrone

<<attack>>
MITMAttack

m)
[ <<SEQUENCE>>

[ M
][ <<SEQUENCE>> J
ol

1 02 03
A 4 & «
£ <<block>> \_ \,
<<attack>> DroneSystem <<attack>>
crackWEP <<attack>> changeNetworkAddresses
determineDroneNetworkID
<<block>> | : <<block>>
UserControIIer/ \ Drone \
< <attack>> <<attack>> <<attack>>
sendDeauthenticateCommand sendConnectMessage sendForgedCommandToDrone
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I Drone Application

ImageProcessing

DroneControl

’ obsData

’ targetData

-

<

RgmoteControI

, |imgData

A

Camera
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I Drone Architecture/Mapping

<<CPURR>>
CPUDrone

IR

T D
j DroneControl

<<BUS-RR>>
Wifi

I

Ca

ImageProcessing

[
mera | motorControl

D

U

<<BUS-RR>>
BusCPU1

<<MEMORY>>
MemoryDrone
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I Drone Architecture/Mapping

<<CPURR>>
CPUDrone

IR

T D
j DroneControl
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D
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I Vodel Transformation for Security

<BUS-RR>>
BusO.

;

Specification

secisym

secsym

<<CPURR>> <<CPURR>>
CPUBob CPUAlice

<<MEMORY>>

) 0

13

<<BUSRR>>
ExternalBus

A

<<BUS-RR>>
Busl

<<MEMORY>>
lemory:

Lugou (Modelsward2016)

AN

~

Intermediate

<<block>>

&

= inchasnelMessage msal
~ ouk channalou(Mesaage mso)

A
<<blod>> g, Q

<<block>>
Alice «

vt it . Message:
Meseage: iz Vessage:

“: Message: -k Ky

ok Key: :

Cpriey Key:

‘ Py e

channelin{m2)

m.data = secretData
ml = sencrypt{m, sk}

receivedData = m.dat:

SecretDataReceived

ndingMs
m = sdecrypt{m2, sk}
— oo

=»

Basic
Blocks

U]

~

Proverif Code

(* Generated ProVerif specification *)

(* Queries Secret *)

query attacker(new Alice__secretData).

(* Symmetric key cryptography *)

fun sencrypt (bitstring, bitstring): bitstring.
reduc forall x: bitstring, k: bitstring; sdecrypt
(sencrypt (x, k), k) = x.

let Alice__0 (sessionlID: bitstring) =
in (chControl, chControlData: bitstring);
let (=sessionID, =call__Alice__0,
Alice__secretData__1:

b.}ocess
! (new sessionID: bitstring;((
System__0 (sessionID)

) (

Bob__0 (sessionID) ) | (Alice__0 (sessionID

DN

newAlice__sk__data: bitstring;

Results
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I Security Countermeasures

ImageProcessing

obsData

>

>

targetData

>

A

imgData

“A

Camera

scanResults| checkArea

Comm(size)
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I Software Design
ImageProcessing DroneControl missionComman | R;emoteControI
’ obsData » j|<:| ; S dHﬁ'
> >

B droneData

- ’ targetData ’

T 1 - ?
x_ Z ' ' B motorCommand
? |'ngata scanResults| checkArea|
A A—YV y
Camera — R motorControl
<<block>> <<block>> <<block>>
ImageProcessing MainController »n RemoteControl
~ out obsData(int data) ~ out motorComrpand(int data) ~ in droneData(int data)
~ out targetData(int data) ~ out droneDgta(lnt data) ~ out missionCommand(int data)
~ in imgData(int data) ~ in obsData(int data)
~ in targetData(int data)
é ~ in missionCommand(int data) A
~ in scanResults(int data)
A ~ out checkArea() é

<<block>>
Camera <<block>> <<block>>

~ out imgData(int data) IR motorControl
~ out scanResults(int data)
~ in checkArea()

.
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I Software Design

[insert algorithm to calculate trajectory]

calcTraj
>nonceChmotorControI(nonce)
chl *
>nonceChmotorControI(1) ™ encrypt )
sec:nonce_motorControl > C ]
g motorCommand=
F sec:autoEncrypt_ motorCommand concat2(motorCommand,nonce_motorControl)
motorCommand_encrypted=
chl sencrypt(motorCommand,key_motorCommand)
motorCommand(10)> motorCommand(motorCommand_encrypted)>

sec:autoEncrypt_motorCommand \/\/\/\i/\/\/
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I Conclusion

B SysML-Sec : Unified methodology for Secure
Embedded System Design

B Automated evaluation of Safety, Security, and
Performance

® Improve iterations between phases

B Evaluate additional security properties/attacker
models
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Our work at:
ttool.telecom-paristech.fr
sysml-sec.telecom-paristech.fr
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Questions?
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