
State of the Art . Understanding Pointwise Maximal Leakage (PML)
1) Motivations

-> Side-channel : Any unconventional way of getting a slight information about a
secret.

-> Mutual information as a bealage measure? Not very adapted here.

II) Maximal Leakage
1) Threat Model and Definition

Setup of a guessing adversary :

· X is a secret· V is what actually interests the adversary
· Y is the observation of X from which the adversary wants to guess U.

The SSH example
· X are the real keystroke timings · Y are the observed keystroke timings
· U is the actual password .

We assume we have the Markov chain U X Y .

Reminder : We say that a Markov graph C= /V
,
E) holds

, if for any
separating set S separating V from V (where VWSUV = V) then

VIS # VIS

Let Y(Y) (or even simpler() the best estimator of U given
Y

, i. e.

that minimizes #(U = U) ·

Before observing Y,
the probability of guessing U with no clue is max IP(z=U)

21

that can be reduced to maxulu) where l is the set of alto e

possible values taken by U.



p(u = u)
The maximal leakage for this specific example is the ratio

maxul. .

It means :

6
By how much can I multiply my prior probability by observing y99

It is always preferable to take the log ,
and log means :

!With a leakage of n bits
,
I can increase my probability by 29

For a general definition, we would need to fix what the attacker wants . But

measuring
the leakage of Y over X

,
this makes no sense that we need to set

what is U .
In our case, I could be :

· The entire password. The entire password + more information about
the computer

· The first letter of the password. Whether it is a vowel etc...

The SDPI (Strong Processing Data Inequality) allows to maximize over all the

possible setups :

Let X and Y be two random variablesan respectively X andY

The Maximal batage from X to Y is defined by :

P(u= u)
2)X- Y)
=SUP log mana

Where I is any set .

2) Main result

The form provided above is more for the intuition and less for the computation.
Indeed

,
we willdow that 2(X-Y) = log EyMax x(y(x)



This is
, by definition,

the Sibson mutual information of order infinity ,
Is (XiY).

The definition is valid only is X and If are finites alphabets.

If X = 50,
13 then

2(X (4) = logz(1 + = ((Pyx) + (0) - Py(x) + (0)((z)
where llolly is the L distance (Manhattan) ·

Some properties :

i) If X-Y-Z holds
,
then 2(X+2) < min (2(X+Y)

,4(4-21)
↳ Data ProcessingInequality
ii) 2(X + X) = Ho(X) = log (Supp(X))

iii) 2(X3Y) -> min(log(x) , log (1)
iv) 2(x +y) > [(X : Y) > 0

v 2(X+Y) =0 X1Y

vi) If (Xi , Milose are mutually independent , then

2((i)(i) = [2: - Yi

viil 2(X-Y) only depends on Supp(X) -X and Pyly (0. 1]YxSupp(X)

viii) If Supp(X) is fixed,
then e2(X-Y) is convex in Pylx :

For a leakage measure, we often consider i) , v) and vil as axiomatic
.

Mutual information does check this.



3) Basic notions

It's never a bad idea to get back to the basics.

For a finitely valued random variable X,
the entropy of X/or more

Shannon's entropy) is defined by :

H(X) = [p(x)log)u) = E(log)x))
xeSupp(X)

where
p is the distribution of X .

This is the only continuous function H :N-> R
,
that satisfies :

i OCH(X) <H(
, ..., ) where n = 1Supp(X)/

ii) H(p + ,
- .

., pn ,
0) = H(pn , - .., Pn)

iii) H(X, Y) = H(X) + H(YIX) this is the Chain Rule

iv) H/,..., ) = log(n) (wr can choose any base
b2 1 we want

or
, equivalently :

i VoreSm
, H(p1 ,

. . .

, Pn) = M/Pan , ..., Poin
ii) For any Pn

=

G + 92 , H(p1 , . . ., q , 92) = H(p... pn) +PH

As a measure of uncertainty , we can also mention Rinyi entropy for deH513 ·

Ha(X) = 11- a log) [P(x))
eSupp(x)

However
,

we only have a wea chain rule:
"

If X1 Y,
then Mc(X, Y) = Ma(x) +Hx()

The mutual information measures how much information do two variables share :

&(x- y) = H(X) + H(y) - H(X , y) = H(y) - H(y(X)

However the fact that it is symmetric is not
very meaningful for channels.



We always have that
↓ 0 < I(X

,
y) < H(X) , H(Y) ii) F(X, Y) =0 XHY

This is more a measure of what X andY have in common thana

leakage of the channel X-Y .

Remark : We can try to expand the mutual information :

# (X ,
Y) = H(x) + M(Y) - H(X

,Y) = [()log() + [i(y) log()

-ykloglogkes logli
#( ,

Y) =[) log

A Discrete Memory Channel (DMC) has an input of X and an output

of Y ,
and induces a transition function W : YX - R*

In this setup ,
mutual information can be written as :

&(x, Y) = [Px()Wsyle)log)See al
x

, y

The capacity is the value of the mutual information, when the input
distribution maximizes it : C =

max
II

,
Y.

As we have seen before, the maximal leafrage only depends on Supp(1Px) :

2 (X + y) = log EymaxWVy

What is the relationship between capacity and maximal leafage ?



The capacity is a useful tool for the normal framework where a message
U is

encoded X" = In (U) ,
then passes trough the channel, and is finally decoded : U=gn(Y)

Let Mr be an increasing sequence of numbers .
We say

that (Mune is accepted by
the channel if :

sup P(u = u(X" = fu(u)
Ue[Mn]

The rate of an accepted (Mulnew ,
is the value R=lim log (Mn) in itis

per
channel use .

The capacity is therefore the supremum over all accepted
rates :

C
= supereptedn log.

If we want to be more formal , we should replace (Mn) by (fn , gn , Mr) . This

is called a "code" .

We have the incredible fact that : C = max I(X
, Y) which is constant

for a fixed channel.
**A(4)(X Discrete ...

If we define Ca = max Ia(X , Y) ,
then we have 2(X& Y) = Co ·

PX(A(x)

Since I(X , Y) < Ig (X, Y) we therefore have that 2(X-Y1, C ,

always assuming that Supp(X) = X .

-> For security aspects, Maximal Leakage is more sensitive than Shannon's

capacity.



When we define a distance between laws
,

a good way of measuring the

leakage is by measuring the
distance between the real joint law and

the product ofX by another law indf. This way, if D( : 11 %)

measures the distance between two laws
,
then :

# (X ,Y) = inf D/IPX , y 1)xPy
*

)
*yea

If D( : 11) is the Kullback-Leibler divergence, then IIX, Y) is the

mutual information and the symmetry gives us My
*=

y
= [Py(, %) ·

However
,
the symmetry does not hold in general .

For instance
, if we take

Ringi divergences, then a goodmay to define a leakage measure is :

This is the real case

F(X , Y) = infD ↑Thedistancetellsushowcase
By This is

d
the set of all possibilities whereY gives No

information about X .

This is not symmetric in general anymore. The maximal lealiage is also

given by 2(X+ Y) =FaX , Y) that derives from a distance

for laws. Wonderful isn't it !

4) Some examples
Ex1 : X-B(q)0(971p4E
2(X+y) = log(2(1 - p)) = 1 + log( - p)
X Y -> If p

= 0, I can increase

the guessing probability by 2"= 2.

· -> If p =E
,
I cannot increase

i

my guessing probability.



Ex 2 . X-B(q) 01971 Ope < 1

X Y
1- E O 1 - E

O

1

->

3- ? E2-E
-
-> 11 - E

1- E

2(X+y) = log(2- c)

Remark : i) For any
deterministic channel

,
2(X-Y) = logh)Supp(Y))) .

We also

have that ISupp(y)1 < /Supp(X)1 .

ii) In the definition of maximal leakage, a more intuitive version could be :

P(u = )
2(X- y) =

sup log
u= f(x) max IPl
u= f(y)

5) Proof of the main result

We want to prove the following :

Suplog = log &maxPlya

Proof :

ht [(X-4([U] = log max Pax(u , y)
. This is clearlythe

maxul is
best estimator we can get, and therefore 2(X-Y)=Sup LIX-YU]

The probability that the best estimator actually gives the best result can be

developed by the Marbor chain U-X-Y :



[max Pay(u ,y=m(x) Puix(u ,x)yx(y , x)

- [ma() Puix (u , x) [max Pix(y ,x))
= [(ma Pixly ,x))max (x) Puix (u , x)

= man [mx(y ,x)
So LMS < RHS

. For the reversed inequality, we construct a IPuIX that

reaches the RHS
.

Let p
*

= min (a) > 0 I we can assume Supp(X) =X without
any

xeX
loss of generality) .

For each2eX let like) =
Rybe)

O

p

We first define l = X X & , Twbe)7D ,
or more formally ,

le is

defined byUE( , 1)...., be ,Tell

For eeX, U returns an element of [(e,
1)

, ...,
(e , (w()))} with

the same probability

resting probability 1 - LalpiP
and returns R ,

roki wita

We have maxn(n) =

p
* obtained for the value zeX such that R(x) =p

Moreover
, [max Pay(u , y)=m(x) Puix(u(x)yx(y(x)

= [max(x)uix
((x ,1)(x)yx(y(x)

=

p
*

[maxx(y(x)
We just proved that LHS RHS

·


