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Chapter 1

Introduction

My research activity over the past fifteen years has largely been focused on quantum cryp-
tography and in particular quantum key distribution (QKD) and its industrial develop-
ment. This has given me the opportunity to tackle a large variety of subjects, ranging from
foundamental scientific questions related to information security and quantum optics, to
technological and engineering challenges associated with the development of a commer-
cial QKD system. This “Habilitation à Diriger des Recherches” (HdR) manuscript intends
to present an overview of this work and also to draw some perspectives for the future of
quantum cryptography, with a focus on its practical applications.

1.1 From research to applications

I have chosen to position the focus of this manuscript at the application frontier, i.e. to take
the interplay between quantum cryptography research and its applications as a guide-
line. This choice is largely driven by my own carrier path, where I have tried to con-
tribute to science and technology both as a researcher, but also by creating the start-up
company SeQureNet [Seq]. This choice is also based on the observation that, even though
the promises of the second quantum revolution have started to become a reality, only a
handful of quantum technologies have already reached a sufficiently high maturity level
to serve real-world use cases. On the other hand, for most application envisaged so far,
there still exists of a gap between the performances required to guarantee a quantum ad-
vantage and current technological capabilities.

This mismatch between technology and application requirements is sometimes eclipsed
by media hype, in which the real and impressive progress on quantum technologies might
be extrapolated towards overoptimistic predictions about applicability. Considering the
development of quantum technology not as a one-way train towards dreamed applica-
tions, but instead embracing it as a complex dialectic between research in progress and
emerging applications, probably strikes a better balance and provides a way to grasp and
address more efficiently upfront challenges. This approach is schematically represented
on figure 1.1, that depicts a two-way process associated with a research-application di-
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Quantum 
Information 

Research
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Applications

Technology Development

Gap Analysis , Update Vision 

Figure 1.1: Dialectic interaction between research in quantum information and the targeted
applications.

alectic. It also provides an interesting and application-oriented framework to analyze the
current dynamics of quantum information technologies, including quantum computing,
even though our focus will be here solely on quantum communications.

Despite not embracing mainstream trends and relay dazzling promisses about the “quan-
tum future”, I still want to claim that the critical vision we would like to articulate here is
optimistic. It consists in accepting that the application frontier is a two-way process, based
on the motivation to push technology towards higher maturity levels, but also driven by
the compelling need to update our vision as we become better aware of some mismatch be-
tween technological capabilities and expected applications. As depicted on Figure 1.1, the
dialectic interaction should be seen as two-sided opportunity: at research level, to improve
our understanding of fundamental technological limits ; at application level, to update our
expectations and redefine our vision. This dialectic vision also shapes the structure and
content of this manuscript.

1.2 Quantum cryptography and its applications frontiers

The birth of quantum information science as an established research field, can be dated
back to the mythic Physics of Computation Conference which was jointly organized by
MIT and IBM, and held at the MIT Endicott House in 1981. A very interesting celebration
conference [QC421] has recently been for the 40th anniversary of this event. In wonderful
keynotes, founding fathers of the field Charles Bennett and Peter Shor recalled some of
the outstanding achievements that have been reached in 40 years, and also pinpointed
the growing influence that quantum information fundational ideas have had over the past
decades.

Quantum cryptography and in particular QKD have definitely played a pioneering
role in this journey. As a matter of fact, QKD in its simplest form requires only to prepare,
transport and measure single qubit quantum information. It hence constitutes one of the
simple route towards a measurable quantum cryptographic advantage. QKD is, as a con-
sequence, one of the most mature quantum technologies and one of the first able to expand

2
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Figure 1.2: QKD is a pluri-disciplinar technology. It rests on a foundational quantum pil-
lar and is becoming increasingly connected to the telecommunications and cyber-security
industry pillars.

its application boundaries towards large-scale markets, such as telecom infrastructures or
security applications. As illustrated in figure 1.2, these two major industry verticals also
constitute natural industrial ecosystems in which QKD technology strive to integrate, but
also to augment, in order to demonstrate its relevance from a societal and industrial stand-
point. Playing a prominent role in federating the engineering efforts in quantum commu-
nications and cryptography towards integrated industrial ecosystems, QKD is therefore
undoubtedly a key technology to understand the interplay between quantum foundations
and applications.

Figure 1.2 provides a pictorial representation of this viewpoint, in the form of a trian-
gle, that can also be seen as a bird’s eye view of the content of this manuscript. We will
begin with the basis of the triangle, with chapter 2 on quantum cryptography, where we
will briefly position existing primitives in terms of service but also in terms of technologi-
cal readiness. We will then address in chapter 3, and chapter 4 respectively, the two other
sides of the triangle, and the challenges associated with the integration of quantum cryp-
tography (and principally QKD), in the cybersecurity and telecom landspaces. Finally we
will propose in chapter 5 a more personal analysis of some of the lessons learnt at the ap-
plication frontier, based on the experience and insights gathered as a contributor to QKD
technology. This actually leads us to formulate a critical analysis of QKD positioning and
then, to propose a path and some new perspectives for quantum cryptography, both in
terms of research program and applications.

3
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1.3 Organization of the manuscript and main contributions

Let us now describe in more details, chapter by chapter, and section by section, the content
of this manuscript, with pointers towards the related scientific contributions and refer-
ences.

We propose in Chapter 2 an overview of quantum cryptographic primitives, with a
focus on functionalities that can be implemented with near-term technologies. This initial
survey aims at positioning QKD with respect to the broader landscape of quantum cryp-
tographic primitives. We try in particular to pinpoint the particular position held by QKD
as being one of the most mature quantum technology to claim a quantum (cryptographic)
advantage, therefore epitomizing real-world quantum cryptography performed at the ap-
plication frontier.

Chapter 3 is dedicated to system engineering and networking aspects of QKD. It high-
light the structuring role that QKD technology has played, and continues to play, towards
the development of quantum communication research and technologies as a whole. Af-
ter a generic presentation of QKD communication processes 3.1 and technologies 3.2, the
chapter is organized around two main themes: QKD system engineering and QKD net-
working, vith a focus on continous-variable (CV)-QKD. The associated challenges have
also been an important focus of the research that I have conducted at Telecom Paris over
the period 2008-2014, in parallel with the effort lead within the start-up SeQureNet, that I
co-founded in 2008, to bring the first CV-QKD system to market [Seq].

CV quantum communication engineering is presented in section 3.3. The associated
research had been, for an important part, initiated by a first work on the classical post-
processing side of QKD where we focused on the improvement of error-correction tech-
niques for DV-QKD using LDPC codes [ELAB09], and later on, by the milestone result ob-
tained by Anthony Leverrier on multi-dimensional reconciliation [LAB+08], on CV-QKD.
Within the SEQURE collaborative project we then performed the first field demonstration
combining CV-QKD with link encryptors, and tested the reliability of the CV quantum
communication technology [JKJD+12]. This has contributed to trigger the decision to de-
velop a commercial CV-QKD system, within SeQureNet. More recently, I have started
again to work on CV quantum communication system design in the context of the transi-
tion from transmitted local oscillator to a local local oscillator (LLO) design [MA17]. Study-
ing the trade-off inherent to this transition, - including a specific self-coherent design that
we have patented [AM16] and that has later proven its experimental relevance [QL18] -
opens interesting convergence between quantum and classical coherent communications,
which has now become one of our primary research focus in the context of the QT Flagship
project CIVIQ [AAWJ20].

Quantum networking is then presented in section 3.4. It was one of the first research
challenge that I encountered and had to deal with as I was integrating the European project
SECOQC and was starting to work at Telecom Paris, in 2005. In this stimulating context, I
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have contributed to define and formalize the architecture of QKD networks, including the
3-layers architecture [ARML06] that has then become widely adopted [SFI+11, CZC+21,
MNR+20]. In collaboration with my European colleagues, in particular at AIT Vienna,
we also came up with the first suite of network protocols for a trusted node QKD net-
works, [DA07] that has then been demonstrated at metropolitan scale during the SECOQC
demonstration Vienna in 2008 [PPA+09].
We also present and put in perspective our work on mixed QKD/WDM transmission
[KQA15], in which we performed the first experimental demonstration that QKD could be
deployed over an optical fibre in coexistence with intense WDM channels, whose launch
power is typically around 0 dBm. Such “native strong coexistence capability” is made pos-
sible by the significant common mode rejection ratio that can be obtained with a balanced
homodyne receiver. Also not yet sufficient for deployment over optical backbones, these
results and the additional recent progress [EHP+19, KSDS19] position quantum coherent
communications favorably in view of the integration of quantum communication over ex-
isting lit fiber network infrastructure.

Chapter 4 is dedicated to the interplay between QKD and security. After recalling its
composable security definition 4.1, we discuss how QKD can be used and combined with
other security primitives in order to provide security services, while keeping an edge over
purely computational and classical constructions.

The question of enhancing real-world security applications using QKD 4.2 has been
(and still is) at the heart of my research work, starting with the SECOQC white paper
[ARW+07] that was later published, after an important revision work, in the special issue
of the Theory of Computer Science journal, at the occasion of the 30th birthday of BB84
[ABB+14]. This part of my work has lead me to become increasingly interested by cryp-
tography, and also increasingly aware of the dissensus that could exist between quantum
and classical cryptographers, in relation with QKD. This raising of awareness has in return
deeply influenced my research. In particular, it has motivated me to investigate the nature
of the dissensus and to develop research positioned at the frontier between classical and
quantum cryptography, and that may contribute to reconcile both visions.

The ability to build quantum cryptographic hardware and to certify its security prop-
erties appears as another central challenge addressed in section 4.3. In this perspective,
the design, evaluation and certification of QKD implementation secure against high attack
potential attackers appears as a concrete and ambitious objective, to which my research
team has vigorously contributed, notably via our work on saturation attack on CV-QKD.
In [QKA16], we studied the implementation security of CV-QKD and demonstrated that
the non-linear response of coherent receivers, in case it is not monitored, could be used
as an attack vector against CV-QKD and lead to a full security break. We coined this vul-
nerability “Saturation Attack”. We then showed in [QKMA18] that this attack could be
implemented with simple hardware and proposed a practical counter-measure. We also
participate to the ETSI QKD-ISG efforts on QKD implementation security[LSA+18], and to
the writing of the first QKD protection profile [ETS21]. Towards this end, we have recently
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proposed and experimentally demonstrated how the Common Criteria methodology and
attack ratings can be applied to conduct vulnerability analysis of QKD [KMQA21] paving
the way towards security certification of real-world quantum cryptographic systems.

The final Chapter 5 intends to conclude this manuscript by drawing some new per-
spectives towards real-world application of quantum cryptography. This chapter is built
around original content as well as research in progress. We open this chapter, in section
5.1, with a critical analysis of quantum cryptography positioning. Building on our work
on the use of QKD for cryptographic purposes [ARW+07, ABB+14] but also acknowledg-
ing the important dissensus between quantum and classical cryptography communities
[PPS07, Sch18, NCS20, ANS20, NSA20], we try to identify the nature of the complex di-
alectic interaction between these communities and the grounds on which their vision of
cryptography can differ. This leads us to suggest a revised positioning with a stronger
complementarity with respect to classical cryptography, as well as and an engineering-
driven approach targeted to provide a security gain in realistic contexts.

Section 5.2, then presents our ongoing work on quantum cryptography in an hy-
brid quantum-computational security model that combines the noisy storage assumption
[KWW12] with an extra assumption, namely the short-term security of computational one-
way functions [Unr15] . The advantage of this Quantum Computational Timelock (QCT)
security model is to allow to build protocols with everlasting security (unreachable with
computational schemes) with performance (rate-loss behavior) and functionality that go
beyond what is possible with “standard” quantum cryptography. Building on some ideas
first proposed at QCrypt 2015 [All15b]. We recently proposed [VA20] a key distribution
protocol in the QCT security model whose security proof can be established- for the mo-
ment against restricted attacks - by a reduction to a quantum to classical randomness ex-
tractor [BFW13]. This leads to key distribution rates that could be boosted by a O(d) factor
when implemented over a d-dimensional encodings, opening a new path towards quan-
tum key establishment in high-loss setting, but also in terms of practical security with
reduced trust requirements at the receiving site. I have also filed three european patent
demands in relation with this work, one of them leading to a granted international patent
[All15a, All15c, All16].

We conclude in 5.3 with a final section that intends to propose a shift in the approach
pursued by practical quantum cryptography towards a revised vision that we call real-
world quantum cryptography (rwqc) by analogy with the distinctive approach, scientific
and technological work as well as community building that has already occurred around
real-world cryptography [RWC]. Rwqc emerges as a holistic approach characterized by a
shift of priorities towards objectives such as practical security gain in real-world applica-
tion contexts or the ambition to engineer cost-effective quantum cryptographic hardware
whose security can be certified. We elaborate on these perspectives and on the concrete
development of such a real-world quantum cryptography program and try also to capture
the high-level vision that it could be based upon. This leads us to envisage “Slow Infor-
mation” in which data locality and privacy could emerge as central concepts empowered
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by provable security in relevant cyber-physical models as well as high-quality, certified,
engineering.
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Chapter 2

Charting the near-term quantum
cryptographic landscape

Quantum cryptography can be defined as the ensemble of cryptographic tasks that are
impossible to realize solely with classical means, and that are rendered possible thanks to
the use of quantum information as a communication or processing resource.

From a conceptual viewpoint, the central challenge of quantum cryptography is hence
to leverage quantum information principles in order to build cryptographic protocols that
meet one of the two following objectives:

1. Reach a security level that cannot be obtained classically, in particular based on clas-
sical information processing and computational assumptions.

2. Realize functionalities that are not achievable solely with classical means.

Cryptographic protocols can essentially be built from a small set core building blocks,
such as randomness generation, cryptographic hashing, key establishment, data encryp-
tion, as well as digital signature and commitment schemes. Such core building blocks
are called cryptographic primitives and are logically the main focus of attention both for
codebreakers and codemakers.

We aim to present here a schematic overview of existing quantum cryptographic prim-
itives, with of focus on applications and hence primitives that can be implemented with
near-term technologies. Towards this end we analyze for which cryptographic functional-
ities there exist constructions based on quantum resources that allow to obtain a specific
“quantum cryptographic advantage”, but also for which functionalities we cannot hope to
obtain such an advantage. This overview will moreover allow us to position quantum key
distribution - that will be the main primitive studied in this manuscript - in the broader
landscape of quantum cryptographic applications.
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2.1 Near-term vs long-term applications

A significant part of my research work has been focused on addressing questions that sit
at the frontier between quantum information science and engineering. A common pattern
is that the related quantum cryptographic applications could be build with existing
technology, and demonstrated in the lab [KQA15, QKA16, QKMA18] but also in field
demonstrations [JKJD+12, PPA+09].

Even thought the distinction between near-term and long-term applications is deemed
to be at least partially subjective and will of course evolve with time, it seems interesting
to identify some patterns correlating between the technological readiness quantum cryp-
tographic primitives and their required resources:

• Near-term quantum cryptographic applications essentially rely on primitives using
quantum phenomenon to provide secure functionalities for classical data. In particu-
lar, such primitives and protocols, as it is the case for QKD, do not require long-lived
quantum memories.

• Some quantum cryptographic primitives on the other hand explicitly take quantum
information as input or as output and require technologies that are yet an early-stage
in terms of technological readiness, such as long-term quantum storage, or large-
scale quantum computing.

Most of the remaining of this manuscript will be devoted to near-term quantum
cryptographic applications, and in particular to its flagship primitive, QKD.

Operating quantum cryptography with more advanced technological resources, en-
abling quantum information storage and processing, however leads to very stimulating,
and fundamental questions. It is also becoming a vibrant field of research. Let us hence
evoke - even only briefly - some important classes of quantum cryptographic primitives
that fall in this category. We also refer the interested reader to [BS16, WEH18] for a more
elaborate account on related concepts.

• Quantum money, i.e. the ability to design unforgeable quantum coins (which hence
requires long-term quantum storage) whose validity could be verified privately (by
the bank) [Wie83]. An important question is to design a scheme allowing for publicly
verifiable quantum money [AC12, Zha19].

• Generalization of cryptographic primitives, definition of appropriate security mod-
els and constructions, in a setting where quantum information is processed using a
quantum computer. This can in particular relate the encryption of quantum informa-
tion [BZ13, ABF+16].

• Private quantum computation [Fit17]. Considering that future large quantum com-
puters will be mostly accessed through the cloud, there will be a pressing need to
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allow for private quantum computation and to develop protocols to address the task
of securely delegating quantum computation to an untrusted device while maintain-
ing the privacy, and in some instances the integrity, of the computation. Following
the seminal theoretical breakthrough leading to the first protocol for blind quantum
computing scheme[BFK09], private quantum computation is a very active research
field.

• Multi-party cryptographic protocols on quantum data, operated fully quantum net-
work (often called quantum internet). Application can range from leader election to
quantum versions of consensus protocols[WEH18].

2.2 Framing quantum cryptographic advantage

Thoughts and anticipations about quantum technologies are deeply influenced by our un-
derstanding of existing - and hence classical- information technologies. A common in-
tuition, rooted in this classical tropism, assumes that the agenda of quantum cryptogra-
phy consists in proposing a quantum versions all existing classical cryptographic primi-
tives and also that such “quantum translation” could automatically translate into a cryp-
tographic advantage.

This intuition however does not stand a closer scrutiny, on which we will elaborate
more in chapter 4. As a matter of fact, quantum cryptographic primitives are often based
on core classical resources and protocols. This interplay rules out the possibility of always
obtaining a gain by “quantumizing” a cryptographic protocol, since it may result in con-
structions where the security limitations are classical in their nature.

In addition, as we consider near-term applications, we will not only aim at a theoret-
ical cryptographic advantage, but at an advantage that can be translated in practice. The
dialectic between theoretical and practical cryptographic advantage will indeed also be a
central question, transverse to several aspects of our work.

Framing these questions requires to look more closely at several key characteristics of
the primitive such as the security model, the underlying trust assumptions but also the
required resources and their practical availability.

Security model The approach generally adopted in classical cryptography is to rely on
computational assumptions to build cryptographic primitives 1. This leads to very efficient,
robust and ubiquituous constructions, that constitue an essential pillar of the security of
our digital society and economy. Classical cryptographic constructions yet suffer from an
inherent weakness: computational assumptions might be compromised at some point in

1Some cryptographic primitives such as the One Time Pad, are classical and information-theoretically se-
cure (ITS). Yet, for brevity reasons, we will denote as“classical”, computationally-secure cryptographic prim-
itives, and refer to (classical or quantum) ITS primitives, when security is not grounded on computational
assumptions
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the future, due to advances in algorithmic or in computing power. In particular, in the con-
text of secure communication with classical data, harvesting attacks sometimes described
as “ store now, attack later” are intrinsically always possible, since classical data can be
copied at the physical layer, without restrictions. This jeopardizes the ability to guarantee
long-term security with classical cryptography.

An essential advantage of quantum cryptography is hence to provide a practical route
to realize some cryptographic functionalities with information-theoretic security (ITS), thereby
reducing, if not removing the security threats inherent to computational assumptions.

Beyond this fundamental opposition between computational and information-theoretic
security, finer-grained variations on the security model can also be very interesting to con-
sider, notably in conjunction with practical feasibility constraints. The underlying assump-
tions associated to this “fine-grained security models” can in particular be related to:

• Quantum storage: physical ( technological) limitations on the quantum (but possibly
also classical [CM97]) storage capabilities of the adversary, leading to the quantum
bounded-storage [DFSS08] and the quantum noisy-storage [KWW12] models. In such
model, information-theoretic security is sought, based on the assumption that the
physical limitation holds.

• Relativistic constraints: communication limitations related to spatially distributed play-
ers and the impossibility to send a signal faster than light [Ken12].

• Time-dependent definitions and in particular the notion of everlasting security. A pro-
tocols enjoys the everlasting security property if it is secure against an attacker that
is computationally-limited only during the protocol execution, and that is allowed
to perform an unbounded amount of computation afterwards. Everlasting security
is, from a practical standpoint, not much weaker than information-theoretic security,
and yet this relaxation of the security model can lead to decisive gains, in terms of
practicality. We will present our work exploring this direction, based on a quantum-
computational hybrid security model, in chapter 5. Another very interesting exam-
ple of time-related security definitions is the notion of revocable time-release encryp-
tion introduced by Unruh [Unr15].

Functionality and trust model Cryptographic primitives are naturally characterized by
their functionality, such as random number generation, secret-key encryption, keyed hash-
ing or bit commitment scheme. Trust model is another crucial characteristic, intrinsically
related to the inner working of the functionality and however often less scrutinized.

For one part, the trust model is related to the trust relations between the different
players of the cryptographic primitive, and is therefore associated with the structure of
the functionality. For example, coin tossing is a 2-party cryptographic protocol, that only
makes sense if the two parties do not trust each other. Quite differently, key establishment
is a 3-party protocol, with two legitimate users, commonly called Alice and Bob trusting
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each other and aiming to establish fresh new key material, secure against a third party, the
attack attacker Eve that is hence untrusted.

Trust models are also related to physical trust assumptions that play a central role in the
practical security of real-word cryptographic system implementation. Such assumptions
indeed play a particular role in quantum cryptography. As a matter of fact, quantum
cryptography is intrinsically based on a formalized description of the physical layer, that
allows to use specific verification methods to assess and assess the validity of the model,
along three main lines:

• Evaluate and experimentally test the implementations following a best-practice ap-
proach, in order to certify the security assurance of a quantum crypto-system. Such
approach is in many aspect similar to the approach used to evaluate the implemen-
tation of security classical crypto-sytems such as smartcards, with the notable dif-
ference that the tolerable deviations between theoretical model actually system, can
formally evaluated in the case of quantum crypto-systems for which the physical
description of the ideal system is perfectly set.

• Rely on specific properties, of quantum correlation, such as entanglement or steer-
ing to conduct some “self-testing” of the quantum states shared by the legitimate
players, for example by testing some Bell inequalities to certify entanglement. Such
techniques are also known as device-independent techniques, and are totally specific
to quantum information processing. In a cryptographic setting, device-independent
techniques may allow to conduct some quantum cryptographic protocols without
the need to trust the the physical implementation of the devices.

2.3 Functional overview of quantum cryptographic primitives

2.3.1 Local randomness generation

Generating random numbers is certainly one of the most foundational primitives in com-
puter science, with applications in numerical simulations, lotteries or fundamental tests
in physics. In the context of cryptography, randomness generation is a primitive that can
be performed locally, by one player, and is for example needed to generate cryptographic
keys. Its security is captured by the notion of impredictability: an attacker should not be
able to guess (better than a random guess) the next bit of the random sequence, knowing
the previous ones.

Under computational assumptions, related to the existence of secure one-way function
and hardcore predicated, pseudo-random generators (PRNGs) can be constructed [KL14],
and PRNGs. It might however be considered risky, from a security viewpoint, to rely on a
computational assumption to generate random bits, since a computer is fundamentally a
deterministic state machine, and the sequence of bit it can produce cannot be more random
than the initial seed of the PRNG . Von Neumann somehow expressed this concern in his
famous say “Anyone who considers arithmetical methods of producing random digits is,
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of course, in a state of sin”. Another striking illustration of the issue one can encounter
with a PRNG, is that the algorithm might have been intentionally flawed to contain a
backdoor, as it has been the case with Dual_EC_DRBG (Dual Elliptic Curve Deterministic
Random Bit Generator) as revealed by Edward Snowden based on a leaked NSA memo
[Lan14]. Such backdoor in a PRNG, that was part of a standardized cryptographic suite
could in particular impact the security of cryptographic key generation, by making such
keys predictable for the NSA .

There is therefore a compelling need to produce “true” random numbers, that could
constitute a guaranteed source of entropy even in adversarial settings, and we know that
such true random number generators (TRNGs) cannot just be digital, and must instead rely
on some physical hardware able to generate some physical output that is sampled in order
to obtain an entropy source. “Classical” TRNGs exist and are commercially available. They
typically consist in high-dimensional and chaotic physical systems, such as ring oscillators
or thermal noise in resistors.

Quantum random number generators (QRNGs) constitute a special kind of hardware-
based TRNGs, where the physical systems that is measured, in a quantum system in
some superposition of the measurement eigenstates [HCea17]. This leads to measurement
outcomes that constitute a “natural” entropy source, that still need to be classically
processed with a randomness extractor, in order to provide almost uniform randomness.

QNRGs come in two main flavors:

• Prepare and measure QRNGs (PM-QRNGs), for which the quantum state preparation
and measurement device need to be trusted. An interesting research question would
consist in clarifying to which extend PM-QRNGs differ, from a security standpoint,
from other hardware-based TRNGs. Such difference might stem if some specific vul-
nerability of chaos-based systems to injection attacks, able to strongly reduce their
output entropy [MM09], could be proven to be generic.

• Device-independent QRNGs (DI-QRNGs), Violation of a Bell inequality test, run be-
tween two distant parties, could not be faked by correlated classical data, and im-
ply the statistical independence of the measurement results with respect to one an-
other. Such fundamental quantum behavior can be used to produce random bits, in
a device-independent fashion, i.e. without trusting the implementation details such
as state preparation and measurement. In case loophole-free Bell test can be exper-
imentally performed, which requires to close detection and locality loopholes, then
fully device-independent randomness generation can be be provided (actually ran-
domness expansion from a small seed [CK11]), as it has been the case for the first
time in [PAM+10], with ions (but only closing the detection loophole) and then in
[GMR+13] with a source of entangled photons.

14



2.3. Functional overview of quantum cryptographic primitives

2.3.2 Key establishment

Distributing cryptographic secret keys among a set of legitimate users is a central problem
in cryptography. Before the advent of public-key cryptography in the 1970’s, sharing a
symmetric key between the sender and the receiver was a prerequisite to establish a se-
cure channel, with the issue that the distribution of initial secret keys had to be performed
outband, typically using secret couriers, making it difficult to manage over large networks,
without a centralized and trusted operator. This issue, known as the key establishment prob-
lem has been a structural problem that has had a deep impact on the deployment and the
practical operation of cryptography until the 1970’s. The invention of public-key cryp-
tography in 1976 [DH76] has litterally lead to a revolution of our digital society, enabling
a whole new set of secure functionalities over open networks, and in particular digital
signature and key establishment, even between users that do not initially share a secret,
therefore offering a solution to the key establishment problem. More broadly public-key
cryptography has provided the security foundations for the development of Internet.

Quantum key distribution (QKD), invented in 1984 by Charles Bennett and Gilles Bras-
sard [BB14] based on some earlier ideas of Stephen Wiesner [Wie83] is a quantum crypto-
graphic alternative solution to the secret key establishment problem. It is a 3-party prim-
itives, with two trusted parties (Alice and Bob) and an eavesdropper, Eve. Rigorously
speaking, QKD should be called quantum key agreement, or quantum key establishment,
since the secret key shared at the end of the protocol is not decided upon solely by one
of the player and then distributed to the other. However, the expression “quantum key
distribution” and the acronym QKD are now firmly established.

Contrary to the computationally-secure secret-key and public-key schemes for key es-
tablishment, QKD is information-theoretically secure (ITS), i.e. secure irrespectively of the
computing power that may be used by an attacker [May01, BBB+06, SP00]. In particular
QKD is secure even against an attacker equipped with a quantum computer, and yet can
be operated with available technology. QKD hence offers a solution for ITS key establish-
ment, while this primitive impossible to realize with classical means 2

It is interesting to note that information-theoretically secure classical secret key agree-
ment, by public discussion, over an untrusted channel is possible [Mau93], and that such
work has played an important role in establishing the theoretical foundations of QKD se-
curity [BBCM95]. ITS classical secret key agreement however typically requires settings
with additional assumptions, such as the wire-tap channel [Wyn75] or the satellite sce-
nario [Mau93] that allow to guarantee that the amount of information accessible to Eve
remains bounded to a level below with the mutual information between Alice and Bob. In
this perspectives, the striking advantage of QKD is to use fundamental quantum proper-
ties, and in particular measurement-disturbance trade-off, to upper the information leaked
to Eve, therefore alleviating the need for additional assumptions.

2Whether practical QKD can serve real-world applications, with an effective advantage with respect to
classical alternatives, will be evoked in more depth in the next chapters.
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2.3.3 Secure multi-party computation between untrusted parties

Secure multi-party computation (MPC) protocols enable a set of parties to interact and
compute a joint function on their private inputs while revealing nothing but the output of
the computation. As opposed to cryptographic protocols for secure communication, the
parties in a MPC protocol a priori do not trust each others and may act according to differ-
ent adversarial models such as honest but curious or malicious. MPC enables organizations
to analyze big data collaboratively without requiring them to reveal any private informa-
tion. As data is increasingly located in cloud premises, the potential of applications for
MPC is considerable, ranging from for private information processing to threshold cryp-
tography.

Oblivious Transfer (OT) is another abstract MPC primitive, that can be used as a build-
ing block for any arbitrary secure multiparty computation protocol (including bit commit-
ment (BC)).

OT can be realized from computational assumptions, and in particular the existence
trapdoor one-way functions as shown by Rabin in 1981 [Rab05] . It is however impossible
to realize OT with information-theoretic security[Bea96]. A natural and important ques-
tion for quantum cryptography is therefore whether OT can be realized with information-
theoretic in a quantum setting.

Oblivious Transfer can be captured by two protocols, the one introduced by Rabin
[Rab05] and 1-out-of-2-OT, that has been shown to be equivalent to Rabin OT [Cré87] and
that we shall describe here.
The principle of 1-out-of-2-OT, between two parties Alice and Bob that do not trust each
other, is the following:

• Alice chooses as input two bits b0 and b1.

• Bob chooses a selection bit c and gets as output the bit bc.

A protocol realizing OT is said to be secure if none of the parties learn any more infor-
mation than what she is supposed to learn according to the protocol definition (for example
a 1-out-of-2-OT would be insecure, if A could learn bit c or if B could both bits b0 and b1).

Following the first breakthrough result in quantum cryptography, with the BB84 QKD
protocol, a long series of work has studied which other MPC cryptographic primitives are
possible in the quantum world.

However, the subsequent results were negative as Mayers and also Lo and Chau proved
in 1997 the impossibility of secure ideal quantum bit commitment and oblivious transfer
and consequently of any type of two-party secure computation [May97, Lo97, LC97], with
information-theoretic-security. The intuition behind this no-go result is that entanglement
can be always be used to establish cheating strategies that cannot be detected by an honest
player.

Under additional physical limitations, secure OT is however possible and this is in
particular the case if Bob has a bounded [DFSS08] or a noisy quantum memory [KWW12],
but also based on relativistic constraints [KTHW13, PGea18].
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Another important 2-party primitive is coin flipping over the telephone (that we will sim-
ply denote as coin flipping), which was first proposed by Blum [Blu83] and has since found
numerous applications in two-party secure computation. Even though the results of May-
ers and of Lo and Chau exclude the possibility of perfect quantum coin flipping, i.e., where
the resulting coin is perfectly unbiased, it still remained open whether one can construct a
quantum protocol where no player could bias the coin with probability 1.

Aharonov et al. [ATSVY00] indeed provided a quantum coin flipping protocol where
no dishonest player could bias the coin with probability higher than 0.9143. A series of
work then tried to investigate how low the cheating probability of a dishonest player could
be, in a quantum setting. Kitaev established a 1/2 lower bound for the product Alice and
Bob cheating probabilities, therefore leading to a 1√

2 lower bound in the case where Alice
and Bob cheating strategies are symmetric. Again a series of theoretical advances, and the
construction of an optimal weak coin flipping protocol by Mochon [Moc07], culminated
into a quantum (strong) coin flipping protocol, with almost optimal cheating probability,

1√
2 + ε [CK09].
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Table 2.1: Overview of near-term quantum cryptographic primitives.

Functionality Security Model
& Trust assumptions

Feasibility & Practicality:
Performance vs Requirements

RNG

QRNG ITS, trusted
implementation

High maturity: TRL ≥ 8, QRNG on
chip, Gbit/s rates, first certifications
[HCea17].

DI-QRNG ITS, untrusted
quantum hardware

First demos: require loophole-free
Bell tests, very low rates [PAM+10].

KE

QKD ITS, trusted
implementation

High maturity: TRL ≥ 8, Mbit/s
rates at 50 km, 1b/s at distances
≥ 300 km, chip-level integration of
components [XMZ+20].

MDI-QKD ITS, trusted emitter,
untrusted receiver

TRL ≥ 6, kbit/s rates at 50 km
[XMZ+20].

DI-QKD ITS, untrusted
quantum hardware

Theoretical advances towards feasi-
bility [SBV+20].

DI-QKD Bounded storage,
untrusted quantum hw

Improves loss and error-tolerance
w.r.t ITS [PMLA13].

MPC

OT, BC ITS Impossible [May97]

OT, BC Bounded Storage (BS)
Noisy Storage (NS)

Relativistic

OT, BC feasible under BS and NS
models [KWW12] and under rela-
tivistic constraints [PGea18].

Coin
Flipping

ITS Almost optimal cheating probabil-
ity of 1√

2 + ε for strong coin flipping
[CK09].

Secure
Identification

BS or NS Password-based identification
with minimal information leakage
[Sch10]
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Chapter 3

Quantum communication
engineering

QKD is one of the most mature quantum technologies [LT19]. Its development is in-
trinsically related to the ability of enabling security applications with security levels (no-
tably information-theoretic-security) unachievable classically. This “cryptographic facet”
of QKD has been contextualized in the previous chapter and will be the focus of the next
chapter.

In this chapter, we want to focus on the “communication facet” of QKD and on the driv-
ing role that quantum key distribution is playing on the development of quantum commu-
nication research and technologies. Addressing some of the associated quantum commu-
nication challenges has been one of the important objectives of my research work, with as-
sociated contributions ranging from QKD system engineering [LAB+08, JKJD+12, MA17]
to Quantum communication networking [ARDL09, PPA+09] , including the integration of
QKD over existing classical WDM optical networks [KQA15, AAWJ20], that we will now
review and put in context in this chapter.

3.1 QKD communication processes and channels

A QKD system is for a large part an optical communication system that bear important
similarities with classical optical communication systems. In the ETSI QKD Group Speci-
fication 012 [All19b], we have described the main communication resources involved in a
QKD system. We have in particular classified the three main logical communication chan-
nels, according to the related logical communication processes, as described in Table 3.1.
This breakdown of a QKD system into 3 communications processes happens to be useful
to structure the description of quantum communication challenges and also to position
our work on QKD system design and development.
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Table 3.1: QKD System Communication Processes and Channels

Channel Name Communication Process Description Remark

Quantum Channel Alice encodes classical information
on quantum states and sends those
quantum states on the quantum
channel to Bob

The quantum states
should not be distin-
guishable and hence
need to form a non-
orthogonal set.

Synchronization
Channel

Alice prepares classical analog op-
tical signals (needed for reference
sharing purposes) and sends those
signals on the Synchronization chan-
nel to Bob.

The synchronization
channel is in general
implemented over
the same physical
channel as the quan-
tum channel, yet this
is not compulsory,
and another physical
channel might be
used.

Distillation Channel Alice and Bob exchange classical
messages between Alice and Bob, to
perform Sifting (agree on the raw
data to be retained for subsequent
classical post-processing) and Classi-
cal post-processing.

The physical interface
used for Distillation
(or Post-processing)
channel, can be inde-
pendent from the one
used for the quantum
channel.

3.2 DV and CV Quantum communication technologies

Quantum communication technologies can be categorized according to the dimensionality
of the Hilbert space supporting the quantum signals.

• Discrete variable (DV) schemes, where information is encoded over a finite-dimensional
Hilbert space. In the context of quantum communications, this corresponds to schemes
where information is encoded in finite dimension d, and detected using a measure-
ment able to discriminate orthogonal qudit states. Such measurement is in gen-
eral implemented using, a mode-sorting scheme (for example, depending of the na-
ture of the encoding: a polarizing beamsplitter, an OAM sorter or a wavelength-
division demultiplexer), followed by single-photon detectors (SPDs). Several promi-
nent practical DV-QKD systems rely on phase-encoding over time-bin qubits (d =
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2)[FLD+17, BBR+18].

• Continuous variable (CV) schemes, where information is encoded over an infinite-
dimensional Hilbert space. In the context of quantum communications, this cor-
responds to schemes where information is encoded over the quadratures of one
mode of the electromagnetic field. Quantum measurements on such a system can
be performed using coherent receivers: homodyne and heterodyne (also-called dual-
homodyne) detectors [DL15]

Our work on QKD system engineering has been mainly focused on CV-QKD. We pro-
pose a brief CV/DV comparison, that is interesting as both quantum technologies have rel-
ative merits and drawbacks, as illustrated in Table 3.2: DV-QKD systems enjoy a stronger
tolerance to optical losses, while CV-QKD are particularly interesting on shorter distances,
due to their engineering convergence with classical coherent communications as well as
their native coexistence capability with WDM classical signals [KQA15]. DV and CV en-
codings should in any case not be opposed. They constitute a precious toolbox for quan-
tum communications and for quantum information processing and can moreover be ad-
vantageously combined for some applications [ANNVLF15].

Table 3.2: DV and CV-QKD technology: elements of comparison

DV-QKD CV-QKD

Long reachable distance achievable
with current detectors
Typically 150 km- 200 km can be
reached (1 bit/s limit around 300 km)

More sensitive to loss
Distance limit demonstrated:
25 km in 2007 [LBGP+07], 80 km in 2013
[JKJL+13a] Cf subsection 3.3.2, 150 km in
2020 [ZCP+20]

DV-QKD key rate is not very sensitive
to reconciliation efficiency

CV-QKD has more complex post processing
and is very sensitive to reconciliation effi-
ciency. Need for specific highly efficient er-
ror correction codes. Cf subsection 3.3.2

Single photon detectors need to be
cooled (-30◦C for APDs, 4K for SNSPDs)

Coherent receivers can be operated at room
temperature

Single photon detectors are sensitive
to stray light.WDM integration requires
high filtering

Coherent detector act as selective spectral
filters well fit for WDM integration, Cf sec-
tion 3.4.2.

No need of phase reference
(phase randomization is actually better
for security)

Need of a shared phase reference between
Alice and Bob, Cf subsection 3.3.1
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3.3 CV-QKD System Engineering

3.3.1 Quantum coherent communication

In [AM16], and in the subsequent patent [MA17], we have addressed a central issue in CV-
QKD system design, namely to jointly operate CV quantum communication and phase
reference sharing with the objective to improve either on the performance or on the hard-
ware requirement, and therefore cost, with respect to early work on this emerging topic
[QLP+15, SBC+15, HHL+15], that is now dominating the research agenda in CV-QKD sys-
tem design.

Phase reference sharing is a specific challenge for quantum coherent communication
protocols. As a matter of fact, the receiver must perform a phase-sensitive detection us-
ing an optical beam usually called “local oscillator” whose phase drift with respect to the
emitter must be controlled, or estimated, and corrected. The problem of sharing a refer-
ence frame is specific in the sense that reference frame information constitutes unspeakable
information, that can only be shared through physical carriers exchanged between emitter
and receiver. On the other hand, it is important to emphasize that although quantum me-
chanics gives a precise framework to formulate the question of reference frame sharing, in
relation with quantum metrology [BRS07], this question can be solved “classically”, using
macroscopic signals to exchange reference frame information. The type of questions re-
lated to phase reference sharing is not whether it is possible, but whether it can be achieved
given resource constraints, dictated by the hardware resources and by the characteristics
of the channel, such as losses and noise.

The Transmitted Local Oscillator design. In most implementations of CV-QKD
performed before 2015 [HLW+15, HFW+13, JKJL+13b, QHQL07], the phase reference
is directly transmitted from Alice to Bob through the optical channel as a bright optical
pulse with each quantum signal pulse and is used as the LO pulse at reception. Such
implementation is detailed in Fig. 3.1 and is referred to as the Transmitted LO (TLO)
design. The main advantage of this scheme is the guarantee, by design, of a stable relative
phase between quantum signal and LO at reception by producing both of them from a
single laser LA placed at Alice’s side. Despite it is the most implemented GMCS protocol,
limitations of this design have been pointed out in [QLP+15, SBC+15, HHL+15]. Security
weaknesses of such implementations have however been demonstrated in practice by
manipulating the LO intensity [FGG07, MSJ+14, JKJD13] or wavelength [HWY+13a]
on the quantum channel. Furthermore, such protocols rely on the use of a bright LO
at reception. For long distance or high speed (where the pulse duration is short), the
requirements in terms of launch power at emission creates practical issues. This will in
particular limit the possibility of using the TLO design on shared optical fibers at long
distance and high-rate operation, i.e. situations where the requirements on LO power at
emission would be extremely large.

The Local Local Oscillator method. In order to lift the limitations of CV-QKD im-
plementations relying on the TLO design, a new CV-QKD method relying on a “local local
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Figure 3.1: (color) Transmitted local oscil-
lator (TLO) design. In the TLO design,
the phase reference (green pulse) and the
quantum signal (red pulse) are derived from
the same optical pulse and sent from Al-
ice to Bob using multiplexing/demultiplexing
(M/D) techniques.
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Figure 3.2: (color) Local local oscillator
(LLO) sequential design. In the LLO-
sequential design, Alice sequentially sends
weak quantum signal (red pulse) and bright
phase reference (blue pulse) pulses. At recep-
tion, Bob performs consecutive coherent de-
tections of each pulse received using is own
LO pulses (green pulse).

oscillator” (LLO) has been independently introduced in [QLP+15, SBC+15, HHL+15]. This
method, implementing the Gaussian modulated coherent state protocol, consists in using
a second laser at Bob’s side in order to produce local LO pulses for coherent detections.
One crucial advantage of implementing CV-QKD in a LLO configuration is to close, by
design, any potential security loophole linked to the possibility of manipulating the LO
as it propagates on the public optical channel between Alice and Bob. Implementing LLO
CV-QKD allows on the other hand to ensure by design that the LO is fully trusted, and in
particular that the LO amplitude (that requires careful calibration) cannot be manipulated.
Another important advantage of LLO CV-QKD stems from the fact that in this configura-
tion, repetition rate and distance do not affect the LO intensity at detection. A LO power
sufficient to ensure high electronic to shot noise ratio may thus be obtained, independently
of the propagation distance.

Implementing CV-QKD in the LLO configuration however comes with new experimen-
tal challenges. The main issue in LLO-based CV-QKD is to be able to perform CV-QKD
despite the potentially important drift of the relative phase between Alice’s emitter laser
LA and Bob’s local oscillator laser LB , see Fig. 3.2. The relative phase at reception is, in
the case of LLO-based CV-QKD, the relative phase between the two free-running lasers LA
and LB . As such, Bob’s raw measurement outcomes are a priori decorrelated from Alice’s
quadratures and a phase correction process has to be performed in order to allow secret
key generation. The goal of the phase reference sharing in the context of LLO CV-QKD is
then to ensure a low enough phase noise so that the excess noise is significantly below the
threshold imposed by security proofs [DL15].

Our Contribution in [AM16, MA17]: we have analyzed some limitations in the LLO se-
quential method implemented in [QLP+15, SBC+15, HHL+15], where time-multiplexing
between quantum signals pulses and reference pulses was used in order to jointly per-
form phase recovery and quantum communication. We have then introduced new ele-
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Design Trusted LO Tolerable phase noise Hardware requirements
Transmitted LO (Fig. 3.1) No ∆ν/f ∼ 10 Stable interferometric set-up

LLO-sequential (Fig. 3.2) Yes Vdrift ∼ 10−1 (60dB AM) High AM dynamics
Vdrift ∼ 10−3 (30dB AM)

Table 3.3: Summary of the advantages and drawbacks of Transmitted LO and LLO-
sequentional CV-QKD designs (cf Figure 3.1 and 3.2).

ments in the standard noise model of CV-QKD analysis, considering new practical con-
straints imposed by the simultaneous quantum signal and phase reference transmission
of LLO-based CV-QKD. In particular, we show that the amplitude modulator dynam-
ics is a key parameter in order to compare performance of realistic implementations of
LLO-based CV-QKD. Based on this comprehensive model, we show that there exist fun-
damental and practical limitations in the phase noise tolerance of the design introduced in
[QLP+15, SBC+15, HHL+15], that we designate as LLO-sequential.

In order to go beyond this phase noise limit, we have introduced the idea of self-
coherence in phase reference sharing for CV-QKD implementations based on a local local
oscillator. Self-coherent designs consist in ensuring the phase coherence between pairs of

1/2f balanced delay line interferometer

LA
AM

Alice

signal pulse

reference pulse
2/f

PM

1/f delay line

self-coherence

1/f

LO

Bob

2/f

1/f delay line

self-coherence

1/f

coherent 
detection

digital acquisition
and 

phase detection

optical
channel

Figure 3.3: (color) LLO-delayline design. Alice sends consecutive phase coherent signal/reference
pulses pairs to Bob based on a balanced delay line interferometer. On his side, Bob uses his own
laser as the LO for coherent detections using the same delay line technique to produce phase coher-
ent LO pulses. Phase estimation and phase correction are digitally performed after measurement
acquisition.
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quantum signal and phase reference pulses by deriving both of them from the same op-
tical wavefront at emission. This allows to perform relative phase recovery schemes with
better sensitivity than in the LLO-sequential design. In particular, we have proposed a de-
sign, called LLO-delayline, implementing a self-coherent phase sharing design. It ensures
the self-coherence using a balanced delay line interferometer split between emitter and re-
ceiver sides as depicted on figure 3.3. We have analyzed how self-coherence is obtained
and studied the performance reachable with this design, demonstrating that they exhibit a
much stronger resilience to high phase noise than the LLO-sequential design under realis-
tic experimental parameters. While previous experimental proposals of LLO CV-QKD are
limited to slowly varying reference frames regimes (ie. based on very stable lasers or high
repetition rates), our newly introduced design allows phase reference sharing resilient to
high phase noise regimes, using the idea of self-coherence.

A second self-coherent design, referred to as LLO-displacement, relies on an original
multiplexing allowing to transmit both the quantum signal and the reference pulse within
each optical pulse. The simultaneous transmission of quantum signal and phase reference
can be seen as an original cryptographic primitive, considered in [Qi16], that can be used
with different modulation schemes. In particular, this allows to optimize the resources −
in terms of required hardware and repetition rate − in LLO-based CV-QKD experiments.
We have studied the theoretical performance of such design and exhibit its limitations, in
terms of phase noise tolerance. An important advantage of our LLO-displacement design
is however its experimental simplicity, since no specific hardware devices are required.
Interestingly this design has been experimentally validated and further developed into
the first simultaneous quantum and classical communication scheme proposed by Qi and
Lim [QL18].

3.3.2 Classical post-processing

Key distillation, and more generally the classical post-processing operations that follow
the quantum communication (and sifting) phase, can be fully implemented over a classical
channel, possibly independent from the physical channel on which quantum communica-
tions take place [All19b].

The design and optimization of key distillation is essentially a classical problem. It con-
sists in core operations such as error correction and privacy amplification, that are not spe-
cific to QKD, and have been first proposed by Maurer et al., in the context of information–
theoretic secret key agreement by public discussion [Mau93, BBCM95].

Practical QKD classical post-processing however leads to specific regimes, and con-
straints, in particular on the error correction phase. As a matter of fact, even though
Shannon’s coding theorem indicates the existence capacity achieving codes, the rate R
of practical error correcting codes, with a finite number of signals and effective decoding
scheme, typically bears some penalty with respect to Shannon’s capacity C , that we can
designate by the efficiency β ≡ R/C < 1. The practical constraints and the impact of non-
ideal error-correction greatly vary between CV and DV-QKD. In the case of CV-QKD, the
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requirements associated with error-correction are particularly high, for two main reasons.

• First because CV-QKD quantum communication is characterized by a very low signal
to noise ratio (SNR), with noise variance above 1 shot noise unit while the signal
variance is typically much weaker, in particular at long distance.

• Second because the volume of raw key, to be error-corrected, is not decreased by
losses and remains directly proportional to the number of signals emitted by Alice.

Error correction typically can hence constitute a bottleneck for modern CV-QKD system
performance. While Gaussian protocols can provide the highest key rates and already
enjoy the strongest proofs, [DL15], error correction is especially challenging in that case.
Early implementations used sliced reconciliation to map infinite-dimensional modulation
signals to a discrete alphabet, leading however to reconciliation protocols that were highly
inefficient (small β) at low SNR. In [LAB+08], we proposed a method based on eigth-
dimensional reconciliation, allowing to efficiently map (β > 95%), without post-selection,
CV-QKD signals to a high-dimensional binary alphabet, onto which specific LDPC codes
can be applied. This technique has allowed a very significant leap in performance, from a
reach of about 25 km in [LBGP+07], to 80 km in [JKJL+13a], as illustrated on figure 3.4

Figure 3.4: Key rate versus distance of the CV-QKD experiment [JKJL+13a]. This illus-
trates the performance leap obtained in particular by significantly improving the error-
correction efficiency β at long distance (low SNR), using multidimensional reconciliation
from [LAB+08]

State-of-the art implementations for CV-QKD error-correction, based on LDPC and
implemented over a GPU, currently reach a maximum throughput below 100 Mbit/s
[LZL+20]. With the increase of clock rate from MHz to GHz and the convergence with
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DSP-based coherent communications, high-speed modern CV-QKD implementations may
however require to process and error-correct raw key at Gbaud rates, which is hence cur-
rently not feasible or highly cumbersome. This situation will certainly call for further
advances either in error-correction algorithms, post-processing hardware, CV-QKD pro-
tocols, and possibly a combination of them. In this perspective, recent advances on estab-
lishing the security of CV-QKD with a discrete modulation [GGDL19, LUL19] appear as a
promising direction towards high-speed CV-QKD with real-time post-processing.

3.3.3 Engineering a high TRL system

Technology Readiness Level (TRL) TRLs measure the maturity level of a technology through-
out its research, development and deployment phase progression. TRLs are based on a
scale from 1 to 9, with 9 being the most mature technology.

Figure 3.5 displays the European TRL scale. TRLs plays a central role in the transition
from research prototypes (TRL 1-4) to industrial systems (TRL 7-9). It also certainly plays
a central role in European Commission Call for Projects!

Figure 3.5: Technology Readiness Levels scale, used in Horizon 2020 program.
QKD is one of the first quantum technology that has been able to climb the TRL ladder,

reaching TRL 7-9 about a decade ago for DV-QKD systems [IDQ21]. Concerning CV-QKD
technology, SeQureNet, spin-off of Telecom Paris(Tech), that I have co-founded in 2008,
has actively contributed to push forward the industrialization of the technology during
the period 2010-2014. We report here on a some salient aspects of this work in the next two
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paragraphs, before considering today’s landscape and challenges in the final paragraph.

System integration One stringent requirement to evolve from a laboratory system to a
field demonstration is the ability to operate the system with higher reliability, combined
with the ability to move the system and make sure it meets field requirements, notably in
terms of packaging, operating conditions and stability.

Regarding the developments performed by SeQureNet and initially Telecom ParisTech,
they inherited from 10 years of work, performed at Institut d’Optique and Thales Research
and Technology, following the invention of CV-QKD by Frederic Grosshans and Philippe
Grangier [GG02]. Its first experimental demonstration [GVAW+03] has been followed by
steady improvements, culminating in the development of an autonomous CV-QKD system
in the context of SECOQC demonstration [PPA+09], typically reaching TRL5.

Figure 3.6: Optical design of the Cygnus CV-QKD system
SeQureNet has developed, and commercialized for the first time globally in 2013, a

CV-QKD system named Cygnus (cf. Figure 3.6). Cygnus was designed to allow field tests
and integration experimentation by academic for industry players interested in testing and
further developing CV-QKD technology.

The starting point was the CV-QKD system used for the SECOQC demonstration, dur-
ing the PhD thesis of Jerome Lodewyck, in collaboration between IOGS (Philippe Grang-
ier) and TRT (Thierry Debuisschert). Several improvements have been performed to bring
the system to TRL7:

• At the hardware level: minor modifications of the optical design have been operated,
with the removal of one amplitude modulator (on Alice side). The system architec-
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ture is depicted on figure 3.6. Special efforts have been invested to improve the SNR
and stability of clock recovery signals (Alice-Bob synchronization). The system rep-
etition rate has been set to 1 MHz, compatible with the rate of high-clearance (20 dB)
custom shot-noise limited homodyne detection developed at IOGS [LBGP+07].

• The main modifications, and the core work needed to increase the stability and per-
formance of the CV-QKD system lie on the software side. The software stack has been
fully rewritten, with new feedback control loops, improved procedures for param-
eter estimation and original (inventive) algorithms for phase stabilisation, synchro-
nization. Additional efforts were related to a better separation of functionalities, and
a clean management of scheduling. This lead to a more stable and more evolutionary
system.

• New algorithms, for reconciliation have been written, based on the work described
in 3.3.2. They rely on efficient LDPC codes, implemented on GPU and fast privacy
amplification algorithm.

Figure 3.7: a) Map of the 18 km field-test combining CV-QKD with encryptors [JKJD+12]
b) Cygnus: first commercial CV-QKD system, released by SeQureNet in 2013 c) Cygnus

deployment within the Tokyo QKD network (2014).
Field deployments QKD is the first quantum communication technology to have reached
a maturity level sufficient to allow field deployments. This requires to meet an ensemble
of requirements related to stability, noise robustness, integration and interfacing, allowing
to climb from TRL4-5 to TRL larger than 7.
The work conducted at Telecom Paris in the context of a French ANR project SEQURE al-
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lowed to perform the first long-term (several weeks) field demonstration of CV-QKD inter-
faced with Layer 3 encryptors, [JKJD+12] . Increased software stability has been achieved
by suppressing memory overflow issues that were previously limiting autonomous sys-
tem operation. On Figure 3.7 a), we can see the map of the 17.7 km field demonstration,
performed in 2011, linking Thales R & T (Palaiseau) to Thales Raytheon Systems (Massy),
together with a picture of the two integrated systems, combining CV-QKD devices and
Mistral encryptors from Thales.

As detailed in the previous paragraph on System integration, the work accomplished
by our spin-off SeQureNet addressed additional challenges, related in particular to error-
correction and system integration. This has lead to the release of the first commercial CV-
QKD system in 2013, based on a transmitted local oscillator (TLO) design. This system,
called Cygnus, integrated in 19" racks, is depicted on Figure 3.7 b), it has been success-
fully commercialized and deployed, as illustrated on Figure 3.7 c), with the integration of
Cygnus CV-QKD systems in the Tokyo QKD network.

3.4 Quantum communication networking

The challenge of “networked quantum information” also often designated as “quantum
networks”, is becoming central to quantum technologies, starting with quantum commu-
nications, but also with the vision of connecting quantum sensors and quantum computers
in the future. This is illustrated by recent recent program targetting the development of
Quantum Interconnects (QuIC) [HQI21] enabling the transmission of quantum informa-
tion between classical and quantum machines, using heterogeneous quantum platforms.
At larger scales, the development of a Quantum Internet connecting spatially distributed
quantum computers and sensors and opens radically new perspectives in terms of infor-
mation processing and constitutes a federative objective [WEH18].

In line with the angle that we chosen manuscript and in coherence with our research
work, we will focus on QKD networking. We will first review some important questions,
related to the architectural design and the topology of QKD networks, and detail how we
have contributed to some of the early works on these topics [ARML06, ARDL09, SPD+10]
. We will then focus on one central question for the feasibility of quantum networks: the
ability to deploy quantum communications in coexistence with classical communications,
on existing fiber network infrastructure, and how it may influence future technology de-
velopment [KQA15, AAWJ20]. Finally, we will explore some future challenges in quantum
networking and discuss the role of QKD networking in this more global picture.

3.4.1 QKD networks

The deployment of large-scale QKD networks, such the infrastructure gradually deployed
in China (cf. Figure 3.8) over the past 5 years [CZC+21] , certainly constitute one of the
most striking illustration of the progress achieved by quantum technlogies, and their abil-
ity to revolutionize the future of information technologies.
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Figure 3.8: Quantum Key Distribution network in China [CZC+21], with a terrestrial part
composed of a 2000 km quantum backbone, connecting several metropolitan QKD net-
works. It is complemented by a spatial segment, that has been illusrated by the Micius
satellite demonstration demonstration [YLL+20]

Architecture of quantum networks
The European project Secoqc has constituted one of my first professional undertaking,

following my PhD. I was in charge of the Secoqc “NETWORK Work-Package” and thereby
started to investigate how classical networks operate, in order to understand what reason-
able architecture could be proposed for QKD networks. This work lead to a series of works
and talks, in collaboration, notably, with colleagues at the Austrian Institute of Technology
that were coordinating the Secoqc project.

A central outcome of this work has consisted in proposing, for the first time, a logically
layered architecture for QKD networks, with three different layers:

• The QKD layer, that is also a physical layer where optical QKD quantum channels
are implemented, on a point-to-point basis, between QKD endpoints, placed in QKD
(trusted) nodes.

• The Secrets layer, that is to say a classical communication network connecting trusted
nodes in which QKD-generated keys are stored. This layer enables network-wide
key forwarding between connected trusted node based on one-time-pad encryption
and can therefore ensure a global management of secret keys.

• The Application layer, in which global keys are transferred (from the secrets layer)
and used by applications such as symmetric encryption, symmetric authentication,
possibly within more complex network security protocols such as IPSec [MNR+20].
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Figure 3.9: 3 Layers architecture for a QKD network based on trusted nodes. This logical
architecture proposed for the first time in [ARML06] has then also been adopted by most
subsequent large QKD networks projects in Japan, Korea and China.

This architecture allows to decouple secret key management from optical network
management and quantum key distribution and from the use of the symmetric keys in
secure applications. On a cryptographic level, it can be used to provide long-distance
key establishment with information-theoretic security, by daisy-chaining OTP encryptions
with one-time-pad keys renewed by QKD. The trusted node QKD network architecture
[ARML06] together with an original suite of network protocols [DA07], that we have pro-
posed in the framework of the Secoqc project, have been demonstrated at metropolitan
scale in Vienna in 2008 [PPA+09]. Interestingly, we can also notice that this work has also
strongly influenced the architectural design adopted in subsequent QKD network deploy-
ments. In particular, a similar 3-layer approach has been adopted in most of the subsequent
QKD network deployments [SFI+11, CZC+21, MNR+20].

Topological design
Beyond its logical description and architecture, the topological design of a QKD network

(and more generally, quantum communication infrastructure) is a multi-factorial and con-
strained problem, that needs to take into account at least three dimensions:

• The targeted service, in particular for a QKD network, the ability to establish an ITS
cryptographic key between any two distant nodes.

• The structure of the demand, i.e. the spatial and time distribution of the requested
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traffic, but also the associated value of the service to the final user.

• The cost structure, that can be roughly divided into the initial investment needed
to install and deploy the network (capital expenditure, CAPEX), as well as the
marginal operational costs associated with running the services (operational expen-
diture, OPEX).

In the case of a QKD network, as it is in general the case in telecommunication net-
works, CAPEX is expected to be dominant. It will correspond to the cost of the fiber
infrastructure, but also of the trusted node infrastructure. In both case, availability and
compatibility with existing infrastructure, will play a central role. We address in more de-
tail the question of quantum and classical coexistence, and in particular the ability to share
existing fiber infrastructure, in 3.4.2 .

Figure 3.10: Toy model of a 1D QKD chain linking two QKD users, Alice and Bob over
a distance L (considered much longer than Dmax, the maximum span of a QKD link).
Intermediate QKD nodes, spaced by a distance ` serve as trusted relays, while multiple
QKD links can be deployed in parallel to meet the demand.

In [ARDL09], we have conducted one of the earliest study on the topological design of
a QKD network, investigating in particular the impact of the specific rate versus distance
profile of QKD, R(l), on the global cost minimization of different QKD network archi-
tectures and models, starting with a toy model depicted in Figure 3.10. This enables to
observe the emergence of an optimal distance at a which trusted node would need to be
placed, on a linear chain, but also to study the transition, in 2D models, between topo-
logical design with one level of hierarchy (QKD backbone) as in for high traffic demand
(or lower cost of trusted node infrastructure), versus non-hierarchical architecture com-
posed of a collection of 1D chains as in Figure 3.10. Although not yet instantiated with real
figures, the models and results obtained in this article illustrate the importance of infras-
tructure cost in the general economical equation associated with quantum communication
networks.

Mitigating trusted node security
Because of the span limitation os QKD links, a QKD network able to offer long-distance

connections must rely on trusted nodes (or possibly on a GEO satellite, that would be able
to offer a wide geographical covering from entangled photon pairs). Relying on trusted
node is however often considered with reluctance by the cybersecurity community. More
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specifically, public-key cryptography has allowed, fifty years ago to perform secure com-
munications in an end-to-end fashion, i.e. without requiring to trust an intermediate third
party, however with some practical limitations. Hence from this perspective, a security
technology requiring to introduce trusted node may be considered a step backward.

This objection against trusted QKD networks is structural and cannot be easily miti-
gated. However, a closer scrutiny at the typology of secure networks, shows that there
can be important variations in terms of underlying key management and trust structure.
In particular, some high-security communication and data storage infrastructure, are man-
aged principally with symmetric cryptography, and rely on trusted nodes. This can typ-
ically be the case for military, but also critical infrastructures with a centralized trusted
operator. The use of QKD can hence be relevant in order to strengthen the security of key
management procedures in such networks, that typically correspond to the use-cases tar-
geted by the current EuroQCI initiative towards the deployment of a European Quantum
Communication Infrastructure [EC19].

In [SPD+10] we have focused on trusted repeater networks and have studied the case
when part of the nodes are not to be trusted and could be arbitrarily malicious. We have
shown how to ensure that two distant users of the network can share identical and private
keys after key generation over the network, on which QKD links connect direct neighbors,
assuming that classical messages can be transported reliably over the network. We show
that path-diversity can be used to tolerate l-bounded adversary, i.e. that corrupt at most l
nodes. In particular, we have shown that secret keys can be generated through l disjoint
paths in a private and authentic way against (l − 1) bounded adversaries.

3.4.2 Quantum and classical communication coexistence

Most of the effort on QKD system design and most of the experimental demonstrations
have so far been realized on dark fiber. This however restricts the deployability of QKD
to a limited number of scenarios where the barriers of availability and price for reserving
a dedicated dark fiber for QKD could both be overcome. Wavelength Division Multiplex-
ing (WDM) compatibility of QKD would thus imply a significant improvement for QKD
in terms of cost-effectiveness and compatibility with existing optical infrastructures. How-
ever, WDM coexistence of QKD with intense classical channels raises some new challenges
because of the additional noise induced onto the quantum channel. This noise can be due
to insufficient isolation between the classical and quantum channels, which can be man-
aged by more severe isolation. On the other hand, non-linear effects and in particular
spontaneous Raman scattering leads to wide-spectrum (over 200 nm) of spurious noise
photons, some of which being inevitably spectrally matched with the quantum channel.
Coping with Raman noise induced by classical channels is a major challenge for QKD
systems and especially for discrete variable QKD (DV-QKD) that rely on single photon de-
tectors that are not spectrally selective: Raman scattering spectrum leads to in-band noise
photons that cannot be efficiently removed by wavelength filters without adding signifi-
cant extra losses.
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Early work Pioneering work on QKD in WDM environment has been performed with
DV-QKD systems, in coarse-WDM [Tow97] as well as later in dense-WDM configurations
[PTC+09, CTP+09], however over distances below 25 km. Several DV-QKD experiments
have then tried to extend the distance for mixed QKD/WDM. In [EWL+10], 4 classical
channels where multiplexed with a DV-QKD system and 50 km operation was demon-
strated. However, the input power of the classical channels was attenuated to the smallest
possible power compatible with the sensitivity limit of the optical receiver (-26 dBm). At-
tenuating the classical channel launch power was also used in [PDC+12] where the impres-
sive distance of 90 km was demonstrated, however with an input power limited down to
-18.5 dBm and in addition the use of temporal filtering techniques. Temporal and spectral
filtering techniques have also been optimized in [PDL+14] to allow the first demonstration
of DV-QKD in coexistence with one 0 dBm classical channel, at 25 km.

Continuous Variable QKD (CV-QKD) As analyzed in [KQA15], the coherent detection
used in CV-QKD to measure the field quadratures acts as a natural and extremely selective
filter whose acceptance is equal to the bandwidth of the coherent detector, i.e. typically
ranging between 1 and a few hundreds of MHz. As a consequence, CV-QKD can operate
in a regime where it filters out spurious light down to a single spatio-temporal mode. This
feature allows us to achieve results that could not have been obtained so far with DV-QKD,
namely the coexistence of a fully operational CV-QKD system over metropolitan distance
with an intense dense-wavelength-mutiplexed classical channel of several dBm.

In [KQA15] we have experimentally validated the capacity of CV-QKD to co-propagate
with intense WDM signals. Our experimental test-bed consisted in a CV-QKD link (oper-
ated at 1531.12 nm) multiplexed with one DWDM classical channel whose wavelength is
set at 1550.12nm. We could check, as displayed on Fig.3.11/left, the linear dependence of
Raman-induced noise with launch power, and test CV-QKD operation at 25, 50 and 75 km.
We also observe for example that up to 14 mW (11.5 dBm) of launch power can be tolerated
by CV-QKD in the forward configuration, at 25 km.

CV-QKD can be deployed in coexistence with classical channels of unprecedented
power levels thanks to the mode selection property of its coherent detection. This gives
CV-QKD an advantage for the integration into different optical network architectures
and in particular access networks. Figure 3.11/right displays a comparison between
DV-QKD and CV-QKD in terms of tolerable classical channel power. As it can be seen,
CV-QKD can be integrated into different high power passive optical networks such as for
example Gigabit PON, 10G-PON and WDM/TDM PON. On the other hand, integration
of DV-QKD in such optical networks requires either some modifications in the architecture
or further advances in the noise reduction techniques applicable to DV-QKD.

Towards QKD/WDM coexistence over optical backbone links The ability to deploy
QKD over optical backbones or over inter-datacenter links could be a game-changer for
the development of the technology, significantly reducing QKD deployment cost overhead
and most importantly opening radically larger and security-relevant market segments.
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Figure 3.11: (Left): Excess noise measurements vs launch power in forward (a) and back-
ward (b) channel configuration. Black, red and blue data points are the excess noise eval-
uated at Alice for fiber length of 25km, 50km and 75km, for different classical channel
power. Dashed lines indicate the expected excess noise curve and solid horizontal lines
are null key threshold for CV-QKD, for the respective channel distance.
(Right): Tolerable classical channel power vs Reachable distance: Performance of QKD
in the context of coexistence with classical optical channels. Red and blue colors represents
our results with a CV-QKD system, in forward and backward classical channel configura-
tion, while previous works with DV-QKD systems are in Green. Stars: experiments con-
ducted in the C-band (DWDM). Squares: experiments conducted in CWDM. The dotted
red and blue lines are the forward and backward simulation curve for the null key rate
in the current experiment. Gray bands show transmitter input power range in different
standardized optical networks. Figure taken from [KQA15], see original article for the
number-reference correspondance.

This objective however comes with very stringent requirements:
1) Cover a distance equivalent to the typical optical fiber span, i.e. around 80 km ;
2) QKD operation with positive key rates in coexistence with several WDM classical
channels (up to 100 in backbone) each of nominal (0 dBm) launch power, hence requiring
ultra low WDM-induced noise ;
3) QKD integration should ideally have a minimal impact over standard WDM link
information transmission capacity.

Although these requirements have not yet been fulfilled in a single experimental
demonstration, significant steps have been recently made. In [EHP+19], CV-QKD co-
propagation jointly transmitted with 100 WDM channels over which a datarate of 18.3
Tbit/s was being sent, over a realistic set-up. This impressive demonstration meets criteria
2) and 3), however was demonstrated only over 10 km. Fig. 3.12 compares this figure with
earlier demonstrations. At OFC 2019, Kleis et. al. [KSDS19] reported on an experimen-
tal demonstration of mixed CV-QKD /WDM with classical signals placed in the S-band.
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This has allowed them to multiplex up to 28 classical channels at 0 dBm each (approx. 14
dBm of total power) in coexistence with CV-QKD, i.e a notable progress towards criteria
1) and 2). Finally, we notice that [MWZ+18] has made decisive steps in meeting criteria
1-2-3) all along, by demonstrating the integration of DV-QKD, in coexistence with 21 dBm
of classical signals, carrying 3.6 Tbs data-rate, over 66 km. This record performance how-
ever relies on the use of large-core fibers and cannot therefore be directly applied within
existing networks.

Figure 3.12: Figure taken from [EHP+19] and comparing the total classical bitrate, the
number of wavelength division multiplexing channels and the total data-rate of classical
channels. It illustrates the abililty to operate CV-QKD in mixed WDM environment close
to the backbone regime, i.e with 100 classical channels and Terabit/s classical capacity.
However the demonstrated distance was only 10 km, and the launch power of each clas-
sical channel is approx. -7 dBm. See original article for details, and the number-reference
correspondance.
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QKD security: from theory to practice

4.1 QKD Security definition

As for any cryptographic protocol, reasoning about the security of QKD first requires to
define its security criteria. An ideal secure key needs to satisfy two properties. The first one
is correctness, i.e; that the key bits strings in possession of Alice and Bob need to be identical.
The second one is secrecy with respect to Eve, i.e. that given the (classical and or quantum)
knowledge acquired by Eve, the key bits should appear as uniformly distributed.

We can define KA and KB (with the same length m) to be the key bit strings obtained
by Alice and Bob, respectively. The secret key can be correlated to a quantum state ρE held
by Eve. The joint state ρABE can be written as the following classical-classical-quantum
(c-c-q) state:

ρABE =
∑

(kA,kB)
Pr(kA, kB)|kA〉〈kA| ⊗ |kB〉〈kB| ⊗ ρE (4.1)

where kA, kB ∈ {0, 1}m are the bit values.

Conversely, an ideal key state held by Alice and Bob is described by

ρidealABE = 2−m
∑
(k)
|k〉A〈k| ⊗ |k〉B〈k| ⊗ ρE (4.2)

where kA = kB = k implies that Alice and Bob hold the same string, and where ρE is
independent of k, i.e., Eve has no information on the key string variable K.

Due to practical statistical issues, such as the finite data size and non-ideal error correc-
tion, Alice and Bob cannot aim to obtain an ideal key with certainty from a practical QKD
protocol. It is however reasonable to allow the key to have a small failure probability for
its correctness and secrecy, and to extend the security definition accordingly.

A QKD protocol is defined [BOHL+05a, RK05] to be εcor-correct if the probability dis-
tribution Pr(kA, kB) of the final state ρABE in Eq. 4.1 satisfies Pr(kA 6= kB) ≤ εcor. It
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is defined to be εsec-secret if the state ρABE is close in trace distance to the single-party
private state ρidealAE , i.e more precisely if minρE

1
2(1 − pabort)||ρAE − ρidealAE ||1 ≤ εsec, where

pabort is the probability that the protocol aborts and ρidealAE = 2−m
∑

(k) |k〉A〈k| ⊗ ρE denotes
a bipartite quantum state where Alice holds a uniform string, perfect decoupled from Eve.

Hence, for some εcor and εsec, we say that the QKD protocol is ε -secure with ε =
εcor + εsec if it is εcor-correct and εsec-secret . A strong feature of this security definition,
based on trace-distance metric, is that it is composable, even against an eavesdropper E
holding a quantum memory [BOHL+05a, RK05].

It is interesting to note that the above-mentioned security definition was for a large
part developed by Renato Renner, and co-authors, during his PhD work [Ren05]. One
important goal has been to address the issue of proposing a composable security definition,
criteria that was not met by previous security definitions relying on mutual information
as a quantifier for Eve information, because the possibility to unlock a large quantity of
mutual information with a small leakage of secret information [KRBM07]

4.2 Using QKD for cryptographic purposes

A significant part of my work, in particular in the context of European collaborative ini-
tiative (Secoqc, EuroQCI) or groups (ETSI QKD ISG) has been to question the theoretical
and practical cryptographic advantage that can be achieved with QKD. This has lead me
to act as editor for the Secoqc cryptography white paper[ABB+14], co-author of the ETSI
implementation security white paper[LSA+18], and more recently to work on the question
of security gain in the context of EuroQCI study[MA20].

The appealing feature of quantum key distribution (QKD), from a cryptographic view-
point, is the ability to establish keys with information-theoretic security (ITS). QKD how-
ever does not provide a standalone security service in its own: the secret keys established
by QKD are in general then used by a subsequent cryptographic application for which the
requirements, the context of use and the security properties can vary.

It is therefore important, particularly in the perspective of integrating QKD in a large
quantum communication infrastructure [EC19], to analyze how QKD can be combined
with other cryptographic primitives and to clarify important trade-offs, in particular be-
tween security and performance. After setting some important definitions, we analyze
which secure communication constructions relying on QKD can be deployed with a clear
security-gain with respect to existing computational cryptographic schemes.

4.2.1 Definitions

Quantum cryptography departs from classical cryptography essentially from a security
standpoint, and not from a functional standpoint. Concerning QKD, it provides a specific
route to realize the authenticated key encryption (AKE) primitive. To capture the security
gain that QKD may bring, it is essential to introduce definitions that allow to establish a
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comparison between classical and quantum cryptographic approaches, and in particular
to consider two different security notions related to AKE:

• Single-shot security: the security achieved a the level of a single key establishment
session.

• Key dependency: the vulnerability of a key, established in a given AKE session, with
respect the compromise of another key, established in a future session (forward se-
curity) or past session (backward security).

Security levels for single-shot key establishment

We consider the different levels of security for AKE (mostly the confidentiality of the key,
but possibly its integrity and authenticity), when considering an attacker whose attack
surface is, by definition, limited to a single key exchange. In order to capture the cryp-
tographic advantage that may be attained by QKD, it is relevant to distinguish between
three security levels, information-theoretic security (ITS), being the highest.

• Information-theoretic security (ITS): a AKE is information-theoretically secure if it is
secure irrespectively of the computational power that may be used by an attacker.
A synonym of ITS is unconditionally secure. The second highest level of security in
this context is the so-called everlasting security.

• Everlasting security: An AKE scheme has the everlasting security property if it is
secure against adversaries that have unlimited computational power after the proto-
col execution. This implies that computational attacks may be launched against the
AKE scheme, but only during the execution of the protocol, which strongly limits the
corresponding threat. The lowest and more generic security level is computational
security. This is the case for most classical cryptographic primitives.

• Computational security: the security of the AKE scheme is based on a computational
hardness assumption. Solving the computationally hard problem during or after the
execution of the AKE protocol may reveal the established keys.

When several cryptographic primitives are composed within a given protocol, the re-
sulting protocol can only be as secure as its weakest component. This consideration ap-
plies, for example, to the relation between AKE protocol and encryption. If any of the two
protocols is computationally secure, then the overall protocol can only be computationally
secure. Moreover, if we want to enjoy the everlasting security property for a composite
AKE + encryption protocol, we need to combine an everlasting secure AKE scheme with
an ITS encryption scheme. Finally, if we aim to build a composite protocol with ITS secu-
rity, then all the building blocks must be ITS as well.
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Key dependency

Single-shot security refers to the level of security that can be reached by a given AKE
cryptographic construction, at the level of a single session. Key dependency, on the other
hand, considers a more general scenario where many session keys have been established,
and considers the impact that the leakage of a given key may have on the security of
another one. The two central concepts are forward secrecy and post-compromise security
that designate respectively the impact that information leakage about a given key may
have either on past session key (forward security) or on future ones (post-compromise
security). Figure 4.1 illustrates schematically these two concepts.

Figure 4.1: Attack scenarios considered by forward and post-compromise secrecy; “test”
refers to the session under attack. Forward secrecy protects sessions against later compro-
mise; Post- compromise security protects sessions against earlier compromise [CGCG16].

Forward secrecy A central concept is the notion of forward secrecy.The term “forward
secrecy” however does not have a unique meaning across the literature. In the case of au-
thenticated key establishment (AKE), forward-security designates AKE protocols in which
the compromise of a key does not lead to compromise keys of previously completed ses-
sions [BG20]. In order to clarify discussion and comparison between QKD and computa-
tional AKE schemes, we need to make a distinction between absolute and computational
forward secrecy:

• Absolute forward-secrecy: Even if a session is compromised, the only way to have
access to the previous sessions is to break their single-shot security. Moreover, the
compromise of the session does not help at all for this purpose (i.e. the one-shot
security of a given session is independent on the knowledge of the following ones).

• Computational forward-secrecy: gaining information about past sessions from the
compromised current session key is a task that requires to break a computational
problem.
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• No forward-secrecy: the AKE scheme does not provide at all any backward protec-
tion.

Post-compromise security We also want to analyze how a leakage of information about
a key the could affect the subsequent AKE sessions and which kind of security levels can
be considered. We will be referring to this end to the general concept of post- compro-
mise security (PCS) [CGCG16], that designates the property of an AKE scheme such that
the compromise of a given secret key does not lead to the compromise of secret keys es-
tablished in future sessions. It will be again important, in view of future comparison, to
further distinguish between different form of post-compromise security, for AKE schemes.
To this end we consider a compromised AKE session, and another subsequent session,
called test session. We aim to qualify the security dependency of the test session, with
respect to the compromised session.
Continuous eavesdropping assumption: We aim to qualify the security dependency of a (fu-
ture) test session, with respect to the compromised session. To that end, we assume that
an attacker is always (continuously) conducting a (passive or active) eavesdropping of all
communications between the AKE parties (Alice and Bob). If the eavesdropping was not
continuous, then, a trivial strategy to restore security after a compromise, would simply
consists in continuously initiating new AKE sessions (using previously established keys
for authentication): such strategy would lead to new secure shared keys for the session on
which the attacker fails to eavesdrop.

Depending on the active of passive nature of the eavesdropping, we can then distin-
guish 3 levels of post-compromise security:

• Full Post-Compromise Security: in which a continuous active attack (either on the
classical, or quantum channel, depending on the AKE protocol setting) is required to
maintain compromise

• Partial Post-Compromise Security: : in which an active, but episodic attack is required
to maintain compromise.

• Basic Post-Compromise Security: in which a passive attack is sufficient to maintain
compromise.

4.2.2 Comparison of the security for different AKE schemes

Now that we have introduced the necessary definitions, we can compare the security of
different Authenticated Key Exchange constructions, in terms of single-shot security and
key dependency, and in particular compare the security of QKD-based AKE with alterna-
tive computational schemes relying on symmetric-key or public-key cryptography.
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QKD-based AKE

The single-shot security of QKD-based AKE depends on the authentication scheme used
for authenticating the classical channel. ITS authentication schemes based on pre-shared
secret and universal hashing [CW79, Sti94] can be combined with QKD to build an ITS
AKE. Using pre-shared secret can however be challenging, notably over large networks.
In this case, public-key authentication provides an interesting alternative, that can be used
to build everlasting secure QKD-based AKE. In addition, it is not necessary to use com-
putational secure authentication for all the key exchange sessions: once the QKD protocol
has output some secret key, a portion of this secret can subsequently be used to perform
subsequent authentication rounds, with ITS, guaranteeing the following statement: “if au-
thentication is unbroken during the first round of QKD, even if it is only computationally
secure, then subsequent rounds of QKD will be information-theoretically secure” [SML09].

In addition to ITS (or everlasting) single-shot security, one of the strong features of
QKD-based AKE is to offer absolute forward-secrecy and full post- compromise security.
As a matter of fact, QKD generates (usually based on an integrated QRNG) session keys
that are information-theoretically independent from each other, i.e. with maximum new
entropy at each session. This provides the highest levels of security regarding the key
dependency, and in particular absolute forward-secrecy. Regarding post-compromise se-
curity, one shall consider the sequential production of session keys with QKD. In such case,
the secret material needed at each QKD round to authenticate the classical channel stems
from a previous QKD round [ABB+14]. A post-compromise man-in-the middle attack is
therefore only possible only if all subsequent sessions, after the compromise and until the
session are also broken in real time, i.e. setting extremely stringent requirements on the
attacker.

Classical computationally secure symmetric-key-based AKE

Symmetric schemes as the block cipher AES can be used to guarantee the confidentiality
of a message, but also to guarantee integrity and authenticity, with the Message Authen-
tication Codes (MACs). Combining both functionalities can be employed also to build
an AKE primitive, that will exhibit computational single-shot security. Most symmetric-
key-based AKE schemes rely on shared long-term secrets, called master keys, and are vul-
nerable to the leakage of such long-term secrets. This means that they in general do not
provide forward-security (while some standard public-key schemes can). It is however
possible to add key-derivation mechanisms, to improve on this weakness, as proposed
for example with a recent work [ACF20]. We should note however, only computational
forward-secrecy can be achieved in this case, which hence strictly departs from the abso-
lute forward-secrecy AKE schemes that can be achieved using QKD.

Another drawback of symmetric schemes, in terms of key dependency, is that they
in general do not offer post-compromise security. As a matter of fact all future sessions
keys are deterministically derived from previous ones. Hence, once the attacker has com-
promised at least one session in the past, he can completely retrieve all the secrets of the
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following sessions.

Classical computationally secure public-key-based AKE

Public-key-based AKE is especially needed to operate large and open networks with many
users. In such context, the distribution of pre-shared secrets is cumbersome as the num-
ber of keys scales badly (quadratically) with the size of the network. In such situation
the use of a public-key authentication scheme is extraordinarily convenient to provide dis-
tributed trust when combined with certificate authorities (CAs) in a public key infrastruc-
ture (PKI). In terms of the security properties, public-key based AKE schemes can provide
computational single-shot security based however on weaker computational assumptions
than symmetric-key cryptography, such as the existence of trapdoor one-way functions
(TOWFs). Conversely, public-key AKE can be implemented with ephemeral key strat-
egy, allowing the session keys to be independent and therefore offering absolute forward-
secrecy and full post-compromise security.

4.2.3 Using QKD for Secure Communications

Establishing a secure communication between two or more parties is a central security
service that is a primitive for many other security services. The security functionalities
associated with secure communications comprise one of the three fundamental security
properties (and very often all of them): confidentiality, integrity and authenticity. Two
main schemes are particularly useful: an AKE scheme and an authenticated encryption
(AE) scheme. We have already analyzed constructions for AKE schemes in the previous
subsection. We now want to make a step further, analyzing constructions for AE schemes
and their combination with AKE schemes, in order to construct secure communication
schemes. In the previous subsection, we went through the three main core cryptographic
mechanisms that can be used to build AKE scheme: QKD, symmetric crypto, public-key
crypto, complemented by appropriate authentication mechanisms.

Regarding Authenticated Encryption, we need to both choose the encryption scheme
and the type of authentication that we want to provide. The possible security levels for
encryption in this context are ITS or computational. In general the security level for au-
thentication matches the security of encryption but we will also consider everlasting se-
cure AKE schemes, combining public-key authentication with ITS encryption. Lastly, we
are not going to consider public key encryption to protect the messages, since, even if we
trust trapdoors one-way functions (TOWF), it is always computationally much more ef-
ficient to use a symmetric encryption scheme combined with a public-key AKE. Finally,
we will improperly designate as “AES”, all computationally secure symmetric encryption
schemes.
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Main Secure Communication Constructions

This leads us to short-list and compare the security properties of six of the main Secure
Communication constructions that can be envisaged. They consist in combining a key
establishment scheme, an encryption scheme and an authentication mechanism (that will
be used to authenticate key establishment and encryption).

1. QKD + OTP encryption + ITS authentication.
The highest level of security achievable, both in terms of individual security and key
dependency, is obtained combining QKD with One-Time Pad (OTP) and an ITS au-
thentication (both for authenticate the QKD classical channel and the encrypted mes-
sage). In this way the communication can guarantee ITS confidentiality, but also ITS
integrity and authenticity. Moreover, thanks to QKD, it provides absolute forward-
secrecy and full post-compromise security. Initialization of this scheme is based on
distributing pre-shared symmetric secret keys.

2. QKD + OTP encryption + computational authentication
Relaxing the ITS assumption for the authentication scheme enables more flexibility
in key management and initialization, that can rely on pre-shared secrets as well as
public-key schemes. Such computational authentication combined with QKD still
enables to perform key establishment with everlasting security. Such keys can then
be used to construct authenticated encryption schemes with OTP. In this case we
can construct Secure Communication with everlasting security for confidentiality,
authenticity and integrity, and in addition guarantee absolute forward-secrecy and
full post-compromise security.

3. QKD + AES encryption + comp. authentication
OTP is not the only encryption scheme that can benefit from QKD. Another inter-
esting approach is to combine QKD with a symmetric encryption scheme such as
the AES block cipher. This leads to a secure communication scheme whose commu-
nication rate is not limited by QKD relatively low key rates. Conversely, the global
security level is however then only computational. The security provided by AES en-
cryption is considered quite high.There are currently exist known attack on AES256
whose complexity significantly departs from exhaustive search, which can be im-
plemented by a quantum attacker using Grover search with 128 bits of complexity
[BNPS19]. The main interest of combining QKD with AES encryption, besides ev-
erlasting security, resides in the key dependency properties. QKD-based AKE pro-
vides keys with absolute forward-secrecy and full post-compromise security, which
can hence be used to strengthen the security of the SC scheme with respect to key
key leakage.

4. (TRNG + AES)-AKE+ AES encryption + computational authentication One possible
solution is to use a fresh source of entropy to generate the keys, such as a TRNG, com-
bined with a computational symmetric encryption scheme (key derivation and key
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transport mechanism). In this configuration the key establishment (TRNG+AES) can
provide computational forward-secrecy, but only basic post- compromise-security.
The only reasonable choice is then combining this AKE configuration with a fast
computationally secure symmetric encryption scheme such as AES, supported by a
computational authentication scheme. The security level of the SC scheme is there-
fore computational.

5. AES-based AKE + AES encryption
As an alternative to 4), simpler to implement, the fresh source of entropy (TRNG)
can be replaced by a pseudo-random number generator (PRNG) and rely on the use
of pre-shared secrets. By doing so, we define a deterministic key derivation function
(KDF) [Kra10] that can be used to expand, with computational security, a pre-shared
key, in many other shared keys. This approach however lacks of key independence:
without the injection of new entropy, a key leakage can affect the security of both past
and future communications. More precisely, it offers only basic post-compromise
security and computational forward-secrecy.

6. Public key AKE + AES + computational authentication
One last possibility, is a scenario where public key AKE schemes to start the ses-
sion, supported by a public-key infrastructure (PKI) to perform flexible public-key-
authentication for both the key exchanged and the symmetric encryption. The re-
sulting SC schemes provides computationally secure confidentiality, integrity and
authenticity. Lastly, using the ephemeral keys strategy, the authenticated AKE can
offer absolute forward-secrecy and full post-compromise security. The initialization
in this construction is always asymmetric.

Analysis of security gain

A QKD-based secure communication schemes is said to offer a security gain if it provides
the correct functionality (secure communications) with a set of security properties that
cannot be obtained with computational crypto primitives only. Security gain is crucial in
the sense that it appears as necessary condition for a scheme to be of practical interest.
When analyzing the relevance of QKD-based secure communications schemes (SC) listed
above, the choice of encryption algorithm appears as central design choice. This leads to
consider two main group of constructions, among the 6 constructions listed above i.e.

• Constructions 1. or 2. i.e. ITS Secure Communications relying on QKD combined
with OTP (One Time Pad) Encryption.

• Constructions 3., i.e. Computational Symmetric Encryption combined with QKD,
that we will often denote as QKD+AES option ( knowing that we will generically de-
note as AES any symmetric encryption algorithm based on a computationally secure
one-way-function).
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It is interesting to compare these two schemes, from the perspective of security gain,
but also performance (data rate) and trust assumptions, and foreseen applications.

ITS Secure Communications
From a security gain viewpoint, the choice of QKD+OTP is the strongest option: it allows
to build Information-Theoretically-Secure (ITS) SC, which is unachievable classically and
hence leads to a clear security gain. It however also comes with the constraint that the
SC rate is limited to the QKD rate (i.e.today below Mbit/s per quantum communication
mode, with existing technology). This option will be well adapted to use-cases related
to data with long-term-security requirements and for which relatively low data- rates is
acceptable.

Computational encryption combined with QKD (QKD+AES)
The advantage of computationally secure SC (i.e; QKD+AES) , with respect to QKD+OTP
is that it can be performed with high data rates (e.g. with 100 Gbit/s AES encryptors).
However, the situation, in terms of security gain, is less favorable and depends also on the
network typology and trust:

• over a point-to-point link In that case, the fact that QKD AKE offers full post-
compromise security, and that no trusted node are needed, implies a security gain.
QKD+AES hence appears as an interesting way to strengthen the security of P2P
secure communication links, in particular as a defense in depth, possibly in combi-
nation with PQC. This is in line with the recently proposed protocol by Paterson et.
al. [DHP20].

• over a large network with trusted nodes In the case of a large network with trusted
nodes, combining QKD with AES for secure communications does not bring a secu-
rity gain with respect to the use of symmetric encryption and key derivation that can
be achieved to perform SC with the same security (computational security of AES) in
an end-to-end fashion (i.e. without trusted nodes) and also without QKD, and hence
also at a significantly lower cost.

4.2.4 Conclusion

To which extent secure communication schemes based on QKD can bring some advan-
tages with respect to schemes relying solely on computational cryptography? To answer
this question, we have conducted an analysis based on security properties - that we have
carefully defined, and that also takes trust assumptions into account. The central con-
clusion of this analysis is that schemes combining QKD with OTP encryption should be
considered in priority, in the context of large QKD networks with trusted nodes, in order
to provide a security gain.

We can moreover think of security services providing a security gain based on
QKD+OTP and implementable with existing or near-term technology, in particular:
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• High-security key transport and more generally high-security key management, pos-
sibly over a large network, with trusted nodes. In such use-case, QKD+OTP can be
thought as a special (ITS and automatized) form of trusted courier. Such ultra-secure
communication scheme could typically be used to perform out-of-band key estab-
lishment in order to strengthen key management in high-security contexts.

• Long-term secure storage, that can be implemented by combining a distributed stor-
age infrastructure, with QKD+OTP in order to perform proactive secret sharing over
a ITS SC communication network. Some data such as genome data, health data or
tax data may require long-term (50+ years) confidentiality and integrity protection,
which cannot be provided by current cryptography and secure storage techniques.
Proactive secret sharing decomposes the secret into n shares in such a way that a
threshold number k ? n of shares is required to reconstruct the secret while any
smaller number of shares reveals no information about the secret. The shares are re-
newed on a regular basis in order to prevent attacks by mobile adversaries who may
be able to learn more and more shares over time. QKD combined with One-Time-Pad
encryption offers a solution to perform share renewal, with information-theoretic se-
curity, hence offering a clear security gain over classical secure storage techniques,
and can be implemented in practice [BBD+17, MGA+20] with existing technology.

Conversely, an important (negative) conclusion of the analysis is that Secure Commu-
nications based on QKD combined with AES encryption, does not provide security gain
when deployed over large network requiring intermediate trusted nodes.

4.3 Practical security of QKD

Even though the term “unconditional security”, synonym of information-theoretically, is
often used to characterize the security of QKD, one must be careful with the precise mean-
ing of this expression. As noted in [GRTZ02a], several underlying assumptions must be
fulfilled for QKD security proofs to be valid.

• [Quantum Mechanics] Quantum Mechanics is valid. The security of QKD is intrinsi-
cally based on properties derived from quantum mechanics axioms, such as the fact
that non-orthogonal quantum states, onto which information is encoded in QKD,
cannot be distinguished perfectly.

• [No leakage] There is no information leakage from the security enclaves in which
Alice and Bob QKD systems are placed and operate.

• [Trusted implementation] The implementation of Alice and Bob QKD devices is con-
form to the model used in the security proof while the underlying trust assumptions
are verified.
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However, as we consider practical QKD implementations, such assumptions may not
always be valid. In particular we also to provide security assurance against attackers that
may actively challenge such assumptions. Most attacks on QKD implementations, also
designated as “quantum hacking” indeed consist in active attacks aiming to break either
the [No leakage] or the [Trusted implementation] assumptions, or both. We will first pro-
pose in 4.3.1, a rapid overview of the work conducted on implementation attacks against
QKD. We will then present our series of work on quantum hacking, related to saturation
attack against CV-QKD, starting with the attack principle and the theoretical study of two
attack paths [QKA16, QKMA18].

We will then present our work on the experimental vulnerability assessment of QKD
systems, introducing the notion of attack ratings [KMQA21]. This work more gener-
ally connects to the challenge of certifying QKD implementations and to the ongoing
international effort on that matter (to which we participate within the ETSI QKD-ISG
[LSA+18]) towards the definition of standardized vulnerability analysis and security eval-
uation for QKD and the certification of quantum crypto-systems presenting strong guar-
antees against quantum hacking.

4.3.1 Quantum hacking

Theoretical security proofs [Ren08, SBPC+09, LCT14] constitute a strong conceptual frame-
work to capture the security properties of QKD protocols, based on a model and assump-
tions, as listed in the previous section. QKD implementations may, however, not fully
comply with the model used in the security proof, leading to security vulnerabilities and
the possibility to launch side-channel attacks [XMZ+20].

In discrete-variable (DV) QKD, single photon detector (SPD) is the most vulnerable
device that suffers from different kinds of side channel attacks. Attacks such as time
shift [QFLM07, ZFQ+08], after gate [WLW+11], blinding [Mak09], spatial mode mismatch
[SCB+15] attacks and etc. can all break DV-QKD securities. Among which blinding attack
is considered as the most powerful attack, where Eve inserts an intense light to actively
control Bob’s single photon detector. Such kind of attack has been experimentally veri-
fied on commercial QKD systems [LWW+10] and implemented as a full-field eavesdrop-
ping demonstration [GLLL+11]. Various countermeasures have been proposed against
detector-based attacks, however only the measurement-device-independent (MDI) QKD
[LCQ12] can perfectly defeat these attacks.

Continuous-variable QKD (CV-QKD) [WPGP+12], is another promising approach
to perform quantum key distribution. It relies on continuous modulation of the light
field quadratures and measurements with coherent detection (homodyne or heterodyne
detectors) instead of SPDs in DV-QKD system. Benefiting to coherent detection, CV-
QKD can be fully implemented with off-the-shelf optical communication components
[LBGP+07, FDD+09, JKJL+13a]. Moreover, the local oscillator (LO) in the coherent de-
tection acts as a "built-in" filter to efficiently remove any noise photons in different modes,
which enable CV-QKD to be co-existed with intense classical channels over optical net-
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works [KQA15] and to be possibly implemented in day light free space environments.
Unfortunately, these elements have potential vulnerabilities in CV-QKD implementations
that can be used by Eve to break security. For example LO manipulation is a long standing
security problem where Eve can modify LO pulse in different ways [JKJL+13a, MSJ+14]
and steal secret keys without being discovered. This issue has been recently solved by gen-
erating locally LO (LLO) signal at Bob side[QLP+15, SBC+15, HHL+15, MA17]. Regarding
to homodyne detection (HD), either wavelength dependent properties of the beam-splitter
[MSJL13, HWY+13b, HKJJ+14] or amplifier electronics saturation [QKA13b, QKA16] can
be independently taken advantage by Eve to launch attacks to break security.

Saturation attack against CV-QKD

While most implementation attacks against CV-QKD target LO manipulation in the TLO
setting, we have proposed in [QKA16] and further studied in [QKMA18] the so-called
saturation attack against CV-QKD, that consists in biasing the excess noise estimation by
actively inducing the saturation of the homodyne detectors.

The modus operandi of this attack is twofold. Eve launches the intercept and resend
(IR) attack [LDGP+07] such that she gains encoding information about the states sent by
Alice. However, a full IR attack induces 2 shot noise unit (SNU) of excess noise in Alice
& Bob measurements and hence reveals the presence of Eve. Exploiting the non-linear
behavior of a homodyne detector, in a way that Eve resends newly prepared signals to
induce electronics saturation on the homodyne detector, she can reduce 2 SNU of excess
noise below the null key threshold - where all generated keys are believed to be secure.
Since excess noise level is favorable to secure key generation, Alice and Bob then proceed to
error correction and privacy amplification. After listening to the classical post processing
communication between Alice and Bob, Eve can gain complete information about the final
key without revealing her presence. Importantly, the saturation attack only targets on the
HD which means even the recent proposed LLO CV-QKD scheme is not immune to this
attack if no countermeasure is considered.

Figure 4.2: Scheme for saturation attack. Eveintercept intercepts Alice’s Gaussian modulated
signal of quadratures {XA, PA} and shares her measurement results {XM , PM} through
the classical channel to Everesend. The resent and displaced signal of quadrature {XE , PE}
is measured by Bob homodyne detector.
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The actual realization of the saturation attack comprises of two steps: intercepting
Alice’s signal and resending a newly prepared signal to Bob with displacement ∆ and
gain G. We can consider that two cooperating eavesdroppers are involved in the attack:
Eveintercept, located near Alice intercepts the signals of quadratures {XA, PA} and classi-
cally communicates the measurement results {XM , PM} to Everesend- located near to Bob
as shown in Figure 4.2. Due to the technical restrictions imposed by the laboratory equip-
ment, we experimentally demonstrate only the resend step of the attack and model the
impact of the measurement associated with the intercept step. {XM , PM} is deduced from
{XA, PA} by simulating a heterodyne measurement, i.e. 3 dB loss factor and also the addi-
tion of a random Gaussian noise of variance 2 shot noise [LDGP+07].

Efficient countermeasures against the saturation are known. As detailed in [KJJ15] ac-
tive monitoring of the linearity of Bob’s coherent detection can provide a robust coun-
termeasure against saturation attack. This countermeasure, however, requires dedicated
hardware (additional amplitude modulator at Bob side). We have proposed in [QKMA18]
another countermeasure against the saturation attack, that can be implemented without
using additional hardware: it relies on the pre-characterization of the detector linear-
ity range, and consists in post-selecting measurement data, based on the fact that these
quadrature measurements fall, within high confidence, in the linearity range of the de-
tector. This countermeasure, that relies purely on software, has the advantage of being
implementable at a small marginal cost.

Experimental implementation of the saturation attack

The work done in [QKA16, QKMA18] demonstrates that the non-linearity of the coher-
ent receiver can in principle be exploited to obtain a complete break of a QKD security
protocol, in certain parameter regimes.

We have recently pushed the analysis one step further in [KMQA21] and studied in
practice some of the experimental routes that could be used to launch the saturation attack
in practice. This has lead us to consider two implementation paths for the saturation attack,
namely a coherent and and incoherent attack strategy.

Coherent attack strategy This implementation strategy for the saturation attack con-
sists in coherently displacing the signals sent by Alice, in order to drive Bob’s receiver into
saturation. We have experimentally tested this attack in [KMQA21], using a set-up built
around a Sagnac interferometer where a laser, coherent with the QKD signals, is mixed
on a highly unbalanced variable beamsplitter. This setup, displayed on Figure 4.4 allows
to maintain a high phase stability thanks to the Sagnac loop and to perform a controlled
displacement by varying the beamsplitter transmittance. As depicted on Figure 4.3, this
setup has allowed us to coherently displace the QKD signals, and to drive the homodyne
reception into saturation, for high displacement values.
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Figure 4.3: Response of homodyne output due to a coherent displacement. Input signal
sent by Eve, with quadrature variance V ar(XE) = 22N0 with 5 different displacement
values ∆ and saturation at 106.42

√
N0 (magenta). Displacement shifts Bob’s quadrature

measurement XB (expressed here in volts). Large displacement value can lead to satura-
tion (that occurs when XB reaches −2.5Volts).

Figure 4.4: Experimental setup for generating displaced coherent state. AM: Amplitude
Modulator, PM: Phase Modulator, BS: BeamSplitter. In the Sagnac loop, Gaussian modu-
lated signals are prepared using the AM and PM modulators and are then displaced at the
Variable Beam Splitter (VBS), based on a coherent interference between pump. Displaced
signals is then sent to Bob along with local oscillator.

Incoherent attack strategy The incoherent attack strategy consists in sending an in-
tense incoherent laser pulse sent along with the resent coherent state.This strategy is ex-
perimentally much simpler, and relies on incoherent laser pulse injection.

Saturating the homodyne detector with external laser pulse indeed presents several
operational advantages over the coherent strategy. In particular, active phase drift com-
pensation is not required. Saturation attack with incoherent strategy can achieve compar-
atively a much better performance in terms of quadrature stability and noise. Provided
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Figure 4.5: Setup for incoherent coherent attack strategy, relying on pulse injection from
an external incoherent laser to induce saturation. AM: Amplitude Modulator, PM: phase
Modulator, BS: BeamSplitter, PBS: Polarization BeamSplitter, Att: Variable Attenuator.

the channel loss is not too small (low channel loss make it more difficult for Eve to succeed
in the intercept-resend attack), then incoherent attack strategy set-up displayed on Figure
4.5 can be successfully used to obtain a full break of QKD security: Alice and Bob estimate
that secure key can be distilled, at a positive key rate and see no change in the estimated
loss (Tsat = T ) , however the attacker has some knowledge about the key and hence QKD
security is broken.

The results of the experimental implementation of incoherent strategy for saturation
attack are displayed on Figure 4.6(a). The equivalent excess noise at the input is estimated
from the variance of saturated homodyne output experimental data, for different trans-
mission distances. It can be seen that, taking finite size effects into account, excess noise
bellow the null key threshold can be achieved, for distances above 35 km, while keeping
Tsat = T which is the signature that Eve can launch a successful intercept-resend attack
and remain untraceable.. On the other hand, for distance below 35 km, the success condi-
tion Tsat = T cannot be fulfilled, and the attack cannot be launched without being possibly
spotted by Alice and Bob.

4.3.2 Towards security certification

The maturity of the field of quantum communication is reflected in the recent develop-
ment of impressive QKD networks, such as the one deployed in China [CZC+21], span-
ning thousands of kilometres and linking four metropolitan areas. In 2019, the European
Commission has moreover launched the EuroQCI initiative aimed at deploying a pan-
European quantum communication infrastructure in the next 10 years, connecting strate-
gic public sites [LT19]. However, in order to take the final step towards a trusted global
quantum infrastructure, the ability to evaluate and certify the implementation security of
practical QKD implementation has become one of the most pressing challenges.

A standardized approach for security certification of quantum cryptographic devices
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Figure 4.6: Results:- attack with incoherent light. (a) excess noise at Alice. Red squares
indicate the null key noise threshold and blue squares the estimated values of ξsat. (b)
Key rate per pulse, estimated under collective attacks. Black squares are simulated values
of final key per pulse while Green squares are from the experiment. Error bars are one
standard deviation of fluctuations among ten smaller data block of size 107.

will moreover be a key driver to increase, in not enable their commercial use in the context
of highly regulated security-related markets such as telecom, health and critical infrastruc-
tures.

Security certification of QKD undoubtedly constitutes a complex task, requiring the
collaboration of experts from different fields ranging from IT security, quantum engineer-
ing and theory. Over the last few years, several international standardization organizations
have however been actively working towards this goal, under the unified Common Cri-
teria framework : ISO/IEC JCT 1/SC 27 has been focusing on the security requirements ,
security evaluation, testing and specification of point-to-point QKD modules [ISO20]. In
parallel, within the ETSI QKD ISG, we have contributed to identify and categorize the
known implementation attacks against QKD in a 2018 white paper [LSA+18]. This work
is now moving to a second level, the QKD ISG is now collective working on an important
milestone: writing the first QKD Protection Profile [ETS21], i.e. a document that will be to
provide a framework to analyze the implementation security of a QKD implementation,
but also a standardized approach for the evaluation and the security certification of QKD
systems.

QKD Attack rating In a recent work, [KMQA21], we have proposed some concrete steps
towards this goal and have shown how to conduct QKD vulnerability assessment in prac-
tice , based on a sound methodology inherited from Common Criteria. Taking a running
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CV-QKD system as a reference platform, we have experimentally tested and rated the two
different attack paths, namely the coherent and incoherent saturation attack mentioned
above.

The Common Criteria [CEM17], offer a comprehensive methodology and metrics to
rate possible attacks against the QKD security assets. This methodology generally con-
siders both the likelihood that a threat agent may successfully perform the attack and the
magnitude of the impact that this attack has on the assets. In our rating procedure we have
focused on the likelihood of an attack, evaluating the total effort required to successfully
mount the attack, called the Attack Potential: the higher the Attack Potential, the lower
the chances of the attack being performed are.

Attack Potential Rating Experimental Results

Exp KoT WoO Equ AP X Noise experimentallly characterized

× Attack not feasible under noise model

Coherent
Attack 6 3 10 7 26

Beyond
High

Exp KoT WoO Equ AP
X Attack experimentally demonstrated

Incoherent
Attack 3 3 4 4 14

Moderate

Table 4.1: Summary of the analysis on the two attacks to the homodyne detection. We
have reported the values for each factor of the Attack Potential, namely: Exp. stands for
Expertise, KoT for Knowledge of the TOE, WoO for Window of Opportunity and Equ for
Equipment. The factors chosen for the analysis are from Common Criteria [CEM17].

The rating procedure consists in attributing a numeric value to the Attack Potential,
the sum of them is the actual Attack Potential. In the Common Criteria framework, rating
is performed by considering the following factors: a) Expertise, b) Knowledge of the TOE,
c) Window of opportunity, d) Equipment, e) Elapsed time.

In the context of the attack on a lab systems, the Elapsed time factor (that typically des-
ignates the time elapsed between the release of a given product version, and the release of
hardware of software security patches) is difficult to evaluate and was hence not consid-
ered. We have on the other hand evaluated all the other four factors. order to rate the two
attacks paths for the saturation attack against CV-QKD Concerning the knowledge of the
TOE we have assume that the hacker Eve tries to obtain as much information as possible
about the Target of Evaluation (TOE) design, i.e. Eve has a good knowledge about the
specifications of the main components of the QKD system. Some important details might
however be system-specific or protected by a non-disclosure agreement between the ven-
dor and the owner of the QKD system. For this reason, for both attacks, the Knowledge
factor for the TOE factor is evaluated as restricted.
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Both attack paths rely on the intercept-resend strategy and can in principle be launched
in real time. However, such online implementations of the attacks require to evaluate the
optimal value of the displacement ∆ and of the gain G (see methods): this can be ob-
tained by manually tuning Eve’s setup and measure the excess noise due to displacement.
Assuming a frequent trusted evaluation of the channel loss, this tuning might be quite
challenging, especially in the case of the coherent attack, where the tuning precision is in-
evitably limited by the accuracy of the phase locking. As a result, for the coherent attack
the Windows of Opportunity can be chosen as difficult, while moderate for the incoherent
attack. Another important difference between the two attack paths is related to the require-
ments in terms of equipment and expertise. As previously explained, the coherent attack
requires Eve to resend coherent displaced signal while being successfully phase locked
with Alice and Bob. To achieve this, Eve needs to be an expert in coherent optical commu-
nications, able to control noise at the quantum level and to have access to bespoke equip-
ment. On the other hand, the incoherent attack only requires Eve to send an incoherent
signal, without worrying about being phase locked with Alice and Bob: this is reflected in
a simplified setup (Equipment specialized) and in a lower level of required technical exper-
tise for Eve (Expertise proficient). Based on correspondance between the different factors
and their numerical value (see [KMQA21] for details) we obtain an Attack Potential of 26
and 14 for coherent and incoherent attack respectively. As expected, the coherent attack is
rated as beyond high, while the incoherent attack is only rated as moderate.

These results illustrate the importance of rating attacks in order to prioritize the imple-
mentation of countermeasures and to steer the design and engineering of practical QKD
systems towards the highest possible security standards, paving the way to their security
certification.
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Chapter 5

Perspectives

As detailed in chapter 4, QKD can offer, in principle, a distinctive security advantage over
classical techniques, particularly in contexts where long-term protection is required. More-
over, as exposed in chapter 3, tremendous progress have achieved on the technology side
with the development of QKD systems that exhibit increased performances and their field
deployment over optical networks.

Yet the question of he usefulness of QKD to serve real-world use cases in practice is
still considered a controversial question: On the one hand, the importance of pushing
further the integration and use of QKD technology is strongly supported by the quantum
research and the emerging quantum industry community. The support to the development
of QKD technology is also important on the institutional side, with strategic investments
from leading scientific countries over the past years in QKD technology and quantum com-
munication infrastructures (including China, Korea, Japan, UK, Germany) . On the other
hand, the importance of pushing the development of quantum cryptography towards the
application side has often been considered with skepticism by notable representatives of
the cybersecurity community [PPS07, Sch18, NCS20, ANS20, NSA20].

This divergence of views, between the quantum and classical cryptography practition-
ers is obviously not uniform over the two communities. Remarkable advances involving
fruitful collaborations between quantum and classical cryptographers are indeed occur-
ring at an increasing rate [BS16, Sas18, PAB+20]. However, we also believe that this dis-
agreement has some structural causes and has moreover lead to some gap between the
communities that may hinder progress towards a better mutual understanding. We also
believe that this gap can be reduced, if not fully closed, by updating vision and research
programs, and that this reconciliation can play a significant role in the future progress of
practical quantum cryptography. The objective of this chapter is to try to take one step
back and analyze the reasons of such diverging views and to identify some grounds on
which they could be reconciled.

After a first section in which we try to analyze and better understand the complex di-
alectic behind the classical versus quantum cryptographic discord, we then propose some
directions to overcome the identified challenges. One of these directions consists in con-
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sidering security models strictly stronger than what can be achieved with computational
cryptography, and yet weaker than QKD standard security model. We have started to ex-
plore this direction already a few years ago by considering hybrid security models and are
now reaching some tangible results with the so-called quantum-computational timelock
security model and key establishment construction [VA20]. We will present this work in a
second section. We will then elaborate in a third section on the perspectives towards the
development of real-world quantum cryptography. This will lead us to link the question of
security gain evoked in chapter 4 with the identification of promising application domains
for quantum cryptography. In a sense we will revisit the childish but also invigorating
question: “what is quantum cryptography good for?” and to try to formulate some ele-
ments of answers. This will also lead us to propose some perspectives for future research
and technology development, rooted in an updated vision of quantum and classical cryp-
tography respective positioning.

5.1 Critical assessment of quantum cryptography positioning

As emphasized in the introduction and illustrated in the different chapters of document,
the work achieved in order to push QKD towards its application frontiers has a double
outcome:

1. Major breakthroughs: at technological level, in topics such as quantum communica-
tion components and systems, quantum networking but also at fundamental level,
in topics such as quantum information theory, security models and proofs.

2. A better understanding of the technological, but also fundamental reasons for a gap
between envisaged applications, and what technology can actually deliver.

After having mostly focused on the first aspect so far, we want to make seize the oppor-
tunity of this Habilitation thesis to also investigate the second aspect that is probably less
frequently tackled, and address the following key questions: Why has QKD technology not
yet been as successful, in terms of applications and impact, as many of us were expected 20 years
ago? This question will lead us to consider how we should update our vision and revise
our targets both in terms of technology and applications in order to tackle more efficiently
the outstanding challenges.

5.1.1 Classical and quantum cryptography: a complex dialectic

A structural and fertile dispute

The dialogue between quantum and classical cryptography, is by essence, and since the
inception of quantum cryptography, driven by a dispute on the foundations of crypto-
graphic security: can we let is rest on computational hardness assumptions, or should we
claim to provide stronger guarantees, and rely on information-theoretic security ?
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This questioning is at the heart of the groundbreaking BB84 paper, that appeared in
the Proceeding of the ICCSSP conference held in Bangalore in 1984 [BB84], after having
been rejecting from major cryptography conferences. There, Charles Bennet and Gilles
Brassard, make clear that quantum cryptography objective is to challenge conventional
cryptography relying on computational security:
«Conventional cryptosystems such as ENIGMA, DES, or even RSA, are based on a mixture of
guess work and mathematics. Information theory shows that traditional secret-key cryptosystem
cannot be totally secure unless the key, used once only, is at least as long as the cleartext. On the
other hand, the theory of computational complexity is not yet well enough understood to prove
the computational security of public-key cryptosystems. In this paper we use a radically different
foundation for cryptography, viz. the uncertainty principle of quantum physics. In conven-
tional information theory and cryptography it is taken for granted that digital communications in
principle can always be passively monitored or copied, even by someone ignorant of their meaning. »

This radical challenge to conventional cryptography, has been extremely stimulating
and fertile and has played a fundamental role in the fantastic development of in quantum
information and quantum technologies, over 40 years, if we date it back to the birth of
quantum information science a to the mythic Physics of Computation Conference in 1981
[QC421]. The dispute between quantum and classical cryptography must somehow be
seen as a reciprocal challenge, which is all the more fascinating that it is often misunder-
stood:

• As Bennett and Brassard have clearly expressed, the program of quantum cryptogra-
phy is to challenge the security fondations of classical cryptography, and to develop
cryptographic protocols based on information-theoretic security, for some of the core
cryptographic services needed in our digital society such as key establishment mech-
anism or multi-party computation.

• Reciprocally, classical cryptography constitutes a challenge on the practical side for
quantum cryptography. As a matter of fact, it is important to realize, as detailed
in chapter 2, that essentially all quantum cryptographic primitives can also be ob-
tained with classical means, under computational assumptions. In this sense, classi-
cal cryptography constitutes a direct benchmark for quantum cryptography, in terms
of security versus resource requirements and performances, for all quantum-enabled
security services.

Systematic opposition can have detrimental effects

The structural dispute between classical and quantum cryptography has been extremely
stimulating. It has in particular lead to outstanding developments on the quantum cryp-
tography side, both in terms of fundamental concepts and in terms of technology. How-
ever, this competition may also turn into a systematic opposition, which can hamper the
mutual understanding between the classical and quantum crypto communities, and thus
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the collaborations at this nonetheless essential frontier. We try to analyze here some of the
reasons that may have triggered or fueled such a dynamic of systematic opposition, and
point at its detrimental consequences.

Some damaging confusions
The reciprocal challenges that classical and quantum challenges address to each other,

may lead to simplistic answers triggered by the temptation to assert that the absolute truth
is held by one side only. Such positions, in case they manage to spread, can the source of
important and damaging confusions. We pinpoint some examples of influential assertion
that are yet based on confusions, illustrating also that they may arise from both sides.

«All cryptography primitives will become quantum-based » The belief that cryptography is
bound to become fully quantum might be influenced by the vision of technology and in-
novation as a creative destruction process [Per95], where successful technologies have to
disrupt and replace older ones, in order to develop. It is not our subject here to question
Schumpeter’s theory, but to note that the creative destruction vision does not apply to
quantum cryptography, and in general to other branches of quantum technology such as
quantum computing or sensing. As a matter of fact, even though all these quantum tech-
nologies can imply profound paradigm shifts, they don’t imply the “destruction” or their
classical counterpart.

If we focus now on cryptography, it is important to realize that several public-key
functionalities (where a very large number of users may publicly engage in parallel in a
protocol, such as for example public-key encryption or verification of a digital signature)
play a fundamental role in our digital word and yet that they cannot be obtained with
quantum means with information-theoretic security. Confusion however often arises with
respect to this latter aspect. For example, some (otherwise quite interesting) work on
information-theoretically-secure classical message authentication schemes using quantum
means has been coined as “Quantum Digital Signature” [AA15], even though it does not
verify the properties of a digital signature, and in particular public verification.

«The quantum threat on cryptography implies the need for QKD » Another important
source of confusion, and of discord between the classical and quantum cryptography
community, is related to the different directions that can be considered and enforced in
order to guarantee that cryptography would still remain safe against futuristic attackers
in possession of (large) quantum computers. As a matter of fact, the discovery of a
polynomial-time factoring algorithm by Peter Shor in 1994 [Sho94], implies that such
quantum computers could in principle be used to factor large numbers exponentially
faster than classical machines, threatening a large fraction of public-key cryptography
and therefore of a fundamental pillar for Internet security. Early claims from the quantum
cryptography community might have been biased towards the conclusion that compu-
tational cryptography as a whole was threatened, promoting quantum cryptography,
and in particular QKD as the preferred solution, in order to avoid a “cryptocaplyse”.
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This first level of confusion has been rapidly settled, notably via active interactions
between the Quantum cryptography [Bra16] and Post-Quantum Cryptography (PQC)
[Ber09] communities, with an agreement on both sides regarding the importance of
proposing new solutions to address the quantum threat. However, an important aspect
of the question is still often neglected by the quantum cryptography community: while
Shor algorithm certainly weakens the security foundations of public-key cryptography,
its impact on symmetric-key cryptography is much less dramatic [Ber09]. This hence
opens the possibility to use fully-symmetric solutions, (i.e. come back to some pre-1970
cryptography solutions) in order to build quantum-safe security infrastructures. This also
implies that symmetric solutions constitute the real contender and should be the reference
point when designing quantum-based security infrastructures. This point, recently voiced
by ANSSI [ANS20] however remains largely overlooked by the quantum cryptography
community. It constitutes, on the other hand, a central motivation for our work on hybrid
quantum computational security models (cf next section).

«QKD systems cannot be made practical » Some PQC supporters may also turn out to be QKD
skeptics, thereby pointing at practical limitations of QKD technology as a reason to disre-
gard its use in real-world use cases [NSA20, NCS20, ANS20] . As explained in chapters
3 and 4, QKD does have performance limitations, and has to face some new challenges
on the implementation security side. However, these challenges are addressed with en-
ergy and method [LSA+18, XMZ+20, PAB+20, CZC+21, LT19]. Real-world deployment,
performance enhancement, drastic cost reduction and certification of QKD therefore all
constitute tangible and reachable milestones for the years to come. There however hence
seems to be a blatant contradiction in the position mentioned above: how could one con-
sider realistic the fact that large quantum computers could be built within 10 to 15 years,
and yet that building affordable and secure QKD systems over the course of the next 5 to
10 years would be technologically out of reach?

Antagonistic positions
The most serious risk, in relation with the dynamic of opposition that we have evoked

and the confusing positions that are sometimes largely relayed, would be install some form
of long-term antagonism between the classical and cryptography community.

After having worked on these questions for some time [ARW+07, ABB+14, LSA+18]
and as expressed publicly at several occasions already [All17, All19a], my impression is
that this dissensus has reached problematic levels. More precisely, the debate seems to
have at least partially crystallized into antagonistic positions:

• Driven by the idealistic goal of developing “a cryptography based solely on the laws
of physics” [CCD+15], but also by the practical confusions that we have pointed
above, a fraction of quantum cryptography community tend to believe that quantum
cryptography could and indeed should, on the long run, replace classical cryptogra-
phy.
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• Irritated by such implicit superiority claims doubled by approximate positions, some
opinion leaders of classical cryptography have developed an antagonistic rhetoric
with respect to quantum cryptography and QKD in particular [Ber18, Sch18, NCS20,
NSA20]. They rightly point at some confusions and over-claims concerning the ap-
plication scope of quantum cryptography, but also tend in the same movement and
yet on erroneous grounds - often based on outdated information such as the suppos-
edly lack of authentication, or the impossibility to guarantee implementation secu-
rity [NCS20, NSA20] - to deny any practical application of QKD, if not to dismiss the
interest of the whole quantum cryptography field.

5.1.2 Bridging the divides by resetting priorities

A long-term opposition between classical and quantum cryptography would have nega-
tive consequences, hindering interactions and joint research work. It must hence be con-
tained and even, if possible, ended. Acknowledging the synergy between classical and
quantum cryptography can constitute an important step on that direction that however
also need be complemented by a shift in the vision and methods.

Take advantage of synergies and acknowledge complementarity

One central reason to aim at stronger cooperations between classical and quantum cryp-
tography communities is based on the fact that both subjects are anyway intimately linked:
they share common theoretical foundations, but also common challenges and application
domains. Understanding how to operate cryptography in a quantum world is for instance
a central challenge both for PQC and for quantum cryptography. If we consider quantum
cryptographic primitives, including QKD (as explained in chapter 4) most of them need to
be combined with other classical primitives, and therefore must be studied jointly. Finally,
cryptographic formalism, definitions and proof techniques that have been gradually put
on firm foundations [Gol09] constitute an invaluable framework that quantum cryptogra-
phy may aim to augment, but certainly not to ignore and redefine.

The strong ties between classical and quantum cryptography form an outstanding ba-
sis for joint undertakings in science and technology and it clearly appears that isolating
both subjects from on another would be elusive. In that respect, one of the main message
developed in chapter 4:

Quantum Cryptography cannot replace Classical Cryptography, but is complementary.

probably still requires to be more convincingly and broadly conveyed and acknowledged.
Variations around this message have already been clearly articulated [PPS07, ABB+14,
ANS20]. This message however enters in conflict with some of the confusing assertions
mentioned previously and that remain influential. Such misconceptions have indeed not
fully disappeared, with detrimental effects: push the communities further appart and un-
dermine confidence. Further efforts to broadcast this message and to make it more widely
acknowledged hence remains important.
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Reconsider the objective of «Absolute security»

As illustrated by figure 1.2 and in more depth within chapters 3 and 4, QKD technology
has a dual nature and the dynamics of the field is driven by parallel objectives:

1. QKD is a communication technology and its development shall be based on engi-
neering work improving the performance versus cost trade-offs so that it can meet a
demand as large as possible.

2. QKD is also a cybersecurity technology, often characterized by the promise to offer
“absolute security” [MMMP99, LMC05]

The pursuit of these two objectives has been incredibly stimulating and has lead to
remarkable progress on the conceptual and technological sides. However, since the com-
petencies needed to address these challenges are generally held by different engineers
and scientists, tackling jointly the practicality and security aspects of QKD represents a
formidable challenge. As a consequence these questions are, to a large extent, addressed
separately or sequentially.

This dissociated approach of the security and practicality of QKD has so far essentially
allowed to escape a central contradiction, however clearly identified in [GRTZ02b]: Abso-
lute security implies infinite costs, which in turns implies zero practical interest, which means
that the two objectives listed above are fundamentally incompatible.

This leads to a central dilemma and the need to actually make a choice between
conflicting objectives to solve this dilemma. The nature of this choice has already been
identified a decade ago, by Valerio Scarani and Christian Kurtsiefer in their "black paper
on quantum cryptography" [SC14] and clearly expressed, in the quote below:

«This leads us to guess that the field, similar to non-quantum modern cryptography, is going to
split in two directions: those who pursue practical devices may have to moderate their security
claims; those who pursue ultimate security may have to suspend their claims of usefulness.»[SC14].

Scarani and Kurtsiefer exhort the QKD community to open their eyes on the divergence
between two distinct objectives, but also on the price to pay for such a clarification. Con-
cerning practical QKD, which constitutes our main focus, this clarification most certainly
require to acknowledge the need to relativise absolute security claims and to redefine on more
practical grounds the type of security guarantee that real-world QKD systems are able to
bring in practice.

Such clarification, despite its symbolic cost, can foster QKD progress in terms of en-
gineering and implementation security. As a practical and concrete approach, we have
recently illustrated how the use of Common Criteria vulnerability analysis methodology,
based on attack ratings allows to guide system design and to establish a lower bound on
QKD practical security [KMQA21].
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Aim at provable security under more realistic models

As we write these lines, the vast majority of the QKD community remains reluctant to
fully acknowledge the dilemma pointed by [SC14] and to give up the absolute security
claim, even for practical QKD. An important reason for that certainly lies in the simplic-
ity and in the symbolic power of targeting absolute security, without any assumptions.
However, even at the most abstract level, this claim might be difficult to ground on a
solid correspondance with the physical world and the physical implementation of QKD,
as illustrated by the recent ad absurdum refutation by Bernstein invoking the holographic
principle [Ber09]. It is also interesting to note the recent answer by Renner and Renes
[RR20] invoking fault-tolerant quantum computation as a justification - arguably far from
practical - for the validity of QKD absolute security model.

Beyond these difficulties, there is also a central reason to cherish the absolute security
model: it has provided and still provides a powerful framework that has allowed to make
key conceptual progress and develop fantastic research that has lead to a composable se-
curity definition and proof of QKD [Ren05], capitalizing on a remarkable series of work
spanning over more than 10 years [BBCM95, SP00, May01, BBB+06, BOHL+05b].

We propose to consider more “realistic” security model as a way to better capture and
define security properties that could then be enforced in practice, with high assurance.
This will typically rely on trading the objective of ultimate security (with no or strictly
minimal assumptions) to security models with additional assumptions. Such evolution
should however not be a leap into the unknown. Formal proofs, based on a precise secu-
rity model certainly constitute one of the most precious asset of quantum cryptography.
Moving towards new security models for quantum cryptography, car only be envisaged if
provable security†i.e. the ability to derive security claims from rigorous logical reasoning, is
kept as an intangible principle for quantum cryptography.

Diversifying with respect to one main security model also present the risk to end up
with models, protocols and security claims that become very complex, at that may be diffi-
cult if not impossible to to compare. We can note this phenomenon currently exists in mod-
ern cryptography, that rely on computational assumptions that are in general not directly
comparable. However, complexity theory and the use of restricted models [Sho97], and
reduction-based reasoning coupled with generic unifying approaches [MPZ20] constitute
powerful tools to compare security models. It seems important to aim at such compar-
ative analysis, also in quantum cryptography. Studying the possible reductions between
different existing quantum cryptographic protocol has howerver often been left aside so
far, which contributes to some of the confusion that we pointed at in the previous subsec-
tion. For example the reduction of Quantum Digital Signatures [AA15] to QKD followed
by information-theoretic authentication [Sti94] is often ignored. In the same spirit, we have
realized that despite the very large literature on Quantum Secure Direction Communica-
tion (QSDC) [DLL03], the protocol properties have only been informally defined. We are
currently working on a paper [SAL22] aiming at providing a property-based comparison
between QSDC and QKD combined with One-Time-Pad encryption.
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5.2 Quantum cryptography in a hybrid security model

5.2.1 Extended security models in quantum cryptography

As presented in Chapter 2 the use of quantum ressources enables cryptographic primitives
that are not achievable with classical means such as QKD or QRNG. Theoretical quantum
cryptography has largely developed around the central challenge of proposing explicit
quantum and information-theoretically-secure versions of the core cryptographic services
used in our digital world. This ambitious plann has been extremely fruitful, driving the
quantum cryptographic field from a small community of pioneers in the 1980s, to an es-
tablished field today, exemplified by the IACR conference QCrypt and the development of
a quantum industry, in which quantum cryptography is playing a prominent role. The de-
velopment of theoretical quantum cryptography however allowed to establish that some
cryptographic functionalities such as secure multi-party computation [May97, LC98] or
position-based cryptography [LL11] are impossible to realize in a quantum world against
an unbounded attacker, due to no-go theorems.

A fundamental challenge for theoretical quantum cryptography therefore consists in
understanding the relations and trade-off between security models and achievable cryp-
tographic primitives and secure functionalities. Before presenting our work on a new se-
curity model [All15b] in the following of this section, we present here an overview of the
work related to the interplay between adopting weaker security model than unconditional
security, and obtaining additional quantum cryptographic primitives with extended func-
tionalities or properties.

Assumptions on the storage capabilities of the adversary Given the technological chal-
lenges associated with quantum storage [SAA+10], a reasonable assumption consists in
assuming that the adversary is generically limited in its capacity to store quantum infor-
mation.

In the bounded-quantum storage model, introduced by Damgard, Fehr, Salvail and
Schaffner [DFSS08] one assumes that the adversary can only store a limited amount of
qubits. This model is inspired by the classical bounded storage model, [CM97], for which
a cryptographic advantage can only provided, for key establishment, against an attacker
whose memory size is less than quadratic with respect to the one of legitimate users
[DM04], thereby limiting the impact of such model in practice, in an era where cheap clas-
sical storage has become abundant. The bounded-quantum storage model allows to sig-
nificantly widen the scope of cryptographic primitives that can be constructed with quan-
tum resources, in particular Oblivious Transfer (OT), Bit Commitment (BC) and password-
based identification [DFSS08].

The noisy storage model, introduced by Wehner, Schaffner and Terhal [WST08], provides
a more realistic way to account for the difficulty of storing quantum information. It as-
sumes that the attacker has an arbitrary amount of quantum storage, whose quality and
in particular degrades with time. Assuming time-degradation of the classical capacity of
the storage enables to prove the unconditional security of OT and BC [KWW12], while en-
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tanglement sampling technique allows to to extend the validity of the noisy storage to the
case where the time-limited bound applies to the quantum capacity [DFW14].

Another recent line of work, called Quantum data locking (QDL), is based on the even
stronger assumption that quantum storage fully decoheres after some time limit. Relying
on a pre-shared secret, legitimate users can then leverage the information locking property
to design secure communication schemes, that rely on the time-limited quantum storage
assumption to impose that the attacker is limited to accessible information. This assump-
tion is in general not composable with the plain quantum security model of QKD. Dif-
ferent QDL constructions can then be used to upper bound this accessible information.
A first category relies on to single-photon encoding [GHK+14] and has been experimen-
tally demonstrated [LHA+16], with however standard (QKD-like) limitations in terms of
loss-tolerance while requiring greater experimental complexity. A second category relies
on continuous-variable encoding, and could in principle be used to reach quantum data
locking secure rates close to the classical capacity [LL15]. However such constructions
resort to random coding arguments for which practical implementation with structured
measurement is not possible.

Everlasting security based on shot-term computational security assumption A protocol
has everlasting security if it is secure against adversaries that are computationally unlim-
ited after the protocol execution. As underlined in [Unr10], such model is well suited to
scenario requiring long-term security, but where we cannot predict which cryptographic
schemes will be broken, say, several decades after the protocol execution. Everlasting se-
cure communication cannot be obtained solely with classical means and computational
techniques, since a classical communication can always be copied, stored, and attacked
later. In [Unr10] Unruh established in a variant of the Universal Composability frame-
work, that everlasting secure communications and general secure multi-party computa-
tion is achievable with quantum resources and trusted signature cards.

Another recent work illustrates how the relaxation from unconditional to everlast-
ing security can be used to strongly boost the practicality of Device-Independent QKD
[MDCAF20]. As a matter of fact, the short-term security (during protocol execution) of
post-quantum cryptographic assumptions can be leveraged to relax the extremely strin-
gent requirement for loophole-free Bell tests.

5.2.2 Quantum Computational Timelock Security Model

Model Assumptions We proposed in 2015 [All15b] a novel security model that we later
coined as Quantum Computational Timelock (QCT) security model. It is depicted on Figure
5.1 and consists of two nested assumptions:

1. Alice and Bob are assumed to have access to a public authenticated classical chan-
nel and to an encryption scheme that is computationally secure with respect to any
unauthorized attacker Eve for a time at least tcomp after a ciphertext is exchanged on
the classical channel.
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2. Eve’s d-dimensional quantum memory is tcoh-decohering with tcoh << tcomp. Seeing
the quantum memory as a channel, it can be written as as a time-dependent and
complete positive trace-preserving map Nt : ρ → Nt(ρ). The assumption related to
noisy storage and decoherence is characterized by:

∀t > tcoh, ∀ρ
1
2

∣∣∣∣∣∣Nt(ρ)− Id
d

∣∣∣∣∣∣
1

= o
(1
d

)
(5.1)

It is interesting to note that these two categories of assumptions, namely short-term com-
putational security [Unr15] and noisy quantum storage [KWW12], have so far already been
considered in quantum cryptography, yet only disjointly.

Figure 5.1: QCT security model: Assumption (a): Short-term secure encryption during
time tcomp, during which Alice and Bob can exchange an ephemeral classical secret S.
Assumption (b): Time-limited quantum memory, with coherence time tcoh << tcomp

.

Validity of QCT security model It is also important to discuss about the validity of the
model, and in particular about its central assumption: tcoh � tcomp.

A practical lower bound on the value of tcomp can be inferred from assumed long-term
security of the AES256 encryption scheme, that is considered to meet the requirements for
long-term (30 years) confidentiality of Top Secret data [Hat03].

Regarding the coherence time of optically addressable quantum memory, we reviewed
in [VA20] experimental demonstrations of storage and then retrieval of optically encoded
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quantum information, at single photon level. This indicates that the value of tcoh ranges
from a few nanoseconds to microseconds [SAA+10].

Given the large gap between the upper bound on tcoh and lower bound on tcomp, the
validity of the QCT security model can be assumed with a very high confidence today.
This also leaves a considerable margin for its validity in the future. Finally, it has to be
noted that aim here to build a key distribution protocol with everlasting security, which
means in particular that the validity of the QCT security model only needs to hold at the
time of protocol execution to provide information-theoretic security in the future.

Rationale of the Quantum Computational Timelock security model The Quantum
Computational Timelock (QCT) approach intends to reduce the divergence between
practical and theoretical quantum cryptography and address the associated dilemma
described in the previous subsection by devising a hybrid security model.
This QCT security model is positioned between the “absolute security model ” used in
QKD, where no assumptions limits the power of the attacker with respect to the quantum
channel, but where trust assumptions must be fulfilled to guarantee the security of
endpoints, and classical cryptographic security models based on computational hardness
assumptions, that also require trusted classical hardware at the endpoints.

The rationale for the QCT security model is also rooted on a central observation:
quantum cryptographic functionalities can in the broad sense be guaranteed assuming
the existence of computational long-term-secure one-way-function [Gol09, ANS20]. This
conversely implies that a quantum cryptographic advantage can only arise in stronger
models, i.e. in security models where long-term computational security of one-way
function (and therefore encryption) does not hold.

The objective of the QCT security model is to enable performance and functionality im-
provements in quantum cryptography, while maintaining a clear advantage with respect
to both classical cryptography (based on computational assumptions) and with respect to
QKD.

• Security gain over classical cryptography. As we shall use the QCT approach to
build a key establishment scheme, called MUB-QCT (presented in the next subsec-
tion) the resulting protocol cannot be unconditional secure due to the nature of the
QCT assumptions. However, the model is crafted to enable everlasting security. This
means that the established keys can be provably secure against a computationally
unbounded adversary, provided that the initial ephemeral encrypted communica-
tion is not broken by an adversary within a time shorter than the decoherence time
of its available quantum storage (at protocol execution time). Such security level is
impossible to reach only with classical means.

• Improvement of the performance envelope, with respect to QKD and more broadly
to repeaterless quantum secret capacity fundamental bounds [PLOB17]. This im-

70



5.2. Quantum cryptography in a hybrid security model

provement will be sought by considering constructions where security can be proved
in the regime where Alice sends multiple copies of the same quantum state to Bob,
thereby increasing rates and loss tolerance with respect to discrete-variable QKD,
whose security fundamentally relies on no-cloning and therefore forbids the emis-
sion of multiple copies. We will also target improvements in terms of practical secu-
rity, stemming from reduced trust requirements associated with constructions in the
QCT paradigm.

5.2.3 MUB-QCT key establishment protocol

In [VA20] we have proposed and studied a key agreement protocol that we called MUB-
Quantum Computational Timelock (MUB-QCT), where a single bit x is encoded on n
d-dimensional quantum state (qudit). The protocol leverages the QCT security model to
transmit an ephemeral secret S between Alice and Bob. This secret S is then used to unitar-
ily randomize the qudit state (twirling operation) using a full set mutually unbiased bases
(MUBs) and a set of pair-wise independent permutations.

MUB-QCT Encoding and Decoding (one channel use)

Figure 5.2: One channel use of MUB-QCT leads to a classical wire-tap scheme w.r.t. bit x:
(a) Low-noise binary classical communication channel x→ y between Alice and Bob.
(b) Noisy binary communication channel x → z between Alice and Eve. Due to QCT
assumptions, Eve is forced to measure ρx immediately at reception, and to later decode z
using her measurement result ω and post-measurement information S.
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Notations We make use of the following notation: for an integer d, we denote a set of
d elements {0, . . . , d − 1} as [d]. Any random variable is denoted by a capital letter, for
example X , with probability distribution PX over a finite alphabet X . The realization of X
is denoted by the lower-case letters x, for x ∈ X . We denote vectors in superscript face: for
example xn := (x1, . . . , xn), xn ∈ X n.

We shall call A = A1A2 be the d dimensional Hilbert space used in the protocol, with
d a power of 2. We also denote {|x〉} : x ∈ {0, 1} and {|r〉} : r ∈ [d/2] the (standard)
orthonormal bases of A1 and A2 respectively.
The encoding vector basis on A is defined as ixr ≡ d

2 ×x+ r and noted {|ixr〉}x∈{0,1},r∈[d/2].
An essential element of MUB-QCT protocol will consist in randomizing on of the basis

states of A using two set of unitaries:

• A complete set of d + 1 mutually unbiased bases (MUB), in dimension d. We index
this set by θ ∈ [d+ 1] and will denote {Uθ} the unitary operations that transforms the
computational basis into the different MUB basis indexed by θ.

• A full set of pair-wise independent permutations {Pσ}, σ ∈ [|P|] . A family P of per-
mutations of a set of d elements [d], is pair-wise independent if for all i1 6= i2 and j1 6=
j2, and for σ chosen uniformly over P one has, Pr {σ (i1) = j1, σ (i2) = j2} = 1

d(d−1) .

The total number of pair-wise independent permutations for a set of d-elements is

|P| = ( d
d/2)
2 ∼ 2d−1 for large d.

Encoding at Alice

• Setting a computational timelock: Alice picks θ and σ at random in [d + 1] × [|P|]. The
information S = (θ, σ) is sent from Alice to Bob using a short-term-secure encryption
scheme. S constitutes a computational timelock, i.e. a classical secret shared between
Alice and Bob, but not available to Eve during time at least tcomp.

• Quantum communication Given an input bit x ∈ {0, 1}, Alice generates (locally at
random) r in [d/2] and sends the state PσUθ|ixr〉 to Bob

We will denote the state encoded by Alice and inputted on the quantum channel as

|ψθ,σx,r 〉 = PσUθ|ix,r〉 (5.2)

Decoding at Bob
Bob’s decoding strategy is fixed in order to offer perfect correctness over a ideal quantum

channel. It corresponds to the following operations:

• Knowing S = (θ, σ) , Bob unitarily transforms the received state back into the stan-
dard basis, by applying (PσUθ)† to his received state

• Bob implements a two-outcome projective measurement in the standard basis, cor-
responding to POVM {My}y=0,1 with My =

∑d/2
r=1 |iy,r〉〈iy,r|
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Bob’s global decoding strategy can thus be represented by a two-outcome projective
measurement {My}θσy=0,1 with

M θσ
y =

∑
θ,σ

(PσUθ)†(
d/2∑
r=1
|iy,r〉〈iy,r|)(PσUθ)†) (5.3)

1-MUB-QCT Key Establishment Protocol (Single copy case)

Protocol 1 1-MUB-QCT Key Establishment

Setting: : Single-copy encoding overa d-dimensional Hilbert space A, noisy and lossless quantum
channel, n channel use.

1. Data generation: Alice chooses (xn, θn, σn, rn), uniformly at random in {0, 1}n × [d +
1]n × [|P| × [d/2]n

2. Timelock: Alice and Bob exchange timelocked information (θn, σn) using short-term secure
encryption scheme (Enc,Dec).

3. Quantum communication: For (k = 1; k ≤ n; k + +)

• Encode and send x over a qudit: Alice sends a single copy of the qudit state |ψθ,σxk,rk
〉 to

Bob over the quantum channel.

• Receive qudit and decode y: Upon reception of the qudit state at the quantum channel
output and knowing (θk, σk) Bob performs the measurement {My}θkσk and obtains
outcome yk.

4. Classical post-processing:

• Parameter estimation: Based on a random sampling of (xn, yn) Alice and Bob estimate
the bit error rate pe. If pe is below some set threshold εth, they abort.

• Finally Alice and Bob run an error correction algorithm followed by privacy amplifica-
tion (PA) to obtain the final keys (SA;SB), of length `.

Remark: the generalization to the case of a lossy quantum channel could be addressed
relatively simply, by adding a sifting phase,.

Security analysis

Eavesdropping model We consider the worst-case scenario where Eve has full access to
the channel input, as depicted on Figure 5.2. This is similar to the strong locking scenario
as considered in [GHK+14]).
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Hence from Eve’s viewpoint, that does not know r, nor S = (θ, σ), the quantum state
at channel input can be described by a density matrix ρx with

ρx = 1
|θ||σ|

∑
θσ

PσUθ
(2
d

d/2∑
r=1
|ix,r〉〈ix,r|

)
(PσUθ)† (5.4)

Optimal attack strategy Due to the QCT security model, Eve strategy is restricted to two
alternatives:

I Eve stores the input quantum state ρx in her quantum storage and later performs a
measurement at time tcomp given the information (θ, σ) that will then be revealed to
her, and she obtains z ∈ {0, 1}.

II Eve performs an immediate measurement on input state ρx and obtains a classical
outcome ω. At time tcomp, she performs post-measurement classical decoding using
(θ, σ) and ω to obtain z ∈ {0, 1}.

Proposition 1 (Strategy II is optimal ) If Eve follows the strategy I, her success probability to
guess the bit x correctly can be upper bounded given the decoherence model described in Equation
(5.1), as P I

guess(X|E) ≤ 1
2 + o

(
1
d

)
. If Eve follows strategy II, one simple strategy is to perform

a measurement in a random MUB, followed by post-measurement decoding. This achieves success
probability at least 1

2 + Ω
(

1
d

)
. We can prove a matching upper bound, indicating that this is essen-

tially the optimal strategy, by considering the measurement in a fixed basis (Eve has no preferable
measurement basis since the full set of MUBs forms 2-design). Based on the work of Berta et. al., on
Quantum to Classical Randomness Extractors [BFW13] we can establish that such generic strat-
egy II, reduces to applying a strong QC-extractor to ρx. Taking the parameters of the 1-MUB-QCT
protocol into account, this proves that P II

guess(X|Z) ≤ 1
2 +Ω

(
1
d

)
and consequently that the optimal

eavesdropping strategy is II.

Performance Analysis Since the MUB-QCT protocol defines an effective wire-tap sce-
nario, the key rate in the asymptotic limit for the MUB-QCT protocol, can be derived using
following Csiszár and Körner formula [CK78]:

R ≥ I(X;Y )− I(X;Z) ≥ Hmin(X|Z)−H(X|Y )

≥ − log2

(1
2 + 1

d

)
− h2(pe) (5.5)

This allows to make several observations, regarding the properties of 1-MUB-QCT pro-
tocol

• High noise tolerance for large d : Similarly to high-dimensional QKD [CBKG02],
1-MUB-QCT protocol allows high resilience to noise by offering tolerable error rate
of up to 50% for large d

74



5.2. Quantum cryptography in a hybrid security model

• Fixed resource requirements: The 1-MUB-QCT protocol can be implemented with
only two detectors, irrespectively of d . This relaxes resource requirements compared
to HD-QKD schemes, requiring d-single-photon detectors [DBD+17].

• MDI security: In the MUB-QCT protocol, the upper bound on Eve information can
be achieved by only considering the input state and not Bob measurement’s results.
Consequently, the implementation of Bob’s measurement device is not required to
be trusted to guarantee security, as displayed on Figure 5.3.

Figure 5.3: MUB-QCT trust requirements compared with those of standard QKD, MDI-
QKD and DI-QKD. MUB-QCT enjoys some MDI-type security features. This characteristic
can have an important practical impact by allowing to relax key engineering constraints.

m-MUB-QCT with multiple quantum state copies

The 1-MUB-QCT protocol considered the quantum communication of a single qudit state
PσUθ|ix,r〉 from Alice to Bob. In such case we have shown that Eve’s information vanishes
as O(1/d). This in principle leaves the room to operate secure key establishment, a higher
number of copies, i.e. m copies of PσUθ|ix,r〉 per channel use: this is the m-MUB-QCT
protocol.

Interestingly the m-MUB-QCT protocol could open the way to higher key rates and
long-distance operation, while keeping implementation simple and using with coherent
states with mean photon numbers ∼ m.
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Security analysis of m-MUB-QCT against restricted attacks

The proof for 1-MUB-QCT is valid against general attacks, in the QCT security model,
thanks to the reduction of Eve optimal strategy to observing the output of a strong ran-
domness extractor. In the multiple copy case, this proof strategy however does not carry
over. In particular, the randomization of a full set of MUBs defines a 2-design that is not
sufficient to randomize multiple copies, for m > 1.

We can however perform security analysis against restricted attacks, by considering
two relaxations:

• Individual attacks. This corresponds to discard the possibility of correlated attacks
over different channel use. We conjecture that individual attacks are likely to be the
best strategy if the security of the ephemeral encryption is valid throughout the full
session (during the n consecutive channel uses).

• Non-adaptative attacks. This corresponds to assuming that Eve cannot update her
attack strategy adaptively, over the m copies.

Under these restrictions, we can show that the optimal strategy corresponds to Proactive
MUB measurement: in which Eve proactively measures each of the m copies in a different
MUB and performs post-measurement decoding when learning θ and σ . Using the fact
that the set of permutation operations commutes with MUB basis change, we can reduce to
the simpler case without permutation, where Eve measures each copy in a different MUB,
and learns the correct it only if her measurement basis coincides with θ. As a result, Eve’s
information increases linearly with m as IPro(X;Z)m = O

(
m
d

)
. This implies Eve cannot

guess x perfectly when significantly less than d copies of the state |ψθ,σx,r 〉 are sent by Alice.

Performance Analysis

The proactive MUB measurement strategy allows secure key distribution with input states
containing up to O(d) photons, implying a significant performance increase, characterized
by a O(d)-multiplication of key rate as shown in Figure 5.4. Analyzing the plot in Figure
5.4, we observe three distinct regimes, Constant rate regime: short distance, where the secret
key rate is constant and commensurate; Single copy regime: where the key rate is similar to
the single copy case, scaling as the transmissivity T ; Cutoff regime: long distances, where
detector dark count rates dominate, sharply limiting the secret key rate.

The possibility of sending multiple copies of the quantum state per channel use can
moreover be leveraged to perform multiparty key distribution between one Alice and
multiple Bobs

5.2.4 QCT: Challenges and Future work

The Quantum Computational Timelock framework constitute a promising route towards
real-world quantum cryptography (RWQC) with extended performance and functionali-
ties. In particular, our newly proposed MUB-QCT protocol enables everlasting security
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Figure 5.4: Key rate per channel use as a function of distance, for m-MUB-QCT proto-
col against proactive MUB measurement strategy. The key rate at a given distance iss
maximized over the photon number m. The parameters assumed in the plots are: Loss
0.2dB/Km; Pdark = 10−6; efficiency of detectors η = 25%; visibility V = 98%. Since MUB-
QCT can be implemented with 2 detection modes (2-single photon detectors) we also plot
2-modes PLOB bound [PLOB17] as a benchmark..

key establishment with reduced trust requirements at reception side, and with rates and
reach significantly outperforming those of QKD.These theoretical results need to be con-
solidated but also experimentally tested and validated so that the relevance of the QCT
approach for RWQC can be assessed.

This leads to interesting new challenges for quantum cryptography in hybrid quan-
tum computational security models. On the theory side, a central challenge, that we have
started to investigate, consists in proving the security of m-MUB-QCT against general at-
tacks. We conjecture that secure key rate can be obtained with up to m ∼ O(

√
d) against

general attacks, guaranteeing significant performance improvement in practically achiev-
able multimode regime, even though lower than in the restricted analysis presented on
Figure 5.4. Another fascinating challenge, that we also intend to tackle, is related to the
design of repeater schemes in the QCT security model.

Building MUB-QCT demonstrators will require to prepare, modulate and detect high-
dimensional quantum encodings. Finding efficient and robust implementation schemes
and performing experimental demonstrations will hence be very important in order
to establish the practicality of the QCT approach. Multiple quantum systems demon-
strated so far in the context of high-dimensional QKD constitute interesting reference
points indicating the in-principle feasibility of MUB-QCT: they include temporal-spectral
[NWS+13, AKBH07], orbital angular momentum (OAM) [SBF+17, MMLO+15] as well as
spatial mode [DBD+17] encodings. In terms of dimensionality, existing time or spectral

77



Chapter 5. Perspectives

encoding HD-QKD techniques indicate the possibility to operate with d as large as 103

but also to envisage even much larger alphabet with existing or near-term technologies by
leveraging the specificities of the QCT framework.

5.3 Towards real-world quantum cryptography

5.3.1 A holistic and engineering-driven approach

The divergence between cryptography considered either through the computer sci-
ence lens or from the standpoint of real-world applications, is somehow already well
acknowledged in modern cryptography and exemplified by the existence of different
IACR conferences such as Crypto [Cry] or Real-World Crypto (RWC) [RWC], with
distinct scope and positioning and yet tight links. We posit that such a distinction is now
becoming increasingly relevant in the context of practical quantum cryptography, and that
it is timely to consider the birth of an additional scientific and engineering community in
order to develop Real-World Quantum Crypto (RWQC).

This leads to the question of the objectives that RWQC should pursue. In particular,
if absolute security is not its horizon, can we define an alternative project, allowing to
demonstrate a clear security advantage over classical crypto, and yet better suited to prac-
tical contexts than abstract quantum cryptography? We answer positively to this question.
In particular, we believe that it is possible to address some if the core challenges of QKD,
at the application frontier, by trading the quest of absolute security for practical security
gains. In this perspective, RWQC emerges as a holistic approach characterized by a shift of
priorities towards objectives that integrate a dialectic dimension, balancing the ambition
to design cryptographic systems beyond classical reach with engineering constraints and
cost-benefit analysis. With the ambition of providing a cryptographic advantage in the
real-world,; RWQC can be articulated around two main guiding principles, at logical and
physical levels.

Enable security gain for real-world use cases Considering well-defined security mod-
els, the objective is to propose end-to-end security services relying on quantum crypto-
graphic protocols that can provide a clear security gain with respect to classical cryptogra-
phy.

The notion of end-to-end security is very important, and yet often overlooked. It in-
deed conditions the logical rationale of the choice of cryptographic primitives and their
combination. An emblematic question is related to the use QKD as a key renewal tech-
nique for AES encryption. As we have seen in section 4.2, QKD enables some security
gain, over classical cryptography alone, in terms of post-compromise security. However,
the implicit use of AES encryption for secure communications implies that we consider a
security model where AES is long-term secure. This also implies that the overall security
gain that can be achieved by combining QKD key renewal with AES encryption is marginal
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with respect to what can be achieved purely classical solutions based on symmetric cryp-
tography, as argued in [ANS20].

We however want to point out that there exist use-cases where the use of QKD can
present strict security gain over classical cryptography (in that case PQC) alone. Such
use-cases have in common the fact that QKD is used to securely transport (with OTP en-
cryption) some scarce and strategic high-security data only, such as long-term secrets (health
data, governmental secrets) or some high-level cryptographic keys.

• An emblematic example is the use of QKD for long-term-secure storage, based
on proactive secret sharing, as initially proposed by J. Buchmann and his team
[BBD+17], and recently demonstrated in Japan as well as in the OpenQKD project,
to secure the storage of long-lived data such as medical records. We however note
that QKD performance (key rates) is not yet sufficient to envisage long-term secure
storage for large datasets [MGA+20].

• A promising direction consists in combining QKD and PQC in order to obtain clear
gains from the combination, as in the recently proposed Muckle protocol [Exc20]
where a hybrid key exchange protocol is specified and studied, that presents high
reliability with respect to the failure of any of its (PQC and QKD) cryptographic
components, but also a performance gain with respect to using PQC alone.

• Another interesting direction is to use QKD in the context of information-theoretic
private information retrieval, where the challenge is to guarantee the privacy for data
retrieved from shared database [KL21].

• Finally, another promising framework to demonstrate in practice a quantum cryp-
tographic advantage consists in considering the combination of quantum cryptog-
raphy with quantum sensing, for example in the context of secure time transfer
[DSW+20].

Engineer secure and cost-effective quantum hardware Adopting security by design
methodologies, the objective will be to build quantum cryptographic systems with a con-
trolled engineering complexity - and therefore controlled cost - for which high security
assurance levels can be reached.

The fact that quantum processes can be a source of cryptographic advantage in practice
is in a sense obvious, for fundamental reasons related to the unique ability to describe secu-
rity schemes occurring at the physical layer with the quantum formalism. It can indeed not
only provide a complete description of the hardware, but also quantify how information
can be exchaged, including bounds on information leakage. What however also represents
an unsettled debate, and certainly a frontier for research on cryptographic hardware is to
understand how can we transition from formal statements on information-theoretic secu-
rity, to the engineering of systems with verifiable security properties, notably in terms of
information leakage?
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These challenges are at the heart of the current international effort towards the defi-
nition of standardized methods for security evaluation and certification of QKD [ISO20],
[ETS21], as well as QRNG [QRa], to which we actively participate in parallel with the
wider reflexion on the vulnerability analysis methodology and on the interplay between
theoretical and practical security developed in [KMQA21] and on the central role that en-
gineering complexity should be given. On a more fundamental level, these questions also
strongly resonate with device-independent and semi device-independent cryptography.
We note that the use of short-term secure computational assumption opens a promising
direction to make DI-QKD more practical. [MDCAF20]

5.3.2 Renewed perspectives

Involvement of new stakeholders Structured around engineering-driven objectives,
RWQC will require the commitment of new stakeholders, in particular engineers and sci-
entists from the real-world cryptography (RWC) and the cryptographic hardware and em-
bedded systems (CHES) communities. We are convinced that the combination of these
expertises with the ones of practical quantum cryptographers and quantum information
theoreticians will allow to make decisive progress both a foundational and technological
levels.

Provable security for cyber-physical systems In resonance with the current work on
QKD and QRNG implementation security, but also Physical Unclonable Functions (PUFs),
the interplay between quantum technologies and cyber-physical system security appear to
us as a fascinating and largely unexplored field of research .

Quantum cryptographic techniques make in principle possible some very strong forms
of security by design, built around some physical and logical reduction to clear-cut pro-
cesses such as the quantum measurement of an elementary quantum system, or device-
independent characterization of measured correlations. In this perspective, security mod-
els and the interplay between logical and physical trust assumptions will play a central
role, as outlined in 5.2.1 and 5.2.2.

Slow Information I would like to conclude this chapter and this manuscript, by promot-
ing an alternative way to look at quantum cryptography and its applications, through the
concept and the metaphor of “Slow Information”. This concept is inspired by the “Slow
Food” movement [Pet13], founded in 1989 that promotes local, sustainable and quality
foods, with the ambition to be simultaneously protected from and included into the global
food system. This movement has grown into a global scale over the years [slo], around the
central idea that slowness is a key ingredient to differentiate from the food industry and
its deficiencies, and to coexist with it.

If we accept the relevance of drawing a parallelism between Food and Data, we can
then argue that the Slow Food principles provide interesting perspectives for our digital
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and data-driven society, and envisage that quantum cryptography could play a decisive
role in building a “Slow information” islands around a few principles that we can sketch:

• Similarly to the focus on “slowness"’ in a era of fast-food and fast-paced industri-
alization of food production, the shift towards “Slow Information” and quantum
cryptography would (and could) only target a small fraction of the classical data ex-
changed over modern networks, and only over restricted geographical areas, due signal-
to-noise as well as trust contraints.

• Slow Information operates over network infrastructures whose physical layer can be
fully characterized using quantum information tools. It targets application use-cases
where a quantum cryptographic advantage can be reached, which implies relatively
small data sets, for which long-term security is needed. This also conversely imply
that Slow Information islands should expect to be operated very differently from
modern classical networks, in which the physical layer constraints can be essentially
abstracted and virtualized.

• Slow Information and the role of quantum networks would however not come as a
replacement or in opposition to classical secure networks. They would rely on quan-
tum cryptography, combined with computational cryptography, to protect highly
confidential information presenting long-term security needs, with security levels
unachievable classically. Based in particular around long-term-secure storage, such
quantum networks extend our ability to manage confidential data without resorting
to complete physical isolation.

• Slow information shall be based on precise trust assumptions notably with regard to
tamper-proof security perimeters and quantum cryptographic systems implementa-
tions, that will need to be certified. It shall also be based on well-defined security
models and provable security. We are here again tempted to draw a parallelism with
the Slow Food movement and its promotion of high-quality products that rely on a
cultural heritage whose protection and certification is required, with labels such as
protected designation of origin, PDO, or protected geographical indication, PGI.
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