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B Members

» 5 Full-time researchers (by arrival order): Renaud Pacalet,
Sophie Coudert, Ludovic Apvrille, Rabéa Ameur-boulifa, Tullio
Tanzi

> 1 half-time research engineer: Dominique Blouin

» 7 Ph.D. students (by arrival order): Florian Lugou, Letitia Li,
Maciej Bielski, Vincent Hui, Lilia Bellabed, Giovanni
Camurati, Matteo Bertolino.
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B Resecarch Work: Overview

Modeling and Verification for Safe and Secure Embedded
Systems

Application domains

loT, Transports (automotive, drones), telecommunication systems
(5G, Software-Defined Radio)

Contracts&projects

Local (Labex, FUI, ...), national (Nokia lab, ...), international
(H2020 "AQUAS", ...)

TELECON
Phrtec
5

o
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I Designing Embedded Systems
l Partitioning F _________
Software Design | | '

Hardware design *
Final

software E VHDL/Verilog ’
code

Integration }- --------

Other contributions: Usually focused on one modeling
aspect: difficult to iterate between partitioning and design

A model-based approach with a close interaction between
partitioning and software design
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N Modeling is not Really a New Technique. ..

...and it is not limited to Software!
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N Modeling is not Really a New Technique...

"If you fail to plan,
you are planning to faill”

Painting by Duplessis.
Source: Wikipedia
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Partitioning

Software Design ,“ Deployment
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Software Design % Deployment
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I Case Study: Smart Card

TPT Bank

Ludovic Apvrille

» Read or write transactions

» Hardware accelerators and processors

L]
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N Partitioning Method

Functional view
(structure and behavior)

DSRCTask

Software Design and Prototyping
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I Functional Vi
petcln SmartCard
" TCPIP Entities
InterfaceDevice i SmartCard TCP_CTRL
+ resetType = 0 : Natural; > + resetType = 0 : Natural; +a: Natural;
+x=0 :NNatturaII; wompi +a = 0: Natur: + state : Natural;
+i=0: Natural; rom| b = 0 : Natural;
+ nbOfCompPckts : Natural; > it e temp)
fromSQtoD

Nda(a Rea

answerT

Rese!

pTSCot

firm
start_Application

v
Application

I:] + b =0: Natural;
+ tepcetrl : TCP_CTRL;
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I Mapping View
<<CPURR>> <<CPURR>>
CPU2 <<MEMORY>> CPUO
AppC::Timer Memory0 AppC..TCPIPD
T
<<CEL>> ] —=BUS—> I AppC::SmartCardD|
AppC::InterfaceDevice Bus0 AppC::AppIicationD]

(Simulation | Code generation

CPU attributes
CPU name: [cPuo ]
Scheduling policy: Round Robin -
Slice time {in microseconds) 10000
Nb of cores: 1
Data size {in byte): 4
Pipeline size (num. stages): 5
Task switching time {in cycle}: 20
Mis-Branching prediction {in %) 2
Cache-miss {in %]): 18
Go idle time {in cycle): 10
Max consecutive cycles before idle {i.. [10
EXECI execution time {in cyclel: 1
EXECC execution time (in cycle)
Clock divider: 1
‘ E Save and Close | . Cancel ‘
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I Mapping View (After Simulation)

0%
<<CPURR>>
CPU2
o <<MEMORY>>
CEPEEER D Memory0
22%
<<CPURR>>
CPUL <<BUS>>
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<<block>> <<block>>
InterfaceDevice SmartCard

=5

~cpt:int

- nbOfComputedPackets = 1: int. <<block>> <<block>>

- packet : TCP_ PACKET: SmartCardController Application

~ out activation() packetin = false  bool ai=7:inG

~ out reset() M. packetout = faise  bool; = out openl)

~ outpTSO) Z out sendTCR(int value)
<<datatype>> I

tepctrl in startApplication()
e <<datatype>> D)-T
TCP_PACKET
<<block>>
TCPPacl
=

<<datat >> ] | - sean
pecition o - bgiFackers =0
TCP_STATES || Contol: it - PRGLEP R Atk
“management : in: et
-~ checksum:int fimeraet = fae : bool
~othersAndpading - int; |- in close() O
~data in;
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<<CPU>>
CPUO

Software Design and Prototyping Conclusion
00®000 [e]e}
<<RAM>>
Memory0

<<CPU>> Design::TCPIP D Design::TCPPacketManager D
CPUL
D tCard j‘ Design::Application D‘
S

ardControllerD‘

<<VGSB>>

open D ‘ SmartCardController/out start_Application D‘

TCPIP/out receiveTCP D ‘ SmartCardController/in frDmTtaPD‘

TCPIP/in timeoutPacket D

SmartCardController/in resetD

TCPPacketManager/out storePacket D ‘
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ravusaner M| | Soeewenior ™
© e et “Generate code | “Execune | Resuts |
Simulation trace

Show trace from file:

3 ® show trace from socli file
Simulation trace of /Users/ludovicapurile/TTool executablecode/ trace.xt

[@ i smuisson window] | e une. e ]| @9 petrsh mnsacions
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N Typical Performance Information

» Overhead due to context switching (Cycles per Instruction)
» Memory access latency
» Data and instruction cache miss

» Bus contention
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I Performance Information: Cache Miss

Data-cache miss Instruction cache miss

5x107 03 T T T T T T T T T
Cpu 8 sets —+—
4.5x107 cpul 8 sets —
cpu0 4 sets
4x107 cpul 4 sets
pu0 2 sets
o 3.5x107 cpul 2 sets —S5— "
2 5 cpu0 1set —@— g
° 3x10° cpul 1set —A— -
€ 2.5x107 | Al €
@ @
2 7 2 cpu0 8 sets —+—
g 0 ] cpul 8 sets —><
© o sxa0? o orr Cpu0 4 sets —+
; cpul 4 sets
1x107 cpuO 2 sets
0.05 |- cpul 2 sets —S5—
5x10°® cpu0 1set —@—
o o e . o m o g CRULISEL —A—
0 2 4 6 8 10 12 14 16 18 20 0 2 4 6 8 10 12 14 16 18 20
mio. simulation cycles mio. simulation cycles

(Configuration: 2 processors, 1 to 4 cache sets)
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I Conclusion and Future Work

Contributions

> Multi-level design of embedded systems

» Push-button approach for simulation and formal verification
What's next?

» Design Space Exploration, with automatically suggested
modifications

» More detailed performance profiles (buffer fill state etc.)
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I Thank You!

References

TTool: ttool.telecom-paristech.fr
SoCLib: www.soclib.fr

Personal website:
http://perso.telecom-paristech.fr/~apvrille
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