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Apvrille (GraMSec 2015)
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Send Forged Command 
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Mapping 
Model

ResultsBasic 
Blocks

Proverif Code
(* Generated ProVerif specification *)
(* Queries Secret *)
query attacker(new Alice__secretData).
(* Symmetric key cryptography *)
fun sencrypt (bitstring, bitstring): bitstring.
reduc forall x: bitstring, k: bitstring; sdecrypt
 (sencrypt (x, k), k) = x.
...
let Alice__0 (sessionID: bitstring) =

in (chControl, chControlData: bitstring);
let (=sessionID, =call__Alice__0, 
Alice__secretData__1:  

...
process

! ( new sessionID: bitstring;(( 
System__0 (sessionID)  
) | (
 Bob__0 (sessionID)  ) | ( Alice__0 (sessionID 
)) | (( 
new Alice__sk__data: bitstring;

...

Backtracing to diagrams

Intermediate
Specification

Lugou (Modelsward2016)
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Comm(size)

Comm(size)Cryptographic operation

Cryptographic operation
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<<block>>
MainController

~ out motorCommand(int data)
~ out droneData(int data)
~ in obsData(int data)
~ in targetData(int data)
~ in missionCommand(int data)
~ in scanResults(int data)
~ out checkArea()

<<block>>
ImageProcessing

~ out obsData(int data)
~ out targetData(int data)
~ in imgData(int data)

<<block>>
RemoteControl

~ in droneData(int data)
~ out missionCommand(int data)

<<block>>
motorControl

~ in motorCommand(int data)

<<block>>
IR

~ out scanResults(int data)
~ in checkArea()

<<block>>
Camera

~ out imgData(int data)
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 SysML-Sec : Unified methodology for Secure 
Embedded System Design

 Automated evaluation of Safety, Security, and 
Performance

 Improve iterations between phases
 Evaluate additional security properties/attacker 

models
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Our work at: 
      ttool.telecom-paristech.fr
      sysml-sec.telecom-paristech.fr

Questions?
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