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Motivations

Context

main concerns

Tendency in embedded systems design

Local systems\\

/ Distributed Systems /Local Systems N Safety critical/
[+ Networked \ [ o Encapsulated \‘ g
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\_ security properties /
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Introduction

Motivations

Context

main concerns

@ Modeling approaches target
Modeling Approaches and Frameworks

either AN \
| ‘ Safety oriented | Security oriented

@ safety properties or N
@ security properties - e

. /" AVATAR approach

@ Safety and sef:url_ty models ‘ Safoly and Securly |

should be maintained \_ orented )

@ Consistency problems l ‘ VICEIGIER
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Simulation ) \ Formal verification | \ Code generation |
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AVATAR SysML environment AVATAR Profile

Security extensions

Methodology Phases

Overview

Requirements capture: Models requirements to be satisfied, e.g. with
Requirement Diagrams

System analysis: Analysis of system behavior, e.g. using Sequence
Diagrams

System design: Captures system behavior, e.g. with AVATAR profile

Property modeling: Captures properties to be verified, e.g. in TEPE
Diagrams *

Formal verification: Formal proves over targeted properties

Refinement: Repeat previous stages adding system elements up to final
design
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AVATAR SysML environment

AVATAR Profile

Security exten.
Methodology Phases
Implementation
Requirement capture ’_ ....."n .
I (Requirement Diagrams) Requiremont M
; Attack trees 3 <
(Parametric Diagrams)

S
Use cases and interfaces
(Use Case Diagrams)
Scenarios
(Activity Diagrams,
Sequence Diagrams)

Analysis

Simulation
Formal verification

Design (Block Definition Diagram
Internal Block Diagram)

Detailed design
(State Machine Diagrams)

4
/
.| Design
Property modeling
(Extended Parametric Diagrams- TEPE

g\sﬂm
Forl

mal verification
%cie generatio
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AVATAR SysML environment AVATAR Profile

Security extensions

AVATAR

In a Nutshell

@ SysML environment supporting all methodological phases
@ Graphical capture of properties

@ Integrated simulation

@ Safety and security proofs at the push of a button

@ C-POSIX code generation
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AVATAR SysML environment AVATAR Profile

Security extensions

Design: Architecture

@ SysML Block Definition and Internal Block Diagrams
@ Block = attributes, methods, in/out signals, behaviour

<<block: >
MicrotiraveOven b

~ in remoteStantiint walue)

<<block> > §
Wirelessinterface
msg2 : Message;

in remotestart

out remoteStart

<<block>> (™

i (e et e owN;?=nUE'UI’nD(2 e,
selectedDuration : Integer; i stophigg—F - IMEgEr,
- Message encryptiMessage msg, Key ki o Z:;’w[[f
< <block:x q‘
ControlPansl

~ duration = 5 _ Integer,

~ it LEDON(

i LED0ff(

~ out startButtonlint duration)

in LEDOnR
in LED T <<hlockz> Qi
ut startButton Controller

— duration = 5 : Integer;

- remainingTime = 0 . Integer;
~ in startfint duration)
~inclosed)

« it open(y

~ out tingBelly

« out starthagnetran(y

ut starthagnetron

out stopMagnetron

<<blocks >
Door e

= out closed()
QU openl)

out ringell
ring

<<block> >
Bl M

~ I ring(

~ out stopCooking(h
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AVATAR SysML environment

AVATAR Profile
Security extensions

Detailed Design

remoteStan(duration] | _>standuratian; |

@ Block’s behaviour is e
described in terms of
SysML State Machine
Diagrams

@ Non deterministic choices

@ Non deterministic temporal

[ remain|
mainingTime==0]
after (1,1
Operators remainingTime= r’emaimn%;\me -1
stopMagnetron()>
o
‘ - ech
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AVATAR SysML environment AVATAR Profile

Security exten:

Property Modeling

Security

@ Customized Parametric Diagrams (TEPE)

<< bloCk: > .
Caontraller <<equation::

emainingTime==0

<< attribute: =g
rernainingTirne
10ggle

i}
<< property: >
Reg2
liveness

Gabriel Pedroza AVATAR for safety and security formal proofs

TELECOM
sTech




AVATAR SysML environment AVATAR Profile

Security extensions

Profile limitations

to address security

Initial knowledge: No way to preshare data

between blocks o g, SEEEeey
. . . Bab
Cryptographic functions: Not predefined and b | e | S e
o N ;
should be modelled S e
Communication Architecture: Channels can not
<<ﬂalalypeq‘- <<dalalypeq.>
be eavesdropped Ke Message
- data: [nteger; - data : Integer;

Attacker model: Not included and not easily
representable

Security properties: Not easily representable
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AVATAR SysML environment AVATAR Profile

Security extensions

AVATAR for security

implemented extensions

Initial knowledge: Introduced as a common knowledge by the pragma:
#InitialCommonKnowledge Alice.sk Bob.sk

Cryptographic functions: Predefined in each crypto block: MAC(), encrypt(),
decrypt(), sign(), verifyMAC(), verifySign()...

Communication Architecture: Common broadcast channels can be defined in
blocks. Attackers can eavesdrop public ones

Attacker model: Taken from the underlying security framework ProVerif2
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AVATAR SysML environment AVATAR Profile
Security extensions

AVATAR for security

implemented extensions

Security properties: Confidentiality of data intended to be secret is captured in
the pragma:

#Confidentiality Alice.sk
Authenticity of a block exchange is captured in the pragma:

#Authenticity Alice.sendingMessage.m1
Bob.messageDecrypted.m2

waitingForMessage
|

——

m.data = secretData

]
i = stecryonimz, sky
|

receivedData = m.data

SecratDataReceived
1

ml = sencrypi{m, skj

sendinghessage
]
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ProVerif
Security Proofs Tansformatio

Why ProVerif?

as underlying formal framework

@ Proverifis 3 ...

@ quite generic: targets communicating systems modeling in general
@ completely automated
o well suited for communicating entities (CEs) modeling:
@ based upon process algebras
@ CEs represented as pi-processes
@ oriented to prove security properties:
@ confidentiality
@ authenticity
@ endowed with an attacker targeting security properties
supported by a rigorous formal approach
@ implemented with a resolution algorithm

©
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ProVerif
Security Proofs Tansformatio

Processes

in ProVerif

Syntax of the process calculus *

MN: : = terms
X, Y,z variables
a, b, c k names
f(M...M) constructor application
P,Q:= processes
out(c,M; P outputsM in cthenP
in(c,M; P inputsM from c thenP
new a; P definesarestricted tdP
event nyEvt(x); P executes an eventyEvt(x) thenP
let x=g(M,...M)) inP destructor application
else Q
if MEN then P else Q conditional
Pl Q parallel composition of processBsQ
P infinite replication of procesB
0 null process Y
ParisTech
= i |
4see [3]
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ProVerif
Security Proofs Tansformati
Formal verif

Properties

in ProVerif

Defined as queries °:

Confidentiality: can the attacker disclose secret data -mySecret?
query attacker: mySecr et

Authenticity: can the attacker break the receiver-sender
correspondence?
query evinj:event Recei veM x) ==>evi nj : event SendM x)
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ProVerif
Security Proofs Tansformation rules
Formal verification

AVATAR block diagram to ProVerif

Translation rules

AVATAR ProVerif Semantics
Block declaration | et The initial process myBl ockg
myBl ockg=
<<h|uck>>%
myBlock

— datal : Integet;

~ check]

~inchl(
Block data types new dat al; The new name dat al

- datal : Integer;

Block input signal free chil. The input channel ch1. Quite similar rule
for out put or pri vat e channel

= inchlf
Common knowledge | New val ; The static variable val is only known by
val in blocks {8} the processes {Bl ock;}, i=1...n

#initialCommonknowledge Bi.val

Confidentiality pragma | qUEry dat a confidentiality will be proved

. TELECOM
#Coniictentiality MyBlock data att acker: ParisTech
dat a. 5 i |
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Security Proofs
Formal verification

Formal Proves

Security Properties

Performed at a push of a button!
Here the process®:

© Translation of AVATAR model to ProVerif
©@ Gained attacker knowledge in form of Horn clauses

9 Confidentiality; for each query attacker: mySecr et the attacker:

@ builds a finite inference space of horn clauses
@ searches whether nySecr et can be inferred

@ Authenticity; for each query
evi nj : event Recei veM x) ==>evi nj : event SendM x) the attacker:

@ test all input channels

@ acts on behalf of sender - or receiver - in replicated sessions

@ builds a finite space of horn clauses

O proves sender-receiver correspondence TELECOM

ParisTech
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Keying Protocol modeling

Verification and results
Case Study

Keying Protocol
EVITA project

Security Goal: distribute a new secret key amongst members of a group of in-car
Electronic Control Units (ECUs).”

Initial Knowledge ECUL: Initial Knowledge ECUKM:
SK-1: Preshared symmetric key ECUL PSK-1: Preshared symmetric key ECUL Initial Knowledge ECUN;
Sesk: Random generated session key. PSK-N: Preshared symmetric key ECUN, PSK-N: Preshared symmatric key ECUN.
GroupNo: Fix group umber. GroupNo: Fix group nurmber. GroupNo: Fix group number.
ECUL ECUKM ECUN
ECU1 sends the new session key to distribute it
among the members of the group. ECUKM verifies message integrity. authenticity and
freshness and then stores the new session key.
[M1:={{SesK] {PSK-1}. GroupMo, timeStampl}, MACIML.PSK-1)]
ECUKM distributes the new sesssion key among
the members of the group. The message interchanges
between ECUKM and ECUN should be repeated
%{t\mer:tlmsrl duration=64} il =l e o i g
[M2:={{SesK}_{FSK-N}. Groupho. timeStamp2}. MACIMZFSK-N}]|
%{t\mer:t\meﬂ duration=22}
ECUN informs ECUKM that the session key has
ECUKM sends an aknowledgement message to ECUL been accepted and thus stored. The older session
it includes information aboLit partial or total session key is deleted in case there is one.
key distribution in the group (SesKDistCode).
[M3:={ACKcode. ti MACIM3. PSK-N)]
[M4:={ACKcode. timeStamp4}. MACIM4. PSK-1)] %({“”‘E’:mw}
%{t\mer:tlmerl}
A o — ECUKM verifies integrity, authenticity and freshness
in the acknowledgement message. The older session pithelacenon]=dgementines=aceyHelode e ssen TELECOM
key is deleted in case there is one. ey 1< deleted In case there Is one. Paristech

"See [5], [6]
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Keylng Protocol modeling
Case Study

AVATAR model of Keying Protocol

EVITA project

@ Each ECU associated to a crypto block

@ Public input and output channels

@ Predefined crypto functions are used: sencrypt(), sdecrypt, MAC(), etc.

@ Confidentiality of SesK and mutual authentication (<aut h>) of ECUs is required

#nitialCommonKnowlerge ECU1 PSKL KM PSK1
#nitialCommonknowledge ECUN.PSKIN KM_PSKN
#nitialCommonknowlecge ECUN.ACK ECUL ACK KM ACK

#initialCommonKnowledge KM timerexpire TimerkM timerexpire <<datarypes>q, <<dataype>> g
#Confidentiality ECUL Sesk
#Confidentiality ECUL confDara. [Femiimeses | [T |
#Authenticity ECIL makingFirstMessage Sesk KM decipherOK msgauth
<<block>>
SecureciSystermn u
w in chiniMessage msgl <<block > <<blocks>
SOeCERD ook - Ty
win msgr
ok By N R bodor g
<<block>> & | | - msg - Message; - msg : Mesiage; T\merKM
ECUN Iinegt Message gt Message = sewmer

R T i W Tinifz Message]| - dmarespia - Meseige nain
ot ke Cinigd Message B e

- - g ehcryptiMessage msg, Key K
Zimeg Maseage -mspd  Messane - Mesase ot essage g, Koy K 1] S e
- msgl : Message; &) 9e; - meg 4 ~Massagz sencryptiMessage msg, Key K
S e Tnate Messone e essage] - ez
B ~aroupd: et : 3¢ sdecnpi(Heasage i, Key o

g3 Wessage Sroupd - eder; msgy Maseage " MESSOE Sdecpiessone g
i messaoe “mehany " reger Cimestam 3¢ M0, Koy i o
T Messane B e e i
i esraoe oS olean; TR e
- timestamn - nteger; - confata : Integer; Snipedky s T%LEC[UT:
- ACK: Integer:  Message encryptiMe ssage msg, Key K - timerexpire : Message; YarisTecl
Boolean ~Message deeryptiMessage msg, Keyd || - 2S5timer: Message;
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Keying Protocol modeling

Verificati It:
Case Study erification and results

Results

Security proofs

Keying Protocol verification results®

Verification Scheme AVATAR model and pragmas

Modeled Blocks ECU1, ECUKM, ECUN

Verified confidential data SeskK, PSK-1, PSK-N

Verified authenticity correspon- ECU1<aut h>ECUKM,

dences ECUKM<aut h>ECUN

RESULT #Confidentiality B.dat True for each verified data dat

RESULT #Authenticity True for each correspondence and

B4.Send.Mx B,.Valid .Mx message Mx

Observations Keying Protocol preserves data con-
fidentiality and authenticity.
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Summary

Conclusions

@ AVATAR:

o
]

]
o
o

eases embedded systems modeling

easily proves safety and security properties
avoids models consistency maintainability
is fully supported by TTool®

has been tested in industrial projects

@ However:

o
o
]

only targets confidentiality and authenticity
not suitable for temporal analyses
richer notions of attackers are required

TELECOM
ParisTech
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Summary

Next steps

to do

@ introduce temporal analyses capabilities
@ introduce richer notions of attackers:

9 to prove message integrity
@ to prove message freshness

@ automatic code generation from models
@ code maintainability
@ addapt tool support
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Summary

Thanks
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Summary
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